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Abstract Programming Protocol-Independent Packet Processors (P4) enables operators to
customize the packet forwarding behavior of the switch, improving the programmability of the
data plane and the flexibility of packet processing. Therefore, it is easy to support new functions
and new protocols, reducing development cycles and development costs, which provides a new
solution for solving long-term challenges in the current network architecture and designing new
data plane functions. Moreover, offloading some of the middlebox-implemented network

functions and the server-implemented applications to the programmable data plane can also obtain
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considerable performance gains and improve the overall performance of both the network and
applications. This article is the first research survey based on the P4-based programmable data
plane. The research framework of P4 is systematically proposed in this paper, which provides an
important research reference for researchers in related fields. In this survey, we start with the
urgent need of on-demand customizing the packet processing behavior of network devices and then
outline the background of the software-defined networking, such as ForCES, 4D, RCP, SANE
and so on. Then, we introduce the birth of OpenFlow and the concept of SDN, which is the
pioneer of P4, Next, this paper introduces the basic knowledge of P4 language and its architec-
ture, including the design goals of the P4 language, the P4 abstract forwarding model, the P4
workflow, and the P4 syntax elements, helping readers to lay a solid foundation. Then, this
paper summarizes the problems of the current P4 language in terms of grammar, function, standard
specification, etc. , and briefly compares the P4 language with other data plane programming
languages. After that, this paper introduces the latest research progress of the P4-based pro-
grammable data plane, showing the current cutting-edge research in the P4 field, including com-
patibility with heterogeneous platforms, compiler design and optimization, design and implemen-
tation of development tools, and so on. In addition, this paper presents applications proposed by
both academia and industry for the P4-based programmable data plane, from the aspects of load
balancing, network measurement, network security, and so on. With the rise of P4 and program-
mable data planes, the working boundaries between the end systems, middlebox, and network
begin to blur, and researchers in both academia and industry begin to rethink the roles and func-
tions that the network should assume. In this way, according to the lessons learned from the
above P4-based applications, this paper discusses what kind of middlebox-based network func-
tions and what kind of server-based applications should be offloaded to the programmable data
plane, to improve the overall performance of both the network and applications, which provides
readers with reference for future research. Although P4 and programmable data planes have
received extensive attention from both academia and industry, and mature commercial products
have been launched, P4-based technology is still an emerging technology. which still faces many
challenges. At the end of this paper, we discuss several issues of P4 and programmable data plane
that need to be resolved, and explore the future trends of P4 research, including extending P4
language, efficient use of limited programmable data plane resources, research on new application

scenarios of P4 technology, and the security issue of P4,
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OpenFlow PMSUIT 2 S 504k - 1 455 R pr, — A~
L1 ] U S UG T 2 A 2 1) DG i Sa A B 0 D6 1
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B P4 A7 2k i 8080 S 1 4 AR 8 L A HL B R A AT LA
SEBL I A0 RATE BH EE  B O SE EAT  N 4 1RAS T
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(B) iz A7 B Btk s 1 19 2% 56 W 7 45 22 1 B 1) 1
FAEAR SC b A2 B Be B ~F i s 4% i P4 Ry
JE SCIY 2 e Ak PRERCHRE A0 T Jz A A 45 o T %
Ty 2 U 1 G 8 B BE AR i i) d Ay I A B a4
S BB AT I ) B S T & D RE ).
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P4 155 & — Fh RE % 52 B A] 8 0 Bk L BRI TG R
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& P4 R 25 8 F 5K 1 34 B T4 G B R AL A %
AL AT N B9 T Be. HED P4 i & S A4S 2014
ERATIY P4,% Y 2016 4F KA PA©. LI Ty P4
WHEMREER R 1AM PAREERRY) .

(1) 3k & (Header). Sk #8454 % T £ F m
SR B KR B Sk M L A 3 RO A Sk B S e
SER T8 RV A B A 45 Sk R Y N AU E B L S
ZE R,

(2) F (Table). F 4% XA UL + 3 F, B DL
5 3 FRH L 1) $RAT B A

(3) hfE (Action). B4 H R fili ik Bl £ Sk 5 A
TCEHE Wl g Ab B P4 2 SC T — B PTG 56 19 I 3l
f (Primitive Action) , 4§ Z 41 . & & F B . & il 2
KA IJFHVEMB UL EE X —H 2R EH
B & 4 81 /E (Compound Action).,

(4) #2417 (Control Flow). ¥4 #il i & VT lc sl /F
P B A 17 TCE B 8 T B AL AR A [\ Y DL T
SIEZR Bk G R LB 2 4R AL I 2 4 A
W % 6 25 AHR S SRV — 7 VG IE 3l AR 2R 0[] — 4> %k
P AT Z UK DT .

(5) iM% (Parser). fif b di & SC 1 A Ay 56 531) £k
I A0 3K A LA B Btk A Sk AR A RO T 4R
BE - T b 0 A 3 A A s 4 BE ] e 2 A 2 i T B
i 4.

(6) 3% fif A7 #i (Deparser) . 3 fif M7 45 & 24 4048 7
1] 25 9% i 7K 2R Ak BE 58 K040 60 05+ o A 358 10 K
SkER AT H 2 25 .

R1 5 PIIEBEEERG

ik

% Py, B85 78 il
R

Py 7 )5 7 il

header ethernet_t{
fields{ header ethernet_t{
dstAddr: 48; bit(48)dstAddr;

z:{g srcAddr: 48; bit(48)srcAddr;
" etherType: 163 bit(16)etherType;
} }
}
table forward_table() { table forward_tableO){
18 key={
reads
cthernet. dstAddr: exacts )hdr. ethernet. dstAddr:exact;
) G ( actions= {
actions
* ctions forwardl ;
forwardl ; NoActi
NoAction; | oActions
} 39 size=32;
)51/@: ’ default_action= NoAction() ;
}
actlo}n fo%rward( port){ action forward(bit(9) port) {
modify_field(standard_
standard_metadata.

metadata. egress_spec
1 ’
port) ;
}

egress_spec=port;

}

control ingress (inout headers
hdr, inout metadata meta) {
apply {
forward_table. apply() ;
}
}

parser TopParser(packet_in b,

£ control ingress{
il apply(forward_table) ;
oo

out Parsed_packet hdr) {
state start {

parser TopParser{ transition parse_ethernet;

extract(ethernet) ; }
return state parse_ethernet {
fit select(latest. ethertype) { b. extract(hdr. ethernet) ;
#r . L
a 0x0800; ipvd; transition
it default: ingress; select(hdr. ethernet. etherType){
} 0x0800: parse_ipvd;
} default: accept;
}
}

}

(7 A B & Xt %dE (User-defined metadata).
AP A E Oouds e P A E SO S5 B iSO %
R 503 254 rh ] LAAE SO P SRR i Ff 722
R B COTEUE RE % A 580 SR B - T
AR AL F  H A £ 70 45 VT L S A 3R Z [l 4% 3 i, AT
DL X 28 F P A SCOT B LA 5E VS T 3l 7 25 16
2 Hf .

(8) [E A JeEHE (Intrinsic metadata). [E A JLEL

P4-hlir. https://github. com/p4lang/p4-hlir.

P4 Language Consortium. The p4_14 language specifica-
tion. Website. https://p4. org/pd-spec/p4-14/v1. 0. 4/tex/
p4. pdf.

@ P4 Language Consortium. The p4_16 language specifica-
tion.  Website.  https://p4. org/pd-spec/docs/P4-16-
v1. 0. O-spec. pdf.
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(9) RN 4 (Extern object™ ). #p % % 2
FOEE SCUF B I eR B EE # P4 R AT LAl i APT
Xb HHEAT R L AE S G P R AT A 2 A A S B (A
I TT) AN BESE T P4 1 Ok 4 A

(10) 5% 58 X * (Architecture definition” ). %
A SCJR— AR 9 T OK 41 38 T G A 9 8% 15 4 1) P A
T AR« SRR PA ol i in.
2.5 P4IEEHIERNKE

P4 A Sy H88 SF 1 40 RE o 1 (Domain
Specific Language, DSL), X & % $2 F+ £ 4% °F- i
8 R Gt P2 BE ) L S B — 28 DI R 8 A K 1 T 52 B
() LI RE » oAy 00 28 B3040 £ Ak 3R e Al K A 458 ) o (L2 F
TH KRBT A PR UL S B V- 10 A B 14 J5 BR 1 . P4
AR H 2% ST I AT ) B T RE R R T R T
fift P4 T 5 N g AR B R AF TE 9 R BR 1 L AN RE
i P4 3 5N A B N 375 L BE 98 O el ik
P4 155 -4k SDN T —fUfif e 07 2 SR A3 1) JEL %

BB Pl A B AT - PA B FARAFFELL T # )5
FRAE «

(1) % R BR A

o P4 FEJP R SCHFOR R AT A % 1T 6 26 R
B Al i HOReE A FRAR PR AR IE.

o P4 FEFP A SCHF SN A NAE S L. BE IR #E 75 2
5 G 12 10 i A 1 2 S ORI A A 5T

« P4 B PR CHFAR S A 5.

« P4, f& FF 18 & counter, register f1 meter 3
A A5 15 A [R) B €0 = 1) A R 2 (H 2 Py, okl
T A TH B R TR G THE B s Pdy T 4ERR B
AN R B A Z 1) AR A 7 248 A8 75 12: (extern
method).

(2) ThRE A FRE

« PAFEF B B ARECTEZ R ST kil il
BEE R E 1Y [ A ST RS 2 m ) R ALk fil & P4 Y
HPERBILA » AT T 5 1 41 S5

o P4 TR P AN B8 SCRF il ik BA B L B B 2
2.

o P4 YA E A MO BE AR — R0 L AR
22 %8 4l SCE A AR AR 1 1 P4 BT AN BE 52 A

« PA R AN SCRRSCH o B E 4 P P
FEF AN RESZEL TCP B LI i A D) fig.

o P4 R T AN SCHE T A B 09 4 S (] 4n s ICMP
reply)»/tlﬁ'éﬁfiaﬁﬂg?ﬁj(-

(3) s v HR 5 Jmy B

o H A ESCHE Y- T A V- TG 22 TRDE A A 1 Y S
{5 7 238 H 6 A A O i (AN ; learn-
ing) 3k 7€ ;K.

T ey 4 g B2 1 E— 2B A 4 | 58 3 KU T T
FEIE 5 B3R SO B 4 b SRR AL L B b R P AR
ST A PR A U R 7R R IE £k 4D RS 2 i L b S
R 0T 00 0000 0 A FE B A AR R ke X B A T T
P ARG A g R R B Y P R IR,

2.6 HEHETFEREIES

Br 1 P4 iEE e B T R R S
A, A] DL A A B ST A 4R SC AL B2 L DLR 2 BR
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@ bmv2. https://github. com/p4lang/behavioral-model.
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FE R RECHE o0 Hf L 44 06 (1 9 1 K 00 TP iy ik
i AR IR S A ok A A A% i
) —FhE s o EE S LA ARG SE
Ik AR A o R R 4% B RN 9F
H AP R 55 #4800 238 i 23 5 ) NG T L A
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FRER(EDO I H L AT 85 25 7457 s 5121, NetCache
18 A% o A KA 1 T V5 f T DR C B A/ R X key 34T
G325 A FH AT AF A R AE 4K value K O K T 2% R
BEIN hot items, 45 ] F M H 71 57 key 194 A FIH
5. S 6 4 B S T g A S 4 AL g R AT DA b B ok
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JEE AN B8 4 R0 PR AR A 1) CAE 51 20T NetCache HLRE
SEER i R A Ak AR AE R
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FEAE AT A EAT 0 B A L e/ T g 3 S Y - 2
HEIR. B E— 25, NetChain' " 38 1 7 7 1) 5 & il P
WA PR A e 2 B AL A o A S BTG A I o A ok Y
fEORS A 360 1 [ ) 30 32 4 1 5 — B A A
414 BEUE Sy C IR AL S R

R B AR I A A G 0 B S A 0 B AT g R A 4
HLRE A AR 4 4t 12 165 U £ SR T |y 52 B 15 RE ) LA
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T3 2K SEHE M A PRI SE B, T2 B — L P U A
S AL 2 — P R AT A A DR T 5. SCHRL 70 1R T 2R KK
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TR S BRSBTS AR IR 4 B PR
BB AT AR E A SCHRL 71 e T g R A4 L EOR
A ARL 2P BA B 4% B8 A ) 10 T AT O B L 2 A
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L7283 7L 2 4 52 70 BE BT HL il FDPAL &1
it B Py S e 6 AR B A8 M T A e g, T DA i e
5 BAS ] R TR AN 2 Y TR AL
4.2 EEMZENE. KT 52 HH KB
4,21 ZEI S A Y T T 2

XoF P 48 R AT H I A8 EIURD 4 4 AROBE T B i A &K
{1 P 5 0 & R W . NetFlow ™ J& B 12 1 W 4%
WA TR E R TE W A5 i A I I 2 ke 5 e g Ak 3
PR [R] 45 55 K 1) A7 5 1] 9 6 » AR ME A B8 oo i
A AL AT A8 P NetFlow 7 25 8048 43
PEAT AR FURE M 5 — 0 20 . oh T R R A % ek A
AL e BRI L 5% R A5 AT ARG ) 5 A S I (] )
JIT A A SR A b R AT MR 4L T SCHERL73 ¥ T
FlowRadar , HoAZ 0 S8 AR 2 78 n] 2 R 52 4 AL 48 H]
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7 9 i » 9K J5 ol FH I8 R 4R % 1 11530 RE 0 0 4 I
RS HEAT A A 43 8. FlowRadar [t NetFlow 1)
CIE/ES 38 sNE R DR R Ay S R

UnivMon"™ $& 7 3 F A9 0 We 4= HE 48, S it 1
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AR B O A AT 55 e B — Al T ek B B A
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@ NetFlow. https://www. ietf. org/rfc/rfc3954. txt.
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B gh R AL 2 2. INT B850 61 2 i 22 e AL BA
A g I [0 45 0 800 B TE B 6 i INT KR b, g8
Ry 2 i e B AR AN KL BE 1 I £ R 0. SR T INT HoR
A DA 1) S5 AL N R IR 28 (A < BRI /) L 5 i )
FHASFIHEBAAE 3R 25 ) o DT AT LS B 1) 245 I 25l B 12
W SRR - T 0 A R O . B INT R F AR
XM 2% (Knowledge-Defined Network, KDN) #H 2%
A AT AR [ BR B M 4% (self-driving network)M , i,
% O 2% 4 B AR
4.2.2 Rk AR A5

bR AR AR Y T R 2% S M A TR
HE e HAK YT 5 R IR AN GE T B an A . R oy bk
AT 3 A A 1 4 B A i 3 A SR P 5 A 4
BILAE R AR IR 288 S fofe = S g 1 ) P o 85 o
B 98 5 R RO BRI 28 2 5 0 Oy ke
I IR A STk [17-18 . 4 1 Hi 4w ~F- 1o A6z I
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B XE /NI R AT IR ARAT T AT R RE A g L A
D 80 KB {4 AL N A7 1T LU i 95 20 By R VAL
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BBl 43 A 19 AR T 4 15 22 e AL A S [) At 18
A [] £ 1R o R o R A O B I D J2 heavy hitter,
B 25 Uh R 2% DR A% 8 S AN Rl sS# bL B
Bt R T 4 M heavy hitter. i /] LUR 4 4 5 1 %
AL A 4 A S N M S R L
heavy hitter il 5] {H.
4.2.3  POLE I RE AL BT A DS BIE Y

FERRY N 2% rp e i 280 o2 R A ) B2
o7 FE A L 2 it A K DR A 2R . TR
I %) TCP Ji R/ g 15 5 3 2% 2 1 4 AT ik
R HE A A ) BB S IE B 2 T

Bt s B 99 % My TCP i, # xf L H
ARIEAT B L Ab B AN I 2 i ELAI A PR I A
TELAZ W 5 WRAG i 28 s 1 80 AL 1) B 150k A Al Tl
MU ML AL 4 5 A0 R A A 0 J2 ARORS: T SCA g
AT L AL (B AN AR I B . T, SCRRL76 142
T Dapper Z 8¢ . FH o] 2 Pt B30 1 11 76 58 0 7 4
%t B9 AL & (B 1 - hypervisor . W F1T 2R T 32 #2 HL 55
Xf TCP 42 1 P R 2914 52 i 1912 K. Dapper AJ
DAAS I HE Ok — 2% TCP 3 42 0 32 & 3% J7 BR 4] (3] 4
LT FETE P IR S IS 52 P 245 B A (A1 - 1) %
PHZE) , i S 32 H W7 BRI CB 20 5% b IXAR /N
TR TCP & 82 iR i & .

R YU 2 A RS L AR B N A ek B S ) TR

L7708 M 7 PR 4 I % A2 1 38 R 48 LossRadar,
ot 1Y AT 390 A 6 o D A R T S RO R A R L ) il A
i E AR B F— A~ I 45 3 B R B T R AR
TR LBGZON T i 28 7 AR i B0 £ 0 Y 22 5
O S IS A I A A 2%

X 5 A U [ T, Keey Sight ™ 48 ty T — A~ 7]
P s B A Y- 6 T A S R AR LABOE AT
4 (packets behavior) A KL postcard 1%, 5&
B L A% posteard B 77 58 AH L o ST T 1
T Y0 L A ] g A
4.2.4 M EFREAE TS S 5

R TAE R A] g R A e WL AT DL S I
o 5% 0] 5 12 B A 5 (H 2 XS ) g 0 2% M
P07 oK I e AT AR 8 S8 4 HLAE 1 5T A RE S
R 00 £ P B 0] R 110 223K 7 SCHR L 79-80 4 th 1 g 2%
AEA 1R & Marple, P45 45 J 53 K55 20 1] Marple
G5 — > PERE A A oK Ll Marple 2 i35 4% 2 130T
TET] G FE A4 ML EIs 47, Al 45 2R 4% A 3 S 15t 48 U
MR 55 e

Sonata"*" i B 3 2 43 7 F- & R AT G AR ) 4% K
s SR T R AL GO 1 R0 2% 2 I R L LE A L B T
A i 2 i) A4 7 R I 20 A 0 i ale

4.3 HEEMNEBRZEHEHA
4.3.1 i1 DDoS ¥ if;

DDoS Hrili & H Hi M 28 38 58 b BB e KL A 3
I 1 ) I 24 B0 T B OO© A% G2 Jy i 4 R R R4 ok
Gz . B9% SDN H2 AR 7] LUk ok B 48 DDoS 4 i
AR B 5] A T H #Y DDoS ) g i 5 ©hos o]
(74 - SYN-flood T 2 i #7 il 5 18 4 5% % 4 4
B T G A AR PR B D . SCHERLE82 4 iy T AT LA
5643 S BLTE 7T 2 A2 45080 - T B % DDoS it i By
oo T AR A 00 28 B B T T R R S U
FRHE SYN 3K AR R i SCH BT 3 A BE AL SYN-
ACK challenge {E H N %5, B i challenge H)

@ Bigelow S. The causes and costs of data center system

Advisory board Q&A. http://searchdata-
center. techtarget. com/feature/The-causes-and-costs-of-
data-center-system-downtime-Advisory-Board-QA. June,
2011.

@ Akamai’s security Q3 2015 report. https://www.
stateoftheinternet. com/downloads/pdfs/2015-cloud-securi-
ty-report-q3. pdf/.

@ DDoS threat landscape report 2013-2014 security alliance.
https://www. incapsula. com/blog/wp-content/uploads/

downtime.

2015/08/2013-14 ddos threat landscape. pdf.
@ Radware 2014-2015 global application and network security
report. https://www. radware. com/ert-report-2014/.
Stateful connection tracking in open vSwitch. http://open-
vswitch. org/support/ovscon2014/17/1030-conntrack nat.

pdf/.
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(17,74 15280 T 3 F sketch Y W 5 58 1k (H X 4655
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BAR PA SN T BCHE - T AT g AR EL ] B A
BN T B - AR ORI AT RE P K 2 Y T
AR T il 23 4 ) FH > 28 5k — S 22 4 SR ({3 2 - 1) 245 B
B RSS2 A A R SCHRC84 T
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il >R Bk P4 R IF B9AT A R AIE 2 4 SRS B AT,
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B T 0L 24 0 9 A SR W SO B I AR P AT O R S
P T T R e R B R R D) — AR B R SR ) C
B E T s B A5 AT C B P IFBOE R e 1 & 1
G 3¢ i P FE Y AT AT RE AT I 4R FE BT BT
A0S AT 35 R R Y AT O R S R bR v — B R A —
BOWAE DL, 107 R P4 R TE B IE 0 B ] 5 2% R R
DA 2 N s RS0 H A B TR R B I B e K
YRR .

A, BT P4 R JY HAIERRZ G 3¢ B AT
Al 2> A& A R s ) . U85 13 T R 1
# (Sand box) WAL 38 3o W 45 B0 F 11 F2 7 5 1%
B HREE R W Cn s R R R 55
B - 1R AT Sy B 7 42 4 SR MY B
4.4 FEFRAPIEARRAEECHARNELE
441 B S SRR

(1) H5 71 54T 55 180 03 K04k - i

F T A G R RN T T AT DX e A R Y R AR
PAK HAT ik 6.5 Thps Bk, Jy Wy 1 5 42 it
TR HLE. TE RS 0 B 55 A 2 TR S S B AL
HEAT AR o Q0 SRAE — A8 23 JEUAS 72 IR 55 4% o 52 1 14 3
B AT 4 (Map-Reduce, Machine Learning, Graph
Processing, Stream Processing 45) {128, 3] 7] 45 F2 %k
PP PRAT IR 44 B 0 5 A R 4% 3]k 2 i ik
55w I s AT 55 A AH I 58 B8 1 s AN ACRT DA 2D 1)
2R O ARAR ZE 3R ] DL SR L JE S LR R
S5 CPU JE . H 2, b 7 7T 2 A5 0 2% 150 45 19 N A7
IR B B VE A A BR R A R SO R R BCR
PR DRI b 2 23 L b 2 5 T X 245 v 5 B Y 58
VB A BRI B AT & R BRI SCORUE TS /9 4 Jmy 1E
B L B v B O R AR P RE

SCHRL60 82 Hy T 74T g B HE SR pdmr , X545 -
T VT3 TF 85 T 020 0 B L, I X Map-Reduce
SETH AT 55 ) 4R B HCHE F T I 8 AT T SE B
fili. SCHRL20-21 082 T DAIET R4, i H1 3k T P4
I8 T S A S AL IIAT IO P B 3R 5 ) AR e R
BHIA S T T 90 Y0 i B d R A K.

AL PR (Stream Processing) A~ 75 22 3047 1% 36 5
VB, I HL P 1 s MR 25 A R & TR I 36 4 78 7T 2 72 4
PP b oE . SCRRL61 4 HY P4 3 5 78 7] 2 # 4X
71 ST AR BV Linear Road™™™ , H 3
A BT HAFHY Linear Road 77 i B ey | 20 B2 51 PR

(2) B — F P 10D 43 3 F0 4 F- T

—HME R A R R G EE H bR, o,
Paxos PMSUZVF 2 70415 305 58 MR 55 1Y JE il 4 00
3 FH R 52 B0 I 2 ) — 35tk 5 il 45 DA O 24 i
55 i B s K 4 A R M. Paxos Bh AL EE 4 Fl AR
{f, ;. proposer, coordinator, acceptor F learner. #&
1M} » Paxos 5 X M E R AT A m Oh L 51 AT
R PIER RE T RGN AT Y R AR
coordinator il acceptor WY T.1F B $22 52 ¥ 7F 4 ¥
10 b AT X Paxos #EAT I, i Ak, SCHRL62 45
T AR TP S BN S O B R R 5 R
P 2% 5 107 112 PR AT 1 R R 0 s 4% i
H A A FEAHHE (Ordered Unreliable Multi-
cast. OUM) {87 J5UF A R 7 - SRAUE T K2 A 7
F 5 (ELR AN PRAIE TR 5K /Y W] 58 A% . T RE 2 A 25 a5 L
FEAE 3 19 & # #6 1 Network Ordered Paxos
(NOPaxos) R #fi i © 28 A J7 e SCHY 7T 58 M 4% iy M

@ Barefoot. Website. https://barefootnetworks. com.
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2 AR BSCHE Y- T S I DT AR AR — B B SR J2 T YA
R A2 T Rafe —BUERETE D M R G iy E
fE. 7F Raft thill 7, A leader. follower F1 candidate
=fpfaf, HoA leader 38 13 & AppendEntries [
JEFE R ] (Remote Procedure Call, RPC) 3k %k
0Bk AE BB H S E B SCERC112 6 AppendEn-
tries RPC (15 8.4k 3 by 7T g 72 52 $ AL 55 . 1 o 119
A g AR A AL B TF H AR Y S A2 52 18 4T Raft J&
H B AL 5 L IR HoE 3 0E B 5k i 8Os £ 58 )
X Raft 15 3R A PR H IR 1 5 J5 o 19 A 55 4 02 47 58 B 1
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Z— HIRIER AR T L T 2 =

Q) WREEH ST
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Foft 73 A X 28 SR ML ez-Segway . fE 85 PR 8
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FIGE P A0 2E. SCRRLE89 T th T — A>3 R 25 78 1
HEZE Swing State, 120 B R 75 B0 A b F5 7 IR 25
BB A Bk SE BUIR 25 3T 78 . RE 8 S RS B -7
AR S — BT % 7 P4 B 5 4t 3% I, Swing
State 73 # &% B 3R 2L 8 R i -5 = a0 R
BBl P4 R e i SR A7 I 1Y 52 I O 7% 2 4
W ERIEB TS A, Swing State )R A48 B 2%
AT BT BT A R EROCRES E R R 2 et )T,
H SRR o AR A HEA TR S I A
4.4.2  FZEIIREHE AL

P4 55 u] 2 7 K030 - 10U S i ) 2% 3 E R 4L
fk (Network Function Virtualization, NFV)#4t T
HEHLE. H AT 3 2= A AR5 TT 1, — A A
P4 {1 335 VAT G R R S8 B PR RE 8 D RE L ) —
A AT P4 52 R P00 55T 1 1o 4 % I 4 B

(1) P4 B Zy i 15 P 1 e T HE 2

B8 B K DB 1 A% AR N B VF 22 N 2% T RE
ELLMAE 7 NFV & FLH 2 H iR 2% 4 31 51
AN AN T S A AT g R M OR PRI NFV R 58 19 1
RE. A T P 1A fm) B, HyMoS™™ il i 3 45 P4 11y
MR 2T NFV S & P8 . [F] ] 58 92 42 {15 1 e fk
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