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Abstract Protocol Reverse Engineering (PRE) is a critical and foundational task in network
security, primarily aiming to extract the protocol format and semantic information from unknown
communication protocols. This extracted information is essential as it forms the basis for various
security analysis techniques, including vulnerability scanning, fuzz testing, intrusion detection,
and malicious software behavior analysis. Binary protocols present a significant challenge and
complexity during the reverse engineering process due to the lack of delimiters and poor
readability, making them a key focus of analysis. Existing methods for PRE typically suffer from
several limitations, often relying on manually assumed protocol formats, a dependency that
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severely restricts their versatility and maintains a low level of automation, rendering them
unsuitable for handling the complexity and diversity of protocol types. To address these significant
issues, this paper proposes Binary Protocol Reverse Engineering using Neural networks
(BPREN), a novel automated PRE method based on traffic features. This approach fully
leverages the multidimensional feature information contained within network traffic,
strategically combining a U-Net image semantic segmentation network and a Gate Recurrent
Unit (GRU) network. The model is robustly trained on the known protocol traffic to effectively
and accurately extract both protocol format and semantic features, which are then applied to
reverse engineer unknown protocols. The BPREN architecture is built around a sophisticated
dual-module design: the protocol format extraction module and the protocol semantic inference
module. Specifically, the format extraction module draws inspiration from image processing,
treating multiple protocol messages arranged by bit value as a protocol image. It utilizes a
carefully modified U-Net network to learn the field boundary features from these known protocol
images and subsequently predicts the boundaries in unknown traffic. A probability-based field
aggregation algorithm is implemented to reduce false positives and yield a more accurate final
protocol format. The semantic inference module follows, using the segmented fields as input for
semantic type prediction. It employs a GRU network to extract comprehensive multidimensional
features from the protocol fields, considering the field value itself, the same-field context, and
the cross-field contextual information. Fine-grained semantics of known protocols are clustered
into semantic categories using a Natural Language Processing (NLP) model and k-means
clustering. The optimal number of categories is determined automatically by identifying the
point of maximum curvature on the curve of the within-cluster sum of squares, which serves as
the optimal inflection point for clustering. Furthermore, a contrastive learning objective is
employed, coupled with data augmentation, during training to significantly enhance the model’s
generalization ability to unknown protocols. Extensive experimental results demonstrate the
significant effectiveness of the proposed method. The method improves the format extraction
accuracy, as measured by the F1 score, by at least 19% compared to existing methods,
including Netzob and NEMESYS. In the semantic inference task, when tested on similar
protocols, the average accuracy exceeds 64% (combining Accl and Acc2). Overall, BPREN
offers higher versatility and automation, significantly enhancing the accuracy and efficiency of
unknown protocol analysis, which is highly valuable for real-world scenarios that demand rapid

analysis of massive network traffic.
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Background

This research focuses on the problem of reverse
engineering unknown binary protocols within the field of
network and information security. Protocol reverse engineering
(PRE) aims to reconstruct the format, semantics, and behavior
of undocumented or proprietary communication protocols.
With the rapid expansion of the Internet of Things (IoT), an
increasing number of private protocols have emerged,
especially in industrial control systems, smart devices, and
autonomous systems. These protocols are often undocumented
and lack publicly available specifications, posing significant
challenges for security analysis, intrusion detection, fuzz
testing, and malware behavior analysis.

Currently, two mainstream approaches dominate the
international research landscape: binary-based and network-trace-
based PRE. Binary-based methods analyze executable files
through symbolic execution, taint tracking, or static analysis,
but they require access to firmware or binary code, which is
often unavailable or obfuscated in practice. In contrast,
network-trace-based methods analyze captured traffic to infer
protocol structures using heuristic, statistical, or machine learning
techniques. However, many existing methods suffer from limited
automation, poor generalization to unseen protocols, and heavy
dependence on manual assumptions or high-quality traffic samples.

This paper proposes BPREN, a deep learning-based

framework that addresses the limitations of prior approaches by

mobile security.
WU Cong, Ph. D., Post-doctoral Researcher. His main

research interests include distributed system security.

leveraging known protocol traffic to learn transferable representations.
It introduces a dual-module design consisting of a U-Net-based
protocol format extraction module and a GRU-based semantic
inference module. The system achieves significant performance
improvements in terms of accuracy, generalization, and automation
across a variety of real-world binary protocols.
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The research group has long been engaged in protocol
analysis, IoT security, and traffic behavior modeling. Previous
works include binary code analysis and semantic extraction in
ICS environments. This study constitutes a critical subtask of
large-scale intelligent network security infrastructure projects
and directly contributes to the automatic modeling and

understanding of unknown communication protocols.



