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Abstract With the rapid advancement of cloud storage technology, an increasing number of users
are leveraging cloud servers to store massive volumes of data, thereby significantly reducing the
demand for local storage resources. While cloud storage offers substantial benefits in terms of
scalability and accessibility, it also introduces potential risks such as data corruption or loss due to
server failures, malicious attacks, or operational errors. To mitigate these risks, the introduction
of third-party auditors has been widely recognized as an effective mechanism to verify the integrity
of remotely stored data. In team scenarios, where multiple users collaboratively store and manage
shared data, the need for reliable integrity auditing becomes even more critical. Existing research
in the field has predominantly focused on designing schemes that support public integrity auditing
and efficient user revocation. These approaches allow an external auditor to periodically check
whether the cloud server correctly retains the users’ data without requiring local data retrieval.
However, a significant drawback of such methods is that the auditing process may potentially

expose sensitive information related to the users’ data. Since the audit proofs often involve
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metadata generated from the original data, malicious or curious auditors could infer private
information through repeated audit interactions. Moreover, in a collaborative team setting, not all
users may be willing to allow arbitrary auditors to access their data. To address these challenges,
we develop a novel certificateless cloud data integrity authorization audit scheme that is
specifically designed for team scenarios. This approach differs from traditional methods that rely
on public key infrastructure, as our certificateless framework removes the necessity for complex
certificate management and simultaneously avoids key escrow problems. The proposed scheme is
built around two key technical contributions. Firstly, it incorporates a shared trapdoor mechanism
that enables dynamic authorization and revocation of auditors. This mechanism ensures that
changes in auditor assignments can be handled efficiently. Secondly, the scheme utilizes random
blinding factors to obscure the audit proof during the verification phase. This design effectively
prevents auditors {rom gaining the actual content of the stored data, thereby safeguarding user
privacy. In the security analysis part of our work, we provide proofs that the proposed scheme
meets several critical security requirements, including correctness and privacy. Correctness
guarantees that all properly generated proofs will be validated successfully. Privacy ensures that
any leakage of sensitive information to auditors during the auditing process is prevented.
Furthermore, it offers unforgeability of data tags, meaning that even a malicious cloud server
cannot create valid authentication tags for data blocks that have been altered or compromised.
Experimental evaluations indicate that our scheme supports efficient batch verification for multiple
users. Compared to conventional approaches where users must locally update metadata during
user revocation or auditor changes, our method significantly reduces computational overhead.
Specifically, the time required for changing authorized auditors is reduced to approximately 0. 1%
of that required by traditional local user update methods, while the time for processing user
revocation is cut down to about 46%. These improvements make the scheme highly practical for

team-based cloud storage systems.
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Background

This paper studies the authorized audit of data integrity in
team scenarios in the field of cloud storage security. Data integrity
audit schemes in team scenarios have been widely studied because
they are more suitable for the reality of cloud data sharing. With
the continuous development of cloud storage technology,
researchers are currently committed to studying user revocation
and privacy protection of audit schemes in team scenarios. In this
paper, we propose a certificateless authorized audit scheme for
cloud data integrity in team scenarios, which supports functional
features such as user change, authorized audit, and multi—user
batch audit. We implement the authorization and change operations

of auditors through shared trapdoors. In the operation of changing
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auditors, users only need to interact with the cloud storage server
in a simple way to allow the cloud storage server to update data
tags without leaking private keys, saving a lot of bandwidth and
user computing resources. In addition, we also blind the audit
proof to protect the user’s data privacy information while ensuring
the correctness of the audit scheme. Performance analysis and
experimental results show that the scheme meets multiple
functional features. At the same time, the scheme is efficient and
feasible for replacing authorized auditors and processing user
changes. The research presented in this paper is supported by
Shanghai’s 2024 Science and Technology Innovation Action Plan
(24BC3200500, 24BC3200300).



