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Abstract Aiming at the common problems in the existing Internet of Things (IoT) identity au-
thentication schemes, such as centralized trust reliance, key escrow risks, complex management
of multiple identities for a single user, and low authentication efficiency. a blockchain-based cer-
tificateless multi-identity authentication scheme for IoT is proposed. By leveraging the decentral-
ized nature of blockchain, the scheme ensures the trusted sharing of public parameters during the
identity authentication process, eliminating the central trust reliance brought by traditional archi-
tectures. The certificateless signature mechanism is introduced to reduce the key escrow problem
and the complexity of certificate management, and lightweight security authentication is achieved
based on elliptic curve cryptography. The attribute signature technology is combined to achieve
fine-grained management of multiple identities for a single user, and the multiple identity aggre-
gate signature is adopted to verify the integrity and validity of multiple identities in a single verifi-
cation. The security of the scheme against adaptive chosen-message attacks is proved in the ran-
dom oracle model, and the efficiency advantages over existing similar identity authentication

schemes are analyzed and verified through simulation experiments.
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Background

This paper investigates a problem in the field of cyber
security, specifically focusing on multi-identity authentication
in the Internet of Things (IoT), particularly the design of ef-
ficient and secure identity verification mechanisms in multi-i-
dentity scenarios. With the widespread application of IoT
technology in critical infrastructure such as smart cities, in-
dustrial control, and the Internet of Vehicles, it has become
common for a single entity to possess multiple identities
across various business domains. For instance. in intelligent
transportation systems, vehicles not only act as traffic partic-
ipants but also serve as service access terminals and data pro-
viders. Therefore, how to achieve flexible and efficient au-
thentication for multiple identities while ensuring the security
of the authentication process has become an important re-
search direction in the field of IoT identity management.

Currently, international research on this issue mainly fo-
cuses on two aspects: first, using certificateless public key
cryptography (CL-PKC) to address the challenges of tradi-
tional certificate management and key escrow, thereby en-
hancing the system’s lightweight and security; second, lever-
aging blockchain technology to achieve trusted storage of
public parameters and decentralized authentication architec-
ture, eliminating the security risks of centralized trust mod-

els. However, existing research mostly focuses on single
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identity authentication or only supports repetitive verification
of multiple identities, and is still unable to meet the require-
ments of unified management and one-time verification of
multiple identities. Moreover, some identity authentication
schemes still rely on computationally intensive bilinear pai-
ring operations, which are difficult to adapt to the resource-
constrained environment of IoT devices.

This paper proposes a blockchain-based certificateless
multi-identity authentication scheme for the IoT. This
scheme integrates certificateless signature and attribute sig-
nature technologies and introduces a multi-identity signature
aggregation mechanism to achieve one-time verification of
multiple identities. This design reduces the number of au-
thentication interactions and computational overhead while
ensuring the security and efficiency of the system. Through
formal security analysis, it is proven that the scheme can ef-
fectively resist adaptive chosen-message attacks; experimen-
tal evaluations further demonstrate that, compared with ex-
isting methods, this scheme significantly improves the au-
thentication efficiency in multi-identity scenarios.
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