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Abstract TCP incast usually happens when a receiver requests the data from multiple senders
simultaneously. This many-to-one communication pattern constantly appears in the data center
networks (DCN). However, when TCP incast problem happens in DCN, DCN may suffer from
hundreds of milliseconds delay and up to 90 % throughput degradation, severely affecting application
performance. With Software Defined Networks (SDN) as a new paradigm for networking, the
centralized control methods and the global view of the network can be an effective way to handle
the TCP incast problem. In this paper, we propose a TCP congestion control mechanism based on
SDN, referred to as TCCS, to solve the TCP incast problem. TCCS leverages the features of
SDN to accurately assign sending rate for background flows and burst flows so as to accommodate
more burst flows and improve the overall network performance and utilization. In particular,
TCCS contains four modules including network congestion trigger module, elephant flows selection
module, receive window estimation module, and receive window regulation module. We first
design network congestion trigger module over an OpenFlow enabled switch. Once network
congestion is discovered by assessing queue length, the congested switch will trigger a congestion

notification message to our SDN controller. Subsequently, elephant flow selection module exploits

Wk H B - 2016-04-14 5 TE R R AR H B - 2017-06-23. ASPRIBIAG BV 9548 11 1 J5 6 6 L K A AR FR 2 2L 4 (61602243) BE ). Bl — % . 55,1982
ARLE T PRI P E RSB 2 2 (CCFD 2 5o 32 RO 58 J5 1) g B s oo 190 2% 1% i B 330, B0 58 SC I 46 L A7 fiff 190 4% . E-mail: luyifei@
njust. edu. en. R FE 551991 48 A o 2 BEHFSE Ty [y B4 5 S0 46 0 ik LA



2168

12 A ) #H

L
&

the controller to differentiate the background flows from burst flows according to different flow
traffic characteristics in DCN. After that, receive window estimation module at the controller side
estimates the current bandwidth of these chosen background flows and then degrades their bandwidth
to the desired one. We assess our desired bandwidth in terms of the network congestion level.
Then, our controller generates a notification message containing new flow table entries that is
used to regulate the background flow bandwidth to our desired one and sends them to the switch.
Upon receiving the notification, the congested switch can deliberately manipulate the advertised
window of TCP ACK packets of the corresponding background flows so as to effectively degrade
the bandwidth of the background flows. TCCS is a centralized approach that does not revise the
legacy TCP stack. Thus, it is transparent to the end systems and easy to deploy. By carefully
deploying the location of our controller, our extensive analysis results show that the control delay
between the switch and controller can be virtually ignored. Besides, the fairness of TCCS is
discussed in our paper. We implement TCCS by revising the OpenFlow protocol. During TCP
connection establishment, we can generate a Global-View flow Table (GVT) that includes all of
the TCP flows information in the network. GVT consists mainly of BackGround flows Table
(BGT). We also extend the standard OpenFlow protocol to support the congestion notification
message, TCP ACK flag match function and ACK advertised window adjust action. Our experimental
results show that TCCS is effective in improving the performance of burst flows, e. g. , reducing
transmission time, increasing the number of concurrent flows, and providing high tolerance for
burst flows while guaranteeing the bandwidth of background flows. Therefore, TCCS is an effective
and scalable solution for TCP incast problem.

Keywords data center network; software defined networks; transmission control protocol;

congestion control; receive window
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1. state=0, count=0

2. CurrentLength= CurrentLength—+size(P) ;
3. IF (CurrentLength>>=1)
4

IF (state==0) //in the normal state

5. //a first congestion notification message is generated

6. Message= GenerateOF Message(CNM) ;

7. sendMessage ( Message) ; //send message to
controller

8. state=1; //enter into congestion state

9. //generate TIMER

10.  START COUNTDOWN TIMER;

11. ELSE

12. IF (TIMER EXPIRED)

13. //if queue length is bigger than L in every period,
14. //then generate congestion notification message
15. Message= GenerateOF Message(CNM) ;

16. sendMessage(Message) ;

17. START COUNTDOWN TIMER;

18. END IF
19.  count=0;
20. END IF

21. ELSE //CurrentLength<<L

22. IF (state==18&.&.TIMER EXPIRED)

23.  count++;

24.  START COUNTDOWN TIMER;

25. END IF

26. //if queue length is smaller than L for three periods,

27. //then generate congestion recover message
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28. IF (¢ ==3) b 3

count 7 Wi:CXRTTeivg+Q([>’ ieAUB (3)
29. Message= GenerateOF Message(CRM) ; n
30.  sendMessage(Message) ; %’l [ éﬁ?fﬁ % [X]'J KA A R L& @J CNM :J’FijC Eﬂ‘ , ?{Z
3. STOP TIMER; AT BLA CNM JiSCHHRICH AT A S K JE Qo).
32. state=0; //recover to normal state ﬁj’ﬁj{ﬁﬁ% n Al LI GVT F3k18. qzi/g RTT {E
52 D A B i 5 (4 379
34. END IF
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By : PUIE R MatchFlows

1. FOR EACH flow f. € BGT

2 IF fi.In_Port==P, &.&. fi.SwitchID==S;

3. MatchFlows.add(f.); //f; add to the MatchFlows

4 END IF

5. END FOR

6. RETURN MatchFlows
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Background

In today’s data center networks (DCN), TCP has been
used as the de facto transport layer protocol to ensure reliable
data delivery. However, the unique workloads scale and
environments of the data center work violate the WAN
assumptions on which TCP was originally designed. A reported
open problem is TCP incast. TCP incast problem was initially
identified in distributed storage cluster and has nowadays
become a practical issue in data center networks. TCP incast,
which results in gross under-utilization of link capacity,
occurs in synchronized many-to-one communication patterns.

Ghobadi et al. proposed an OpenTCP that is presented
as a system for dynamic adaptation of TCP based on network
and traffic conditions in Software Defined Networks (SDN).
OpenTCP is not a new variation of TCP. Instead, it comple-
ments previous efforts by making it easy to switch between
different TCP variants automatically (or in a semi-supervised
manner), or to tune TCP parameters based on network
conditions. For instance, one can use OpenTCP to either
utilize DCTCP or CUBIC in a data center environment. The
decision on which variant to use is made in advance through
the congestion control policies defined by the network operator.
Jouet S et al. proposes an SDN approach to tune TCP initial
window and retransmission timers for newly created flows

based on a network-wide view. This method allows the online
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tuning of these parameters in order to improve response time
for mice flows by designing a measurement-based control
loop with an SDN controller as the feedback source.

Previous works focus on how to tune TCP parameters or
choose between different TCP variants automatically, while
our work is aim to avoid packet loss by designing a new TCP
congestion avoidance mechanism, which makes our work
complementary to previous work.

In this paper. we take this advantage of SDN to design and
implement an innovative TCP congestion control mechanism
based on SDN (TCCS). The key design principle behind
TCCS is that we avoid network congestion by adjusting the
received window of TCP ACK packet at controller to reduce
sender’s transmission rate. We deploy a very simple queue
management scheme in OpenFlow-switch that triggers a
congestion notification to controller when queue occupancy is
greater than threshold. When controller receives this signal,
it will select background flows and push a new flow table entry
to modify advertised window of ACK packet at OF-switch
automatically. TCCS does not need to modify the TCP stack
of end system.

This project was partially supported by the Jiangsu
Provincial Postdoctoral Science Foundation and the National

Natural Science Foundation of China under Grant No. 61602243.





