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Abstract  With the rapid development of quantum computer research, design, and manufacturing
technology, the era of quantum computing is gradually coming. Cryptosystems based on traditional
number theory problems are threatened. The development of cryptosystems in the post-quantum
era has become a hot spot in the field of cryptography. The National Institute of Standards and
Technology ( NIST) began to solicit standards for post-quantum public key cryptography
algorithms. It announced seven candidate algorithms for the third round, five of which are lattice
cryptographic schemes. Lattice-based cryptosystems rely on adding noise to linear equations to
solve complex problems and have the largest share in the Post-Quantum Cryptography (PQC)
due to their better balance in public key size, computational efficiency, and security. However,
implementing lattice ciphers is vulnerable to power analysis attacks in the application of practical
environments. Power analysis attacks have been viewed as a physical attack method to recover the

sensitive information of cryptographic algorithms effectively. The attackers capture the power
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consumption, electromagnetic or other information generated during the operation of cryptographic
devices and establish the relationship between this information and the intermediate value of the
cryptographic algorithm. Since the emergence of power analysis attacks as an important attack
method at the hardware level, it has seriously threatened the security of the cryptographic
system. In particular, NIST announced the candidate post-quantum cryptographic algorithms in
the third round of the PQC project. The academic community has also been widely concerned
about the resistance against power analysis attacks of lattice-based cryptography. Lattice ciphers
play a vital role in post-quantum cryptography, and its side-channel security is an indispensable
indicator to comprehensively measure algorithm security. Therefore, the research on power analysis
attack techniques for lattice ciphers results from the current NIST post-quantum algorithm standard
and even post-quantum cryptography is an important topic for practical applications. Power analysis
attacks greatly threaten the development and evaluation of lattice cipher schemes. Due to the
novelty of many lattice-based cipher schemes, many security vulnerabilities have still not been
evaluated. There are various types of existing attack models, all of which can recover the key
information or message of the lattice cipher. Many works have also proposed the protection
schemes for lattice ciphers to resist these power analysis attacks. Still, the existing protection
schemes hardly satisfy the security and efficiency requirements. This work studies the side-channel
attack technology of lattice-based cryptography in view of the attack model, target, and condition.
We analyze the attack mechanism and the security of each operation of lattice-based cryptography.
This work starts with analyzing the cryptographic scheme, the attacking methods of different
operators, and investigates the cause of the vulnerability in the scheme from the perspective of
designers. In addition, the attack principle of the latest protection scheme is analyzed, and the
internal reasons for the breach of the protection scheme are explained. It focuses on the attack
methods against the third round of NIST lattice-based cryptography. Moreover, we analyze the
attack technologies for countermeasures. Finally, we present the drawbacks and trends of power
analysis attacks for lattice-based cryptography.

Keywords power analysis attack; lattice-based cryptography; post-quantum cryptography;

hardware security; side-channel leakage
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1E 8 (it iz il v i # Figdt RLWE i 5 %8 . i
BT 0T LA ik 2 PR AR v R AN () 1) %8 SO AR
WCEATIIIFE  [F A RLWE % 77 2 i i 2
g A
4.1.2 DPA

DPA & REFE 7 B Mok bl Y ) Ll 2 6
B —Fh s 7 . Wang 28 AN % NTRU fig %
FE RN A DPA KRS T FAEH. B8 SN o FhH
N s R RE RO R m=s « ¢ modq, H A 3
c=cotoa X+ Xt Fen XVNVLBH N s=s,+
X T XAt sy XV s €{(—1,0,1), Feikid
PR ] schoolbook B3k, it it AR — 254 %5 3¢
sen  BE N 0,0,0,000,0), R4 100 &
iy 2 B 1245 3 2 08l 265 5 — 20 0 SO E
(as0.0,0++,0), HAP a J 4 SCRUE I B A D0 W)
KAB  [FIFE R AR 100 ZREFE M 26 )5 159 2 (i Hh 48 5
Jo TS 2 T (LY 22 4 ot 2 o AR B0 e 1R 0 ) B
BHRB A,

Xu & A1 T 2020 75 ARMYE 4 % Kyber KEM
i DPA #4717 B . Kyber 52BN pamd i
AIARHESE I . pama iy ARM Cortex-M4 1Y J5 7%
B AL L 1 AT LVE A8 & mask ({122 30
R L T AR R /TP DIV RIS S N o 2 N i TG!S
b A4l 2 25 il 4 19056 2 67 S e ORI I R RR O /D
R AL R AR 2R 00 B I U A A Tt T
FONFEAZE 73 6 KT BRI A O B HE R 1,
ZH 0.

k1. poly_frommsg RS R BE .

i A Input message in msg[32]

s« coe ffsL ]

1. FOR i=0,-+,31 do

2. FOR j=0.-+.7 do

3. mask=—((msgli]_j)H&1);

4. coeffs[8+itjl=mask& ((q+1)/2);

END FOR

6. END FOR

7. RETURN coe ffs[ 1

7350 DPA FEA% B s vt vl i FH T4 B e H
Fri® X, 40 Ravi 2 A1 F] /] DPA ¥t schoolbook
22 1 3fe 12 5 AV i 22 10 X ofe vk 4% A B AL BR L o T
5 B Oh 3 25 44, S 1 BT X Dilithium 5595 19 % 24 0
SR

W A R A DPA o 2 46 1 4% 7 %

Cop9Cp 9Co 9"

Wi ¥ Jo /s WG 1 A el B 1) 5 47 2R A B AT 3k
A3 o307 AR T REFE RO B AR 107 HL 72 22 20 Y
JEAE i A AR T A BEAE i 4 2 1] 1 K %
7. T3Ah BT DU IR B B E DU AL R DPA JE
I RE 1T AE -5 o (] A DCHH IR B BT B 2 ()
HAIELMEX A,

4.1.3 CPA

B, SCHkL44 1% NTRU 78 REID b #5230
AT T sk 3@ a3 75 I schoolbook 2371 5 7fe 2+ 4%
SCRBORMFLH R BORE S5 R 5 b A ) S )
FE [ 5 22 () 1) B 7K b AH OC FR 40, T AE 25000 S5 BEAE
Mk B AT 2 FA 4. 2020 4E Huang %5 A X}
NTRU Prime ™ #4717 CPA Mg ™, i 1 % £ 35
ARk b iy ek H A e B 2 R, |
FETTIE e, 9 DUHY H ) 5 BEAE 1 4k 22 [) A9 AH DG M
B 8 — AR E W% LU R L SR 5 T8 MR Al B
W e, IR 2K AL H B L

WiE 2. ZUERE R R AL,

1. =0,i€{0,1,++,(2p—2)}

2. FOR i=0 to (p—1)

3. FOR;j=0toi

4 et =fiy

5. FOR i=p to (2p—2)

6. FOR j=G—p+1) to (p—1)

7. et=f,

2017 4 CCS 451 | Espitau %8 A o i
CPA Hifi 1 BLISS 2 44 iy Z WA e 12 5 Aysu 55
AR 2018 4 HOST 20 142 T — Fh & X 4%
WP K- CPA Tty , Bk i o % I B ok $h AT
(89 Z2 A~ v (B (L, I 0B 22 A4 o (8] (B XS 0 Y RE A 5 1iE
A MRS & b i E 5340 5 P R %0 % NewHope #
Frodo 1% B 3¢ 4 U CHEAT T 92 96 30 i, B4 2% B
R A B Ll 99 6.

2020 4F,Fournaris 2§ A% %} Dilithium 2§ 44 &
%5 T CPA il (e A BE PR BT Z=Y +
Ce S\ Hrph S %9, C hdd & 2 A B AT LA
W C « S, 1 45 B A7 it 3 35 A7 2 B 19 D) A 2 47 43
Br. Beidi oy LAy = A B B (1) B 5B X0 B 1 2% 4 4h
AR5 e BEAIL 2 I, 22 WHRAT % 44, TSR 46 RE #E i
45 (2) SRR 2 4 C 8 15 Bods v 1a] {8 /9 1 3
G 5 (3) e Jm v 5 B 2 6 1) 5 52 B
[i] 5 22 [A) 1) B J1K b AH G &R 229 52 56 03 i CPA
CINYEEE e iR/ & E E N DR

WA A A WY SR SO Y L TR A] DR 4

+ ¢; (modg)

* ¢;(modq)
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e i 2023 4F

B A% E N B % R T AR 1Y RE R 4R
CPA 5 DPA #4550 , 35 2 1 43 #r 2 2 R 48
T2 AP B R AR 56 R BIEAT . Aysu B R
K CPA Bty o 3 i et 7 SR X B sy
B 1 T () 27 A7 25 A0 10 L 3R HLIA R D0 B S 2
A 1525 T it O A AR 4 i AR
4.1.4 TA

R it i BB B, J@ T — B profile i) X
# FBL. 2019 4F Bos 8 AU X Frodo 7%, FIH
TABGERIIKE T KEM B F68. 2di i 4% 0
AR R sum = sum~+ALr i ] «s[ J4AE 0 D FEEE 37
BAR . QN33 2 v s SR JE X H Am B FE M £ i 47 IT
JC s TH5 HE DL 3T 2R PR AR 23, T LR E AR 9 A sLa .

&% 2. Frodo HAYHERE ) o e 1.

BAAEZ " s, e€ 2!

With s b<AsTe

1. b<e

2. FOR r=1,,n do

3. sum<0

4. FOR i=1,-,n do

5. sum<—sum+Alr,i] s i]

6. bLr]<(bLr]+sum) modgq

7. RETURN b

2020 4F,Ravi 28 AP F)H PKE & KEM = &
fEAt eR A T L B TA AT RAAS 3 100 %0 i B 3 4k
SR AT 4 A B B 55— B BRI i D
R 75 3 TVLASY JEL7 Mk U £ 00 36 45, 76 0b Sk i -
SR S AN R 1B 1) RE AR il 2, A A IR A E 55 —
BB THE H A il 2 5 800 it 28 2 18] 19~ 5 FAE
PEAR AR EE 1 b o0 » 26 55 Je A RL A 2 300 4 o B A it
6N Y I B A [A) A M, X T Saber, NewHope,
Round5 .LAC il Kyber [ i fith p& £0AR 7T LA % 3
i BT e

o A AR I 43 DT A S 7 22 1) SCA e
591 S G E A R o A HAR I A, B0 fE
b ARAG 5 4 T 5 A — B0 HL AT B g AR 1 %
7o HLBGH 3 o SR UK 5 1Y RE AR it Ze i AR

I A L BT B 2 o )RR BE A o)
Fitg . Aydin 58 AP 7E 2020 £ T VGG
B2 %5 Frodo Hl NewHope %5 $ 22 46 U 380 2 #E 47
Tk I BB e B T R B R AT e S L 20
SIS R IR R B 2 ) Y i ) F LK CPA i
i VTA 43542 R T 90026 F1 250,

Wh B SR A = — A v A5 T 4 SR 2 R AL 45 2
> FUR BE 2 ) X b A% 35 08 i 4% Oy 48 R AT Gl 2 1 2%

Gk CNN 2% (988 2 550, 2% 2 SR 252 ARk
B A PR BE R L 23 5 A 3 52 BRI B LR
4.2 WHEHEER

AR 5B O] A A Y 25 AT AT A I A
T ARV LT LWE RLWE %5 0] 55 4% % i 2 1 11
3PS T I A 00 £ 3 o g . DA R A R
5 e PO O T ks R B A RS AT ) e 4y
i 3 fioR.

Espitau et al. 201 7
Pessl et al. 2017
Kim et al. 2018

[39

Amiet et al. 2020
Xu et al. 2020[103<1
Ngo et al. 2021
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,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,

Rw1 etal, 2019 Wang etal. 2013

prmas ¢t go’gg%z Ravi et al. 2020
Ravi et al. 2020

Bos et al. 2019""

Huang et al. 2020"°

Fournaris et aliﬂ‘ZOZO

Ravi et al. 2019‘ g

[50]

Xu et al. 2020

S i i o S A ]

4.2.1  ErRAE

5 T SR A SR A% 4 A R O ] i ) — R A B
5 ) B B 2 1 1) 38 AR 22 A MR RN AR TR L R B SR A
SR S I I ) 22 A P S s R T A B TR A% S B PR B
T IR RV 2 A T AR BN R
TS B A SR A T B R R 0 A 1 S RO
R A 7 FR Y A E WSRO BRE A IR
B — > B HIC e 357 23 A v SR AR i D BRI AE e it
0 F N B A0 A AT R AL

it B bR - e 30 R AR 77 A 0 A 3 i U ) by R
FCAE % 20 4 B ) 2 R B LA vy L y.. B HLS
ST R AR TR — M 43 Sy T A BB A3 A R B R A T
(CDT)#1 Knuth-Yao RFEE. SR, X L& EAH —
AR SR AR BT b R AE AT AR B R N B AT Y - 2R AR
AR M IE YL vy, BT EENA S
A (RF B2 WA 4 ) - IR 75 300 26 b 1 it e 4 L
5 AR PRI  AEATS SR AN BE HEF B a3 ik e w28 P i Al
{18 0 45 3 3 s

Espitau 28 AM72017 44 CCS £x i F JH 4
SCEREZEAF A (BTS) 23 Knuth-Yao SR AR 15, 38 i
WA B KA T BLISS & 44 A iR 2 vh 9 25 8H.
THCBURS [ B B SRR B — R Dy A )
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SEBR. Kim & A0 X6 52 s [ 7 e 0 R R B s 2
HEAT T B R 1

WA 3 s By BAR M SRR S5 4~6 2,
H T I R) A 25K AT R B LR 56 5 2D T
PAT L. HBEPLEBCR T CDT & T W s, 178 5
INEAR 5 G A TS A 45 3 IE R, 07 4 B
A G P fIANTE Frodo KEM v, A8 5k 16 fif . H
HUA 9 7 R RAE S DL T RAGE v s 6] S 85 (15 1
TR Sy 115, 1 E FO SR S B &
g 4.5 P, Al DAXS TR 22 AR i e SRR T R AT
SPA il i TIFEFFAEHED e MOME , FEARHE A « s=b—e
AT R T ERR TR ] 5.

Bk 3. Frodo A% 4E [ ] £ 3fe .

Hi A : CDF table T of length l.0.7

i H : Sampled value G

1. G<0
rnd <[0,70) N Z uniformly at random
sign<[0,1) N Z uniformly at random
FOR i=0 up to [—1 do

5. G+=(TLi]—rnd)>15

6. G<((—sign) NG +sign

7. RETURN G

T35 23 A« AR A = (D R e o () B AT 3 Oy
55 5 AT A A IR AE 3 b TR (RN R Y RE AR (H 5
BAF B TLi] —rand Z A AFAERBEME, B) (T ] —
rand=1)<I(T[i]—rand=0) i1+ (1), 7] PR
I R B B 1 RE B R AEHEN HH TLi ] —rand 1.

R A8 — 2% BE 1 200 rp IE A 2% B I A o )
TR BH T IO B F T R T L 1 BB FE A R 7] X3
B AR BRI 2 B0 N REAE AR AR A 2, A 0 % A X i
BEAERFAE A £ AR (D AT SR IR 3 2% 8 k.
4.2.2 ZWRAFLE

22 T T 1A by BT A A% 285 i b AN ] sk ) G
PeAE B Tz E A — R HNES — 2
R T BB A X P I 100 AR R 3 S S it 0 1
7 B LA — B AR 2 A5 38 Tty i 3 . T HL 22 0
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O X LB B9 8 B T R A A n] DL e R A
T A5 1 b 4% B Y S

Schoolbook % i J& & F 0y — i 2 11 = 3fe 14,
Wang % AU %t NTRU f# % 8 3 v 9 schoolbook
BRI A DPA KL T FAEH.

Huang % A" 42 T 41 % NTRU Prime 5% H
1 22 33 12 14 22 Fh et U vk BT R SRR RO

=~ w N

Mo i e vk BRIl 12, 43 i B T EAH DG RE R K
i KO TR B AH G BE i I AR LB AR i L T R
ARIRE % . NTRU Prime 5735 & NIST J5 &
AR AL I H 2R 2 AR R k. B B0 2 IR X )
THT RLWE (85 5% 2R 55 . 7] i i 1 v 78 1 A5k
iy, NTRU Prime £ P Ff 3% T 1 1) %5 51 555 2 HL
#i . Streamlined NTRU Prime #1l NTRU LPRime.
Huang % NN 82 1 2 Fhgch 7 08 R & bk
PR HIL A ARG I | g N AR A B B A% BE Y
NTRU 52 93 35 48 A K 4 7 125 0 0 i 3fe v, A 1L
Z FNTRU Prime Bk LB b R T RAH T
2. g A 2 Fros.
Wit A 45 : NTRU Prime 83 1) 2 % 2 AL 1H
JE I IA) ) 25 18 R ISR AR 1 7 16 S B T 2 300Uk
T 3% 5 H A B HOHR ORI 8] 22 S 0 52 AN [R).
R 25 AATHIERAE L N D BEALE ST ¢ M — A [ E
R B s o L8 B — U i AT 22 1005 5fe vk i A ST o
P S A BRI e, 1. A5 5 AT RAE Ay v a] B
ety HAR il 5ok >R 5 ORI i) 03 54T 045 38 0B
TE LA AR Ik S5 A7) 2 A X A 0 ity 4 2% s T 2 s
B A B4 b AL AT — AR ER B Rk ml A
SCHL A H bR B R Y 58 2 A K & . Huang 5§ A F
A AE SR AR i B 0 1 2 e AR T Y e,
AR B ANGE 2 4 R, B Bk o N B AR B
ARBCERA HARPUE A H R 53 p A 4ER) H AR 1]
R ] TSR 4 ERAE. AR R ol E R F
AR BT L A 8 AT I R AR S RO = AR AR
i) 2t 30 G H A ] A = AR ) 1 2 [E] Y A
ARLE o AR i vy S AN 1] 6 ol Ay e DG 25
Hik 4 LB,
5 N\ : a ciphertext ¢
the power trace P of the ¢, ; calculation
B4 . a small weight-w polynomial f€ R
1. Partition P into Py, P, P,
P,FOR e, ,+=f, 1, c(modg
e, 1 <0
FOR i=0 to (p—1) do
FOR z in {—1,0,1} do
6. T,<template vector of (e, +x *c;) mod
7. f,o1-i<=x’, where |P,—T,.|" =min{ |P,—T_,|*
1P —=To|l "« |IP: = T}
8. e t=f
9. RETURN f
T3 73 A« AR A 2 () W] i, Bk AR A AL 4
AT I SR A 3 A9 BE B 8 R AE B RO =S A AR 1)

=~ w Do

[@2]

; *c;(mod @)
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AR T AR NTT (%9 SASCA (Soft Analytical Side-
Channel Attacks) Zifi. 1T NTT By #4750 fe B A K
S HP T 7 0 3 1 2R A FE 4 R s
T R BN R o e [ i AR A R B R
oy = (D BB BB INTT(NTT (¢;) »
NTT )+ NTT(e;)) Ry Bty H A A AR 2 )
INTT DAESEA T I 25 AU B 45 248 %5 (2) #it 4l NTT
SR 3 R R A A A A5 48 B 12 0] R P &
W BRI TS E] INTT(NTT () « NTT(r,) +
NTTCe:)) WIH s (3) F) A i i SR FLEH o 2 G
TAETRZAZIT 100 J7 A Bk i B 3t i BAES 1
T H bR R AE B A B 22 {5 B 2019 4F Pessl
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s s T S AN T X A 2% B0k A T 2 T in %
fR 58 3 0 FR 4L X RE NTT B % A B0 Y8 FBl o o
7L BGEE AR A T W s AR (D) FE
NTT g4 rf 5 9F 1 20, 45 5 7 &1 48 15 55 0 &
Tt A5 AT AL 4G SRVE RO 5 (2) AT B BHL e BA AR
WEAR AT A% 35 55 2 e 85, 38 3 31 55 7 T 8 R AT — T
B TIASCT S5 B K 10 PR 95 . e 2% B S A B30 a1
F) 213 4~ 78 STM32F4 {2 il #% b X 18 22 B 5] 7y
Kyber J7 25 BB #1471 Bk
4.2.3  JHB B/ b

% P B ML S — R A AR ARA B O &R
Forp A G TR 5 B AL 26 935 104 %o R %% 400 1 4% 3¢
CEF2E) o 17 DB Wk FH ) 2% S e 2% 3 8. 4 1%
it i R S ) T ORG24 1 B T A R O LS X I
—DYGE RS B AR A IR AS R FAR
AbHEE L. 2020 4 PQC EFR £ 1, Amiet % AW 43
Hr 7 H B4t ploy_ frommsg ok B4 M4 38 s

ity AR : B0k 2 76 I 8 4 B 0 (B 0T 109 L 3 8
i i pRBCKE 256 137 9 TH B B0E B S S e oy H 2
I L R R SE B ) 32 B E I ey, P B
refC T for f§ ¥ fn 2 LIAE & B 8] 52 17 55 BT B

b AN AR 1 PR, MRS TS Ak B 1 %8 S AT Ry
7 A3 T B AL BEAS 27 4 S it e R S TE
PHAT I 7] 22 S A it e (ELZ DR OB A A A 5 0 Bl 1.
T L LERR S O Fl 1B Xof 07 F) v 1] /L B # F AIE 22
SER BT Lk SPA iy 5 H L, B AR 3iE
DA LA AR DX A3 AN [) o (B8 i i 1+ 55 H
bl 2 5 275 ih 2k nY 22 BE S HETH 2 e

Sim 88 AMUHE 2020 AR RS T R T S G0 S
Xof A% 25 i 1 B AR T H AR A A& % S KEM (Y
B TR AT B g 8 R T BIL AR 2% 2 09 J7 ¥R X RE
iy 2k HEAT U ZRFNVE IE B 4% T A 30 40 1 Y T
. 7F ChipWhisperer UFO STM32F3 #k £ F Kyber,
Saber I H I % 100% , FrodoKEM (1 ¥ 5 i 1
R T79%.

[ 1 TF S A A 1) Ao R A A 0 T I U
Ravi 2 AU FI Fl PKE K& KEM Hr i 8 i i ok 54
R » B Zh %0 T Saber, NewHope, Round5, LAC,
Kyber.

WG 23 BT < 1 SR T M U A L AR i A A
T3 A T] 9 (B ) B A R T T Y 2 5 B B
i £k 15 25 A AR A 2 1] 45 AH 4B RE

b= exp(—%<z—1\71,>2,<z—1\7,->*1).

SR T2 () 1y Jer 3L 39 5% R B ) 2 0 A Sy
RN RSP NSYN
4.2.4 a5

WY 2 T AE S AR RS b (H 2
TMEAFE R AETE . o2 LWE J7 5k 2 LWR J7 48
AETE— 5E 10 iff 85 2 TUOME 2. 15 22 07 58l ik 1) 8 & {1
1 2 AR R R A i %5 O ORI P 2 &
A A 5 (ECC) R 4 oy & s ko

AR R R e XESf MR T5 5. & —Fh f AL
HIT ) 20 5 53 A A o EAT AT 28 58 1 14 57 b SURE 2 OE
2 AR IR RS kAL B GRS m=
sy ) s HAHRL ) — e 2 IAWOE Lo mp=
my g xt A tmg . XEf R — DR A E AR R
S 2f DEFERN RN LA r —ii
TAEH AW r,=mp mod(2 —1),i€{0,2f—1}.
T ¢l o ALRY BRI ZF A7 AR5 TE R m 2 o rh
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#=k+zg Lo AR FRATTRE A 5 32 0 Y ik 5 08 o i o R
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Fegmod sy dmod 22 Cf 1) 24 145 S804 4 I %
XE [ B R BYYCHTE T8 00 i o A0 i i ok A2 mT DAAE 4
SE I R] P SR DT AT DAHE T A B et o (2 238
FL I 55 T8 T U OGRS 1 R R S B XES fig i v
R R R HRA D B AR YK 0T B R B ALY
7 .

¥ BHFR:2019 4F Ravi % A #£ CHES 4%
B 1 2 B i e 45 18 O 0 e 55 v KX B
XEf 28505 78 XEf fif it & vh 099 52 78 220 5%
W E T — N2 s B R AR, B X
MM G — T ERAE.

M B 20T AR S A —
ZAFE AL P ER G A A B A I 2R R
LR RERAE B A 22 5. 50D 83 260 78
R Y A TE A A e A R O b 4R
6 A B RS 7 BB A E — MU S H bR 2B R A
{8, DT AT LASK 29K 52 FAEH 1 B 1)

4.2.5 FO 254k

FETA% I B 5% PKE J7 280 H 75 E B W SO~
S A AR EHRHUAS T M2 S0t (CCAYS
K, PKE/KEM J5 % % % & I Fujisaki-Okamoto
B FO Agde ™, JE i 4y CCA R % 4.

Wi b 8% 5 iR, 4 Ecc_Used =0 B,
PKE Z J5 W #AE 06 T i % e 1 B B9 2 m AR
Yok & L A A BT 0] DL a5 T8 00 % 3] 5 2 JE 2R
BAEAR T m 922 ATy M AT LAIX 43 m =0 Al
m=1, WA A GUREL 5 5 8 17) & Uik & 1 1,
i H AR,

%S5  FO##dry KEM.Decaps.

B A :sk,pk.ct,Ecc_Used

Bl K

1. ¢ =PKE.Decrypt(sksct)

2. IF Ecc_used=1 THEN

3. m=Ecc_Dec(c")

4. ELSE
6. END
7. ¥'=GGm. pk)
8. ¢/=PKE.Decrypt(pk,m,r’)

9. IF ¢/'=ct THEN

10. RETURN K=H" | )

11. ELSE

12. RETURN K= | or K=H(z|rt) /x2€ B
13. END

TR SO A B B A A R B % e 1Y
fift % m=c' (modn) , Horpr ¢ RAT R Bk # 45
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4.4.1 Saber BAFIE TR

H Al . Saber J& NIST J5 & FArfEfb 5 3 48 )5
P B LA B Saber 1% 4 PR R JE
T A & AR 2] (MLWR) (1. PKE 1%
BH A B R 5L 6~ 8 TR, KEM g &
i 33 % PKE fE Fujisaki-Okamoto (FO) 2% & 15 3]
(). LWR A s 2l A A5 A 7 26 1 20 SR ol g
FETE AR U BRI 72 A B R o 233 BN 4% 5 58 T i 42 4
(). Saber B 1135 5 b Hh ik fo 1 3 B g A 1 7 A= 1
H il T84, Saber 2% S HAE ] T Toom-Cook,
Karatsuba I schoolbook 3 ¥: 4045 & HTR & 7 .

&% 6. Saber. PKE. KeyGen.

AL

Wil pl= (seed +b) s

1. seed,<<UC{0,1}%%)

2. A= gen(seed,) E RV

3. r=u{0,1};%%)

4. s=R, (R 57
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5. b=((ATs+h)modq)>>(e,—¢,) ER,'
6. RETURN pk= (seedr ,0) ,s

&% 7. Saber.PKE.Enc.

I ph= (seed, sb) ym 1

itk c= (e, 00

1. A=gen(seed,) ER)!
2. IF r is not specified then THEN
3. r=UC{0,1}%%)
4. END IF

5.8 =B, (R 51
6. b'=(A"s+hmodg)>(e,—¢,) ER,

7. v =b"(s’ mod p)ER,

8. ¢, = +h —2% "m modp)>(e,—er) ERy
9. RETURN c¢= (¢, .b")

Hi%x 8. Saber.PKE.Dnc.
%/\: c= (¢, !b/> s S
%ﬁtﬂ : m/

1. v'=b""(s mod p) ER,

2. m'=(v—2% T¢,+h, modp)>(e,—1)ER,

3. RETURN '
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It B J5 12 B B vh AT 52 B R T ER AL

ig# 3. Saber KEM (171 B A% )5 4T #21E.

1. void POLmsg2BS (uint8 _t bytes | KEYBYTES |,

const unitl6_t datal ]SABER_N)

2. {
3 size_ti4];

4. memset(bytes,0, KEYBYTES) ;

5. FOR (j=0; j<KEYBYTES; j++)
6. ¢

7 FOR (i=0;:<8;i++)

8 {

9 bytes[ j]=

10. bytes[j1|((datal j * 8+i18&.0x01) <) ;

11. }

12. }

13. }
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JEIRAR Ty %8 vh X4 R A IR BRI  B L B AR AR Y
HW it 5 I H 45 % 3C 5 3K 153 19 05 216 #6 il £ i
A7 UCTC o AR 4 DT TC 25 2R DA BRAT I K S G0 SR AN [] e
PSR MBSO A 7 TR,

1.0+

0.8+

%0.6*
=
0.4

0.2

04

0.01  0.05 0.1 0.5 1 5 10

TR T % (o)
Bl 7 BARTGE Saber i B T B 4L
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BT R BT byreslj XA MR AL R R
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TS O G B BT 25 52 B MR TS 1 52 ) L Bl
W P P B AN W T g s RO R B AN W R R T
H AR 1) A 7 R Ay L BE AR 2 B S REAE
ity 2k AR 174 VA A T e B R S A
4. 4.4 5%} Saber 23K e i) DPA
XF T Saber #8553 07 S 1) 2 TRk L AT
Ve PR ] 22 73 REAG Mt i et 2 3. i o AT HE —
A SRR A AT I s 5 R 8 — A5 |
REFEAEAS. SRS 45 D AEAE AR v ) B HW AR
TRV 43 Ry WAL T 58 3 ZE A A A 1 25 40
SRR LB S UL B BEAE A i 22 5 DU A 00 25 B AE 4.
WA A - U ARAIE REAE it 42 22 ) J2 7K OF- %t
FEET, AR 5 FLAS 2 A BERE ih 2k 02 il AR B0k i E
i s : BS2POLVECq #1 BS2POLVECD i
AT 1A ARG AR 4 SV InnerProd o
B, oW A poly _mul _ace BB toom _cook _
dway REOCR LA ANt 72 5 72 6 FroR, B 2
SrREFE S EEAT X B bR, Wl R 8 R . acel
acc2 aced . acct BB, M ace5. ace6 MW R 447 .
toom_cook_4way MRECHE ) karatsuba _simple PR
Bop L W R 7 iR sresult_ final {H VAR BT A
HE TR S AL
1478 4. Saber KEM.Dec.
1. void indepa_kem_dec (const uint8_t sk[ ],const unit8_
t ciphertext[ ],const unit8_t m[ )
{
BS2ZPOLVECq(sk,s) ;
BS2POLVECp(ci phertext b) ;
InnerProd(b,s,v);
}
T ¥ 5. Saber KEM. InnerProd.
1. void InnerProd (const uintl6_t b[ ][ ], const uint16_t
sLILT], unitl6_t res[ ]
{
FOR (i=0;i<<SABER_L;i++)
poly_mul_acc(b[i],s[i],res);
}
HFE 6. Saber KEM. poly_mul_acc.
1. void poly_mul_acc (const uintl6_t o[ ][ ], const
uintl6_t s[ ][ ], unitl6_t res[
2.4

(o3} (@21 =~ w Do

l = w Do

3. toom_cook_dway(b,s,res);

4.}
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o 7. Saber KEM.toom_cook_4way.

1. void poly_mul_acc (const uintl6_t *a, const uintl6_t

*b, unitl6_t *res)

2.4

3. Split al to A0,A1,A2,A3;

4. Split 1 to B0,B1,B2,B3;

5. Calculate awl, =+ ,aw7;

6. Calculate bwl, =+ ,bw7;

7. karatsuba_simple(awl bl swl) 5
8.

9. karatsuba_simple(awT ,bwT w?) 3
10. }

it#E 8. Saber KEM.karatsuba_simple.

1. void karatsuba_simple (const uintl6_t *a_1, const

unitl6_t *4_1, const unitl6_t *result_final)

2. {
3. FOR (i=0; i<16; i++)
4. |

5 accl=a_1[i]; acc2=a_1[i+16];
6 acc3=a_l1[i+32]; accd=a_1[i+48];
7. FOR (j=0; j<<16; j++)
8 {
9. acc5=0b_10j1; acc6=0b_1[j]1;

10.  result_finalli+j]=result_finalli+ ]+

11. over flowing_mul(accl yacc5) ;

12. )

13. }}
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L=HWO)+NC0.¢")  HohJ5 22 o' WAEA =K
a5 o 105,10, 23 50 R AS [ B0k B 45 L RE
2 X A i 925 i sk 10 Yk Moy T % s 8
JIt 7 . AE AT FLRERE I £ A4 5 A v SR % B 48 T

1.0+ +}:l7.’51

0.8+ :ggio

0.6+

[pRsES

0.4+

0.2+

0
0 100 200 300 400 500 600 700 800 900 1000
AEFE 2R 4L

8 ZrEERETUE Saber £ Wi 1k

HHRFEAE.

T3 53 B = N TBCt (R 45 2R FT DL B A 0 A [ I
PSR 2 ReRE I i R BRI A 200, B T
FATHAEXT 1 A1 19 8% 80 A7 B0k AR B 1 s
FLREAE MR T, 348 7T DL Ty % Saber %5 4 35
BT G Z I AR i AT Bk AR MR AT
REAE 2k BV R T K 6 19 B AE il 850, B30k 1 1 o
FANIRARAIK.

4.4.5 5F%F Saber £ i e () HCPA

5 DPA Htiti 58l Saber %5 8 2% J5 22 (1) 2 3l
AL LA T — A AT Bk fd FATIEFEAKCOF A1 G g
FEX i (HCPA) , A1 e #E it 2 5 9l b 2 295 19 30
R 2 (8] 19 A 26 P R 7 3547 20 M. over flowing _
muld BEAE B % VR S B A0 RHE O L dn i A4 8
JE7R. R T PPARFEAS [ M P 2T AH DG REFE 0t 1 2
% fE HW BEREL A in B 5 25 &8 0 3l ok 1.
5.10 Wy e s L AR REAEII & L= HW(O) + N (0,
o’ ). TR ELREFE i 42 Y 2ok v, A7) SR SR A T W] —
Pl 4. SR IG5 I Saber %5 44 355252 9 Bsf i 7 156 FH 119
A AR SO T TR A over flowing _
mud By BT WIACER L 15 R BB AR 2 ) 1 AH G R
B A 5 ZR Bl R Y BRI DN T ) 25 B 43 )
FHAS TR) B30t 1) 5 B0 R AR il e 0 L4808 55 50 e s
10 H Xt B 32, an &l 9 Fros.

1.0-
0.8 //
5 0.6 N
) ~Ji %1
0.4 - Jj 755
~J77%:10
0.24
0

0 20 40 60 80 100 120 140 160 180 200
AERE M 2620
B 9 KM EREREL T Saber Z2 105 T 1k

B S X over flowing _mul REH EH B
AT, I HLA R DB H 2 4 R B 19 Tt e 0 AR 4
T

Yoy AbR : 5 2270 REFE XL 200 IRl BE 1B % Saber
B4 7 B Py 2 00 AR BRAE AR 4 B B bR AN TR
B2, 8 2 T 3 s karatsuba _simple 2R BT
over flowing _mul i th 1 7K F-AH 52 BEAE 20 BT 1) I
7 s BT 52 T 2% AL 4.

W0 73 A7 - over flowing _mul o8 XL i Hi AT LA
VE A (R AT AT 5345 20 7 FL e #E 1) & 5 1R i g
FE [ 8 22 [) 1) B2 7R b A 5% 2 880 R4 =X (3) L BT n] 7



346 it <A

Hl

e i 2023 4F

FISE 0% G AR DG A fie R BRIV Ay TE A 4 . 3 L AT AL
ZE R MRS [R) A 23 0 KO AR G BE #E Mot A
Wi ) Ak 72 A ] fE FE i 2k Bk A 1 15 22 70 BEFE I
i B O ROR AR LU by 7 0 4 2% RE AR Hl 2k 1 A fiE

SRR BT AT 7K V- A 5% RE R 2 ol 1) 25 ol B 2 R
Ry T Ll B P B 7 BB RE il A D

2247 Re B Uk W A5 2 20 K i I B AE T 4R
4.4.6 X CABGE IER NG

T 0 R A B Ty R Y e R R
A BT AN SO B G O R NS
FAF ek IR Yot B bR UBUSE B 2 AR

TXE, gk 3 R,
®3 WMEARGEIEMERLER

i 4Bl FE B T P4y R RES T 5% ERE UL
- LA LK 4 1Y HA 507 B HEFE 1 22 2 1] HA 507 B
HioR HEREAS AT BAIRES K% 55 BAMRE S
R B W B R TR TR TR
N ) ) 37 v R 5 RERE (A 2 A0 T
- ol g EL &b g b 4B T
o B i e 269 F R B R BE o 2 ]
R e A HE 28 19 22 41 B IR 3R O BB
7 R R % %
R Ra i 4 T B 5 4 e T 4 T
:@Iﬂ(i‘[ E] He 52 b E] E]
Park 2 A 2016036 Huang %5 A 2020046] Huang %5 A 2020046]
G B2 / R E55) (ZWAT) Xu % A 202004 (ZWAT)
O A B An % A 2018038] Bos % A 2019051 (T B B2 /fif B2 Espitau ¢ A 20170481
&Em;ﬂr il B3 /) (ZWAT) Wang % A 2013011 CREHT RRE)
SRR AR Amiet 4 A 2020059 Ravi % A 2020052 (MR Aysu % A 20180
I S B2 / R %) I S B2 /R %) Ravi % A 2018043] (LA T
Xu %5 A 2020040] Ravi & A 202004 (%) Fournaris 48 A 202050
I B8 / R 55) Il SB35 / R 55) (LA T

BT 25 PER T Tl 508 AR 250 ol i A I [ 24 2
Z X REHE I £ 22 ] Y 5 AL X 53 T 22 73 BEAE ik
VU5 2 BB A il e =2 1R] by 7K P X 55 Y Xt A AN )
(1) BERE TR Tl J7 vk %) T at 2% 1 10 7 SRR i 22 1 1.
Z2 3 A O JI A K B 0 % T SR R R
8 PR A By e s BV B A R A — S 2
AAR L — AR B U S B O T B A Bl Jr
LB E S H AR,

L Ab o SRR 3 1) et T ik 2R A 1 U B
SETE NN T S T S ARG B AN T I

5 BEBHIFARERNNE

HT T M o T I A 0 £ T X M O T A
L L TR T T A A A I A B 3 52
T Aol P 52 B R X R — A S BRI 8 B A Y
AE 2 TH FE IO T3 A PUAT 1 4 5303k 1) [
PRI R REAE 20 B Tl A9 A8 05 2 i/ B 2 TR BR X
PR #0071 2 REORH AR I A A » B
TR RSB AR B H b BT I8 2k 27 % B0 (5 15
FREAE Z A9 HK A . 6 AE 1L JH AR 5 B AT 10 3 1S 5
¥ 14 H B 22 () A A FEAROBOR &R

WO R A H A i o o A e B RE R AR S

VA T PRAT 1Y 45 0T A B v 8] {1 22 TA) 9 AH O
PE. T HRHUAR B B 4 00475 08 Bt LT R AE BT A8
0 300 R 2 I AR AR AN Bl 4 T BT Pessl 48 AT HE
2017 4E X} BLISS #% %% 5 % 44 J7 S WY B P By 47 64T
Tk % T LR R 0 B e LR T JE TR RE 2
FEARRAE P 52 4 2k 14 £ JE X L 98 L S IR AT g %
S5 — AL IR T BE A XN O &R HE AT 95 26 L Gl DT
P IHFEAFAEAT 2 — S ME A X — A7 BT DLt
L S AN [ SR DA 2 Sy R I [
IR KA BV A R 52 25

WL $R AE FAA A [ S5 L I ) 248 32 B X E
PR 3 80D 7% » 1T LA — R R R B DR A G B
I+ AEL S 000 135 3 Y s O AR DA Tt B R R e X o
i AR A T B R AT BE LA SR T SRR T
6/ H B AR T 5 U 22 8] A AR DG o DA T 7E B 725
JERT ST A BRI AR FEBA T kL B
8y L 85 )3z 1 A5 T B 4 Ty vk

2015 4 Reparaz g NV ZE CHES &9 3 1
T —F RLWE B #5507 2. /e LRI 1) RLWE fi
R PR R W] SO S T 2
TR AR R 5 A 25 2ROk TSR B DL A 32
s — B Y J7 5 e R B I R R R R AR
I3 RIS ILZE PR ) A A B 4% AT A S



24 2RI A TAT i A B 1) RE AR 0 T Bl R 347

RLWE fift 25 i) i 2 A7 7K i 1 4k 52 7 3 T3 %
Fras IR 4. 76 Virtex-11 FPGA i {4 I 52 1 75 32k
2y 2000LUT, L TCRi 38 in T 2020 , T %2 7478 I 4
JA L, TR 4P 9 2. 6 £5 5 7E ARM cortex-M4 | SEBL L
TRt 2 5. 2 A5 R O T sk o HERD T 58 b R
FR T4 » Reparaz 28 N #E 2016 4F PQC 218 | X
P T RUR A RLWE %% J7 58 /9 i i 1] 24 4%
PE G BEBLTE B0 SN 4. 5 CHES2015
RS 7 AR 02 AN T B i 4% L IR SR AL 52
T T 1) i R 25« 33X PR A A A AT A o 92k ) 28 48 i
U7 R R AR XA s P AT E YRR S
PR RE LA R B A AE 0 8 q/2 Bk, Ik
AN TT RN 5 SR 1 HLIC IR & B 52 Bk 2
B 52 B, 52 B R % B R AIR T CHES2015 % Jr
2.0 Hax P e a5 22 SV B 2 3 @ i ] T
oAb s 1R 25 06 in % 7 Fe . Oder 4§ AW 7€ 2018
A CHES I 2o X 35 50 10 1 A8 4, {453 R 75 22
CHES 2015 T 5 [fi (% ff i 4% - [5)AE 7T LA 5 7
BT HN T 58 B R BT R ) B AT B A
VAT B A MR P SR 25 AT B % O 4Rt
T AR R A I AORAE RS 5 — A i

Barthe 2§ A7 #E 2018 4F CCS & FiRH T
EF X 55 B 45 44 19 R IE B 22 4 AT B 6D O .
Bos 48 N7 £ X Kyber % 5 40 7 — B fl =
Wy A SR S B Al AT AE SEBE R 5T R Rl R B R Ok
SCIA AR T TR A s S
Ak I T — N T AR T 28 BB A RS A U0
() R R TR S Tk e 0 B SR 4 Y A [
IR AE LAAE R0y i 17 S 4k, 48 10 T R 5 Lh Bk
JE 45 i A 22 0 2 He 4 114 > 3 22 30 i 8 e R
&tz 4b & % Saber, NTRU ., Dilithium % ¥5 %5 i
(13 1) 7 28t AS BT o 488 ey o

2017 4F Primas 25 A" 7 CHES [ 32 H 1) SASCA
X HERS RLWE J5 28 P #4717 ¥ty 78 2015 42 CHES
P RLWEHERD J7 28 h U R e BR 20y L A
o =1+ mod q. Bl 22 50 X ek N ik
INTT XF PA~ B F 43 0 AT o5 s i i 20 9R = 2
PIAS INTT 4y 50 A S A 25 o 4 i o R on” W
B m=m"+m"modq. A M, Primas % A X ¥
INTT 2 4E 53 50 48 2 X 1, 9 A5 A7 A% 3 030 0
BASEN AR AR RO AT 5 2 FAS A (.

A i, EF X NTT 2B A9 22 100 X R 3, Kim 5§
A Dilithium i #5655 5 3847 T 8 4 Boah .

871 o sl = 7 S B 5 I R O N D
CNN R 28 % AP 5~ NTT 2846 14 GEFE it L it 47 1)1
G B — S M2 1 b5 25 S RAME, Tods B B ) B 2% g
S0 IR AR L AL TR U R A g CNIN ) 25 i, i i
) T B 2 B A B AL B 2019 4F Schamberger
SFNSLHL T X NTRU M  7 Z — pr b
i H br g 22 500X e v 1 HE A S 30 A 2% B B X
WS IR R T ce, =etmasks FAH £ 53515
e, Ml masks HATZ W AT m = f e, =f+ (et
masks) sm”= [« masks. W HF WX [ e, [ -
masks [ JIAEMOH — fk3fe 25 4k 3, 75 3] 1Y 45 2R P A
e TR FL A 0 S ] S 3 B RE DG 1 R B R A G 1
F RIS IAR R L 1) {8 BP A FASH .

2021 4E Ngo % N4 X Saber Ay 5 27 %,
DHEAT T B oy B S R R A S AR
m[j 1Dr[j 1 R DR RIS A5 & [ ]P0 EL AR D) E
HEAT R BE 24 2 IR AIVC L. Mok 9 sR B0 poly2MSG
UE ploy A2A MR PRAT R AR X I B B L Y g
M HAE. T TVLA XA [] o8 B A [3] 7 75 A 7] HE e
F18 ik U e AR AT i . TER S TH B o A7 TE 1R 22 (1
OUR S HEAT B B AWK AE . A T AAEH BE A A R LR
Z [8) AR E G ZRR A2 1) T BB IE.

6 T nHY B & 5 Bk ik

AR T S T E R,
(BRSNS e TR e RN/ o 3 U VA NI R U T
B o DRI o TRT 1) A 265 0 1) REARE 20 T Bty AR BF 52 2
iy NIST J& i 7505 iR 2 I 1 bs ) 25 i 1 %
JE 1] S B I A B B UL

Bt XA I 4 BERE 20 A Mo A OGS e e B A
AR LA S R

(D) T X 5 S0 % e PPAl A 4

REAE 70 M7 Ot X I 5 RV A A 5 0 7 58 2 42
HATIRKAY B » th T 248 505 07 A H R i
AR 22 2 2l R R PP AL DR IE 3 A AR BB s i
Fh A 14 R A T AN T 3R S G T i H AT
AVF 2757 5 T YRR e 59 1A o DA

(2) M SR B v SR A T B .

BUA Beidi s 2O R AR AR T B B R
Z AL FO LG HAR X T — SRl H
AT T Bt O £ 6L AR B MR AN R 51 114
SRR SR R MU R LA ] o A A 35k 7 AN [+



348 it <A

VN 2023 4

B 4 Y T e R ) R R SR R RS Y
Iia) L.

(3 Bl iR 2 D G — 4

BUAT Ty BT 28 22 A L B ] 0 A A 2 A 1
BIOE B S R (X T 4% 5 0 15 A% 48 A 1 4 3
i AN [l Z A A T A Gt 8 1) Bt v 18] E AR X [
SE o T 922 3 A% 4% 1) -5 AT A 6 A 5% Il i A X IR
HE o B2 TR O R 8 A% RS ) R R DR A
e GEA (5308 B2 48 B A1 by TV 0 A% 265 T 0] 5 T 1 35 12
R S AN BE 4 1T S e BCE JOAR & DY s k2 S — 9 B X
A% B 2 B e 00015 M s B T 3k

(D) P53 B — X LRI

BE0F SN {538 iy VR 2 TAR AR T T RS
T B By 47 5 58 - A B T 8 12 49 4 B0 1 1) A T Uk
HRZ 8 W s A8 2 0 2 48 BRAAIZ 8 L B
= R R B35 4 7 58 K SR AT AE ) 301

1 ELAEL 10 fral DU L R Z B 37 J5 R B ot
TR RS B = AR 5 SR A — AT AT R
A0 i SEAR TT RO 53 SNBSS I Tk ) 2
A1 e B A W T 8 M DAAE S BR 3 S R SR
R P90 i A 2 B v L T B A0 4R O 2 iR A
R ] 7L

A
[ Schamberger et al. ﬂ R
__________________ [83]
=7 [ Primas et al. 201971 ~__[Ravi et al. rh S
7 T 2017 T > "2020°]
Yt / / ) [Kim et al.
Jiz / / e [ Pessl [?E]al' ! T 9020 [Ngo et al.
1/ | // 20171 ,/ //”’ 2021%)
I
| ‘D] ] | /
. - : I
‘b (R‘Z%T_fi,f; al. |" ﬁ [Oder et al. 2018™'] |
CLee C[E%(f]iln | [Reparaz et al. [Migliore et al. | ﬁ 78]
2010771 I 2016™) 1] " [Bos et al. 20211
! a 201971 |
Bid . . b
Vi [ Saarinen et al. [Barthe et al. 2018""] )
20161 [ Beirendonck et al.
2020™"]
2010~2014 2015 2016 2017 2018 2019 2020 2021 )
10 5 B9 B 47 05 58 B B0 By 4P 9 i
T HRPTRE AR 20 A 2 1 07 5 3R A L FEXS R BRSO AE B o 2 1 — S R

P R ELAN 2 S L R 22 A i R TE R R
D RE L S BN BT DIARE TA r DA A B A T
1A 5 AR T G e S T 5 DL B S BAR Y B
FUAT 2 7 SO A% 8 05 07 %8 BB ROR B R B IE. 73
S AR L S E A A NLE S — R —H
S B4 T SR I T 10 TR R I R AL
B15 471 7 GG S AR HE IR A A R I T R

4

Zn

7 B
REFE BT Mol © 2 BOIE W] 1 1R 3 A5 B A 1 i)™
ol » AT X A% 2 ) 25 i T 0 0 T 2 A
PEGIE T 27 AR SR Al 51 72 5. A SO ity
PR Oy F R Ty A% 5 AN T 7 G T 16 4% 4 A%
M BC ki BOARBEAT T 50 JE AN Hl 3 o AT ol 5 0 %o L A%
GE S N4 B X 73 NIy F AR 23 B A% 2
BT R 2 A R R BE L AN TR 2% 1 BE A B
=4 A A TE AN [ 8L 375 5% 16 0 3l . 25

{EAE Tl 25 3R PO 45 b 55 05 TS SR AP AE A A2 05
S BUA B 97 7 58 TG A 2 A MR I 5K et
e IR A5 22 4 e AR B 9 T SR R R I IE T T
o]z —.

o

=z

Z x W

[1] Shor P W. Polynomial-time algorithms for prime factorization
and discrete logarithms on a quantum computer. SIAM Review,
1999, 41(2). 303-332

[2] Sui Han, Wu Wen-Ling. Research status and development
trend of posterior quantum symmetric cryptography. Journal
of Electronics & Information Technology, 2020, 42(2) ; 287-
294 (in Chinese)

CRERG . R, FRETXREBTT IR S REER. B
F 55 B 2020, 42(2) . 287-294)

[3] Wang Yong-Li, Xu Qiu-Liang. Review on the principle and
research progress of quantum computing and quantum crypto-
graphy. Journal of Computer Research & Development, 2020,
57(10): 2015-2026(in Chinese)



24

2RI A TAT i A B 1) RE AR 0 T Bl R 349

[4]

[5]

(6]

[7]

[8]

(9]

[10]

[11]

[12]

[13]

[14]

[16]

[17]

[18]

CEAH], tRfkss. B 785 57 %05 09 )52 % 0F 58 9 R
ik, TFEAMLIF S S KR . 2020, 57(10): 2015-2026)
Alagic G, Alperin-Sheriff ] M, Apon D, et al. Status report
on the first round of the NIST post-quantum cryptography
standardization process. USA: US Department of Commerce,
NIST, NISTIR 8240, 2019

Second Round Public Key Algorithm. [2020-10-257. https://
sfjs. cacrnet. org. cn/site/term/list_77_1. html(in Chinese)
5 2 8 NEA%:. [2020-10-25]. https://sfjs. cacrnet. org.
cn/site/term/list_77_1. html)

Roy K S, Kalita H K. A survey on post-quantum cryptography
International Journal of Applied
Engineering Research, 2019, 14(11). 2608-2615

Lu X, Liu Y, Zhang Z, et al. LAC. Practical ring-LWE

for constrained devices.

based public-key encryption with byte-level modulus. TACR
Cryptology ePrint Archive, 2018: 1009

Zhang J, Yu Y, Fan S, et al. Improved lattice-based CCA2-
secure PKE in the standard model. Science China Information
Sciences, 2020, 63(8) . 1-22

Li Y, Zhu J, Huang Y, et al. Single-trace side-channel at-
tacks on the toom-cook: The case study of saber. TACR
Transactions on Cryptographic Hardware and Embedded Sys-
tems, 2022(4) . 285-310

Bhasin S, D” Anvers J P, Heinz D, et al.

defending masked polynomial comparison for lattice-based

Attacking and

cryptography. TACR Transactions on Cryptographic Hard-
ware and Embedded Systems, 2021, 2021(3): 334-359
Xagawa K, Ito A, Ueno R, et al. Fault-injection attacks a-
gainst NIST” s post-quantum cryptography round 3 KEM
candidates//Proceedings of the International Conference on
the Theory and Application of Cryptology and Information
Security. Singapore, Singapore, 2021: 33-61

Zhang F, Yang B, Dong X, et al. Side-channel analysis and
countermeasure design on arm-based quantum-resistant SIKE.
IEEE Transactions on Computers, 2020, 69(11): 1681-1693
Kannwischer M J, Pessl P, Primas R. Single-trace attacks
on Keccak. TACR Transactions on Cryptographic Hardware
and Embedded Systems, 2020, 2020(3): 243-268

Hassan S, Gridin I, Delgado-Lozano I M, et al. D¢ja Vu:
Side-channel analysis of Mozilla’s NSS//Proceedings of the
2020 ACM SIGSAC Conference on Computer and Communi-
cations Security, New York, USA, 2020 1887-1902
Kubota T, Yoshida K, Shiozaki M, et al. Deep learning
side-channel attack against hardware implementations of
AES. Microprocessors and Microsystems, 2020, 87: 103383
Xu S, Wang W, Lu X, et al. Side channel attack of multipli-
cation in GF (g)-application to secure RSA-CRT. Science
China Information Sciences, 2018, 62(3). 1-3

Abarzia R, Valencia C, Lopez J. Survey on performance and
security problems of countermeasures for passive side-channel
attacks on ECC. Journal of Cryptographic Engineering, 2021,
11(1) . 71-102

Alagic G, Alperin-Sheriff J, Apon D, et al. Status report on
the second round of the NIST post-quantum cryptography

[19]

[20]

[21]

[22]

[23]

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

standardization process. USA: US Department of Commerce,
NIST, NISTIR 8309, 2020

Walters M, Roy S S. Constant-time BCH error-correcting
code//Proceedings of the 2020 IEEE International Symposi-
um on Circuits and Systems (ISCAS). Seville, Spain, 2020
1-5

Schamberger T, Renner J. Sigl G, et al. A power side-channel
attack on the CCA2-secure HQCKEM/ /Proceedings of the 19th
Smart Card Research and Advanced Application Conference
(CARDIS2020). Virtual Event, 2020 119-134

Gellersen T, Seker O, Eisenbarth T. Differential power analysis
of the picnic signature scheme//Proceedings of the 12th
International Conference on Post-Quantum Cryptography.
Daejeon, Republic of Korea, 2021; 177-194

Liu Y, Zhou Y, Sun S, et al. On the security of lattice-
based fiat-shamir signatures in the presence of randomness
leakage. IEEE Transactions on Information Forensics and
Security, 2020, 16. 1868-1879

Taha M, Eisenbarth T. Implementation attacks on post-quantum
cryptographic schemes. TACR Cryptology ePrint Archive,
2015: 1083

Wu Wei-Bin, Liu Zhe, Yang Hao, Zhang Ji-Peng. Survey of
side-channel attacks and countermeasures on post-quantum
cryptography. Journal of Software, 2021, 32(4): 1165-1185
(in Chinese)

CRABM . X3, B 5L, KNS 57 %5k i {5 18 1
TGRSR, BFEA, 2021, 32(4); 1165-1185)

Dragoi V, Richmond T, Bucerzan D, et al. Survey on crypt-
analysis of code-based cryptography: from theoretical to
physical attacks//Proceedings of the 2018 7th International
Conference on Computers Communications and Control (IC-
CCC). Oradea, Romania, 2018; 215-223

Chowdhury S, Covic A, Acharya R'Y, et al. Physical security
in the post-quantum era. Journal of Cryptographic Engineering,
2022(12) . 1-37
Dong Ya-Hui. Research on LWE Public Key Encryption
Scheme and Circuit Realization[ M. S. dissertation |. Huazhong
University of Science and Technology » Wuhan, 2016 (in Chinese)
GEWHE. LWE 23810 % J7 28 19 08 72 5 v % 55 BUL A 1 27
sl AR R, KL, 2016)

Gao Xin-Wei. Construction and Application of Post-Quantum
Key Exchange Protocol Based on RLWE [Ph. D. dissertation ].
Beijing Jiaotong University, Beijing, 2019(in Chinese)
Crilr . 36T RLWE (9 )5 & 7% 91 52 e 0 50H 3 1 T
[P E2= e sc ], dbanscil R4, debat, 2019)

Micciancio D, Regev O. Worst-case to average-case reductions
based on Gaussian measures. SIAM Journal on Computing,
2007, 37(1) . 267-302

Banerjee A, Peikert C, Rosen A. Pseudorandom functions
and lattices//Proceedings of the Annual International Conference
on the Theory and Applications of Cryptographic Techniques.
Berlin, Heidelberg, Germany, 2012; 719-737

Xia Kun-Xian. Implementation of NTRU subdomain attack
algorithm and realization of mathematical transformation
[M. S. dissertation]. Shandong University, Jinan, 2017 (in
Chinese)



350 2 ¥ 2023 4
(HE 3%, NTRU [n) 85 7 Ja g oy 530 v 52 90 B 85008 248 48 1) 52 3 [47] Hutter M, Wenger E. Fast multi-precision multiplication for

[32]

[33]

[34]

[35]

[36]

[37]

[38]

[39]

[40]

[41]

[42]

[43]

[44]

[45]

[46]

LA 2 fig 3], AR R, BFrg, 2017)

Le T H. Canovas C, Clédiere J. An overview of side channel
analysis attacks//Proceedings of the 2008 ACM Symposium
on Information, Computer and Communications Security.
Tokyo, Japan, 2008 33-43

Kocher P, Jaffe J, Jun B. Differential power analysis//
Proceedings of the Annual International Cryptology Conference.
Berlin, Germany, 1999 388-397

Brier E, Clavier C, Olivier F. Correlation power analysis with
a leakage model//Proceedings of the International Workshop
on Cryptographic Hardware and Embedded Systems. Berlin,
Germany, 2004; 16-29

Chari S, Rao J R, Rohatgi P. Template attacks//Proceedings
of the International Workshop on Cryptographic Hardware
and Embedded Systems. Berlin, Germany, 2002: 13-28
Park A, Han D G. Chosen ciphertext simple power analysis
on software 8-bit implementation of Ring-LWE encryption//
Proceedings of the 2016 IEEE Asian Hardware-Oriented
Security and Trust (AsianHOST). Yilan, China, 2016;: 1-6
Liu Z, Seo H, Roy S S, et al. Efficient Ring-LWE encryption
on 8-bit AVR processors//Proceedings of the International
Workshop on Cryptographic Hardware and Embedded Systems.
Berlin, Germany, 2015; 663-682

An S, Kim S, Jin S, et al. Single trace side channel analysis
on NTRU implementation. Applied Sciences, 2018, 8(11):
2014

Amiet D, Curiger A, Leuenberger L, et al. Defeating NewHope
with a single trace//Proceedings of the International Conference
on Post-Quantum Cryptography. Paris, France, 2020 189-205
Xu Z, Pemberton O, Roy S S, et al. Magnifying side-channel
leakage of lattice-based cryptosystems with chosen ciphertexts:
The case study of Kyber. IEEE Transactions on Computers,
2021, 71(9): 2163-2176

Wang A, Zheng X, Wang Z. Power analysis attacks and
countermeasures on NTRU-based wireless body area networks.
KSII Transactions on Internet and Information Systems (TIIS),
2013, 7(5): 1094-1107

Khachatrian G H, Kuregian M K, Ispiryan K R, et al.
Fast multiplication of integers for public-key applications//
Proceedings of the International Workshop on Selected Areas
in Cryptography. Berlin, Germany, 2001 245-254

Ravi P, Jhanwar M P, Howe J, et al. Side-channel assisted
existential forgery attack on Dilithium— A NIST PQC candidate.
IACR Cryptology ePrint Archive, 2018 821

Atict A C, Batina L, Gierlichs B, et al. Power analysis on
NTRU implementations for RFIDs: First results//Proceedings
of the 4th Workshop on RFID Security 2008. Budapest,
Magyarorszag, 2008; 1-11

Bernstein D J, Chuengsatiansup C, Lange T, et al. NTRU
prime: Reducing attack surface at low cost//Proceedings of
the International Conference on Selected Areas in Cryptography.
Ottawa, Canada, 2017; 235-260

Huang W L, Chen ] P, Yang BY. Power analysis on NTRU
prime. IACR Transactions on Cryptographic Hardware and
Embedded Systems, 2020(1): 123-151

[48]

[49]

[52]

[53]

[55]

[56]

[57]

[58]

public-key cryptography on embedded microprocessors//
Proceedings of the International Workshop on Cryptographic
Hardware and Embedded Systems. Berlin, Germany, 2011:
459-474

Espitau T, Fouque P A, Gérard B, et al. Side-channel attacks
on BLISS lattice-based signatures: Exploiting branch tracing
against strongSwan and electromagnetic emanations in micro-
controllers/ /Proceedings of the 2017 ACM SIGSAC Conference
on Computer and Communications Security. Dallas, USA,
2017, 1857-1874

Aysu A, Tobah Y, Tiwari M, et al. Horizontal side-channel
vulnerabilities of post-quantum key exchange protocols//
Proceedings of the 2018 IEEE International Symposium on
Hardware Oriented Security and Trust(HOST). Washington,
USA, 2018 81-88

Fournaris A P, Dimopoulos C, Koufopavlou O. Profiling
dilithium digital signature traces for correlation differential
side channel attacks//Proceedings of the International Conference
on Embedded Computer Systems. Samos, Greece, 2020: 281-
294

Bos J] W, Friedberger S, Martinoli M, et al. Assessing the
feasibility of single trace power analysis of frodo//Proceed-
ings of the International Conference on Selected Areas in
Cryptography. Calgary, AB, Canada, 2018; 216-234

Ravi P, Bhasin S, Roy S S, et al. Drop by drop you break
the rock-exploiting generic vulnerabilities in lattice-based PKE/
KEMs using EM-based physical attacks.
ePrint Archive, 2020 549

IACR Cryptology

Standaert F X. How (not) to use Welch’s T-test in side-
channel security evaluations//Proceedings of the International
Conference on Smart Card Research and Advanced Applications.
Montpellier, France, 2018: 65-79

Ravi P, Bhasin S, Roy S S, et al. On exploiting message
leakage in (few) NIST PQC candidates for practical message
recovery and key recovery attacks. TACR Cryptology ePrint
Archive, 2020, 1559

Aydin F, Kashyap P, Potluri S, et al. DeePar-SCA: Breaking
parallel architectures of lattice cryptography via learning
based side-channel attacks//Proceedings of the International
Conference on Embedded Computer Systems. Samos, Greece,
2020 262-280
Kim S, Hong S. Single trace analysis on constant time CDT
sampler and its countermeasure. Applied Sciences, 2018,
8(10): 1809

Chung C M M, Hwang V., Kannwischer M ], et al. NTT
multiplication for NTT-unfriendly rings: New speed records
for saber and NTRU on cortex-M4 and AVX2. TACR Trans-
actions on Cryptographic Hardware and Embedded Systems,
2021, 2021(2): 159-188

Primas R, Pessl P, Mangard S. Single-trace side-channel
attacks on masked lattice-based encryption//Proceedings of
the International Conference on Cryptographic Hardware and

Embedded Systems. Taipei, China, 2017 513-533



24

2RI A TAT i A B 1) RE AR 0 T Bl R 351

[59]

[60]

[61]

[62]

[63]

[64]

[65]

[66]

[67]

[68]

[69]

[70]

[71]

Pessl P, Primas R. More practical single-trace attacks on the
number theoretic transform//Proceedings of the 6th Interna-
tional Conference on Cryptology and Information Security in
Latin America. Santiago de Chile, Chile, 2019.: 130-149
Sim B Y, Kwon J, Lee J, et al
message encoding in lattice-based KEMs. IEEE Access, 2020,
8. 183175-183191

Bos J, Ducas L, Kiltz E, et al. CRYSTALS-Kyber: A
CCA-secure module-lattice-based KEM//Proceedings of the

Single-trace attacks on

2018 IEEE European Symposium on Security and Privacy
(EuroS&P). London, UK, 2018: 353-367

Alkim E, Ducas L, Péppelmann T, et al. Post-quantum key
exchange— A NewHope//Proceedings of the 25th Security
Symposium. Vancouver, Canada, 2016 327-343

Baan H, Bhattacharya S, Fluhrer S, et al. Round5: Compact
and fast post-quantum public-key encryption//Proceedings of the
10th International Conference on Post-Quantum Cryptography.
Chongqing, China, 2019; 83-102

De Clercq R, Roy S S, Vercauteren F, et al. Efficient soft-
ware implementation of ring-LWE encryption//Proceedings
of the 2015 Design, Automation & Test in Europe Confer-
ence & Exhibition (DATE). Grenoble, France, 2015: 339-
344

Ravi P, Roy S S, Chattopadhyay A. et al. Generic Side-
channel attacks on CCA-secure lattice-based PKE and KEMs.
TACR Transactions on Cryptographic Hardware and Embedded
Systems, 2020, 2020(3) . 307-335

Ding J, Cheng C, Qin Y. A simple key reuse attack on LWE
and ring LWE encryption schemes as key encapsulation
mechanisms (KEMs).

2019: 271

TACR Cryptology ePrint Archive,

Qin Y, Cheng C, Ding J. A complete and optimized key
mismatch attack on NIST candidate NewHope//Proceedings
of the 24th European Symposium on Research in Computer
Security. Luxembourg, The Grand Duchy of Luxembourg,
2019: 504-520

Fujisaki E, Okamoto T. Secure integration of asymmetric
and symmetric encryption schemes//Proceedings of the 19th
Annual International Cryptology Conference. Santa Barbara,
USA, 1999. 537-554

Schwabe P, Stebila D, Wiggers T. Post-quantum TLS without
handshake signatures//Proceedings of the 2020 ACM SIGSAC
Conference on Computer and Communications Security. Los
Angeles, USA, 2020: 1461-1480

Bernstein D J, Brumley B B, Chen M S, et al. OpenSSLNTRU;
Faster post-quantum TLS key exchange//Proceedings of the
31st USENIX Security Symposium (USENIX Security 22).
Boston, USA, 2022, 845-862

Checkoway S, Niederhagen R, Everspaugh A, et al. On the
practical exploitability of dual EC in TLS implementations//
Proceedings of the 23rd USENIX Security Symposium (USENIX
Security 14). San Diego, USA, 2014. 319-335

[72]

[73]

[74]

[75]

[76]

[77]

(78]

[79]

[80]

[81]

[82]

[83]

[84]

[85]

Saarinen M J O. Arithmetic coding and blinding countermeasures
for lattice signatures. Journal of Cryptographic Engineering,
2018, 8(1): 71-84

Pessl P. Analyzing the shuffling side-channel countermeasure
for lattice-based signatures//Proceedings of the International
Conference on Cryptology in India. Kolkata, India, 2016
153-170

Reparaz O, Roy S S, De Clercq R, et al. Masking ring-LWE,
Journal of Cryptographic Engineering, 2016, 6(2): 139-153
Reparaz O, de Clercq R, Roy S'S, et al. Additively homomor-
phic ring-LWE masking//Proceedings of the 7th International
Workshop (PQCrypto 2016). Fukuoka, Japan, 2016: 233-
244

Oder T, Schneider T, Péppelmann T, et al. Practical CCA2-
secure and masked ring-LWE implementation. TACR Trans-
actions on Cryptographic Hardware and Embedded Systems,
2018, 2018(1) . 142-174

Barthe G, Belaid S, Espitau T, et al. Masking the GLP
lattice-based signature scheme at any order//Proceedings of
the 37th Annual International Conference on the Theory and
Applications of Cryptographic Techniques. Tel Aviv, Israel,
2018: 354-384

Bos J] W, Gourjon M, Renes J, et al. Masking Kyber; First-
and higher-order implementations. IACR Cryptology ePrint
Archive, 2021, 483

Beirendonck M V, D’ anvers J P, Karmakar A, et al. A
side-channel-resistant implementation of SABER. ACM Journal
on Emerging Technologies in Computing Systems (JETC),
2021, 17(2) . 1-26

Lee M K, Song J E, Choi D, et al. Countermeasures against
power analysis attacks for the NTRU public key cryptosystem.
IEICE Transactions on Fundamentals of Electronics, Commu-
nications and Computer Sciences, 2010, 93(1): 153-163
Migliore V, Gérard B, Tibouchi M, et al. Masking dilithium//
Proceedings of the International Conference on Applied Cryptog-
raphy and Network Security. Bogota, Colombia, 2019. 344-362
Kim IJ, Lee T, Han J, et al. Novel single-trace ML profiling
attacks on NIST 3 round candidate dilithium. TACR Cryptology
ePrint Archive, 2020.: 1383

Schamberger T, Mischke O, Sepulveda J. Practical evaluation
of masking for NTRUEncrypt on ARM cortex-M4//Proceedings
of the International Workshop on Constructive Side-Channel
Analysis and Secure Design.
253-269

Ngo K, Dubrova E, Guo Q, et al. A side-channel attack

Darmstadt, Germany, 2019.

on a masked IND-CCA secure saber KEM implementation.
TIACR Transactions on Cryptographic Hardware and Embedded
Systems, 2021, 2021(4): 676-707

Azouaoui M, Bronchain O, Grosso V, et al. Bitslice masking
and improved shuffling: How and when to mix them in
software? IACR Transactions on Cryptographic Hardware

and Embedded Systems, 2022, 2022(2): 140-165



352 it "

e i 2023 4F

LI Yan-Bin, Ph. D. , associate pro-
fessor. His main research interests in-
clude side-channel attack, cryptography

and cryptographic chip security.

Background

The impending realization of scalable quantum computers
will have a significant impact on current security infrastructure.
In particular, NIST announced the post-quantum crypto-
graphic algorithms in third round of PQC project. Among the
various classes of quantum-resistant cryptography schemes,
lattice-based cryptography stands out for its advantages of
performance and security. While most considerable effort has
been focused the design and implementation of lattice-based
cryptography, little effort has been devoted to physical security.
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