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Abstract  Masking schemes have developed from the first order schemes to higher order schemes
since it was proposed, with the improvement of its security and versatility. The first order masking
schemes mostly focused on protecting DES and AES algorithm, while continually optimizing the
area-time-memory trade-offs. As the first order masking schemes were not sufficient for long
term security purpose, the higher order masking schemes have been widely studied, which tend
to be more generic and mainly focus on designing the secure S-box against the attacks of any

order. Higher order masking scheme is one of the most acceptable provably side channel counter-
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measures against side channel attacks (SCAs). The security framework proposed by Ishai, Sahai
and Wagner, known as the Ishai-Sahai-Wagner (ISW) scheme, is one of the most acceptable
secure models of the existing d-order masking schemes, where d represents the masking order
and plays the role of a security parameter. ISW includes an adversary model with a microprobe,
which can be used in digital circuits. Relying on the framework of security proofs proposed by
ISW, higher order masking schemes can be theoretically proven as ideal security. However, the
security of cryptographic algorithm design does not only rely on arithmetic security, a gap may
exist between theoretical and practical security. In order to solve this problem, Roche and Prouff
proposed the “higher order glitch-free implementation” in 2011. However, various types of
higher order masking cannot be designed under this framework. Unfortunately, it is difficult to
implement on a hardware chip because of the very high time and area overheads, which replaces
every field multiplication by 4d*® field multiplications and 4d*® additions. Excessive resource and
time cost reduce the practicability of the scheme. In a combinational circuit, the glitch is generated
by a certain design and is influenced by several factors, such as place and route, platforms,
temperature, and other environment factors. The glitches or other intermediate values in the
implementation of higher order masking scheme may contain a leakage related with two or even
more shares. These can be considered as the leakage of sensitive information. Since the delays of
internal signals are different, glitches may leak the sensitive information. Instead of combinational
logic, the sequential logic of masking does not lead to smaller-order leakage. Beside glitches, we
find there exists leakage in the hardware design structure. In this paper, we discuss whether
there exists practical security problem of the provably secure masking schemes, which may lead
masking schemes fail to resist attacks. In the view of cryptographic chip designer, we evaluated
the security of different hardware design structures of key components in masking schemes
theoretically. We analyze the security of parallel implementation using mutual information. It can
be deduced that the implementation of parallel structure can not reach the security of masking
scheme. Relying on these weaknesses, the secret key can be recovered through side channel attacks.
To illustrate the security weakness on implementation, we analyze the different designs of different
structures as contrast tests. Finally the result of experiment consists with theoretical analysis.
Keywords  side channel; higher order masking; glitch; hardware design structure; risk of security
design
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any order SCAs. Although the ISW model proposed by
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