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Abstract  Mobile crowd sensing (MCS) applications are becoming more and more widespread
with the popularity of mobile smart devices. And it is a current research hotspot. MCS uses the
mobile terminal equipment of ordinary users to carry out conscious or unconscious collaboration
through the mobile Internet, so as to realize sensing tasks distribution and sensed data collection,
and complete large-scale social sensing tasks. Accordingly, MCS needs a large number of users
to participate in sensing tasks, and hopes that users can collect high-quality sensed data and
provide better service quality to the public. However, during the user performing sensing tasks,
the cost is relatively high because it not only consumes the user’s time, but also consumes the
user’s equipment resources. In addition, sensed data collected by the user may imply sensitive
information related to the user, e. g. , identity information, living habits, health status and social

relations, which results in the user to face the risk of personal privacy leakage. But privacy leakage
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will hinder the user’ enthusiasm to participate. Therefore, we studied the comprehensive mechanism
of privacy-preserving and compensation incentive to MCS. On the one hand, it can reduce users’
concerns about their own privacy leakage, and on the other hand, it can compensate users for the
cost of participating in sensing tasks, so as to mobilize the enthusiasm of users and attract more
users to participate in the sensing tasks for a long time. It is of great significance to further expand
MCS application. In the existing research, the research on the comprehensive scheme or the
integrated system framework that combines privacy-preserving and incentive mechanism is still a
minority. Many studies usually focus on the user’s unilateral privacy-preserving or compensation
incentive, and these studies don’t fully consider the communication consumption caused by the
transmission of a large number of redundant sensed data, and the risk of the user’s privacy
leakage under the incomplete trusted sensing platform. Yet these problems have a direct impact
on the long-term development of MCS system, and should be paid close attention to. Aiming at
these problems, we proposed a comprehensive incentive mechanism with privacy-preserving
(IMPP) in MCS. we carried out our research work from three stages: participant registration,
winner selection, and sensed data aggregation. First, based on the idea of lightweight privacy-
preserving, IMPP uses a one-way hash function to generate a 256-bit hash value as an anonymous
identity of the participant, so as to protect the identity privacy of the participant; Secondly,
according to the participant’s data utility value, expected reward and the sensing task total
budget, it has achieved the compensation incentives for data quality and chose those winners with
the best buys; Next, with the help of distributed compressed sensing theory it has compressed
the winner’s original sensed data and removed redundant data to obtain the observed value. By
adding noise data such as hash values to the observed value, the privacy-preserving of sensed data
can be enhanced. After the winner’s privacy sensed data is aggregated at the application server
(AS), AS verifies the integrity of privacy data sets and reconstructs the original sensed data;
Finally, using the real data sets, the effectiveness of IMPP is compared and analyzed through
simulation experiments. The experimental results show that the IMPP mechanism is efficient in
terms of privacy-preserving level, data integrity, data accuracy, time efficiency, evaluation accuracy.,
reconstruction matching degree and incentive effect.
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TE S5 252 10 ik 5 3 5 4 8% R Al 4 58 B 5 Bl 4y T B
BeRets LA TE I E 2 B0 2 S5 NS 3h

B EAT & F A B8 1 7R 48 SCHE AS
H5Z2 52 M T EERRE. AS Bl w0
b R A A S R R AR L R A 3 B
AR TS 5 H5 R, 255X EE LG %
BARLCAS A e B HEHE N K. £S5 5%
A ensJa s /T LU e B0 BN K% 45 AS. I
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BIRIE AS Z 23R B R 1 AS AV d s T
AS AR I THRENFGA S5 E LN — 1
BB i, BZbr IR B A RIES 5% 15 S h
(5 B 22 4P L BT L IMPP SR 28 42 45 8 75 16 8
SHA-256 (Hash()) 352 . 1% ek % B A7 8 v, B
H1 PRSI WA A () AR X B2 i 4 3 A% o (i A
TRAR %5 5y 52 BUAGAT B2 K B 1 728 o A0 48 Bl K 1) 1
A G ). B HRA LT 4 ARk

(D) X FAE LA T B AREE 2 1T 5 i (.

(2) MELL T —A> T AN 0E A (84 5 B R LG T B

(3) X T WA A A TR 0 35 8« A5 A [R) s A (8
(7T BE A AR /.

(4) f BT AS B W A (5 0 R b Y B =2 1) i
AALATHE R

WMEZ . 8T Hash O, BN AFEG 20 f
o 118 Hash(xy,) = Hash(x,) FEITE &R MER.
L, Hash O A% 256 70 A (HAE S5 5 0%
PLE AR R AT 22 2. AS B O 45 44 A IE 1)
BidderID Bfi T HEEH D7, k545 &S 55 MW
BidderID U %450 B 5 5 F 16 AS 3 B 4 %0
B

Xt 253 1A B 0] 8, X BRI B2 4
HY 2 B n 28 A a] b {5 OBy (8 B IE S (4B
SE TP B0 SRBOS 5 A A0 O X s R R P
e G T RS 5 E Y 0, IMPP AiF 25
5 3 18 B U AT 55 i B AL % % — A~ 5 B 0y AN 5E
(1 — R B 2S5 &L R VE R Hash O (% Ak 1%
F| BidderID. 2 5% B RS &' T h FA 4 A= 1 7% A0
RAEM, S5 ENARERGE. AXBRSE5H
I B 2 & slad TLS {5 BG4 AS.

EX 1 WHERSAE X fY 2 ER5, X 2
ReiETr Y BT Ex () Fom X Y A4
Xt RETHE m BINE 2Dy ) Fm Y H B &5
BAXT A2 R A T L m T i 2 B 1k

EX 2. WRSE X MY Z#EE05, X 2
RIEDT Y ST Cend) S X 1A FAEE B X, I
Sigy.,m)Fm X IRV d XI5 om B a1 B 2%
% 6,8l 6=Sigy ,(m);Sigerifyy,(m.c)FTRY A
X A e MM Em BT o % 10IE R4S
(Ha .

TR R RS AR P AR B2 4 T v A bR K
AR AIRB S 5HE G HEL AP FEEWEEL 1
JIi 7.

ik 1.
WA B 5% w i — Uk A4 £
Wiy . AS 25 % IE i BidderID

. w:h=Hash(k),B h=BidderID;

Identity Anonymity Protection.

1
2. wio=Sig, 1 (h);

3. wih"=E,(h,o) HH.h" R h W5
4, w—>AS:h";

5. AS:h=Dys(h");

6. AS:IF Sig.verify,s, (h,o) =true THEN

7. AS—w: Exs (o) s o0 = Sigas.u, (1) 5
8. ELSE

9. AS: Discard h;

10.  ENDIF

11. w: Dy (Exs(h.)) and Sig.verify.., (hio)s

12. AS broadcasts h.,Hl h=BidderID.

Bk 1. 255 Hash (o) 115 G
Al h B BidderID , 88 J5 X Ho B 7 28 2 08 %% &
K4 ASGEER 1~4) 5 AS XFURCEI 1 % 3C b HE1T
FAFRNSChCGPBR ) s 3T RX h T H o
HATIUE LB 6) 5 40 S 56 4k 1E . W] AS PRk XS
WP 4 2 5 0 hAotE b IF 105 5 50K 0l s
A LB D ML, AS Z5 h LB 8~10);
Z5F B AS & [ B S AR &3 g %L 5
MR %4 CPIR 1D fJa . AS 8B 2 24 INIE W

BidderID G F WM EAH N, B35S 5% MR

CLPR 12).

g bR R 1S T 2 5 A E AN IR
PYSHENS BRI N HR— %0k AS
B RE BRI BidderID . h 5 5% 545 555
W45 SR AL T A SR IE.

4.2 HHEF®REF

HEEMNS 5 &SRR 5 BT R
R U0 B 53 b5 PRI AE - 5 KL 8 IR 8] J] 91 1 ) AS
BT RBERZ S5 H 2L AT RE K
HE BB RSB Em. T /S HHE
A T8 AN » AS AR H05 T ) 54k i O 2 5 3 BRIk 4%
SR, G 2t P L B R BRI SRR AR SOR
JH BR300 AR 3 B 0  H0 4 Joi o
402,17 s e A 4R AR

S W B0 B B DR AR S %, RO
VP AT 473 2 FL AT P O 11 ) R AS ) 25 2 1) 50 40 A
o HL O e 1 3 AR ) L AR S D AR
AR B AR L 75 B R B 1 B R 2 A2 I
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ROPE 3t 358 BN ity 1 55 TR 3R 0 52 L O G, TMPP
B ] PR 7~ e B AR 5CH0E G A 38 =1 8 o ok A

(D B A+ (T

RBAT 55 TT IR IS 18] Ky s_task  Z5SRINE] g e_task.
X T2 5% R EBIR A R E hy € [s_task,
e_task ] 825 W A 5T S 64 I (] 7 T, W] DA R
B0k o)t ke 0 bR AR 3 AN =X (D) T o 508
RIINIE 2 PR, T W (E 23 BE A& A R0 18] ¢ {5 9 22 1k
T (R T AN [A) B 5 Y L. 2R ¢ <<s_czask, | o=
s_task—t, T, NeREL b (s_task—1), B k(s_task—1)
AE BB G ¢ {E W /)N 32 T 3 08 JF B IR T 05 fn R
s_task<t<e_task, W] x =1t — e_task, T. N MR
k(t—e_task) s H k(t—e_task) BME N 1; R >
e_task W) x=t—e_task, T, NERE k(t—e_task) , H.
k(t—e_task) WMEBEZE ¢ {8 K& W1 I+ # i F
0. T I Bl 2 5 35 R 4R HCHE I ) 1) 42 i 2 5
Ji o B R] PR 5 BB 4 K DT 52 W) KR 4 S

E(x)=2Xsgn(x) XS(—x)+sgn(—z) (1)

Horbr,sgn (o) R FF5 BRA BRI 0N

Jl, x>0
sgn(x)=<1/2, x=0,
Oa ‘T<O
S(a) Ky Sigmoid PREL, PREF AN
S(x)= L
* 1+e "
1.0f A ()
0.8
0.6
0.4+
0.2
0 0 B
—0.2

(2) #o i/ F (P

Hb 5 B P B8 S5 1 5 R LA & (o)
PRI S . SRV R A X I AN 1] 3 e b
DI EARFE A, X BB st Ron B HHRE
B ) X AT 55 B A X384 fe 1) BES L )
TRAG X IR AT 55 B AR IX 38k . = A8 X 38 R0 T 2t X4k
e 2 5 H PRI EEE R A DX T = AT X A IX
PR 1, T R KR X SR BCR 2. S [ PR
BB R CsD PRECIN SR (2) BT R, 4R Bl X BB s

1) 38 R BSCH o e 52 b B P 18 75 e A K
k(sl)=2Xsgn(sl) XS(—sl)+sgn(—sl) (2)

| K| K
A

*

>|>|D %
%% [ %

|| % | %

w|w | w
B3 SR R 4R X

(3) UG 1% (D.)

BE— TS HEWHABEEGN D= {d.
dyseed, )y X FRABARAL T AT LU AR A o
BT 0 I(d) center IIEES Ad,» Bl Ad, =
di—I1(d).center. W 5 A~ B s o, 09K B R 0]
1*A#'?Hmﬁéu,ﬁﬁﬁm%%\§5%a@
BB D% S 5 H A SO o 3= W
V. R (D R, DL €0, 1]

ZF‘) (1 B d;—l(d,).cerzter)
— MaxDis(I(d;))
T

A
A
AlA
w

Duv -

3

4.2.2 BRI

BT ] BT L M PR T RBO RS B R AN
A BT o A5 B % e S R 000 L X AR R R 0 K
06 i 15 22 153 2 0 LA S0 IR 9 X 4 4 4T 55 7 SR 1 4
PR+ DL G 5 4 2R R

Bl m NS5, LBk E AN U=
s, ) LU | = m $088 R 0 PE 2 508
WH Z={T..P..D.) B |Z| =3. 54 MR G=
(g 1G=1,2,,m;;=1,2,3), g, 725 5F A
RO 00, X 107 4% SR IV 2 M0 TR AR (. T o) R
J R IIAT S B R BRAE L T ol 3R R I S
(19 1 BRAE. JIKT S 5 3 B RO 2 75 A7 76 5 158, 7T A
JRTEA HUU7E 4% 5 2 50T P A7 . M i 22
. RGBS 5 E 5. R EME L, (L, €00.1D
EORA =N WE DY P

J‘O ; g, <v"E g, v

{Ltl s Uy 9"

= Y—o 4
Zl-] v; 8i.j min o~ max ( )
max min 'U/ —gz,_; _7)]
U] o U]

YR A o IR T R BRAE o 8w T B BRE
o I UL S 5 BE AR AT O BRI R L AF TR
W HAE R N H AL p=1+0,e NIETI /NG YR
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i 2020 4F

PEAE g, AT o R o™ 2Z 1) B 356 B Jk 0 ACHE £ E
w72, HIRZE(EREE g, (E /NS K.

w2 () FT A A& B8 o 6 DU O 2 80T 1Y A
w R ZEFIME AR L s Lo sl )

BERZS 5 H B o W RRIREME I
FIWT A HAE IO PR, 2 1T = B,
322 55 35 10 JRR RN 540 A Tl JL 5 Ko 07 50 B3 e A 2
.

M =max{l;} (5)

SR T AR BT S 0 S RO S S R BHE o
ST EMA T A7 b 3, sl C6) s . SR f5
XEAF G AT 55 3R A0 B i dhe A7 R

Vit=— =1
v
! . j=1.2.3 (6)
nli 'Z}; lllll
V/ - ma
[

FF 26D, X Fo i o B 2 B0 R K (E
E; (E; € [0, 1D AT Ik (7D i,

(V;nax _V;nin ) 2
: D)

DIV vy

NS BE B HE R B R T R E R T
G s, . BT TR JROHIAT: 55 %o S i L DXl v S Bk
YEMERG P S5 @ YRS v A iR R . 5] ARUE
F oo, LI RS TE T 0 50 i 75 Kk, a2t (8)

Fis.
N ¥ L * L *
Sui =t} \E) soyly o Ey woyly ES )
Suy=lw by \E vwonly JES wil, JE
uy=lwyly 1 By swply o By swgly g E5 )

J

(8

3
:,H\:EF‘ 7ij:19i:1529"'97n.
i=1

il 2 ) I T A B 4% 2 5 35 B i 1R 22
RFFHN s, + B L5 0 e = 4k 25 0] b #9948 b s o —
AR BRSO E DE, > X (9) PR, A Ar il
A AT TS O U2 55 3 9 Bl 0P B ABR | 33d H
Y o e S B o AR

9

IR AS [RIE % 2 15 % WSO SOT . DE, . 1]

S8 SO R Hh T 1 Y
FIB NS 5 H A PAT AL 55 AE 9% TAR KA

M A AT 2R AR 95 4K A5 & [l iz, B kL IMPP BR
T RFERAE TR 8 SRS SR T W b,
2 5 HZAKYE A 5 W EUE A E DE, 45 A 18 AT
% Wi Budger $2H & PR [H 4. i Bid, = (b, s DE,)
FR R 2 5 E W B3 T Bid, Ml BidderID, 1y
MBI E . (Sig., ' (Bid, | BidderID,)) % i F
AS Z 55t BidderID, REMBIEM 2 H5EH C 4 21T
W P
4.2.3 ZH5HEEMBEFR

AS W B & 2 5 FH WRUH B Bid, )5 o R 46
Horp B BRSO A DE, X I8 80H 5 i LA 45 X
gy, R T EERUE S UL IMPP &0 T 2 5 #F Bt ik
FEREME CHRI 1), LS HE AS Bk th P L7 B i 1
JiE

MU 1 5EFREER. BREAHISSS
B A 0 s FASOR T G S 2 A% 1

|DE.>DE,
\b,<<b,< Budget

W A L S S 5 SR B i

ASKRGERIN 1 XF 2 5 dE47 M0t HE T
5555 T SRR BEHT n A MR IR S
o A B Y Bidder ID; 5 A T 04 B
Tl 7, 2 58 B R R PR AR U] X T
HH 2 A LA il L RS B AR SCRIF S L AR A
ARSI JG SRR

M2 IMPP 2 56 F 8 s R R MY 2 5 %
A B VBN 0T i AR 6 2 5 3 e O R SR e s i A
FRAT 45 T A9 W2 IR & #L4 i A k , IMPP 53 A
(ORI 5T 2 AN T o 2 — b T Bk 2 5 B A Sl WL A
4.3 BABIEREA

JHE HE 3 T R BN B PR 28 45 AS JE A R KA
AERE [ 4R Ry 7 R4 LR 0 B 4 1 B FA P IMPP R
FA 53 A 0 46 N J5 ¥, R 45 A e 0 A RECE R
Xt TR I DA B B . 1 58 o D e e e B B i oL ik
I ORI 9 o4 AT s S 2 S R HE 48 SO0 . A B T
A A B0 A 5 SR 5 S B LI A A Hash O
{1 A T A5 1 A A C R MBI 5040 ) 90 B 411 R 45028
{18y I BT M A 5 40 B0 45 9% o 380 U0 00 i e o ARV
5 B B B SRRV 1 B s 32 R AR TR
M WRIME S Bidder D, 3§ 2% Jil % % i B AL B4 £ &
KA AS, AS XISCE] Y B R B e L HE AT R A AL IR
B 0 56 BV 5 T A B R A 0 T S e
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P ABPRTECIT
4.3. 1 oA RS BN e [ 07 ik

T A 2R BT 2 I — Tl B RS R B VIR R T Ty
& oA A E 4R B DCS(Distributed Compressed
Sensing) , B X 1% Gt 4% 48 W R R AE E B Y 5 A
S R R R R G B AR L 43 AT A TR R AR
A EIRN N ETINESY P QR P €S R U e | = B V=
PR R 200 %R B o DA T 3R A5 — 2138 /)N T 5t 4 i
5 0 WL DAL 13 3 e 2080 1 o G 0 80 vk DA UL
{8 5 M 5 EA BdE . DCS B 3 53 M B0 1 R 5
FoR UL AR W AL IR A 3 S BEACAZ O [ L DAY
kB, DCS T 46 £ AR BiE 9% 52 BUR i 1) H 46 S 5% T
AL B 38 H W 22 A T AT 4K RE 18 4R O [ 1Y
Bl SR DCS J7 3k X 8% 0 A s 4 b 3,
LA RE U8 il A L s 4 2% N BN 1 A g AR L. DCS
FEARB RN (10) .

min| 8], s.t. y=Bx=@WI=A"9 (10
Horbox G EE  xERY W= sdns s gn ]
N NN I F i 728 46 50 B (R i 22 4 38D 5 8 O x 7
WO A ) L ] 9 P AEF TR H (<N
GE/N T IS I EE R EE NS x 12 W 3802 ¢-Fi it
B sy ARG WIE , ye RY 5@ S MOXN (1) 3L i
HilE ;AP =@W g MOXN [ B [

YA ORORG T AL R B . SR UL I AR
@ i 2 20 (11D B 7R 1 BR i 55 B P BT (Restricted
Isometry Property,RIP).

A—ay) x| =|@x|; =1 +o)|x]|; AD
Hrr, 0<<o <1, SR X T 14 3 B 08 00 %6 B 22 4iE ]
Ho 2 RIP P 5t J2& AR PRXE A s BRI, 2 R B3 i AR
P AN T RIP P BT A9 JE AH OC 45 2 298 ok 44 3 15 1t
A 0 R

M4 i B 40 i B8, N 48 JFUUA B dE x = (x,
X5 s x,) A DA IR Oy — 21 bR M 1F 3¢ A8 e 3 11 28 P
MG x=We. HETIAT b0 A2 5 5 A B AR 5K
AR (DCT) /)i 78 4 3 (DW T e BL I 745 Jo B
(DET) &5 xf 5 46 #4134 77 fly 28 (10) S 4
x, I A SR AR £y B P Y AR RS B

AR DCT X it b Bl A7 Wi i s . F ¢
AR TR G . 42T ofe B a5 0T 00 05 B 0 A T F 9
UL B %of s 44 R e o 2 O B L AR L g
U IR B4 52 e i 4 HRHE 1 e 4 S A RO B AT
U0 R B — it 4 Ay I BIL A o R A e L R
S 1 ORI 4 L AL 08 D0 R I A S Bk 1

HEE G RSB 53 Ah ek UL A B A AR 2
HTE R AR AR I K 3R fa] 38 R 0L A B
IR it A8 4 i 3 22 [A) AR OGP 1 SR PRI I, AR SC
Xof T e UL R 2R AT B 5 S LA O 38 % R 4G S R 2%
FERE COST)HS™ g Sk, AR 0 56 1 25 i, i He ol iF
oAb ¥ L AL A OST XN A B (Optimized OST,
OP-OST).

OST LI 4 B4 ) J e A 0 R

ra b ¢ = g h g = ¢ b7
b a b c g h g - c

c b a b ¢ = g h g
bd=|g [ e d ¢ b a g h
h g f e d ¢ b a g

Lb ¢ d e f g h = b al
TOWL I I 2 5 A Y BB ALY 9 A0 PR A A
FERAE B M A7t 0 A v A iz 555 2.
156, OST MRS — St R th N XN R
SR —F1 T2 (0120, o+ »0n) B 2F 2 (12) FiT 7R 1Yy

SUIEC N M v S
X1 o1
02
N X_Z =F, | (12)
N 8:\/
/ﬂ\:':fj vFri’ j":’ NXN qu1ﬁiu+ﬁi}ﬁ%%ﬁﬁiy(5l 2025
61\") - (}’a €19 €29 """ 9 EN/2—1 ‘89 EN/2—19 *°° s €1 )y E_

(7761 9€2 9" sEN/2—1 9ﬂ) & {_1 91}N"2+] .
SRIG B 5 — 3 T 2R 1 3B 8 1 I A6 15 3 H
RN IFE L — DM M = diag (1,05 -

. 1 ) . -
On) ST ¢\:NF\ M F s T A5 3] 1E 28 X FRIE 2

[196 3% 1 2 77 5 -

e AR M AT IR DL REN/MD?
TNARREAL . e 45 5 MX N [ OST W46 4 @,
B @=(N/M)"* ¢y.

ASCHF OST WAL I @ 19 s Y, 51 A B {E
AR 4 B R OST A7 ek k. 1 56, A i
AR P W LI A B @ PR G ) e R R OB K
R B R S RS BB . AR R AR
A K IFREE 7 (5 A 080/ M e T
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Hl

Y,
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i 2020 4F

SR IE i T AP — W {5 £ 7 0 ) A
e A5 5 2R EAS LW 5 L AT 1 [ A O A
FE (A" Ry (13).
|AJA, | }
A ]A; ]
JUH LA FIA S AT FIAPS 51 [ ft
SR R UM BB A P GR= AP AP | A 5%
‘@%ﬁﬂfﬁ%%ﬁl:r](CR):rlnjjx\cuij ‘ = max A'A, |,
cu, 1 GR I T, @ FiI W ARSI HECRBL 7(GR)
Rl CAPCS) S5y FLAS i 20 1 4 JR A S .y itk — 4
VT @ il W 1394 D1 R P T A € 1T 18
W Ry, 0 GR AR M2k b AT T ok T
B & 1070 2 BUBEHER BT B R B L st (14) 7%
2 (leu; | =€)« | cuy |

:l'fwén.i;éz
71: IIJZ; i#j
S b A O I e R R sk AR v S R R
AP A RS P U R L AR I e AT B AR B
TS TR R A B 0 17 A5 3] B AT A 4 A 1 R 1Y
pURIIEsEN S
4.3.2  JBRHVEE I B AAPE LR A
A T A A A A AT A L T R
i P BRI R 2 5t 4. 3. 1 b BT il 3 6 00 N 4
W 4 WL )5 A5 WA g, 5 FEXT g R Hash O
RIS A 8 A;» =X (15) IR,
A =Hash(q;) (15)
W A VEMESR B . AR g DAY S
q, 38 ATE q PR E R IC N ZVPS. Ry ik — 20 3 5
W b i B o AR S B 5 3K L 1T H BE AL oA B A BRE AT
FAEAE B LM B . — IF 7 B g PR B G
R D R SR 7 i 7 o e el DR VA S i R e}
ZVPS.
0P R B i S e B A GVPS =
ZVPS+ ZVPS, JF W M8 % & & OVPS. ik i &
R T S AT MR Y WL I A 8 0t 4 44 T F
e g bAE 4 AS, R B AE I 25 5HE R
BidderID; , IUEW]Z Fa R B A (0 2R IR T 48 AS #%
BRI i BRFA R A PD, =X (16) B .
PD,=E,(Sig..—' () (GVPS|OVPS| BidderID,))
(16)

(A DCS ) —
7 e

—max{|A/A; |} (13)

iF#j

14)

(‘Cu,, ‘25)

4.3.3 TR I SE BEME AL
AS W gL AR A BEAA KOG AL L 7 B

AT S BEPEAL I ATH AR R FH B 1) 28 4 W iy bR BIOK 56 L.
Mg FE AN & 4 FF R,

(1) 747 g o Je 00 s 445 OR300 75 510 0300 1, 1)
Fi Hash O X UL AE >R B 7 5 A

(2) AS YR 5 i ) PD,J5 » 433 B IE 507 4
2] HWr PD; ({5 B 25 2 15 9 0h 5, P AR 40 L o
{18y e I 25040 3L £ 5 00 ok e ) 5 4k K B U8 0
B G UL T U SR B A 1 A

(3) AS LLEE WA A (. A0SR A=A, Ui B0
(BLTE A% iy 2o 2 o o Bl B e, T e RO e R R AL
LA . 4% 9 A s B0, AS 5 PD..

RE=Y AS
A K R
W P
v
SR
v i
oA
R (E v
oA
R f
\ v
. -
A X

B4 RO SRR

4034 JRAVEUE 1 E A

AS XiF 3 3k 58 B M A K i LI A 2 AT A L PR
S A TR R . 4 A =X Hs 4 ORI R SRR —
L5 AL SR AR B AR 2R W S LTl Tkt
B R R B TR A A B AR L AL RS A R v Y
PR )1z N T R 4 B . TR AR SR
2 AR P AR B VA —1F 22 UG e R R R Tk
(Orthogonal MP, OMP) 52 Bt J5 1 % 48 1 & #4.
OMP 533 B 8 Xof Jir 18 J52 (5 1E 52 A A 31 A 4% e il
Vi B R B VA MIP B B B L 76 A TR R B2 2R R 3
MP 553 B A T PR A A S50k 2

AR DCS #IR, a2 AP W 2 I @ 5
Tl it A2 4 B W AR AH O IR 279 4 R 7 4 )
CRCIR GRS 5 =) WA TR R R N R g e
A7) s,

aan
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Hodr,g N2 AS SEREER R A 4 1 00 I {5 5 4 38
T g A0 Y RO K A B A9 Ak T HEL

5T SR BT paaT X (8) F A,

p.=vy, (18)

4.3.5 BT oA 2 e R Y BERA DR B B 1

EXT 4. 3. 1~4. 3.4 95 DCS #i¢ K& 7 09T 8y
FAl b A SCHR O B s B AR P SR Bk 2
i

'k 2.

A BRI p

i A 1 BB b

1. FOR each i,i=1,"+.n DO

2 =0 p,=D'WY,=A"59,;

3. A= Hash(q:) ;

4. PDi=E,(Sigw: 1 (A),

Privacy-preserving of Sensory Data.

(GVPS||OVPS | BidderID,)) ;

5. i—> AS. PD;;

6. AS:Sig.verify,c; (Das(PD));
7. Ai=Hash(OVPS);

8. IF A, =2, THEN

9. AS: p; :l[hz}, 5

10. ELSE

11. AS: Discard PD; ;

12.  ENDIF

13. ENDFOR

14. AS: return (p, Up. U--Up.) .

IMPP & HI5 % 2 5230 1 5 B 0 4 I8 o 8 4
3o T A MR R R 4 T RO Y B R PE R B A5 B
P [0 2 4 0 O A B RS R T R SR R AL,
Ul /) PO 4% A2 B 3 £ 4 LA R B e BN 2R 6 RO AR It
TRRRIT .

5 MREomREIR

JPEAL IMPP (9 A St 435 Je xF IMPP (1) %
Sk B MEREIEAT 53 HT » SR U5 P M BRRA DR AP /K- Bl ds
SERENE B A B 1k I )RS DAL ME A 25 L AL DT
C B 5 I8 Dt 280 R 45 7 TR AT S 36 0
501 RERMBEDH

(1) Bah e k5 by

X F 2 5 5B 50y BRORA R G SR 22 4 0w v
A BREL Hash O 2% 41, W 2 5% &5 & 24 R
Bk(EE DR S 5H5WSHhAME. Bl
255 [IR S 54 55 ik B — A BEALEE I i 2

B ks H b 52 5% S 05 BBCA AR i LU
PR E b T S 55 WL S 0. Pk i TLS
RG24 AS, AR W SE 2 538 1A AW T
HOARIC LG %] HI 3 B AL fE . M Ah s Hash (&)
MAE Ry 256 37, 55 AS BT 306 14 RS 4T Bl 45 1 T LB
255 0 &5 0 451 BidderID M —, H 36
GAREH BidderID a4 kT S 5 EH NG
BRI R % 2.

XF T2 5 5 0B HECE BRAA R A0 2R s 4 R
SRV 5 A o Mg A B L S A 2 DO U R B R e R
PR VR 2) RE 8 DR TE R RV EUHE 1 22 42 .
Ry 45 % RN 7 1 AR 8 0 R 0 A BOHE L AR B R D
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Background
With the explosive popularity of mobile smart devices, present.

mobile crowd sensing (MCS) is becoming an effective means
to solve large-scale and complex social sensing tasks.
Accordingly. the application of crowd sensing is more and
more extensive, and has attracted the attention of many
researchers. MCS needs a large number of users to participate
in sensing tasks, and hopes that users can collect high-quality
sensed data and provide better service quality to the public.
However, when the user participates in sensing tasks, the
cost is relatively high because it not only consumes the user’s
time, but also consumes the user’s equipment resources such
as power, computing, storage, and communication. In addition,
sensed data collected by the user may carry sensitive information
related to the user, such as identity information, living
habits, health status and social relations, which results in the
user to face the risk of personal privacy leakage, and the
privacy leakage hinders the user’ enthusiasm to participate.
Therefore, we studied the comprehensive mechanism of
privacy-preserving and compensation incentive to MCS, so as
to effectively compensate the user for the cost of participating
in sensing tasks, and reduce the user’s concerns about privacy
leakage, thereby attracting more users to participate and
mobilizing their enthusiasm for a long time. It is of great
significance to further expand the application of crowd sensing.
In the existing research, the research on the comprehensive
scheme or the integrated system framework that combines
privacy-preserving and incentive mechanism is still a minority.
Many studies usually focus on the user’s unilateral privacy-
preserving or compensation incentive, and these studies
don’t fully consider the communication consumption caused
by the transmission of a large number of redundant sensed
data, and the risk of the user’s privacy leakage under the
incomplete trusted sensing platform. These problems have a
direct impact on the long-term development of MCS system.

and it is also a research topic that needs close attention at

In order to solve these problems, we carry out our research
work from three stages: participant registration, winner
selection, and sensed data aggregation. Taking advantage of
the advantages of lightweight privacy-preserving and
distributed compressed sensing technology, we proposed an
incentive mechanism IMPP with privacy-preserving in MCS.
Firstly, based on the idea of lightweight privacy-preserving,
it uses a one-way hash function to generate a 256-bit hash
value as an anonymous identity of the participant. Secondly,
according to the participant’s data utility value, expected
reward and the sensing task total budget, it has achieved the
optimal selection of participants for data quality. Next, with
the help of distributed compressed sensing theory and
methods it has compressed and observed the winner’s
original sensed data and removed redundant data. By adding
noise data such as hash values to the observed value, the
privacy-preserving of the sensed data can be enhanced. After
the winner’s privacy sensed data is aggregated at the
application server ( AS), the application server performs
integrity verification and reconstructs the original sensed data.
Finally, using the real data sets, the effectiveness of IMPP is
compared and analyzed through simulation experiments. The
experimental results show that the IMPP mechanism is
efficient in terms of privacy-preserving level, data integrity.
data accuracy. time efficiency, evaluation accuracy, recon-
struction matching degree and incentive effect.
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