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Abstract  Attribute-Based Encryption (ABE) is a public-key encryption technology that shares
data by specifying an access policy. Based on the different access policy locations, Attribute-
Based Encryption falls into two categories: Key-Policy ABE (KP-ABE) and Ciphertext-Policy
ABE (CP-ABE). In KP-ABE, the data owner encrypts data by specifying a set of attributes, and
authorized recipients use keys associated with the access policy to access the data. In CP-ABE,
the data owner encrypts the data by specifying an access policy, and the authorized receiver uses

keys associated with a set of attributes to access the data. Compared to traditional “one to-one”
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data sharing mode, ABE provides more fine-grained “one-to-many” data sharing capability, and
is suitable for multi-user data security sharing applications in new information systems such as
cloud computing, blockchain, and the Internet of Things. SM9 Identity-Based Encryption is one
of the series of domestically designed Identity-Based Cryptographic algorithms used to ensure data
confidentiality. It has become an international standard in 2021. However, SM9 Identity-Based
Encryption only provides “one-to-one” data sharing mode. Based on the SM9 Identity-Based
Encryption, this article combines the constructive ideas of the classic KP-ABE, uses Linear
Secret Sharing Scheme (ILSSS) to represent the access strategy, and proposes a KP-ABE based on
SM9. The key/ciphertext structure in the proposed scheme is similar to that in SM9 and can be
effectively integrated with existing information systems that use SM9. However, similar to most
classic KP-ABE schemes, this scheme suffers from frequent and time-consuming decryption oper-
ations. Therefore, based on the aforementioned scheme, a fast decryption method for KP-ABE
based on SM9 is proposed. The new method has the following characteristics: (1) the new meth-
od reduces the number of pairing operations used in decryption from the original 2| 1| to 2 by
increasing the length of the key., where | I| represents the number of rows in the linear secret
sharing matrix used in decryption; (2) the new method uses public key aggregation technology to
reduce the number of group elements in the ciphertext from the original (2+]S|) to 3, where S
represents the set of attributes used in encryption; (3) the new method has dynamic self-adapta-
bility, and users can make personalized trade-offs between key length and decryption time accord-
ing to actual needs. For example, in devices with limited storage space, users can shorten the key
length by increasing decryption time; In devices with limited computing power, users can reduce
decryption time by increasing the length of the key. These features make the proposed new
method more suitable for lightweight devices with limited computing, broadband, and storage
resources. Finally, security analysis shows that the proposed scheme has the security against
Chosen-Plaintext Attack under the (g, %+ 1)- DBDHI assumption, and can achieve the security
against Chosen-Ciphertext Attack through FO conversion technology. Performance evaluation
shows when the size of the attribute universe is 100 and the number of policy attributes is 50, the
decryption time of the fast decryption method is 0. 95s, which is a 69. 2% reduction compared to
the previous decryption time of 3. 09s.

Keywords  key-policy attribute-based encryption; SM9; fast decryption; constant-size ciphertext
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Background

This article delves into the realm of Key-Policy Attribute-
Based Encryption (KP-ABE) based on SM9. which is aseries
of Identity-Based Cryptosystem (IBC) algorithms designed
by our country, including digital signature algorithm, key
exchange protocol, key encapsulation mechanism and public
key encryption algorithm. So far, SM9 has become a national
and international standards. Although SM9 has been used in
many fields, effectively ensure the national network and

information security., However, it is designed to meet the
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basic security requirements of network and information sys-
tems, that is, to ensure the confidentiality and integrity of
data. For this reason, many scholars have carried out exten-
sive research on SM9, including security analysis and func-
tional extension. For instance, some studies have focused on
designing broadcast encryption, searchable encryption, and
semi-homomorphic encryption algorithms based on SM9.
ABE is classified among the most promising cryptographic

primitives derived from Identity-Based Encryption (IBE). In
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2005, based on IBE, Sahai and Waters first proposed the
prototype of ABE concept, namely Fuzzy Identity-Based
Encryption (FIBE). In 2006, Goyal et al. refined the idea of
ABE into two complementary types: Key-Policy ABE (KP-
ABE) and Ciphertext-Policy ABE (CP-ABE), and propose
the first KP-ABE scheme. In KP-ABE, the private key is
linked to an access policy, while the ciphertext is linked to an
attribute set. The decryption would be successful if and only
if the set of attributes connected to the ciphertext satisfies the
access policy related to the private key. CP-ABE is just the
opposite. In 2007, Bethencourt et al. proposed the first CP-
ABE scheme. Since then, many researchers have conducted
extensive research on FIBE, KP-ABE, and CP-ABE. How-
ever, all these algorithms are designed based on the foreign
IBE. and so far, there are no existing KP-ABE algorithms
based on SM9.

In this paper, we propose the first KP-ABE based on
SM9 using Linear Secret Sharing Scheme (LLSSS) and its fast
decryption method. Our proposed schemes mainly have the
{ollowing characteristics: (1): f{iner-grained access control;
(2) fast decryption; (3) constant-size ciphertext; (4) dynamic
adaptability. In addition, we also prove the security of the
proposed schemes under the (g, £+ 1)-DBDHI difficult problem
assumption. Theoretical analysis and experimental simulation
show that the fast decryption method proposed in this paper
can reduce the decryption time by at least 69. 2%. Moreover,
it is comparable to the classical fast decryption methods in
terms of computing cost and communication cost, and is
{easible in practical application.
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