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Abstract  As quantum computing technology advances, the threats to traditional encryption al-
gorithms are becoming more and more serious. This entails not only developing robust encryp-
tion techniques resilient to quantum attacks but also implementing comprehensive strategies to
ensure the security of sensitive data and communication channels in the post-quantum era. In or-

der to meet the challenges of the quantum computing era. countries are actively strengthening the
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implementation, migration and deployment of post-quantum cryptographic algorithms. Since the
NTRU cryptographic scheme has the advantages of simple structure, high computational efficien-
cy, small size, and no patent risk, the NTRU lattice-based key encapsulation algorithm is of
great significance to the reserve and application of cryptographic technology in the post-quantum
era. At the same time, the Graphics Processing Unit (GPU), with its powerful parallel compu-
ting capabilities, high throughput, low energy consumption and other characteristics, has
become an important platform in the implementation of current high-concurrency cryptographic
engineering. We propose the first efficient GPU implementation of the post-quantum cryptographic
algorithm CTRU/CNTR. Taking into account multiple aspects such as parallel computing, memory
access, data layout and algorithm optimization, the main resource occupancy of the GPU is
analyzed. We use a series of computation and memory optimization techniques to accelerate
parallel computing, optimize memory access, reasonably occupy GPU resources, and reduce 1/0
delays, thereby improving the computing power and performance of this solution. The main
contributions of our work are as follows: First, for the modular reduction operation, it is
implemented using the NVIDIA parallel instruction set, which effectively reduces the number of
instructions required. Besides, for the time-consuming polynomial multiplication module, we
employ a mixed-base Number-Theoretic Transform (NTT) and utilize methods such as layer
fusion, loop unrolling, and delayed reduction to speed up calculations. Additionally, for
problems such as repeated memory access and conflict access, efficient memory access is achieved
through optimization technologies such as memory coalescing and kernel fusion. Finally, to
achieve high parallel algorithm computation, we design appropriate thread block size, and design
a memory pool mechanism to achieve rapid memory access and efficient processing of multi-
tasks. Based on the RTX 4090, our implementation of CTRU768 demonstrates throughputs of
11709k, 9267k and 3154k operations per second for key generation, encapsulation and decapsula-
tion, respectively. Compared with the C language reference implementation, the throughput of
key generation, encapsulation and decapsulation is increased by 336 X, 174 X and 128 X, respec-
tively. CNTR768 demonstrates throughputs of 11173k, 9718k and 3222k operations per second
for key generation, encapsulation and decapsulation, respectively. Compared with the C language
reference implementation, the throughput of key generation, encapsulation and decapsulation is
increased by 329X, 175X and 134 X, respectively. Compared with the latest open source Kyber
implementation, the throughput of key generation, key encapsulation and key decapsulation is
increased by 10. 84~11. 36 X, 9. 49~9. 95X and 5. 11~5. 22X respectively. High-performance key en-
capsulation implementation by this work is the key to ensuring the smooth operation of large-capacity ap-

plications, and is helpful to ensure information and data security in the post-quantum era.

Keywords post-quantum cryptography; lattice-based cryptography; key encapsulation mecha-
nism; parallel processing; Graphics Processing Units (GPU)
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BT 09 3B R v, %F CTRU/CNTR s 3 54 5 i
14 52 4% ) R A T AR A A e
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3.5.1 ZRIZREW

GPU () 7] 4 2 5. 50 38 1 5072 )7 2 %04 (Single
Program Multiple Dataflow, SPMD) B9 4 FE A . 75
GPU 1, 28 8 1 )22 IR 45 1 32 25 f 45 4k 72 4 2 B
(block) FIM#% (grid) =~ K. & & GPU Hp fig B
A B AT HLTT, KRR P 2 A AR 2 B 2 A
G, IS S R 22 A 2R AR B A R 32 R LT R R
ABA — AL 1D, FHF 550 N A7 ik RS S 4 il e
HK.HA, — DR (warp) 85 32 MR, & GPU
g/ NFAT BT GPU 1] DL Rl 15 4T 2 2 Fe
AR T S BRAT 55 Ach B %) 80 32 047 1k o S 30 M ik
MPERE. 35 GPU B AR 2 U 45 #4 1T LA 47 b A 7%
JEATIHRRE T, LR HU RIS 1 /N VB B mT DAAR 4
HARB AT SR TR, AT S R 5 1R fE.
3.5.2 WNHFZEH

GPU H. A # % T CPU Ay Jh <7 N 47 23 ). 24
CPU I GPU i f1is B At o e 24 GPU i
(% E M CPU #5 Il & GPU. £ GPU iz 8 4%
J& s PR AR N GPU 48 Il 2 CPU. GPU I £
FEALHE 4 JR W AE (Global Memory, GMEM) 3L =
W 1# (Shared Memory, SMEM) | 27 £F #& UL} 4K b 14
FEAE. AR RGN E 1 i

Gird

Block(0,0) Block(1.0)

Shared Memory Shared Memory
Registers Registers Registers Registers
Thread{0,0) Thread(1,0) Thread(0,0) Thread(1,0)

Local Local Local Local
Memory Memory Memory Memory

Glgbal Memory

Constant Memory

Texture Memory

Host

K 1 GPU BN ERF R

GPU aJ DL i 5 175 M) I A A7 T2 IOk 58 BLIR AE
AR A A U R AN AT R BRI A LA I P A
e M H PN AT 27 A7 A 42 (16 d DR 7 1 3 32 T A 3

P75 42 SR A EL A TR 9 B 3R . 2 i e Py 1 4 7 3
Ivi) ol FH G 52 N A 2 A B AR b P 77 B8 4 R P A7
A HE R A RN AR A AR L 4 Ry N A T T A R
Vilal 2 A 5 & A /i (Input/ Output, 10) 3E
R IFE I L1 A L2 B e 1 AR
PR B A AN ) 1132 5 3 3 R Z5 it B #E CUDA
G P P T AR TR T 1 T SR B 3E 1 N AE 2L
3.5.3 UifE M

fE GPU W, i T B R A E R EE T
[T NI S TN =R 3 - I N O 5
(pipeline) AT, B U, 55 K 3% 4 55T (Arithmetic
Logic Unit, ALU) F ZHAT R A Z HE 4R 4,
Jin 4k #1482 ¢ (Load Storage Unit, LSU) F % i 3¢
Qb B 25 7 1] 14 0 28 R0 A7 A 48 4 i ek A B HE
VIE SRR 4 R R R AR I 17, 7T DA
R JE i 0 2 4 A S 1 1 ()
3.5.4 NVIDIA Jf47454 4

NVIDIA 34748 & 42 (Parallel Thread Execu-
tion, PTX) J& — Bl B2 22 1) gt 2 165 0 Rl 48 & 4, il
RO T 4l T R B D A AL RS
AR H G 5. PTX 164 SE s 2 F T 2 A
AE L5 X ] Ak 2R AR R 25 LN AE U ) BV R 52 58
SEILAREAE Y R R R E W A T
Ah PTX $5 4 £330 B AT X GPU A8 {4 ) 55 40 47 B 1)
B AL AL RE J1 . BB A A AL GPU 1 IR 47
TRV, 4 1 A8 H oK CUDA fil C/CH + 453 4
WHmIFEAE M PTX 184, &l % B An 4249 ik
b TR B A O L E AR SRR FE A T E RS
PTX 4§ 401 LSz 36 48 4 9 B 0840 350 3% 31 A
P R BT R ROCR AT PERE.

4 EMHREH

FEARTE AT, 32 2 A S B R R R R T
¥, I AN CTRU/CNTR i R 9 35 2B B
1) GPU SE8 7 2. il i AF 40k CTRU/CNTR £
TR, 750 MU GPU i A7 M 1 s, DA e 3K
AYERE. T CTRU 5 CNTR B2 k%40 4
1, 78 GPU HARSZHL 55 Ry 4230, Ik A % (1) GPU
BARSZELL CTRU768 1),
4.1 BT

£ CTRU768 ) GPU SZ8Lrp, B R BT
LRBGIAT, A LN AT — A4 CTRU 5.
TERA R L 4L PR EY (Streaming Multiprocessors ,



2170 it =8

Bl

L
£

i 2024 4F

SM) b i] LA i 32 47 22 A 2R R B, [ i 2 4~ SML \f
DA B 347 $00F7. X — @3l L FE 20 B GPU /Y
JE YR, SEEAT: 55 A BB = R OR AT AR, BLAh TE A
MR PAE S5 AP R 3 3 DT, o DA
71 8.9 1y GPU 355 &5 S8 0 ], dy B 44 9% U
(18 B S — 9 3 22 A B2 B 22 TR) B HRUE T 16 A 2R R
Yo, B Z AT 48 N2, T DL A A~ 42 i e
rh Rl AT 3 AL R AR B IR e A 4 AR
i 3 AR g 768 19— LKL 3 A4
LR CTRUT68 4 Bd , &4 A& T LA 2|
F8 53 BRI FH . SR % TR DG 56 M A i i BB O AN
FLAT R A7 R o 91 s 75 R B, T AR FH 2R 7R
e/ A T B 2 R SRR S B

PRSP R v FRATOR AR T B B IE R L LGk
FNEE w1 SE PR R 5 A R SEBRS HRS A A
R T PS5 AT DOE i A ], N IR A
Je AL b 43 B BE IR (4 43 BE. S 3s 3] 100 %6 1Y #L IR
o7 R KPR B A T R PR T A A e
OB IT 3072 ST NAE, BB A AR
it 42 A TR DAk G BER b i 2 5 BUAR N £
(0 . AR SEBRSE B e, A o5 F b i iR 4. A R
i HBE Z (0 T AR 5 R R B H S B sy i
B, UL TELE A % SRR P TR RE AN BE R 5 S L 7R
05 FEVBE AT T B R AT GPU ¥R A 4.

Uk 7 CTRU J5 i B K& 8 1 i2 7 5
SN FEFT A B o PRI 7 £ o S Al 2 5 ) 1 e e R
MEERE. B TR VAEMRE . FRATRE T LU
Jith  FE AR 1 4 b ) B S B 4 R N A I A R U
[7] | fife P e 2 Y A7 By ) v 58, IR AN B E A
Vilal, LA B8 H /> 1O W iE]. R, B i R
AR BT K S, AT BT+ U577 48 2T
BT W RE 2 B R B I AT - e R B B b 52 L 2 2k
PRI TG NAF AR, F I N EBEE T IR
e =iy iiha ot BT R0 M2 1R v
4.2 MK FZHIEIT

Z I AR £ B S P R, HOR A R R
B 2Z 1) (S A X A ST BT R IR AT R, B
JeF 4 A 8bit ST AR K PR LA 32bit 19 TEAF
SR R PR IR 1Y 32bit A S B0 E E
FEAR B I i, ARl 8 N2 W R =T
GPU V5, &I T — Bl KA ZF A7 25 A H R 19 9017
TR 3 AR, N AL 8 A
7 A A T A AR i 2 R R R T AR
o T R AR IRAT R B X 5 R B iR R o8

B — R PR — IR TR 5 B o 2 0 R B
ROHRAE. AL A RS DFEE 5 1 TE AT 5 5L B
[i) &5 S B AA A e 25 A7 A o DO AR D5 A7 [ Bt 4
B IR R T LA A 8 55 5 1 4 v TR K 4R 1 R o
4.3 sHIAFERUIZH

BRIP4 2 3 2 T ik J CTRU Bk WIKER
FEBOE T 2 — R B A N i ) O
AR T 2% B v VT O S e A T A
EERPRATIN ). DRI 7E S5 A 2 AU b L A R 1 1 3fe
PR R —AE BB T, 1 NTT W2 50 8
AL —Fh B AR, ZEAT K EANAAT R
o Z 35 T kAl P NTT 44 19 HAR 5230 1.
4.3.1 NTT %8

T SC T ik, CTRU768 9 NTT 7 24— )2 43
fif , NJEIHE 2NTT fil— 23 SNTT. A1 HIZ @4 .
HEIR 298 L) B G A T A 0 B e v R 1
KHZRANY B 07k S — OO . 1E AR
T2 )28 NTT 38 0k 0 Vi A7 HF 8. NTT e 7] B
KA 3K, T 2= 768 NIL ML BET
2R 8 AN REGHITIHHA L TR LS B LR
WAL 8 M AFA74R. T3 2NTT By e An 6 3
TP 280, H R 22 728 4 i B3040 22 10K 6 2k 37 BT A
R T B R ) FRATT AT DA B A B 8 A R
L5803 JA R ONTT #4E. o il =)= 3 2NTT
J& T — IR AP S5 SMEM (80 32 4, B % 58 1K
ANJZEH 2NTT. CTRU768 #Y NTT 25— 20 552
BE 2NTT P3RAE S AT DL i 5 A 2o FE 8 A F5 A7 4 5K
ARG — 23 SNTT F FEXF 31,0 > 0 N &%
HEATAE B e BT 0L 12 A7 4R

BEAI AR 7 58340 SR A 945 e JF 1 5 R L 3 3 9 2>
A6 I 10 32 AU B 4R i 48 2 FOT AT R B 2 AF
RO RN AL G 15 25 1 A0 55 O 1w A PR 3L R B R )Y
M2 AT RTROR . AR D7 830 R F AE 3R 24 36k 11 7 7.
£ NTT DL K INVNTT By se s rf, 2508 5 o2 38 h
FET R4 AE o DR b T AT i 2 24 il v 85 i 3R 24 9
U FOAR SR L I X 45 2 A 235 S 30 0 A7 2490 1 2 T
I EAR TS AU R RE 2368 H B0 Y B B A T
L8, LIS AS DA B ) 29 B8, i v s B

ZE LR NTT SEHCRH 3 A& F 171
BLRD 96 N, MK 12 A A B
BTN F B % B RO AL BT AT 1
SEI— 2ot . AT A5 SMEM 38 40 54 . LA
ARSI Y. 5. S =2 2NTT, £ 5
SMEM 2804 J5 » 5 I AT = 2 & 2NTT 5.
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W s HEAT A AF A B A e, 58 B e — J2 1Y g
SNTT. 72 B4R i 52 8L ad # v, SR 2 Al & 06 36
FF LA B S 3R 206k 55 P Ak B R L ok 4 i 1 H B MR IN-
VNTT %1585 NTT & 251U

4.3.2 il sh s ok %

7 NTT (9 GPU FRAT 8T, A7 78 A7 B 5 7]
%€ (bank conflicts) B GE ML 1. ZE AT v FE A
28 QA figk R PN A BT T) i 58 ) 8

T SEBIAT U IR) 9 R AR S8 SMEM i Xl
432K 32 A A] LATR] e 17 [ ) P9 A7 B Cbank) . 224> Y 77
T SR 11 ik B B 380 ] — A~ P AE B, DU B 7 [ 47
GIAY Ui A7 1 3R BE FIRLCRE A T R IR, A 2 8 3 AE 7 1]
B FFATRE R AR A AP Y 32 ALY 24 %t B 7 ) A [
WY FERR. H O FRATTHR S AE PR RE A T $ T L 38 it
TR (B ICR AT BLIEAS 18 B A7 A U 41 4545 [
LR RV RIS ) 1) D3 7 B, DA TG ik 4 17 77 o €, 184 o iy
FEVT IR AR 98D Ui AT ). R LA NTT A9 S8
161], T 24 I 3 Q] i e PR B ] o 5[]

58 W B AT R B 6 T SMEM L),
AT NTT 8. 78 NTT [ 2~4 J2 B4 22 8] b
48 A~ SMEM H T K £5 40 132 HL 3 257 47 3 . L i &5 7
FEWAEVIIR 2 B b, T o st iy (al vp 58, n] LLE
1T 48 4~ SMEM HLITHE fin 1 428 [ oo iy o =L,
1 A [7] — 2 R AR v %) 2 A U 1) AN [R] 7 N A7 B, L4
SEEANEE 2 fros. H, P ROR B FE N A 1 N A
JC, P I F RN RECR G A NTT 19 5~7 2,
BANKRMEBE 6 1~ SMEM 2t 352 BUEUIE 2 25 17 %%
oL UGB S B3 B b SR, )RR M, W] DL i R 48 A
SMEM HIgHE N 3 4~ 25 11 5 I fift Y 1 ] vh 58 B4R
SEERANIE 3 TR, fE G — )2 Ak 3NTT o, A4
B 1 4~ SMEM HOo i iU 2 F A, X%
4 Beohse, w4 96 4~ SMEM St 1 4
25 HFRITHY 7 g, BARSE A& 4 s,

Ta Ta Ta Tn 3 Tas
Z-way o onllict
THT| Ty T

T, s
I
3 [TTTTPTTTT]

L

EIEIE A TTTIIIIIITITIIIT]
o] [ 1 [ [ [T T Pd [TTTTTTIITTTITT]
e - T

sl T T T T T T T T T T eI T T T T T T IIT]
[T T TTT T T T T T [ebsdesdad] TT T[T T T 1T P

1 J
|

32 bank

K 2 f#d NTT 2~4 J21 bank conflicts

Had Fad AR E NTT B £ s B
i 48 A~ SMEM 75 [ HLIT , K fif P N A7 B a] o 58
). 28 P03k, 76 e N AE U ) ph 8 2 5, ik
NTT A4 3 B2 AT LL4E T 8. 83 %.

Ty My g oWy Ty Sy confict Wiy W Ty Wy oA T
EARAR IR AR IR o ool
L4444 (ININININIE
DRIEIEIEIE UL
) 44|49 50| 51| 53| 54
64
96|97 |98 | 99 10001
128
oy Ty Tia Tis T Ty Tis T Toe Ty Ty Ty
S e 1.0 LT, TaT
Y Y
af1]2]3]4]s TTITLTETLTL
32 P|P|P|48(49|50|51 52|53
61
93 ? |2 | ]os]97]98] 99100101
I [ 121 P NP PP P

K 3 f#de NTT 5~7 J2 bank conflicts

I 1 1
h i i
P |96 & [ros & nzn s
K4 f#P NTT 3 3 29 bank conflicts
4.3.3 HZeREGRL A e

% PREL AL A7 (kernel fusion) 242 F+ £ 2k 72
GPU 5 AR —Fh s 207 . LR AR A2 ™
AT T 2 1 % R B A Sl — A A% bR B A DGR AR
A LA IR % eR B A 0 3 3 A B A
1] . — 2 ] LU H O &8 78 8] 57 A2 45 8% SMEM
B BCHE S 980 TO B[] 3 2 m] DA A “ 0 AR 7 1) B 28
FFEAf 5280 9 A7 23 [l 1) &2 1.

DI Z AT res = INVNTT(NTT(c)oNTT

() R, % 5% vR B Rl A RS 19 PL AL 3R, an A
5 s AR HEAT B R AL A oRT. WIFE ¢ =
NTT(c)s f =NTT(f) LK res = INVNTT (o f)

AR Ho RS R S AT LT R
1. M2 )R ¢ MBEFHANH regs 1.
2. AR regs H, 58 NTT W A1E. I
AR I regs 5 SMEM #5504 52 e
3. VEHETE regs TRYZER AE P2 R ¢ .
4. BreERAE I Iz & HF e regs .,
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Srr—— 5B A B A A7 7 R O T BT
i GMEM/SMEM f#fif#:4E , — W GMEM/SMEM i
¢ regs \ — A % PR B 25300 08 B RO b TR B A
TR Lt A AT UTAEIRAE 5 3 30 W S B A AT
e R S e [, £F X AR res =INVNTT(NTT()eNTT(f)) |
e D T SO A% 6 B B 5 P RE AR T 7. 802 L 3% Bt
:gﬁ::?vmﬁoh hone AR T
;eg;;wmcrew 4.4 BRABEEMERFR
FIH PTX $5 4 4 3t 52 B 24 ok 4 7 L A 46
5 Z IR R Rl A A Montgomery 2 Fll Barrett ZJJ#. Montgomery %

5. TEAAad regs H, 52 NTT B 1E. Ik
TR RP K regs 5 SMEM 19 504538 .

6. Bt 17Nk 7E regs HBY &5 R AF 0l 4 7 AR
f .

7. WHE AR E cof HTELERAFLE regs .

8. TEAAH RGN TF AL regs ™, IN-
VNTT #:4E. 78 INVNTT FH 5 2 #2 o 6] £ 23 35 &
regs 5 SMEM 1Y %5 28 .

9. ¥ A7 TE regs h I &5 R, A7 0] 42 )Ry A8
res

St E res =INVNTT(NTT(¢)-NTT(f))

VEHEAT 1 R B WA T7 — A % R B 58 LR AR %
TR REG A TG AR T ZE AT AR AR

1. B eRAE c MR EFFERA regs1 1.

2. TETAE regs]1 L5200 NTT B9 #4E. itk
RIS REW K regs1 5 SMEM ) $E 38 e, fe
B NTT iHRZ R ¢ fERETE regs] .

3. WA f M E TN regs2 .

A, TERFAFARUL regs2 WL 58 NTT BIERAE. 1L
TTEARPEH N regs2 5 SMEM 19 508 38 . 3X
Bf 5 A B SMEM 7] DL NTT(e) B [ SMEM.
B H NTT HEGER [ TR regs2 .

5. BAEREAE regs] Bl regs2 BOGE R, B AELE S
FE2 v 58 BT I T . T 1 45 AT AR A7 48 regs
Fr I ) regs B regs1 8% regs?.

6. TEAFAEIA regs .5 INVNTT f 4
fEINVNTT 35 B h RS W K oregs 5
SMEM (1) %4 22 ¥ , BL st 7] &2 ] SMEM.

7. GAEEAE regs TR R ER 2R E res
] DA AR 22 5 H A A R S A

283 % 22 3 2 3fe vk 1 LU 3 A A T AT A% pR R
B JE A B T A A AR R SR A R R B )

b

Wk PTX PRSIk 10 B R o Jeil i mul $§4
HEAT 32bit B0y e L BRAE L 45 B 32bit /Y ¢ L JF R4
ovt A AT ¢ WEIR R R RSt =a —
(int32_ )t *q ¥kt =a+ (— Gnt32,)t % q )+ F
F— % mad ik % 5¢ WO 5 k5l it shr 4
A5 RS 16bit BY4RAE .

&% 10. Montgomery Z1I8L g% 10D,
WiAN:int32_t a

it inel6_t ¢

1. mul.lo.s32 t.q ' sa Dt =a x g
2. cut.s16. 532 tmp st Dt = (intl16_t)t
3. cout.s32.516 tstmp Dt = Gnt32_t)t

4, mad.lo.s32 t.t, —qsa Dt =a— (int32_t)t *q
5. shr.s32 tst,16 Dt >= 16

Barrett 2398 PTX PhAUR 057 11 Fis, 155k
AL eve F5 4K 16bit 1Y ECHE YR g 32bit, 47 1E
32bit B tmp ™ mul $584 #ATRIEZ R
shr 48 & JEAT IR O B9 484 , e J5 R — & mad 3
AW t =a — ¢ * ¢ ' WA
&%k 11, Barrett 2938070 Zr th 1065,

HiAN:intl6_t a

fth:intl6_¢ ¢

1. cot.s32.516 tmp.a Dimp = (int32_t)a
. mul.lo.s32 tsvstmp Dt=wv*tmp

Dt >= 26
Dt =a—1t xq
o R PTX 84 Dy AURS AT DU i, 5d 5 X
Heys i Ak B Al — SRR I 48 & mad AT IS
PR 8 2 FBC R RS RER - ERERN
$E Tt
4.5 MEHBEIFITREE
W i oA R0 08I 22 ) S IR P A5, I AT M A
B, e, O 10 A e A eR R R 52 B SR B2 i i
K e BHLZE AR AL T T R A N A D TR R X SR 5
JEEI I Ay R R TEAT PR B 55 . BT I R B 2

2
3. shr.s32t.t.26
4

. mad.lo.s32tsts — qstmp
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R BE , LA SE 4 ) ] 2 R 5% 5L, ol % U Y TR 9%
FEFEMEELL7 AR A 7%k, IF L AR A
DAL %

T AR IR B A RN BT T AR
SR H BN A A A% 1Y I B L OF AR PRA T I )3 —
S R B AR B AR LA A R
TR X E BN E RS SR ARIEH AR
A 30 TO I8 3R it 8 BH ZE , AT 4 1= U 7K e A%
L HR W T RS SRR AR WO B T I B N 2
EUAE 8 5 (B, PR O B A0S S S A RN A o,
FAYRDT I0) 42 Jry PN AE 1/ TN 3K oK BSORE 46 5 739 I 28 F A
fift 48 A X R AL 98D 1 T 2 A i ) T DA T
2R S 1 DA S R N £ 3 N = i
SR B BT A PR AN R 4 3, DA 2R ORE Ay
JE4R R PR BE. 7E T T R S TR Y B A o
Horp 24 R E el 25 MR IAT, ALK 64
O AR AL 0 RS AF R TE 27 A7 f D R R IR R R
PEAE warp shuffle R Af 2 T2 BEAE 1y 1] H: At 42 72 v 2
fram RS, M A B T A7 52 B 18 25 4 v ek
N e T i N N N R e P
Fi ).

4.6 BEHRAENKIET

7E CTRU/CNTR J5 % 09 fif %% i 7, 9 K
PolyDecode(c f mod =+ q,) , HH, ¢, =1024 & E
NTT AU B R B Tk BN NTT. SRk of
mod + ¢, 7] LA ] Schoolbook #%# Karatsuba &
TEBEHATI R EX PR A AT R R . BT
GPU Bt s i 474k I AE R, 8 R 2808
NTT #EAT AT 5,

TATERE Rg=Lola ]/ (2" —2"* +1) 3,
T Q MIERE, H KT Z I 5 K R A4 XA
TERARSTI A BE Q =qq” W HERE ¢ =3457.¢" =
7681. H T ¢ = 3457, =7681 ¥ NTT KIfFH=
B3 AT i B AE Z,Lx]/ (" — 2" + 1D M
L]/ (" —2"+1) EBNTT 28 e, e » i 4
o [E 8] 4% %€ P2 (Chinese Remainder Theorem, CRT)
KX AN Ry =R, xR, A" F Ry 1. 4R
e L BEER, =2, [«]/ (" —2"" + 1 Lk
FES

EE 1 % ¢ NEHFEIFHMMWE R
Cged(p,sp)=1,1<<i <<j <s).WHR|u |[<

pi/2s | u|< H::J)i A uw=u.(mod p;),i =
Tyeerys BB A o th T ik7 A 15

Y1 T g
v =y 1+ (Quy —y)m, mod = p,)p,
vy =ys + ((uy — y,)my mod =+ p)p,p,

u=y, =y, +Wu, =y, Ddm, modt p)p,.p,,
Hr,m,: = pmy) ' ' mod=+p, .

¥ g =3457.¢" =7681 fR A L3 E .U ¢, =
1024 A BECHEAT L9, BRI A3 5] ¢« f fE R, =
L, [x]/(x" — 2"+ LR BT g, KR
NTT &4 % A 7R GPU #F17 JF 47 i i i1
BT ARAT R [ % A6 2k NTT.INVNTT il
— K CRT A7 2R g DT S B0 488 w8 1 I A7 . 4l
i, 7 R WE R T T ERCR.
4.7 NEER
4.7.1 WA

ATy A0 P A7t AT A EY L A
(memory pool) , X FRA [l & K/NH N A4 BE . B
FEAR DR IFAT AT 55 b 38 rh o8 A7 19 1o 207 ) JHG R AR i
B TS 43 Tl — 26 R /N AH ) 0 9 A2 3, o 2 AT 55
PEAL Y AF o B BT 55 X A7 SR A 48 L T AE 4
56 56 JE R, PN b 43 D T A N A Tt A T E 9 A
PRI AL, U & N A7t 2 18 GPU W& WA T
GPU WA 4 BE. [ 2 N A 2 38 A 7T 584 i) CPU
WAE . 7E CPU 2| GPU $ 4 4% i 19 1a] £ .

DA A7 Tt 11 5 0 S B 3 R N R T Y
K — RSB AEREIT G 3, A Y 4 TCOE Y
Xt 3R AR S BE N A L T DLAR 4 0A A R B S R
1A AR B2 60 5 500 9 A7 HE B o DAY/
AN ) PR T AL S B S By
B3 2 P 6 JT 7 o 3 A i b 2 A5 B 1) 2 850y T
FEANPE 7 B, Houk, i TR L2 B A7 2 i SR B
h 128 TR R EAEAT L B 4 AN FELLEY 32 T b
X, U1 DA AT Rl 1l 2SR P A7 25 [E] A 6T 55 8 04 A
PRBUIY BT SE BB R 256 Y X 5F L BT AR &0 7
TR S IR 256 7 S, BE T DL 2 L2
Vi 2K, SO 2 I A R B 2 5000
Chunks

| PK |
L] - |l ||ID‘5"’0|| » |

ct

JJash (3 @K)lim)

Bl6 P BB S 8o BT

i A AT AR AR D 5258 BXE A 9 R K
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Chunks ',,"" IE“ ot ” sk l - —
DDD |:| [ ot [we][meo][ w | (’l“[’_l‘" ES
.| (e || 0 | & o} 52
S A i Local
Hssh o pRay i) | [FeD @R Im) | it s —,
I s -I'c.\'tur\: -2 Lache | Eg,
K7 9B R B BB 0 2 8 D E <2
| Surface ! e
B A RO ARG R G 2R EAAE 5 T \ Z:
AR — YRR 1 A7 53 A T 951 9 7 5 g™ -
5 p2s jﬁ( E/‘J F %ﬁ ’ }J\ T 2 %‘4% }I' ® MS E,(J ‘@ ﬁE i’%}% | Shared ! Shared L'om][:;rzcssion -
L shared Memory

4.7.2 fetk b R

A GPU A 241 i X 2 A #2351 B A 37
AL BEER LA 4 T 96 IR AT BRI, A4 27 A7 45
SMEM 4. it 4h, i X 22 4b BE 2% BR 1 fe KT 4 78
BB KT AT R AR LA R de RO AT BB 5 %
(Occupancy) 2 i 1 it 20 22 4b P 2% 1 36 BR 28 72 R 1L
Bl EESH W REE R RSSO RLRN GPU
B 1) H B AR A% R B 7 S A R N iR
AL FEES L IE B A £ AR SO 3 Sl 5 R e AR
R RHR Y HAE AL BEAE  HR AL BR R
— M BT SEBR R B 5 L B
KA DR S HIE o5 F 0 B IR T Bk, ey
£ B R A R A 95 U5 0k 38 B S 1Y R R DT B2
BT 5 808 R T R T G

XFARNE 8.9 B GPU LRV & & .
AR SR PERS 2 S0FF 16 MR, e 2
A8 MR A 65532 MAIERE . I EZH 65532
FATH) SMEM. 2B IKF] 100 % 9 BEE & 1R, 45
MR LI 3072 T L BAALBEREZ I
42 AN FAE B W R BCAT INE B4 P9 A2 7 1R 2 T R T
8 Ji . — i 7 . i 2K 22 Ak B2 v 3 BR R AR R BGA
B S RF I I Z AR AEL & R 10026, 78 I B
T R I AT RE A e o PR AL B S8R AR e AR
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Background

This paper focuses on the efficient implementation of the
lattice-based CTRU/CNTR KEM based on GPU platform.
This problem belongs to hardware optimization in crypto-
graphic engineering. The implementation technology of cryp-
tographic algorithms on software platforms such as AVX2,
ARM Cortex-M4 is relatively mature, but there is still room
for innovation on GPU platforms. The hardware implemen-
tation of lattice-based cryptography scheme is very important
for prompting the application of post-quantum cryptography
algorithms. This paper presents a high-speed GPU design of
CTRU/CNTR, the main contributions include: (1) desig-
ning a reasonable size and number of thread blocks to achieve

the maximum number of concurrent threads on the GPUj;

tion of NTRU on GPU for efficient key exchange in multi-cli-
ent environment. Journal of the Korea Institute of Informa-

tion Security & Cryptology. 2021, 31(3); 481-496

phic encryption, and cryptographic engineering.

ZHAO Yun-Lei, Ph. D. , distinguished professor at Fu-
dan University. His main research interests include post-
quantum cryptography, cryptographic protocols, and theory

of computing.

(2) adopting optimization techniques such as layer fusion,
loop unrolling and lazy reduction to speed up polynomial mul-
tiplication which uses mixed-radix NTT; (3) coalescing
memory and solving bank conflicts to reduce memory access
conflicts and achieve efficient memory access; (4) using ker-
nel fusion to avoid repeated memory access and calculation
operations; (5) using PTX assembly instructions to improve
module reduction by reducing the number of required instruc-
tions; (6) reasonably occupying GPU resources and adopting
memory pool mechanism to realize fast memory access and
efficient processing of concurrent multi-tasks. The previous
research directions of our research group include software and

hardware optimization of Aigis, Kyber, Dilithium and so on.





