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Abstract  Frequent Itemset Mining (FIM) is a popular technique for analyzing transactional
data. Currently, continually mining frequent patterns over data streams have important application
value. However, if these data are sensitive, directly releasing frequent patterns and their true
supports may disclose the privacy of individuals. The protection of user privacy while obtaining
statistical information is important. Differential privacy, as a rigid and provable privacy model,
has recently gained significant attention in frequent itemset mining. Several differentially private
schemes for FIM have been proposed. However, most of them are designed for static datasets and

focus on privacy preservation for one-shot release of frequent patterns. In this paper, we focus on
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differentially private FIM over data streams, and aim to design a private continual release scheme
which can not only achieve high data utility and a high degree of privacy, but also offer high time
efficiency. Compared to the static release, the privacy preservation processing in FIM over data
streams should meet the real-time requirement while achieving high data utility. Therefore, two
challenges will be faced when designing the private scheme for FIM over data streams: the first is
the cumulative consumption of privacy budget in the continual release process, which may result
in low data utility. The second is the enlargement of candidate itemsets, which may cause a high
error of the released result and low release efficiency. Some strategies need to be designed to solve
the two challenges to promote the data utility and release efficiency. To solve the first challenge,
a strategy of event level privacy for FIM over data streams is designed. Benefitting from this
strategy., the utilization of the privacy budget for the continual release can be maximized, and
thus the data utility can be improved. To solve the second challenge, an efficient transaction
splitting method based on count estimation under differential privacy is first proposed in the
preprocessing stage. Since splitting may cause a certain amount of information loss, the information
loss is then analyzed and compensated in the publishing stage. Benefitting from transaction
splitting, both the candidate itemsets and the information loss can be reduced, and thus the error
of the released result can also be significantly reduced. Then in the continually publishing stage,
when mining based on Cantree, the generated candidate patterns are compressed based on the
support threshold to further reduce the error of the released result. Only the patterns whose
support is smaller than the threshold can be retained in the sampling set. Based on the reduced
sampling set, an incremental update release scheme is designed by combining weighted reservoir
sampling with exponential mechanism (EM). The advantage of this combination is the sampling
set can be traversed only once when finding the top-k frequent patterns, which can promote the
release efficiency while not affecting the privacy level and data utility. By formal privacy analysis,
we theoretically show that our scheme is e-differentially private. Finally, extensive experiments
on real-world datasets illustrate that our scheme outperforms the state-of-the-art comparison
methods.
Keywords pattern estimation; differential privacy; weighted reservoir sampling; frequent item-

sets mining; transaction splitting
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i iy ] T 4 R S A A A S ) B s A5 Al L BT
Cantree [ B RALR B 5 W& 1] 36 2 — =R 55 H 4 1 4
FRLESR 5 (2) A 9345 252 A v 0 e 2 A0 A = ]
AT B AR 22 A 45 SR A% 22 . PrivCE Fhistit T 22 0 B AL
AT RN T 4 55 P 40 SR M L 3% AL B SR e
HfE— R 55 H R D AL 3] (3) 85 &
A1 Z50RE LA R S I e 3 < R TR A I 20 1) Cantree
B PrivCE Hrig it 1 T A & /K il Fn s 2ol
Tl AH 45 5 1 457 S8 B BT AR BIL ] L 0 2 22 2 B AL 1Y [R]
I top-k BRI K AT R

HAK PrivCE b4 Jr ] WAE 1Bk
2 BAL S P SR — D R R TR A T Y
K = 55 4% 43 T4 3L 5 A 40 D B AR X s ] (B3 2 ~
6 17)  He T ¥k Ja 4555 A 8t « 20119 Cantree, (3 7
1) 358 A g J& 3L F Cantree, , 1T AUHE % /Kt
AT FE AL H (EMD 455 1 top-k K AT MG, 70 4R
B 1Y () I B A RO (B 8~ 9 A7), il 2
event J e- ZE 43 BUFA L XF ¢ B 21 Z5 45 3% 43 Ak B3 B
B e1=a * e(0<a<1),X} ¢ B 2 3 T 48 ZOHL
(% A BB AT eo = (1—a) » e (55 1 17). IR
EH L, B R e=e e, 200, PP E
HARHER S0 401 15 F0 4.2 5, BEAHRRAHT 5 0
4.3 3.

4.1

Hik 1. PrivCE BRVEY T £,
BN :AS, JAsesloy ok
L E,

Le=ace;e=>0—a) *e; 0<a<<D)//IFTERHE
2. FOR & —%F 4% T in AS,
3. 1-TEF M % 2-&L D



44 B  — T 1) B TR top-k MBI 22 4 R AA DR O R 747

4. TF T iy >1, THEN
R=3FHMI K F SRS E P T Ly 20605

5. END IF;

6. END FOR;

7. Cantree, =¥ 5 5 4E R B 5] Cantree #f;

8. FI, = J:F & KM RE A EM % 7 (Cantree, sAes 1k 1) 5

//%f Cantree, #E4T 1 & e, - 22 73 K3 AL 0942 9

9. Return FI, ;

END #3% 1.
4.2 ETFEAMGIUTHKESIFS WAL E K

B o 55 T 1) 45 2 1 B e R A A A 2
HE A G R ) AL 3% ) 2% 2 22 4 BR AL DR 3 BIL A
(BT 3 8 A i g = (1) e 28 A8 K0 3 hn 2% 8 AR
RATLERAREBE I 4.3 TEH 3 404 5 (2) e ik
A2 ] 5 DRt 2 1 0 3i g i 1) DA T e A 2K A %
BN B AT A AT T T AT RO 0 2 4 U A
A FAL A K. A SRS B FIM AL R
P07 ZE R R ARG S 55 28 12 1Y SR s 47 ik ik &
A E AR, T IX BRSSO i
FH T 187 1) B4 A A A L RO A Y R — R A
AT AR 5 PR o R ZOR e U —
55 R /D B 1AL B (). R TS 4 A A T
SCARAAG TR R G r i T O SRR S 1
Gt B R F S P B AL AR CS #E ATkt
HpRE anr.
4.2.1 A E X

EX 6GHAMIHO . — A Tt e (n=>2),
e IF4E Sub(e) e MK m 1 T4 Sub, (e) e
MR BE S m 1) TR BT Suby, (e) 5@ LT -

(1) Sub(e) ={ala€ 2 —{e}vaFD},a e
— D E AT

(2)Sub,,(e) ={a|Vas.ta€ESuble), |a|=m};

(3) Subi, (e) ={C(a) | Ya s. t a& Sub,, (&)},
Cla)RFREA a 1EF 55 T UK.

X F— PR e, Y e B E AR 55 P& —
AT AT e ) HE BB R R e - 45 0 B R A T
HI AT UL e ) HE AT O AR T 5 4 — i s B Y
TR AR e B TARTE S 55— B A IR B £
e IR s Z s RZ . e TR FHE
ML A e (0 B B AR PR TR e 1Y
IR IR C s () e IIITA (n— 1) - FH B
IR B e /ME s (D)

Cex () = min(Sub{ () (D

TWRITGE e=e Uey, Coin ey Ue )T o) Ue, M5
AR AT R R K (2)

Coin(er Uey) =
jmaX(O,C(e] )+ Cle,) —CleyNe))sif ey Ney =D
| max(0,CCe) +Cle)— | D], ife,Nex=0
(2)
ey eAE e MEEMDARE (a—1D-F 4,1
Ve ,e; € Sub, , (e),e=¢e; Ue;, M Ci, Ced) AR I
NN ERaR =R LS NI
Coin (e) = max(Cpn Ce; U ¢;)) (3)
Tk g A TR A T R 55 R A R
4.2.2 KGRI R 1A
K S PRI fa s — A0 B B R RR =R
FHaMENEESWES BIEFFHRKES
£ HLW L BOE 1Y B BRAE. 720 W] B2 S B &
BRI S B 0 7 SRR B M5 B R R R F 5
Pe oA BE R Lo s Lop (BN S 35 3 S5 1) A 26 455 =X B B
JIN AR R FL SR B AR R R R R SR, K
A 25 ] R 2 BRI (AR 1 5 B 3 3 BT A e 15 5
BB/ MR RS R 22 23 BN L AT A5 SR AT M 2
P 25 5 A o R 0 A B A B 25 2R SRR Ml 7 33 22
R R AR R B, FRATT A R R B I R o A B L
K R A S H AT I E.
ETEAREMN O KE L, iRE T EWT:
RBEE L T 55 I R KR Lo B
GBI vz sz 0 E — A p (A0

gL B S T 28 g L) 2T A2 ) s =

A=) =lu) WE/D j AR KL L. WFE WV
Blla sl B BE p=0. 8, W L A5 PFRY j {H 0 [20-267],
Lop BEE N 20. BEEJFIEIEH M. i TR H
F5 R A i L S 55 B2 KR 5 D R L )
R o R 22 S EE 491 ) L 3 5 1) e R B AR AR d /N T B
RS K. Ut 5 0 8 5 (-8R 55 B L]
CHA LS8 5. 1) . #2 BB 3R J5 vk m] RAR ) — A 82
R G R T XA ERTR ) 6B B R
TR B AR E WOIR A R 2 B8 ORI, o
1 HO Bl A R 2 55 60 0 95 8 oK1 2 31 32 T & 18
AR 2 p KRB —ERE . FRERFET 1
BAR A 5[] I Ao 32 A 2 A A A O RS BE Y T I < DA

w|1)ﬂ2(?yﬁﬁ%m?ﬁﬁ%ﬁﬁﬁﬁ

;( 7
R A Aoy B R A5 K R /D
THFRRKE j <l

PL WV it 8 1-30 82 19 ge 1 1] R i =
0. 8, FRATHEHL 800 iy i = 45 K BE BBy j =20, AP
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N1 AE Ry 20CR) 5 B EHE N E 0. 8) M EE 1-T
A5 R BE 0 R AF R 2% i 0. 33 B A [ F] 0. 005 (JF
Rl < DA 1K 30 55 L 7R AR R 20 B B0 1 8 B 2K
BRRE) 5 (2) 2 5 M 20 B % 170 B (R 9 A
0. 8 B HE K AR 22 0. 005 [ 0. 002, [
B R A Je AR TR e R A0 #r - AL 0. 8 FF iR K
F1 55 LR EL /DN S i3k 58 /0 [ 4 = 55 % A AR 17y
R R AN . B, FEF 20 5 WV Ay 20%
FO B 1R 0 55 HEAT IR 43 o 45 B 55 R 0T AR B 541K
FRE. EaTRCRES. BHEN LA RE. (DY
720 AN 1B i AT 2 A )Y R i AN
e (M (1) o mm e
FREE 5 KA 5 << L) - B B 25 2 SR80 D )
AR H10. 005 BN E 0.33;(2) 24 j ) 20 B

20 I
Wﬁ”“ﬁﬁﬁﬁﬁé@%@ﬂ@mMzmwﬁ

z

1]

170

@EﬁMiZ(Zyﬁﬁﬁ%@ﬁ%¢$%ﬁ§

OIS KL <) B B R AR IR A A 0. 005
2] 0. 002 [N, j O 20 L 57 8 25 R R L A X
20 I

§m%éﬁﬁﬁm%ﬁﬁ%wammﬁz(:)

R AT L (04750 F 4 th 4 45 B
5E L.
RN TCRERD). KBS T W5
e —A> 2" > 2 R ek K

DV PrG(T) =T, T.)) = 1,

Tl T <1

{Tyaee s Ts ) THRM G XL H 554, T Ui H
. r(DFRRRFF THIFIT. KFH5 T P
PN HE RSB AT ARSI AL L,
KIEAT P s 3555 455 TR 3555, Tl 4
W22 R R F 5 PR or A B R A E LT =
ALY ERIE 1-UEF M 2-T4E P s 45
T RGBT FRIP i BRI CS it %
JGRHET CS WK 45 %5 9k .

P 1-TAE F RN 2-J504E PO MRS GE it A
1-TAE R AL 1 AT B B o4 5 B8 2- 03 4
PR AL DA T A A SR SR FE S T 55 T Fe v
HEW RS E R - F O 2- T4 POt

Bfs B DL 5 T ORI BEA T R A A AE St i
R R 2 22 43 B L L i X FORN P A b BT A A
SR BE I b 7 7 7 Mg s i LMD AL g 0 5
T A PP R R T R T AT 55 B RN R R
T B A Be B A B RATIUSE A e U F R P f 3T
V2 BRI R B AL TR o e /2. 8 W3 7 i ST
55 TR AETHR F U S R P BB m BT Al
AEZE LAY - AR L 2 Q= (g1 » v q) AR T A
m A - ARG T BB g, (1<) <<m) FR7s X5
7 IR R TH. R T Q TR BRBUE S M
RN SRR LR R N B IR m
A - U B THEE (AT Q e BID AR5 R R T
% - RS A. AETHSE F b, i=1,m=[ 1], B
R APAR R ETE SSibha g 4RV EW NG E 4PN
THIE WS T i P . i=2.m=

1
(;yﬁ%ﬁﬁmm

T 2. B U BB A R R
()

M. TS RRKRKERSY L, TR
IO ERD — A~ 55 )5 . 2R - DN R 2

lopt — W lopf
(1%mwﬁ%mmzm%¢@%zw(zyu
Lopt
Ewﬁaﬁ%m%fmﬁﬁﬁﬁﬁzﬁ(,)ﬁ%,
1

IE5E.

Zop\
bm%ﬁ%@ﬁ%é%@@ﬁﬁ(‘»

A 2, 76 F R R mop A it
BB BN 75 Ry Lap(2+ Ly, /&) s P TR

aﬁﬁmﬁﬁm%mMM@ﬁﬁﬁLw@(E%A)

IR CS IAkiE. S F F M P S (E
BB P A KRS T R B CS BT
Mk Ese T F R P REBMRKEANTF 2
ZRE A B AR CS ARG RTF F R P
FETHRER T 2 R, i T T ol LU AR Y
M BRI 21T SRR T i A T RE A L
o e AL AR UG 2 SR AR R B R R A L B
ERRTH R R F S5 P RIEART L, 0 AL
AT 32 R PR ROR L Jm B R A i ARG B A 20 1
RAGLERFL, 13RI top-k AR KK 0. W
T AR 3 e < BER T 6+ PRH X e A 25 2R B A7 i
ASFEAG T O A D A SR L TR B A K 5 I PR O
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A IR RS e WRERT 2 AANTET
8T (DI e 1 KIHEUA Cou (o). IR K
TFFEBE AL S, | B A e g — A 0 A
L ETAG AR HE/MMEIE Cun (o). KRG H
(:Coux(€) s Coi (D VERTTR UME CS .

BF CSKFSIR . ¥iFrKE 5, b
(i R W N R R 1 S U AT L X SR Y
DU 2 2R A A A T o 5 T A — R B IR
o3 B IR R SO — A S b AR o
AT FRE Y AR K S S T Rl — 4 i
A 5 M R BT WAT I T/ L IRAT
i — > 55 A e R A A R i 2 A
e R T — AU A .

fle).weight = yC . () + (1 — ) Cpin () (4)
oy CO<Ty<<D) g R P Al T 1 Lo 250

BB 1R FSFER. AE—-1NKFFT
o HA B A T CS, IR F 5 £y £ TR TR
LB (/1

HAR: S Ly

IR

(1) max( f(Zmp ). weight) ;
(2) f(iomp) - weight =

Dtiemp ST Al tiemp | <l

AR S ERONTEY IR K45 T
T B — A R Bl R R P 2 SR R
F 55 LA R — R ) JE T — A g NP-
hard A& PR AR SCR FH —Fh 900 SR W 5 70 i 72
WL AR T A CS 4k B BAT e s AU i A =X OF
B IHIMAR 20, - HE) T A FTA AR E 23 FC 52
TR 5 2 AR SR - 2 S ] B A
SR BIA () 5 g5 55 b RO B 4 s # o, X CS
AR — B e, 2R e 5 IEAE AR TR R 55 £ T
AHAZ T, WG e AR, DL e 70 BE 2 £1my T Y

WEA AR € 5 1 np A IAEN poe BRI
f(e).weight= f(e).weight+ ( f(e).weight/ |e| )« p
(5)
BARYr o BT W 2. | ettt e o K
5% T A A4 CS, 57 40 J5 I A B Y
FHENMA~1247) R 5 B E AT LT 2 3R 1 1
F— DI 5 (13 ~20 47) : A Loy BT TG AL N
Do q PRI iy L. WR g /N T Lo RS
X CS il & MR e P AL 5 SR J5 76 S i i CS
AT A e 6] f & HOACEE S5 MR X e s FF 3L

(f(X,).weight) ;

mp

IIAE] fip X5 CSFN T JHEATHF. R LIRS A
Z T i o R #5058

ik 2, HETHEMGK S5 PR

BN 0 F P Tl s Asen

Bl —AMEFEFESR

1. % EFEMP hILEMACS:.CS=FUP;

2. FOR (=3 TO § DO

3. FORB—A THRKERL L DO

4. FETCSHU=D-BR I e T Crn (€) s Coin () 5
5. IF C..(e)>>2]S,| THEN

6. CS=CSU{ (e, Co(e)y Con(e))}

7. ENDIF

8. END FOR

9. END FOR

10. 758 T HHR A8 55 8B m=T[1T|/low | 5

11. FOR p=1 TO m DO

12 temy =5 q= | tiemp | 5

13. WHILE ¢<< 4, DO

14 AR GO FH CS MR e MAE F (e

weight;

15. & H CS AN T w3 R A& HAS R 35 e AR 20 e 5

16. IF |t Uem | << Ly THEN

170 temp = tiemp U lmax s T=T— {emux ) 3

G = e | 5 W emax LT HEM CS PR 5

18. ELSE

19. @A tiemp Bl R; Break;

20. END IF; END WHILE; END FOR;

END % 2.

A B AR R YR A R A — AR Ay R
R S, = {{abede} , {abed} s {abc}s{ab},{a}} . A=
0.3, y=0.5, L, =3. f£ NI & 5550 m ol &
SR RN 2 AL AR DR R % S sl & NG 9 %
BRI BT BB R /. G e R S 00 1R 1 R
FATIEE e fH (B0, 5,1 5 DX F il P v it 47 4%
AIHBOR I Laplace M5 8 KBRS & T B/
THECAE 18 B 191 = 55 % 43 v A M AR Sy B35 i b Jre
AN BT B AR TR 43 K 55 55 1 S0 B L R 1 R
e 2 M R I R B E T PR (D T4
SEHY S, SRR 1-14E F R 2-T0 48 P 194
WHEELF R{a,5), (b4, (c,3),(d.2)}. il 15
P H{ab,4),(acs3),(ad+2) . (bc.3), (bd.2),
Ced s 2) ) FFHG LA INA] CS v 2B (D XN EE 2 /Y
54T (O BRI X R — AN K F S T={abede} #E1T
Py T o3, T F M P KK AR T TG
KEE/NT AT 3 p e 0, IR 56 7 50 (D A= (3)
Xof FC T B HE AT A8 T AR L T X I Ay A 26 81 X 4R
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CS. & CS 4 & 1ot £ K fe K M /N 80h
{Cabc,3.3) s (acd +2,2) , (bed +2,2) , (abd . 2,.2)} U
FUP. B OX RIS 2 By 2~9 175 () R ARET
CSXf T #4744 - & a4kt T Al CS i & e i
WEMBR RN (a5 % a BB £, HIHFTE
CS Hel LM BR. BT H BT L, KN T L, GE SR
Tk AR D TR R £, 5 CS 1P
A TCR A TE R A EL po #2 IR (5 X CS i
B ICE WA E G AT B B G CS A & 1
HEAFEARK D4, (c.3).(d,2) ) U {(ab,6),
(acs4.5), Cady 3), (bes 3)s (bds2), (edy2)) U
{Cabcs4) s Cacd s2.67) s (bed s2) s Cabd 2. 67) }. BT
TR 0 CS, B i @A E LR (ab 6) B ab HIF
B £ v IR ab HILF N CS HMBR. B T ULt
Loy T SEAT/INT Lo s WIEE B 1 SR AEE B0 BT 2o 2 L $R 5]
Cacs6.75) A HIFA tip. BEBT iy KB F Ly s
W T WS — AN EFS AR (abe). JURT T A8y {de )
HFRENT L, 58 A EF S R {de). 2 (3D XN
FYE 21 11—20 17. R SL0HR 1 H 2 R R
HH BT A B L AR — S s B A A = A AR ] — A
g 5 v, DT IR 40 5 A B 5 R R R
P v B A 4 R AT
4.2.3  Pror dEw R RSCR M

HERRPE 23 BT, i Cled s err(e) fRREER e 1Y
BB S TS 15 s err(e) = Coy () — Ci ().
Ve, e, € CS, R BEUE WIAR 48 Al 1 (6 15 H 0 g > 48
X ZIE SRS BT Z MY 6 R — B0 9t fig
WEARHE X (O TP 3 W IE . 2 asb.c.d 535
RFECrx(er) s Coin (1) s Cox (€2) s Coin Cen ). B>y =
0.5, Ta =b.c =d, W 4 MR a,b,c,d Z[E) 7]
REFFAEM AL ARG LLT 6 FE ML (1) a>b>c>
d; (2)a>c>b>d; (3)a>c>d>b; (4) c>a>b>
d; (5) c>a>d>b; (6) c=>d>>a>b. {E 1 [ 5 Fh i
MTF.Cle)—FERTF Cle) A (), FF Al it
1B B FLTE L8R 0. 5a+0. 56=>0. 5¢+0. 5d. (1 Af
U s 36 SR Y o B R F A 1 FL R 2 R — 20
FESS 3 BGOSR ACE 2 ) Y 06 R & 0. Sa+
0.56>>0.5¢+0.5d.Cle )WL RKT Cle,) AN e
AR T 1R B err Ceo ) MK S T LA oo T A 1B 1 35 1
INT e T IE; R FE . #E 0. 5a+0. 56<<0. 5¢+0. 5d
AITEHL T s Cle) 2 /NTF Cley). TR 3 Flig it
5HT 3 FAEBLA T 2R RL BR T AR S 6 Fh A
O A EE O Y a=c L b=d B, iR err(e)
INT err(ey) s U Cle)) KT Cley) AUEH Z [0 1 R &R

S EIE A8 R 2R KGO HE M2
S R W LB RS B st B E S s L 4
Woe B AW BB Y H B 55 P T e, 2% H1 ey —
A P AR AE L S T 25 5 e AL i 75
Pror P HE e B A8 A5 B4 5. R, 38 T 2 ()
(5) B34 55 H7 o3 5 B o M Bt =X A1 () ME R 8.

RO FVIA 8937 20 058 e A SO 3R i
FRACRTE & BUA K F 5 54 Jr ik PFPY 52 B J5t
R 55— B BOHE A S S5 ge 0t 2- AR I S H
JE T a5 R A — A o m A &5 R AR X
R IR U B 3 22 ) 4 O R L O 4l e 2 AR g r
T H K& &M (CR-Tree) ; BT CR-Tree, 55 Z R 4
B 55 AT PR A, 2 PEP &8 1 Ji I 3225
= (D FE M IRBOR 25 (2) #1240 57 1%
JITAE B 1) T Ak 3N R) A L A R B e T A g R R
(3) Pr i3 i} 5 B4 K CR-Tree ™ i A W1 2Z [] 194K
106 F R T S5 o0 i B L 48 R A ) KK e D52 e 4
3R AR SO 55 R 43 T ER ROR T @ R A
T (D FFHHEMIEAT 10 (2 BT
P03 07 Rl At H i3 o0 F 55 n9 A SR AR e
AR 2 B8] A AR OC R 5 (3) Fr 4 B U AR 4R 2 T
F 5 M ER A CS HATHR A R = HE KK
BTG S DA B2 185 17 2 A 20036 TR Il 1 1 ) = 95
259 1 F A
4.2.4 PFOERERFSM

P53 7T AR T 20— S SR SR BE R AR TR Ut
23 RAR B R R B A HER A AT RN B
LR BT 3 B O AE R AT B Bod AT B IE. Rix
FrifRr S5 T HKE N (A >1,0 ik T S
— AR XL AR SCER L 14 45 0 G R xR g5
AT R A0 X AR 0 5 55 TP R AR

[—1
(1)
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BT ERAL FE R X B[/ L]
MRS MR, T 2d¥fn)G. AL/ L) MK E
N Lo W RIS R — DR JENT L BB 55 R
EWEKERN a=1—(1/lp] Xlp).

WER a<<iy W - X PR3 R BB AELL/ Lo A
B S A S AR
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A B
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Wk a=i, X BfER)GE
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i
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op +

)L

pt

BAE[/ Lo A F 55 FIRERANT

[ —1
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Lo — 1 . .
_ if a<<i
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pt

sl ) ()

)L

TECBE T A 5555 1 J3E W6 A2 3 50 90 A 24 RiT A A I
2955 BAOR 0% LARERRIE N 2 HA - #EC

— NS R BER

S X OB AT S R R — IR

MR Bk . PR e X

Prsp]it({.[) (X)=

s if a>1

X W55 AR LA SHE R R X R
5 R R HE R
R<X>*i S Z L Prosn (X) (6)
k=i Ef] k=1, +12fj

T}:??di?ﬁkﬁﬂlﬂ H%?T(Gﬂﬂﬁﬁﬁﬁﬁﬁﬁ
I B S B R A B BEAT IR b
4.3 ETHENGIMNET KRN L HRE

ARG BT 2 TR RO L RS L B K Tt il A 1Y
Je A MG AEBUAT I TR BOPL I EM ity i 8 50Uk
A SCHR (135 17 ] rpr 385 56 SR AN EE i BIL il Ao 32 B
top-k Hi SEAR 2. AT B ML A 5 20k D 4R A P
S — i T A5 TR AL A w, » IR )5 B T ACE (H T

BT MR B pr (D) o,/ o, 555 2

TAITCR MRS AT & AR ) top-& TERK.
U SR AR 4R B BOR SUE JU R A RO E L 3 T PIR
EEROERZETAREL . B TR k.,
i 1 1 A s [] 2 2 W 0K DR IO >R K
AR A A top-k BRI K Al RE 0 R X il A
A R AT U I R

Dl AR 20 BRL L K Al RE T S EMAL AT
254 EM AL A BT A% O O 454 M A5 A 5K
BT 70 R B S T8 54 0 JO0ME R K Tt il R £
A AT LAGEAAE A top-k MR A5 0 12 22 0 e A

TR BAREAL e AT S BTN T
e.score = exp(eCZI(:)> 7
ALY B BB AL TS N ¢ =/ 2k K i SHUBE H

DR A 4 o s B — 4> = 55 d
Cle) A e iy B4

top-k B KA R BT 1 F K M Bl A B ik
FICHRL42 TR 50 AR O B 0 R il B A R (.
TE S wo = AN (0~ 1) Z (8] A BE LA
JETCER AL Tk AR A5 A 9T o s B
B e H‘J%ﬂ@ﬂz*ﬁiﬁﬂﬁmxjﬁ

ESW_V

CANEROS TS 30 W

A Q”%?LLKEXE’J%&%ﬁL& AT
T Cantree™ W RFLE T B & A top-k 5 2 1 it
AR T . AR TR W A — D5 S
i) Cantree, #8280 (K 2), 8k )5 454 Cantree, s 45
A AR AR X 1 A B A T B8] B S G A
JEZ 7 BRAAT top-k FL B AT, Cantree j& —Ff
5 22 05 e A A B XY 28 MBS S5 4. Oy S Bk
F 55 1Y — K 7 » Cantree ¢ B8 I8 S A 3905 J 74
7. Cantree Sk 3%, I 4 I WU 3 AR Wk 49 45 3 55 IF 4%
Hoadi A BT M. Cantree fL 7R T3k R A5 B
A I B S 55 I AN T A A S e b T I
J- TR SRR o 5 A5 B 2 ) 8 % 4 O AR TR O 8 Ak
B R S.={{abcf}, {bch) s {abeef} s {bedh ),

{ag) {afgh} W S xF Ny Cantree #4 NE 2 7K.
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| kAR

(1:4 .—7—_7777/<>7

b4 .

c:4 4

d:1 *

el !ﬁ S

£3 °

a2 ¢

h:2 .

K 2 S %Ay Cantree

TERFAS KAT I Z) ¢ M4 A8 JE 4F 1Y Cantree, . H
JIE ] X Cantree, 38 V47 4l 45 SR 4R . 42 4l i 72
IR (1) 24 Cantree, 3k 3R P 9 41 % 1-42 505
(2) Xk F P A 18K ey, B S8R O i 2]

Wi R L SR G JE T Cantree, M e 1Y 25 (R 45550
5& CPB, — T Cantree, #6898 ) (19 7 A I
Wﬁ%ﬁé» LI FP-Tree 25t 2 21 (FP-Tree $§ . : 2 U
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HAE 3 #1722 k.

B SRR B BL AN PUMSB Jhy 8 % £ 46
& It PUMSB | A R 0.7, Hox = A8l 5 0 i
HEESE. FHIL POS A B 0.08, WVL | A&
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may disclose the privacy. How to protect the privacy of
individuals while getting a continuously updated statistics is
important.

Differential privacy, the current gold privacy model,

has recently gained significant attention in FIM. Several
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differentially private schemes for FIMI¥? have been proposed.
However, most of them are designed for static datasets, and
cannot meet the requirement of real-time processing. The
most related work to ours is Ref. [34]. They focus on crucial
patterns mining in a sliding window under differential privacy,
while we focus on top-k patterns mining against incremental
update over data streams under differential privacy. Our work
is the first attempt on this topic.

Compared to the static release, the following two challenges
need to be solved in this paper: (1) The cumulative consumption
of privacy budget results in low utility. The budget allocation
strategies for the continual release in existing related works
can be summarized to three types: event-level privacy,
user-level privacy and w-event privacy. Event-level privacy
hides any single event on time-series from attackers, while the
others hide multiple events from attackers. Event level privacy
can provide a higher utility but a lower level of privacy, while
the others provide a higher privacy level but a lower utility.
Our work aims to design an event-level privacy scheme for
FIM over data streams to promote utility. (2) When mining

frequent patterns over data streams, the enlargement of

candidate itemsets results in a high error of the release result
and a low efficiency. Therefore, how to efficiently reduce the
candidate itemsets needs to be considered. In this paper, an
efficient transaction splitting method based on count estimation is
first proposed to reduce the candidate set., then based on the
reduced candidate patterns set, an incremental update release
scheme is designed combining weighted reservoir sampling
with EM.

Although this paper provides a possible way to protect
the privacy of FIM over data streams, there are also some
improvements that could be explored. For example, how to
design a privately continual release scheme for FIM over data
streams that achieves both a high privacy level (e. g. user-
level privacy) and a high utility needs to be explored. Many
algorithms of FIM over data streams belong to approximation
algorithms, how to design a privately continual release
scheme based on approximation algorithms also needs to be
explored.
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