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Abstract With a typical structure of generalized Feistel networks (GFN) , the Piccolo
lightweight cryptosystem was proposed at the workshop on Cryptographic Hardware and
Embedded System (CHES) in 2011. It has a 64-bit block size and flexible 80-bit and 128-bit
block sizes, corresponding to 25 and 31 rounds in the encryption and decryption, respectively.
The Piccolo lightweight cryptosystem can protect the communication among electronic devices
like RFIDs, sensors, and smart cards in the Internet of Things. It is vital and necessary to do
security analysis of the Piccolo lightweight cryptosystem. On the circumstance, the attackers can
obtain different types of information, including plaintext and ciphertexts, etc. Up to now, the
attacking assumptions of the previous security analysis of the Piccolo lightweight cryptosystem
focus on the known—plaintext attack (KPA) and the chosen—plaintext attack (CPA), such as the
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differential analysis, the linear analysis, the impossible differential analysis. the boomerang
analysis, the meet-in—the-middle analysis, and the zero—correlation linear analysis etc. In the
classical attacking scenario, the attackers require some information of the plaintexts. However, in
the literature, there is no security analysis of the Piccolo lightweight cryptosystem against the
ciphertext-only attack (COA) , which is the weakest attacking assumption. In this case, the
attackers can only obtain the ciphertexts. Owing to the limitation of hardware and portability in
the Internet of Things, the COA attack is easier to implement. This paper proposes the security
analysis of Piccolo against the statistical fault analysis (SFA) in the assumption of COA. It
investigates the applications of a series of distinguishers of Square Euclidean Imbalance (SED) ,
Hamming Weight (HW) , Maximum Likelihood (ML), Goodness of Fit (GF) , Maximum a
Posterior (MAP) , Goodness of Fit-Square Euclidean Imbalance (GF-SED) , Goodness of Fit-
Maximum Likelihood (GF-ML) , Maximum Likelihood-Square Euclidean Imbalance (ML~
SED , Maximum Likelihood-Maximum a Posterior (ML-MAP), Method of Moments—Hamming
Weight (MM-HW) and Method of Moments—Hamming Weight-Maximum Likelithood (MM-
HW-ML). In order to descript the performance of all distinguishers, accuracy, reliability,
latency, and complexity are taken into consideration. The accuracy represents the value of root
mean squared error (RMSE). The smaller the value of RMSE is, the more accurate the
distinguisher is. The reliability stands for the successful rate of the SFA in recovering the subkeys
of Piccolo. When the reliability reaches at least 99% ., the attackers have a strong capability in
most cases. The latency represents the time in recovering the subkeys of Piccolo. The complexity
is composed of time complexity, data complexity and memory complexity of the SFA. Both
latency and complexity reflect the effectiveness of the distinguishers in practice. The experimental
results show that Piccolo cannot resist against the statistical fault analysis. When the reliability
reaches at least 99% . the novel proposed distinguishers of ML-MAP. MM-HW and MM-HW-
ML can recover the 80-bit and 128-bit secret keys with 164 and 262 faults, respectively. The
experiments show that the novel distinguishers have good performance in accuracy, reliability,
latency, and complexity. They can be applied to decrease faults and increase efficiency. The
results offer valuable references for the designing and implementation of the lightweight

cryptosystems in the Internet of Things.
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RA1 BEXS5EEMRE Piccolo—-80/128 & %24 HI RMSE (&

kgL SEIL HW ML 5F MAP GF-SEI GF-ML  ML-SEI ML-MAP MM-HW MMl\wa

1024.00/  256.00/  256.00/  256.00/  256.00/  256.00/  256.00/  256.00/  256.00/  256.00/  256.00/

1024.00  256.00  256.00  256.00  256.00  256.00  256.00  256.00  256.00  256.00  256.00

) 255.49/  63.83/  64.02/  192.17/ 63.72/  63.96/  63.79/ 64.04/  66.36/  63.84/  64.08/

255.70 64. 04 63.90  191.93 63. 60 63.84 63.91 63.92 66.38 63.88 64.12

5 63.71/  15.95/  16.17/  111.14/ 16.82/  55.85/  15.73/ 16. 16/ 16.02/  15.98/  16.06/

64.03 16.09 15.94  110.83 16.59 55. 62 15.96 15.93 16.08 16.00 16.08

. 15.41/ 3.66/ 4.15/  31.10/ 3.97/  13.96/ 3.72/ 4.03/ 3.92/ 3.69/ 3.91/

15. 50 3.78 4.00 30. 98 3.82 13.81 3.87 3.88 3.93 3.74 3.96

. 19. 68/ 2.52/ 3.04/  19.20/ 2.84/  15.65/ 2.77/ 2.48/ 2.53/ 1.49/ 1.33/

19. 89 2.73 2.92 18.96 2.72 15.53 2.89 2.36 2.55 1.53 1.37
6  8.55/8.87 1.73/1.87 2.09/1.86 4.96/4.65 1.96/1.73 4.76/4.53 1.68/1.91 2.16/1.93 1.91/1.97 0.60/0.62 0.60/0.62
7 6.04/6.13 1.46/1.58 1.92/1.77 1.74/1.62 1.93/1.78 1.69/1.54 1.81/1.96 2.00/1.85 1.52/1.53 0.37/0.42 0.32/0.37
8  6.20/6.41 1.24/1.45 1.65/1.53 2.08/1.84 1.74/1.62 1.29/1.17 1.54/1.66 1.86/1.74 1.48/1.50 0.29/0.33 0.26/0. 30
9 5.40/5.72 1.30/1.44 1.56/1.33 1.83/1.52 1.89/1.66 1.05/0.82 1.17/1.40 1.81/1.58 1.48/1.54 0.22/0.24 0.15/0.17
10 5.32/5.41 1.16/1.28 1.51/1.36 2.30/2.18 1.46/1.31 1.08/0.93 1.10/1.25 1.52/1.37 1.46/1.47 0.25/0.30 0.17/0.22
11 2.99/3.20 1.16/1.37 1.37/1.25 1.94/1.70 0.78/0.66 0.57/0.45 0.82/0.94 1.20/1.08 0.69/0.71 0.06/0.10 0.10/0.14
12 3.81/4.13 1.06/1.20 0.97/0.74 2.70/2.39 0.94/0.71 0.98/0.75 0.70/0.93 1.24/1.01 0.48/0.54 0.24/0.26 0.12/0.14
13 3.38/3.47 0.95/1.07 0.81/0.66 2.21/2.09 0.77/0.62 0.59/0.44 1.04/1.19 1.10/0.95 0.65/0.66 0.17/0.22 0.00/0.00
14 2.96/3.17 0.84/1.05 0.66/0.54 1.18/0.94 0.85/0.73 0.45/0.33 0.70/0.82 1.05/0.93 0.69/0.71 0.10/0.10 0.14/0. 14
15 2.97/3.29 0.60/0.74 0.87/0.64 1.14/0.83 0.92/0.69 0.56/0.33 0.61/0.84 1.13/0.90 0.61/0.67 0.14/0.14 0.14/0. 14
16 4.23/4.32 0.76/0.88 0.72/0.57 0.72/0.60 0.72/0.57 0.39/0.24 0.60/0.75 1.02/0.87 0.60/0.61 0.10/0.10 0.00/0.00
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gk

HeBge  SEI HW ML GF MAP  GF-SEI GF-ML ML-SEI ML-MAP MM-HW MM}\EW
17 2.14/2.35 0.68/0.89 0.70/0.58 0.72/0.48 0.63/0.51 0.29/0.17 0.65/0.77 0.95/0.83 0.40/0.42 0.00/0.00 0.00/0.00
18 2.10/2.42 0.70/0.84 0.76/0.53 0.81/0.50 0.72/0.49 0.14/0.14 0.43/0.66 1.10/0.87 0.38/0.44 0.00/0.00 0.00/0.00
19 2.82/2.91 0.72/0.84 0.65/0.50 0.53/0.41 0.57/0.42 0.14/0.14 0.45/0.60 0.95/0.80 0.32/0.33 0.10/0.10 0.00/0.00
20 2.59/2.80 0.74/0.95 0.60/0.48 0.66/0.45 0.45/0.33 0.00/0.00 0.58/0.70 0.88/0.76 0.37/0.39 0.10/0.10 0.00/0.00
21 2.04/2.36 0.61/0.75 0.62/0.39 0.76/0.56 0.64/0.41 0.20/0.20 0.47/0.70 0.96/0.73 0.35/0.41 0.00/0.00 0.10/0. 10
22 2.86/2.95 0.63/0.75 0.43/0.28 0.55/0.35 0.51/0.36 0.00/0.00 0.56/0.71 0.83/0.68 0.35/0.36 0.00/0.00 0.10/0.10
23 2.26/2.47 0.48/0.69 0.38/0.26 0.59/0.39 0.45/0.33 0.00/0.00 0.51/0.63 0.74/0.62 0.40/0.42 0.10/0.10 0.10/0.10
24 1.52/1.84 0.48/0.62 0.58/0.35 0.73/0.53 0.63/0.40 0.10/0.10 0.37/0.60 0.83/0.60 0.22/0.28 0.00/0.00 0.00/0.00
25 1.48/1.57 0.35/0.47 0.52/0.37 0.67/0.47 0.47/0.32 0.00/0.00 0.38/0.53 0.78/0.63 0.32/0.33 0.00/0.00 0.00/0.00
26 2.56/2.77 0.42/0.63 0.48/0.36 0.57/0.37 0.36/0.24 0.10/0.10 0.45/0.57 0.69/0.57 0.22/0.24 0.10/0.10 0.00/0.00
27 1.92/2.24 0.48/0.62 0.55/0.32 0.53/0.33 0.55/0.32 0.00/0.00 0.27/0.50 0.71/0.48 0.18/0.24 0.00/0.00 0.00/0.00
28 2.25/2.34 0.43/0.55 0.50/0.35 0.54/0.35 0.22/0.22 0.10/0.10 0.32/0.47 0.61/0.46 0.16/0.17 0.10/0.10 0.00/0.00
29 2.01/2.22 0.24/0.45 0.42/0.30 0.50/0.30 0.20/0.20 0.00/0.00 0.23/0.35 0.52/0.40 0.20/0.22 0.00/0.00 0.00/0.00
30 1.94/2.26 0.27/0.41 0.63/0.40 0.46/0.26 0.32/0.32 0.00/0.00 0.17/0.40 0.43/0.20 0.16/0.22 0.00/0.00 0.00/0.00
31 1.88/1.97 0.27/0.39 0.35/0.20 0.46/0.26 0.20/0.20 0.00/0.00 0.07/0.22 0.32/0.17 0.13/0.14 0.00/0.00 0.00/0.00
32 3.84/4.05 0.23/0.44 0.36/0.24 0.58/0.39 0.10/0.10 0.10/0.10 0.33/0.45 0.34/0.22 0.18/0.20 0.00/0.00 0.00/0.00
33 1.76/2.08 0.12/0.26 0.45/0.22 0.41/0.22 0.10/0.10 0.00/0.00 0.10/0.33 0.37/0.14 0.11/0.17 0.00/0.00 0.00/0.00
34 2.17/2.26 0.28/0.40 0.32/0.17 0.43/0.24 0.10/0.10 0.00/0.00 0.07/0.22 0.41/0.26 0.14/0.14 0.00/0.00 0.00/0.00
35 1.49/1.70 0.12/0.33 0.38/0.26 0.33/0.14 0.14/0.14 0.00/0.00 0.25/0.37 0.26/0.14 0.15/0.15 0.00/0.00 0.00/0.00
36 1.76/2.08 0.18/0.32 0.43/0.20 0.43/0.24 0.10/0.10 0.00/0.00 0.01/0.24 0.37/0.14 0.12/0.12 0.00/0.00 0.00/0.00
37 1.59/1.68 0.20/0.20 0.35/0.20 0.38/0.20 0.14/0.14 0.00/0.00 0.07/0.22 0.10/0.10 0.05/0.05 0.00/0.00 0.00/0.00
38 1.53/1.74 0.22/0.22 0.29/0.17 0.36/0.17 0.14/0.14 0.00/0.00 0.10/0.22 0.00/0.00 0.08/0.08 0.00/0.00 0.00/0.00
39 1.76/2.08 0.26/0.26 0.22/0.22 0.32/0.14 0.14/0.14 0.00/0.00 0.10/0.14 0.00/0.00 0.30/0.30 0.00/0.00 0.00/0.00
40 2.13/2.22 0.20/0.20 0.17/0.17 0.38/0.20 0.00/0.00 0.00/0.00 0.02/0.17 0.00/0.00 0.40/0.40 0.14/0.14 0.00/0.00
41 1.99/2.20 0.16/0.16 0.00/0.00 0.28/0.10 0.10/0.10 0.00/0.00 0.17/0.17 0.00/0.00 0.10/0.10 0.10/0.10 0.00/0.00
42 1.44/1.76 0.12/0.12 0.24/0.24 0.32/0.14 0.10/0.10 0.00/0.00 0.20/0.20 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00
43 1.67/1.76 0.00/0.00 0.14/0.14 0.32/0.14 0.10/0.10 0.00/0.00 0.22/0.22 0.10/0.10 0.00/0.00 0.00/0.00  —/-
44 2.14/2.35 0.10/0.10 0.10/0.10 0.31/0.14 0.00/0.00 0.00/0.00 0.17/0.17 0.00/0.00 0.00/0.00 0.00/0.00  -/-
45 1.78/2.10 0.10/0.10 0.10/0.10 0.37/0.20 0.00/0.00 0.00/0.00 0.14/0.14 0.10/0.10 0.00/0.00  —/- -/-
46 1.70/1.79 0.10/0.10 0.00/0.00 0.17/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.10/0.10 0.00/0.00  —/- -/-
47 2.08/2.29 0.00/0.00 0.10/0.10 0.27/0.10 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00  —/- -/-
48 1.70/2.02 0.00/0.00 0.00/0.00 0.31/0.14 0.10/0.10 0.00/0.00 0.17/0.17 0.00/0.00 0.00/0.00  -/- -/-
49 1.88/1.97 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.00/0.00 0.10/0.10  —/- -/= -/-
50 1.63/1.84  —/- 0.10/0.10 0.00/0.00 0.00/0.00 0.00/0.00 0.14/0.14 0.00/0.00 -/- -/- -/=
51 1.52/1.84  -/=  0.10/0.10 0.00/0.00 ~ =/=  0.00/0.00 0.00/0.00 0.00/0.00  —/- -/~ -/=
52 1.90/1.99  -/=  0.00/0.00 0.00/0.00  —/=  0.00/0.00 0.00/0.00 0.00/0.00  —/- -/~ -/-
53 1.78/1.99  -/=  0.00/0.00 0.10/0.10  —/=  0.00/0.00 0.00/0.00 0.00/0.00  —/- -/~ -/-
54 1.54/1.86  -/=  0.00/0.00 0.10/0.10  —/-  0.00/0.00 0.00/0.00 0.00/0.00  —/- -/~ -/-
55 2.08/2.17  -/-  0.00/0.00 0.10/0.10  —/-  0.00/0.00 0.00/0.00 0.00/0.00  —/- -/~ -/~
56 1.97/2.18  -/-  0.00/0.00 0.10/0.10  —/-  0.00/0.00 0.00/0.00 0.00/0.00  -/- -/- -/-
57 1.64/1.96  -/-  0.00/0.00 0.00/0.00  —/-  0.00/0.00 0.00/0.00 0.00/0.00 -/~ -/~ -/~
58 1.79/1.88  -/- -/=  0.00/0.00  -/-  0.00/0.00 0.00/0.00 0.00/0.00 /- -/~ -/-
59 1.73/1.94  -/- -/=  0.00/0.00  -/-  0.00/0.00  ~/-  0.00/0.00 /- -/- -/-
60  1.41/1.73 -/- -/= 0.00/0.00 -/- 0.00/0.00 -/- -/- -/- -/- -/-
61 1.59/1.68  -/- -/~ 0.00/0.00  -/-  0.00/0.00 /- -/- -/= -/= -/-




2116 22 W - S R S 20214F

a4k

HeBge  SEI HW ML GF MAP  GF-SEI GF-ML ML-SEI ML-MAP MM-HW MM}\EW
62  1.77/1.98 /- -/- 0.00/0. 00 -/- 0.00/0. 00 -/= -/= -/- -/= -/-
63 1.62/1.94 /- -/- 0.00/0.00 -/- 0.00/0. 00 -/= -/- -/- -/= -/-
64  3.78/3.87 /- -/~ 0.00/0.00  -/-  0.00/0.00  —/- -/- -/- -/- -/-
65 1.64/1.85  —/- -/~ 0.00/0.00 /- 0.00/0.00  —/- -/- -/- -/- -/-
66 1.67/1.99  —/- -/=  0.00/0.00  -/-  0.00/0.00 -/ -/~ -/~ -/- -/-
67  2.31/2.40 /- -/=  0.00/0.00 /- 0.00/0.00 -/~ -/~ -/- -/- -/-
68  1.74/1.95 /- -/=  0.00/0.00  -/-  0.00/0.00 -/~ -/= -/- -/- -/-
69  1.73/2.05 /- -/=  0.00/0.00 /- -/- -/- -/- -/~ -/- -/-
70 1.77/1.86 /- -/=  0.00/0.00 /- -/- -/- -/- -/~ -/- -/-
71 1.75/1.96 -/- -/= 0.00/0. 00 -/ -/- -/= -/- -/- -/- -/=
72 1.54/1.86 -/= -/- 0.00/0. 00 -/ -/- -/= -/- -/- -/= -/-

FRA2 BEXHFEWE Piccolo-80/128 XA ZE (%)

T A SEI HW ML GF MAP  GF-SEI GF-ML  ML-SEI ML-MAP MM-HW Hl\v/éﬁ;L
1 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0
2 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0
3 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0
4 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0
5 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0 1/0 0/1 0/0
6 0/0 1/2 1/0 0/0 0/4 0/0 2/0 2/0 1/0 1/0 4/4
7 0/0 1/1 1/0 0/0 1/0 1/0 1/1 1/2 1/2 1/0 1/1
8 0/0 4/4 1/0 0/1 2/2 0/0 1/0 4/1 2/0 2/3 2/2
9 0/0 2/1 2/2 0/0 5/1 0/0 3/2 3/1 5/4 4/3 3/3
10 0/0 10/6 4/2 2/1 5/2 1/2 8/3 8/2 7/3 5/0 3/3
11 0/0 8/2 6/2 0/1 3/8 0/2 7/4 5/4 7/7 6/3 3/3
12 0/0 14/10 7/2 0/0 7/10 3/2 8/2 7/3 14/9 7/6 11/11
13 0/0 16/8 13/8 0/0 9/14 2/3 18/4 9/3 19/9 15/10 8/8
14 0/0 19/15 20/6 1/0 16/14 2/0 13/5 13/8 12/13 13/15 15/15
15 0/0 15/20 18/2 0/1 20/15 0/0 14/10 21/7 18/17 17/16 21/21
16 0/0 23/18 25/9 1/0 23/31 0/1 16/14 21/7 22/14 15/17 21/21
17 0/1 30/20 27/13 1/0 29/28 5/1 28/5 20/8 27/28 17/28 26/26
18 2/3 38/28 24/12 4/1 36/25 3/2 19/10 36/16 30/29 25/27 30/30
19 1/2 39/39 31/15 4/3 33/35 2/3 21/11 32/11 41/45 34/32 34/34
20 1/1 37/35 36/19 5/6 41/45 4/6 26/11 32/9 37/40 45/37 37/37
21 5/1 39/45 40/18 4/5 32/45 3/4 28/16 41/17 37/33 47/51 46/46
22 0/0 43/39 47/24 8/7 51/48 7/10 25/26 42/15 48/39 40/48 40/40
23 0/0 47/49 48/21 11/3 56/52 9/8 29/17 58/24 52/60 50/61 55/55
24 13/16 53/56 47/25 10/15 70/61 11/13 34/26 57/27 56/55 53/46 57/57
25 18/10 49/53 44/40 4/11 63/58 15/14 38/25 51/28 55/58 53/57 60/60
26 0/0 50/60 50/30 13/9 65/65 17/9 33/35 66/31 59/65 61/69 69/69
27 0/1 58/70 57/35 14/22 62/69 14/13 39/28 60/37 61/66 64/66 63/63
28 5/2 57/68 62/44 12/20 65/76 16/16 40/30 64/47 59/71 68/65 64/64
29 10/14 69/66 64/40 20/17 72/78 18/19 43/42 69/48 63/81 74/78 68/68
30 0/0 70/74 60/52 26/22 74/79 16/21 31/51 70/49 72/79 75/82 77/77
31 0/0 68/78 61/50 21/23 83/81 19/25 45/42 59/41 78/79 86/84 76/76

32 0/0 67/83 68/45 31/35 88/91 25/22 60/54 71/49 75/86 83/86 90/90




10341 ZOHS . REYUEDAL Piccolo M GE IR BT 2117
MM-

[ R SEI HW ML GF MAP  GF-SEI GF-ML  ML-SEI ML-MAP MM-HW —
33 0/0 74/77 70/63 31/33 88/80 34/20 58/49 73/48 74/87 79/86 90/90
34 3/0 74/77 78/64 31/32 82/93 29/22 56/59 76/61 73/86 87/82 85/85
35 0/1 86/86 73/65 39/43 96/83 32/34 67/59 80/58 80/89 86/85 90/90
36 1/0 83/87 72/64 39/37 91/93 39/38 72/62 79/63 80/89 86/91 90/90
37 7/2 92/84 75/65 42/36 91/97 42/42 74/75 75/72 87/88 97/90 90/90
38 8/8 81/85 73/77 34/46 85/95 43/38 80/60 74/63 86/98 93/92 95/95
39 1/1 88/88 74/66 51/45 97/91 42/49 86/75 79/67 87/95 92/92 92/92
40 0/0 90/95 87/78 47/51 95/96 48/46 86/77 82/73 91/93 96/98 95/95
41 2/3 95/93 82/79 69/58 98/96 58/53 82/72 87/77 93/96 95/95 99/99
42 27/28 95/92 80/82 62/57 96/97 65/59 90/77 85/77 95/97 97/94 -/-
43 22/20 92/93 92/82 61/56 95/97 70/65 85/84 87/80 97/97 98/97 -/-
44 0/2 95/90 87/81 68/64 97/98 59/64 90/78 81/74 92/97 99/100 -/-
45 0/3 95/95 90/82 62/58 98/96 70/67 90/82 84/87 95/96 -/- -/-
46 7/7 94/97 95/84 66/71 98/98 68/67 90/82 93/80 96/96 -/~ -/-
47 1/2 96/97 92/85 66/71 98/98 67/65 91/91 91/85 98/98 -/- -/-
48 2/2 97/97 96/82 79/71 96/97 78/72 94/80 95/77 99/100 -/- -/-
49 2/2 99/99 97/88 76/69 98/98 81/79 96/87 86/87 -/- -/- -/-
50 9/12 -/~ 95/93 85/74 99/99 80/79 92/87 92/91 -/- -/- -/-
51 2/4 -/- 92/93 84/77 -/- 81/77 95/93 90/86 -/- -/- -/-
52 0/0 -/= 97/86 81/82 -/- 81/89 93/91 96/96 -/ -/- -/-
53 13/6 -/- 97/90 88/77 -/- 83/85 96/88 94/96 -/- -/~ -/-
54 14/11 -/~ 96/91 82/88 -/- 83/82 95/93 98/89 -/ -/= -/-
55 0/5 -/~ 98/88 83/89 -/- 86/87 98/94 98/90 -/- -/- -/-
56 19/22 -/- 98/94 90/90 -/- 89/88 98/94 95/94 -/- -/~ -/-
57 15/12 -/- 99/99 84/88 -/- 91/91 97/93 97/93 -/- -/- -/-
58 21/24 -/- -/- 95/93 -/- 79/88 100/99 98/96 -/- -/= -/-
59 8/6 -/= -/= 95/96 -/- 91/87 -/= 100/99 -/- -/~ -/-
60 2/2 -/= -/- 92/91 -/= 91/88 -/~ -/- -/- -/- -/-
61 5/8 -/= -/- 96/95 -/- 96/94 -/= -/- -/- -/= -/-
62 2/4 -/- -/- 95/98 -/= 92/94 -/- -/- -/- -/ -/-
63 13/11 -/~ -/= 95/95 -/- 95/95 -/= -/- -/- -/= -/-
64 0/0 -/- -/= 98/90 -/- 95/96 -/- -/= -/- -/- -/~
65 1/3 -/ -/- 97/97 -/- 96/97 -/~ -/- -/- -/- -/-
66 6/3 -/= -/- 97/97 -/ 98/96 -/- -/- -/- -/= -/-
67 2/0 -/~ -/~ 98/97 -/- 98/96 -/- -/~ -/= -/~ -/
68 3/2 -/= -/- 97/98 -/ 99/99 -/- -/- -/- -/= -/-
69 6/7 -/- -/- 97/97 -/- -/- -/~ -/~ -/- -/- -/-
70 8/2 -/ -/ 98/96 -/- -/ -/- -/- -/- -/- -/-
71 4/8 -/- -/- 98/98 -/- -/- -/- -/~ -/- -/- -/~
72 2/5 -/~ -/= 99/99 -/~ -/- -/~ -/- -/- -/~ -/-

RA3 KBIXHBERE Piccolo—80/128 E % AT EHIRT ] (4> #h)

s SEI HW ML GF MAP GF-SEI  GF-ML ML-SEI ML-MAP MM-HW MMI\;;Wf
1 0.60/0.75 0.56/0.71 2.27/3.01 0.77/0.80 2.28/3.06 0.73/0.89 2.58/3.17 2.40/2.99 2.38/2.94 0.69/0.81 2.88/3.24
2 0.95/1.18 0.90/1.13 2.61/3.41 1.21/1.25 2.61/3.47 1.05/1.33 2.87/3.58 2.68/3.38 2.68/3.35 0.99/1.21 3.17/3.57
3 1.25/1.57 1.21/1.53 2.91/3.82 1.63/1.63 2.90/3.87 1.35/1.70 3.17/3.98 2.96/3.75 2.97/3.75 1.30/1.65 3.50/3.93
4 1.59/2.00 1.54/1.94 3.23/4.23 2.07/2.05 3.22/4.29 1.68/2.12 3.49/4.38 3.29/4.15 3.29/4.16 1.62/2.05 3.91/4.40
5 1.93/2.42 1.88/2.36 3.54/4.59 2.52/2.49 3.53/4.65 2.03/2.53 3.79/4.76 3.60/4.52 3.59/4.52 1.96/2.46 4.27/4.80




2118 22 R N I A= SO 2021 4
(AR SEI HW ML GF MAP GF-SEI GF-ML  ML-SEI ML-MAP MM-HW MMI\;[II{W_
6 2.30/2.89 2.25/2.80 3.90/5.04 2.95/2.96 3.88/5.08 2.38/2.99 4.13/5.19 3.93/4.96 3.93/4.96 2.32/2.93 4.59/5.16
7 2.64/3.31 2.58/3.26 4.20/5.49 3.40/3.37 4.20/5.52 2.75/3.46 4.47/5.63 4.28/5.40 4.28/5.39 2.69/3.39 4.88/5.49
8 3.00/3.76 2.95/3.69 4.54/5.90 3.87/3.85 4.54/5.93 3.11/3.93 4.80/6.05 4.61/5.81 4.60/5.81 3.05/3.83 5.27/5.93
9 3.40/4.26 3.34/4.18 4.89/6.36 4.37/4.33 4.88/6.39 3.48/4.38 5.17/6.50 4.94/6.24 4.97/6.26 3.43/4.32 5.64/6.35
10 3.76/4.74 3.70/4.65 5.23/6.74 4.79/4.78 5.23/6.80 3.86/4.88 5.48/6.90 5.30/6.69 5.29/6.66 3.78/4.77 6.04/6.79
11  4.14/5.21 4.07/5.13 5.58/7.20 5.29/5.28 5.57/7.25 4.24/5.35 5.83/7.35 5.65/7.12 5.64/7.10 4.17/5.27 6.42/7.22
12 4.53/5.70 4.47/5.62 5.94/7.69 5.77/5.78 5.95/7.73 4.64/5.86 6.22/7.83 6.02/7.59 6.03/7.60 4.56/5.75 6.83/7.68
13 4.91/6.17 4.86/6.10 6.30/8.11 6.27/6.23 6.29/8.16 5.01/6.31 6.56/8.25 6.36/8.02 6.36/8.02 4.93/6.22 7.23/8.14
14 5.31/6.68 5.25/6.61 6.67/8.61 6.78/6.76 6.67/8.63 5.42/6.84 6.93/8.74 6.73/8.50 6.74/8.49 5.35/6.74 7.66/8.61
15 5.70/7.21 5.64/7.12 7.04/9.07 7.27/7.26 7.03/9.13 5.83/7.36 7.31/9.22 7.12/8.98 7.12/8.98 5.74/7.24 8.10/9.11
16 6.08/7.64 6.01/7.58 7.42/9.55 7.77/7.75 7.42/9.57 6.20/7.84 7.66/9.66 7.47/9.43 7.47/9.44 6.12/7.72 8.50/9.56
17 6.50/8.20 6.44/8.12 7.77/10.02 8.30/8.28 7.79/10.07 6.62/8.37 8.07/10.18 7.86/9.94 7.88/9.92 6.55/8.27 8.94/10.06
18 6.91/8.71 6.84/8.63 8.18/10.55 8.83/8.78 8.18/10.57 7.04/8.87 8.45/10.67 8.27/10.42 8.26/10.46 6.96/8.80 9.37/10.54
19 7.30/9.22 7.22/9.12 8.56/10.97 9.28/9.26 8.56/11.05 7.40/9.35 8.81/11.13 8.65/10.91 8.62/10.83 7.34/9.29 9.80/11.03
20 7.72/9.75 7.65/9.65 8.98/11.52 9.84/9.82 8.98/11.59 7.85/9.90 9.25/11.68 9.03/11.40 9.06/11.44 7.75/9.79 10.25/11.53
21 8.13/ 8.07/ 9.36/ 10.37/ 9.37/ 8.28/ 9.62/ 9.43/ 9.44/ 8.18/ 10. 70/
10. 26 10.17 12.01 10. 32 12.05 10. 42 12. 14 11.92 11.92 10. 34 12.04
. 8.54/ 8.49/ 9.75/  10.86/ 9.74/ 8.64/  10.01/ 9.82/ 9.81/ 8.57/  11.16/
10. 80 10. 67 12.48 10. 85 12.56 10.92 12.65 12.43 12.42 10. 81 12.56
93 8.98/ 8.90/ 10.17/ 11.43/ 10. 15/ 9.09/ 10. 45/ 10. 25/ 10. 28/ 8.99/ 11.61/
11.35 11.26 13.05 11.41 13.12 11.49 13.21 12.92 12.98 11.37 13.06
o 9.37/ 9.30/  10.56/  11.94/  10.57/ 9.54/  10.82/  10.66/  10.66/ 9.44/  12.03/
11.80 11.71 13.53 11.91 13. 60 12.04 13.67 13.46 13.45 11.92 13.53
. 9.80/ 9.73/  10.98/  12.46/  10.98/ 9.94/ 11.26/  11.06/  11.09/ 9.86/  12.53/
12.36 12.25 14.06 12.70 14.13 12.55 14.19 13.97 13.96 12.42 14.10
b, 1024/ 1014/ 1138/ 1300/ 1139/ 10.37/  1L68/ 1147/ 1149/ 10.27/  13.00/
12.90 12.81 14. 59 13.01 14. 65 13.09 14.75 14. 48 14.53 12. 96 14.62
,; 1066/ 1054/ 1182/ 13.52/ 1180/ 10.79/ 12.07/ 1188/ 1188/  10.70/  13.41/
13.44  13.30 15.08 13.51 15.16 13.62 15. 24 15.03 14.99 13.49 15.09
98 11.09/ 11.02/ 12. 23/ 14.07/ 12.23/ 11.21/ 12.54/ 12.31/ 12.33/ 11.10/ 13.93/
13.99 13.92 15. 66 14.08 15.73 14.15 15.81 15.55 15.58 14.01 15.67
o 1148/ 1140/ 1266/ 14.62/ 12,64/ 1165/ 12.94/ 1272/ 1274/ 1157/ 14.38/
14. 46 14.41 16. 16 14.57 16.22 14.71 16.33 16. 04 16. 07 14. 60 16.18
30 11.92/ 11.84/ 13.06/ 15.14/ 13.08/ 12.07/ 13.35/ 13.16/ 13.16/ 11.95/ 14. 86/
15.02 14. 92 16. 69 15.13 16.78 15.21 16. 87 16. 62 16.63 15.08 16.71
o 1237/ 1228/ 1349/ 1570/ 1351/ 1249/ 13.81/  13.58/  13.63/ 1240/ 15.33/
15.61 15.52 17.27 15.69 17.32 15.78 17. 41 17. 14 17.17 15.63 17.25
39 12.75/ 12.71/ 13.94/ 16. 28/ 13.94/ 12.95/ 14.21/ 13.97/ 14. 05/ 12.85/ 15.83/
16.09 16.03 17.80 16. 21 17.81 16. 34 17.91 17. 65 17.70 16. 20 17.81
5 132270 1313/ 1437/ 1683/ 14.36/  13.35/  14.63/  14.46/ 1445/ 13.28/  16.31/
16. 69 16.56 18.31 16.77 18.40 16.85 18.48 18.23 18.23 16.75 18.35
1364 1360/ 14.81/  17.35/  14.78/  13.77/  15.08/  14.85/  14.84/  13.69/  16.80/
17.22 17.07 18. 84 17.29 18.92 17.39 19.00 18.77 18.76 17.27 18.90
35 14.08/ 13.96/ 15.25/ 17.89/ 15.23/ 14. 21/ 15.50/ 15.31/ 15. 30/ 14.12/ 17.25/
17.72 17.63 19.37 17.82 19.47 17.92 19.57 19. 30 19.30 17.82 19.40
4 452/ 1443/ 1567/ 1847/ 1566/  14.64/ 1595/ 1573/ 1574/ 1456/ 17.75/
18. 31 18. 24 19.98 18.41 20.03 18.48 20. 13 19. 86 19.87 18. 37 19. 96
g 1496/ 1487/ 1612/ 1899/ 1611/ 1510/ 16.36/ 1615/ 1616/ 1501/  18.20/
18.85 18.71 20. 45 18.93 20. 53 19.03 20. 67 20. 38 20. 38 18.91 20. 48




10 49 2 HIAE: RIS Piccolo ST T4 Mt 2119

ok
] MM-HW-
Wk SEI HW ML GF MAP  GF-SEL GF-ML ML-SEl ML-MAP MM-HW

5o 1539/ 1531/ 1654/ 1950/ 16.53 1551/  16.83/ 16.60/  16.58/ 1540/  18.72/
19.42 19.32 21.01 19.50 21.12 19.58 21.19 20.95 20.95 19.47 21.05

5 1581 1576/ 16,97/ 2015/ 16.99/ 1597/ 17.24/ 17.04/ 1700/ 15.86/  19.21/
19.95 19.87 21. 60 20. 04 21.67 20. 09 21.76 21.46 21.47 19. 99 21.61

o 1625/ 1617/ 17.42/ 2068/ 17.44/ 1638/ 17.67/ 17.48/ 1742/ 16.28/  19.68/
20.47  20.39 22.13 20. 61 22.24 20. 68 22.28 22.08 22.05 20.55 22.13

g 1871/ 1659/ 17.87/ 2124/ 17.86/ 16,80/  18.14/ 17.92/  17.83/  16.71/  20.18/

21.07 20.94 22.66 21.15 22.78 21.20 22.87 22.61 22.57 21.10 22.70

19 17.13/ 17.07/ 18. 30/ 21.77/ 18. 30/ 17.28/ 18. 60/ 18. 34/ 18.25/ 17.18/ /-
21.59 21.48 23.30 21.70 23.34 21.76 23.39 23.16 23.10 21.68

43 17.60/ 17.48/ 18.77/ 22.36/ 18.76/ 17.70/ 19.07/ 18.82/ 18.67/ 17.60/ -/-
22.16 22.02 23.80 22.25 23.87 22.31 23.98 23.73 23.68 22.19

18.00/ 17.90/ 19. 20/ 22.89/ 19. 20/ 18.15/ 19.54/ 19. 25/ 19. 09/ 18.05/

5
i 22.72 22.59 24.35 22.78 24.44 22.86 24.43 24.24 24.22 22.75

15 18.44/ 18.31/ 19. 65/ 23.46/ 19. 66/ 18.59/ 20.01/ 19.67/ 19.51/ e /-
’ 23.24 23.11 24.89 23.32 25.02 23.43 25.00 24.81 24.75

i 1887/ 1872/ 2010/ 23.99/ 2008/ 19.01/ 2047/ 2010/  19.93/ . -
23.81  23.70  25.47 23.91 2557  23.97 2553  25.33 25.29

19.29/ 19.14/ 20. 54/ 24.56/ 20. 53/ 19. 48/ 20.94/ 20.52/ 20. 35/

oy ss 24.27 26.03 24.43 26.11 24.55 26.11 25.89 25.88 a Ea

g 1975/ 1955/ 2098/ 2512/ 2100/ 19.90/ 2041/ 20.95/  20.77/ " .
24.93 24.80 26. 61 25.02 26. 66 25.09 26. 69 26. 50 26. 45

b 2019/ 19.96/ 2142/ 25.68/ 2143/ 2033/ 2187/ 2137/ . - -
25.48 25.36 27.15 25.56 27.24 25.61 27.22 26.99

s 2061/ . 21.86/  26.20/  21.86/  20.77/  22.34/  21.80/ . - .

N 26. 00 27.71 26. 11 27.83 26.17 27.76 27.54

s 2108/ . 22.30/  26.80/ - 21,24/  22.81/  22.22/ . " i
26. 59 28. 26 26. 66 26.75 28.35 28.10

sy 2153/ . 22.74/  27.36/ - 21.68/  23.27/  22.65/ . - i

- 27.12 28.84 27.22 27.28 28.94 28.70
21.98/ 23.18/  27.90/ 22,11/ 23.74/  23.07/

53 ~/- /- /- /- /-
27.67 29.37 27.78 27.86 29.48 29.19

sy 2238/ . 23.62/  28.47/ - 22.56/  24.21/  23.50/ . " i
28.20 29.97 28.32 28.43 30. 02 29.73

s 2284/ . 24.07/  29.06/ - 23.00/  24.67/  23.92/ i i .
28.77 30.50 28.87 28.95 30.58 30. 26
23.28 24.51 29.61 23.46 25.14 24.35

56 B oL A LB - - -
29.32 31.14 29.44 29.52 31.17 30.91

s 2.7 i 24.95/  30.13/ - 23.84/  95.61/  24.77/ . i -

' 29. 87 31.66 29.97 30. 04 31.72 31.39
24.17/ 30. 69/ 24.30/  26.08/  25.20/

B s / / 30.55 / 30. 59 32.28 31.97 / / /
24.59/ 31.28/ 24.74/ 25.62/

M 5008 / / 31.09 / 31.16 / 32.52 / / /
25. 04 31.83 25.19

o D0 A A SR /- /- /- /-

31.54 31.65 31.74
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CHES, can be implemented with low storage and power
consumption in the Internet of Things. It provides a wide range
of options among area, throughput and power consumption.
The designers analyzed the security of Piccolo against
differential analysis, linear analysis, impossible differential
analysis, boomerang analysis and meet-in—the-middle
analysis, etc.

In addition to the above classical cryptanalysis, fault
analysis has been a competitive threat of a cryptosystem since
1997.

injections. Boneh et al. applied the fault analysis successfully

It breaks the secret key of a cryptosystem by fault



10 49 2 HIAE: RIS Piccolo ST T4 Mt 2121

to break the RSA cryptosystem with the exploitation of
Chinese Remainder Theorem. Later, more kinds of fault
analysis are presented, such as differential fault analysis,
algebraic fault analysis, meet-in—the-middle fault analysis and
statistical fault analysis, etc. The attacking assumptions of
most classical cryptanalysis and some fault analysis focus on
the known-plaintext attack (KPA) or the chosen—plaintext
attack (CPA).

However, the above assumptions are not suitable to apply
in the Internet of Things. and the attackers cannot have so
strong ability to get the corresponding ciphertexts from the
known or designated plaintexts. In the real scenario, the
attackers may only have the weakest capability of ciphertext-
only attack (COA). In 2013, Fuhr et al. proposed the
statistical fault analysis (SFA) of AES in the software

implementation. Later, Dobraunig et al. successfully applied
the SFA on some authenticated encryption schemas in 2016. Li
et al. expanded the SFA with new distinguishers on the LED
and other cryptosystems.

In the literature, no research has been published on the
SFA analysis of Piccolo, which motivates us to investigate new
distinguishers of SFA on Piccolo. Our study analyzes the SFA
analysis of Piccolo with 11 different distinguishers in the
software implementation. The experimental results show that
the novel distinguishers of MM-HW-ML, MM-HW and ML-
MAP can recover the secret key of Piccolo with the reliability
of at least 99% in the SFA. respectively. The novel proposed
distinguishers of SFA are able to reduce the faults and improve
efficiency. It provides a significant reference for analyzing the

security of lightweight ciphers in the Internet of Things.



