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Abstract  The lightweight cryptosystems Pyjamask and SUNDAE-GIFT, proposed in the IACR
Transactions on Symmetric Cryptology, are candidates for the second round of Lightweight Cryp-
tography Standardization. They aim to protect the data of sensors, smart chips, and embedded
devices on the Internet of Things. The Pyjamask block cipher adopts a substitution-permutation
network and consists of two versions: Pyjamask-96 and Pyjamask-128, whose block sizes are 96
and 128 bits, respectively. Its key size is 128 bits, with 14 rounds of encryption or decryption. It
has perfect diffusion and compatibility and can resist many types of attacks, such as side-channel

analysis, differential analysis, linear analysis, impossible differential analysis, Boomerang analysis,
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integral analysis, algebraic higher-order differential analysis, etc. The SUNDAE-GIFT authenticated
encryption lies on a GIFT block cipher with a 128-bit secret key, 128-bit blocks, and 40 rounds of
encryption or decryption. It provides confidentiality and authentication, and its security analysis
includes typical fault analysis and traditional cryptanalysis. This study presents the Pyjamask and
SUNDAE-GIFT lightweight cryptosystems against a new impossible statistical fault analysis. It is
based on the basic assumption of a ciphertext-only attack and combines an impossible relationship
with statistical analysis. In addition, this study constructs novel distinguishers of Wasserstein
Distance- Hamming Weight (WD-HW) and Wasserstein Distance-Maximum Likelihood Estimation
(WD-MLE) based on the Wasserstein distance. The attackers can inject random nibble faults to filter
out some bits of the round keys through the impossible and statistical relationships. They can
obtain all round keys to recover the secret key through successive fault injections and the key
schedule. The experiments consider the number of faults, accuracy, reliability, latency, and
complexity to study the performance of the new fault analysis and distinguishers. The number of
faults is the minimum required for retrieving the secret key with the maximum probability. The
smaller the faults, the better the attacking performance and the distinguisher. Accuracy is measured
using root mean square error. The smaller the value of RMSE, the closer the prediction results
are to the accurate results. Reliability refers to the probability of recovering the secret key. When
the reliability reaches no less than 99% ., the attacker can recover the secret key in most cases.
Latency is the time required to retrieve the secret key using different distinguishers. The com-
plexity serves as metrics to assess the computational time and total data processed required for
recovery the key. In practice, latency and complexity are important indicators for measuring the
performance of fault analysis and distinguishers. In this paper, the experimental results show
that neither Pyjamask nor SUNDAE-GIFT can resist the proposed impossible statistical fault
analysis. The analysis requires only 1024 and 1120 random fault ciphertexts to recover the secret
keys of Pyjamask-96 and Pyjamask-128 in 59. 84 and 140. 16 milliseconds, respectively. In addition,
the analysis requires only 400 faults to recover the 128-bit secret key of SUNDAE-GIFT in
5. 78 seconds. Compared with the classical statistical fault analysis, the impossible statistical
fault analysis performs better. It can reduce the attacking cost and improve the attacking
effectiveness of lightweight cryptosystems. As a result, the impossible statistical fault analysis
threatens the security of the Pyjamask and SUNDAE-GIFT lightweight cryptosystems. This
study provides a valuable reference for securing lightweight cryptosystems in the Internet of Things.
Keywords  lightweight cryptosystem; Pyjamask; SUNDAE-GIFT; fault analysis; impossible

relationship; cryptanalysis
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MR A, SCIGHEE.
B SC . BEALAE B,
F B4, 0x0123456789abcedf

R Al ST HESTARARL T EES M5 E R E Pyjamask-96/128 HiEA SR F AR E

P RN iy ASH] REGE TR S BT

B HW MLE MME-HW-MLE WD-HW  WD-MLE HW MLE MME-HW-MLE WD-HW  WD-MLE
1 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0
2 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0
3 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0 0/0
4 0.04/0.06  0.03/0.06 0.06/0.06 0.04/0.05 0.13/0.12  0.08/0.08 0.11/0.05 0.05/0.06 0.12/0.11  0.03/0.05
5 0.09/0.11  0.07/0.12 0.11/0.06 0.16/0.10  0.18/0.08  0.11/0.10  0.14/0.12 0.10/0.11 0.18/0.17  0.17/0.17
6 0.14/0.10  0.13/0.09 0.12/0.10 0.17/0.12  0.24/0.15  0.10/0.11  0.19/0.12 0.10/0.12 0.21/0.16  0.16/0.20
7 0.14/0.15  0.20/0.13 0.26/0.14 0.31/0.20  0.21/0.25  0.31/0.17  0.26/0.16 0.22/0.21 0.38/0.27  0.21/0.31
8 0.12/0.17  0.24/0.13 0.25/0.18 0.29/0.25 0.31/0.24  0.24/0.18 0.31/0.23 0.18/0.12 0.42/0.30  0.41/0.35
9 0.24/0.24  0.30/0.24 0.31/0.18 0.32/0.37 0.36/0.31  0.28/0.32  0.37/0.32 0.41/0.36 0.44/0.39  0.38/0.41
10 0.25/0.23  0.32/0.28 0.33/0.29 0.34/0.39  0.43/0.35  0.44/0.30  0.49/0.46 0.48/0.45 0.55/0.39  0.41/0.46
11 0.36/0.26  0.43/0.35 0.48/0.44 0.50/0.47  0.48/0.32  0.46/0.37  0.43/0.43 0.53/0.48 0.61/0.49  0.46/0.37
12 0.38/0.35  0.44/0.41 0.42/0.44 0.45/0.42  0.41/0.51  0.43/0.37  0.54/0.52 0.55/0.53 0.56/0.49  0.45/0.57
13 0.31/0.47  0.52/0.42 0.48/0.43 0.45/0.51  0.50/0.61  0.57/0.50  0.60/0.46 0.62/0.53 0.66/0.60  0.56/0.47
14 0.34/0.45  0.52/0.56 0.51/0.43 0.53/0.54  0.59/0.56  0.62/0.50  0.69/0.57 0.71/0.57 0.75/0.66  0.64/0.64
15 0.41/0.56  0.56/0.59 0.54/0.50 0.56/0.56  0.56/0.53  0.61/0.61 0.66/0.63 0.64/0.65 0.65/0.67 0.66/0.67
16 0.56/0.58  0.60/0.61 0.52/0.59 0.55/0.71  0.60/0.62  0.60/0.70  0.70/0.66 0.73/0.71 0.77/0.68  0.64/0.75
17 0.47/0.50  0.53/0.62 0.54/0.61 0.54/0.65 0.61/0.67  0.77/0.63  0.76/0.70 0.78/0.73 0.83/0.73  0.68/0.78
18 0.61/0.54  0.64/0.64 0.58/0.60 0.57/0.59  0.65/0.66  0.78/0.62 0.75/0.76 0.75/0.68 0.75/0.76  0.78/0.64
19 0.58/0.56  0.63/0.68 0.59/0.60 0.60/0.71  0.73/0.63  0.79/0.64  0.79/0.69 0.80/0.80 0.80/0.73  0.78/0.80
20 0.69/0.63  0.62/0.65 0.65/0.67 0.69/0.69 0.76/0.59  0.81/0.73  0.88/0.80 0.79/0.79 0.83/0.79  0.85/0.82
21 0.68/0.65  0.55/0.67 0.68/0.74 0.70/0.72  0.70/0.66  0.81/0.79  0.87/0.74 0.85/0.81 0.90/0.84  0.82/0.78
22 0.69/0.62  0.72/0.74 0.73/0.76 0.74/0.73  0.70/0.78  0.82/0.81  0.80/0.80 0.86/0.75 0.87/0.86  0.87/0.90
23 0.66/0.67  0.75/0.73 0.71/0.75 0.69/0.76  0.70/0.71  0.80/0.78 0.81/0.86 0.85/0.82 0.87/0.78  0.79/0.85
24 0.67/0.70  0.73/0.78 0.74/0.71 0.81/0.85 0.72/0.76  0.82/0.74  0.91/0.88 0.89/0.72 0.90/0.86  0.83/0.83
25 0.73/0.68  0.73/0.82 0.72/0.68 0.72/0.80  0.82/0.78  0.87/0.78 0.94/0.86 0.82/0.87 0.86/0.84  0.91/0.82
26 0.58/0.70  0.77/0.88 0.75/0.82 0.76/0.79  0.76/0.86  0.91/0.86  0.89/0.90 0.90/0.86 0.94/0.95  0.90/0.88
27 0.72/0.77  0.78/0.80 0.82/0.81 0.83/0.77 0.76/0.75  0.92/0.79  0.90/0.91 0.92/0.92 0.87/0.88  0.93/0.89
28 0.80/0.78  0.78/0.82 0.79/0.83 0.81/0.79  0.85/0.74  0.92/0.80 0.95/0.87 0.93/0.86 0.96/0.90  0.93/0.90
29 0.69/0.80  0.83/0.86 0.83/0.75 0.85/0.80  0.76/0.76  0.93/0.86  0.93/0.90 0.91/0.88 0.94/0.94  0.95/0.84
30 0.80/0.82  0.83/0.88 0.85/0.80 0.83/0.87 0.83/0.81  0.96/0.88 0.97/0.94 0.90/0.91 0.93/0.95  0.92/0.89
31 0.78/0.78  0.77/0.86 0.86/0.86 0.87/0.86  0.79/0.79  0.97/0.86  0.93/0.92 0.95/0.81 0.96/0.96  0.91/0.93
32 0.85/0.86  0.83/0.89 0.83/0.92 0.83/0.83  0.82/0.83  0.93/0.86  0.97/0.92 0.92/0.91 1.00/0.94  0.95/0.92
33 0.80/0.84  0.86/0.89 0.88/0.90 0.92/0.86  0.87/0.81  0.94/0.93  0.95/0.93 0.94/0.90 —/0.93  0.98/0.94
34 0.81/0.81  0.94/0.84 0.92/0.85 0.90/0.90  0.82/0.79  0.97/0.91  0.98/0.92 0.95/0.96 —/0.96  0.95/0.95
35 0.78/0.86  0.88/0.86 0.90/0.85 0.92/0.91  0.90/0.84  0.99/0.94  0.94/0.95 0.95/0.93 —/0.99  0.95/0.94
36 0.80/0.88  0.94/0.83 0.91/0.85 0.92/0.89  0.83/0.86 —/0.92  0.95/0.93 0.93/0.93 —/— 0.99/0.96
37 0.91/0.83  0.85/0.80 0.85/0.87 0.87/0.93  0.91/0.76 —/0.89  0.96/0.91 0.97/0.93 —/— —/0.99
38 0.86/0.88  0.91/0.88 0.87/0.85 0.89/0.89  0.92/0.85 —/0.96  0.94/0.94 0.97/0.95 —/— —/—
39 0.83/0.90  0.82/0.92 0.88/0.92 0.92/0.95  0.89/0.84 —/0.93  0.98/0.97 0.99/0.94 —/— —/—
40 0.89/0.90  0.92/0.89 0.90/0.91 0.91/0.93  0.86/0.86 —/0.96  0.99/0.96 —/0.95 —/— —/—
41 0.83/0.87  0.90/0.87 0.90/0.93 0.92/0.94  0.88/0.82 —/0.93 —/0.94 —/0.97 —/— —/—
42 0.92/0.88  0.90/0.87 0.89/0.91 0.90/0.91  0.95/0.87 —/0.93 —/0.95 —/0.99 —/— —/—
43 0.87/0.92  0.92/0.94 0.92/0.94 0.91/0.91  0.89/0.79 —/0.96 —/0.99 —/— —/— —/—
44 0.80/0.90  0.90/0.90 0.91/0.96 0.96/0.92  0.92/0.80 —/0.98 —/— —/— —/— —/—
45 0.94/0.90  0.92/0.94 0.95/0.98 0.88/0.95  0.95/0.80 —/0.99 —/— —/— —/— —/—
46 0.91/0.95  0.95/0.96 0.89/0.94 0.91/0.96  0.91/0.80 —/— —/— —/— —/— —/—
47 0.94/0.95  0.96/0.96 0.93/0.93 0.94/0.86  0.86/0.79 —/— —/— —/— —/— —/—
48 0.93/0.93  0.92/0.96 0.92/0.95 0.94/0.97  0.91/0.79 —/— —/— —/— —/— —/—
49 0.91/0.93  0.94/0.95 0.95/0.98 0.92/0.93  0.96/0.78 —/— —/— —/— —/— —/—
50 0.94/0.95  0.91/0.98 0.93/0.94 0.99/0.95 0.91/0.79 —/— —/— —/— —/— —/—
51 0.92/0.96  0.94/0.98 0.90/0.95 —/0.96  0.97/0.72 —/— —/— —/— —/— —/—
52 0.94/0.92  0.96/0.95 0.96/0.96 —/0.91  0.94/0.86 —/— —/— —/— —/— —/—
53 0.91/0.90  0.94/0.96 0.95/0.95 —/0.96  0.99/0.74 —/— —/— —/— —/— —/—
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HW MLE  MME-HW-MLE WD-HW WD-MLE HW MLE  MME-HW-MLE WD-HW WD-MLE
54 0.95/0.93 0.95/0.96  0.97/0.98 —/0.99  —/0.81 —/= —/= —/= —/= —/=
55 0.92/0.97  0.90/0.96 0.93/0.95 —/= —/0.74 —/= —/= —/= —/= —/=
56 0.93/0.93 0.95/0.95 0.98/0.94 —/= —/0.80 —/= —/= —/= —/= —/=
57 0.96/0.90 0.97/0.95 0.99/0.98 —/= —/0.71 —/= —/—= —/— —/— —/=
58 0.96/0.97 0.98/0.97 —/0.98 —/= —/0.75 —/= —/= —/= —/= —/=
59 0.94/0.93  0.98/0.97 —/0.99 —/= —/0.80 —/= —/= —/= —/= —/=
60 0.97/0.96 0.94/0.94 —/= —/= —/0.87 —/= —/= —/= —/= -/
61 0.94/0.93 0.96/0.96 —/= —/= —/0.78 —/= —/= —/= —/= —/=
62 0.94/0.98 0.95/0.96 —/= —/= —/0.81 —/= —/— —/— —/— —/=
63 0.98/0.98 0.96/0.97 —/= —/= —/0.82 —/= —/= —/= —/= —/=
64  0.97/0.98 0.98/0.98 —/= —/= —/0.77 -/ -/ —/= —/= —/=
65  0.96/0.96 0.98/0.98 —/= —/= —/0.82 —/= —/= —/= —/= —/=
66 0.93/0.97 0.97/0.98 —/= —/= —/0.82 —/— —/= —/= —/= —/—
67  0.97/0.98 0.96/0.99 —/= —/= —/0.78 —/= —/— —/= —/—= —/—=
68 0.99/0.98  1.00/— —/= —/= —/0.81 —/= —/= —/= —/= —/=
69 —/0.99 —/= —/= —/= —/0.75 —/= —/= —/= —/= —/=
70 —/— —/— —/— —/— —/0.76 —/= —/= —/— —/— —/=
R A2 VTR S AT AN AT BE G i BBR S 4T 77 iR B Pyjamask-96/128 EL 5y 5 % A K A B
R GLitEpR o A A Al REGE T B S B
H HW MLE  MME-HW-MLE WD-HW WD-MLE HW MLE MME-HW-MLE WD-HW WD-MLE
1 7.00/15.00 7.00/15.00  7.00/15.00  7.00/15.00 7.00/15.00 7.00/15.00 7.00/15.00 ~ 7.00/15.00  7.00/15.00 7.00/15.00
2 6.56/14.36 5.96/15.40  5.52/14.96  4.88/7.76 4.60/8.64  6.88/13.32 6.72/11.60  4.96/11.52  4.80/8.52  6.16/8.20
3 3.00/4.22  2.88/4.56 2.49/4.93  2.10/2.62 1.72/2.41  3.48/4.13 3.32/4.41 2.93/4.49  1.94/2.72  3.12/2.07
4 3.92/4.76  3.34/2.99 2.24/4.73  2.03/1.58 1.65/0.88  3.35/4.08 2.76/2.96 2.03/3.24  1.56/1.50  3.18/1.71
5 1.83/1.94 1.58/2.13 1.53/1.82  0.80/0.88 0.70/0.60  2.02/1.85 1.76/1.66 1.31/1.53  0.97/0.73  1.55/0.72
6 2.29/1.98 1.53/1.86 0.90/1.87  0.60/0.49 0.56/0.64  1.57/1.74 1.15/0.90 1.17/0.99  0.57/0.52  1.20/0.41
7 1.24/0.93  1.01/1.04 0.86/1.36  0.20/0.17  0.25/0.13  1.10/1.11  1.02/0.81 0.96/0.80  0.32/0.12  1.20/0.31
8  2.15/1.31 1.08/1.53 0.63/1.12  0.22/0.19  0.20/0.10  1.28/1.02  0.83/0.63 0.72/0.49  0.22/0.09  0.71/0.09
9 1.06/0.84  0.59/0.63 0.46/0.92  0.16/0.05 0.17/0.12  1.02/0.57  0.70/0.44 0.62/0.37  0.19/0.07  0.67/0.07
10 0.85/0.64  0.52/0.62 0.47/0.59  0.18/0.04 0.07/0.06  0.79/0.65 0.47/0.26 0.39/0.37  0.06/0.13  0.61/0.07
11 0.80/0.58  0.30/0.51 0.22/0.53 0.08/0.03  0.04/0.04  0.61/0.68 0.46/0.19 0.33/0.32 0.07/0.03  0.49/0.04
12 0.82/0.58  0.22/0.48 0.18/0.47  0.07/0.03  0.02/0.04  0.58/0.51  0.38/0.19 0.30/0.18  0.17/0.01  0.51/0.01
13 0.70/0.52  0.29/0.23 0.22/0.26  0.10/0.01  0.01/0 0.39/0.35  0.30/0.26 0.20/0.22 0.10/0 0.30/0.01
14 0.68/0.48 0.25/0.19 0.13/0.27  0.03/0.01  0.03/0 0.31/0.33  0.22/0.16 0.17/0.13  0.02/0.02  0.29/0
15 0.46/0.26  0.20/0.20 0.15/0.23 0.02/0 0.05/0 0.29/0.23  0.21/0.10 0.15/0.15  0.05/0.01  0.23/0.02
16 0.55/0.37  0.23/0.17 0.11/0.23 0.03/0 0.08/0 0.37/0.24  0.28/0.09 0.13/0.11  0.02/0.02  0.22/0
17 0.47/0.32  0.18/0.12 0.10/0.10  0.03/0.01  0.02/0.01  0.27/0.25 0.15/0.08 0.10/0.10 0/0 0.25/0
18 0.38/0.20  0.13/0.13 0.06/0.08 0.03/0  0.04/0.01  0.15/0.30  0.20/0.08 0.09/0.06 0/0 0.18/0
19 0.38/0.27  0.09/0.09 0.11/0.11 0/0 0.01/0 0.15/0.21  0.15/0.08 0.10/0.11 0/0 0.13/0
20 0.25/0.24  0.24/0.13 0.07/0.10 0.01/0 0/0 0.14/0.17  0.12/0.04 0.08/0.07 0/0.01 0.10/0
21 0.22/0.13  0.17/0.10 0.03/0.07 0/0 0/0 0.12/0.12 0.03/0.04 0.02/0.03 0/0 0.08/0
22 0.23/0.10  0.12/0.04 0.08/0.04 0.01/0 0.01/0 0.12/0.14  0.09/0.04 0.01/0.08 0/0 0.05/0
23 0.18/0.14  0.09/0.08 0.06/0.00 0.01/0 0.01/0 0.14/0.15  0.09/0.03 0.10/0.06 0/0 0.07/0
24 0.27/0.19  0.10/0.06 0.05/0.07 0.02/0 0.01/0 0.09/0.19  0.05/0.04 0.03/0.05 0.01/0 0.12/0
25 0.17/0.14  0.09/0.03 0.03/0.05 0/0 0/0 0.09/0.04  0.04/0.01 0.05/0.03 0.01/0 0.04/0
26 0.36/0.13  0.07/0.02 0.03/0.06 0.01/0 0/0 0.06/0.06  0.03/0.01 0.02/0.03 0/0 0.06/0
27 0.22/0.17  0.08/0.02 0.03/0.03 0/0 0/0 0.06/0.08  0.04/0.02 0.01/0.03 0/0 0.07/0
28 0.21/0.13  0.12/0.05 0.04/0.07 0/0 0/0 0.05/0.10  0.04/0.01 0.01/0.04 0.01/0 0.02/0
29 0.20/0.11  0.06/0.03 0.00/0.06 0/0 0/0 0.05/0.07  0.05/0.03 0/0 0/0 0.04/0
30 0.10/0.11  0.09/0.06 0.00/0.05 0/0 0.01/0 0.05/0.11  0.03/0 0.03/0 0/0 0.01/0
31 0.10/0.11  0.06/0.03 0.01/0.04 0/0 0.01/0 0.02/0.09  0.01/0.02 0.01/0.01 0/0 0.05/0
32 0.09/0.10  0.06/0.04 0.00/0.01 0/0 0/0 0.04/0.09  0.01/0.01 0.01/0.00 0/0 0.02/0
33 0.12/0.09  0.03/0.02 0.01/0.00 0/0 0/0 0.04/0.02  0.02/0.02 0.00/0.01 —/0 0.02/0
34 0.10/0.07  0/0.04 0.01/0.01 0.01/0 0/0 0.07/0.06  0/0.02 0.01/0.01 —/0 0.02/0
35 0.17/0.10  0.08/0.05 0.02/0.05 0/0 0/0 0.01/0.01  0.02/0 0/0.02 —/0 0.01/0
36 0.14/0.07  0.02/0.04 0.01/0.03 0/0 0/0 —/0.05 0.01/0 0.03/0.01 =/ 0.01/0
37 0.06/0.06  0.05/0.07 0.01/0.02 0/0 0/0 —/0.08 0.02/0 0.02/0.01 -/ —/0
38 0.08/0.06  0.03/0.01 0.00/0.03 0/0 0/0 —/0.03 0.03/0 0.03/0.00 —/= —/=
39 0.07/0.05  0.06/0.01 0.01/0.01 0/0 0/0 —/0.01 0/0 0/0.01 —/— —/—
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p— e S A AT REGE I B o BT
HW MLE MME-HW-MLE WD-HW  WD-MLE HW MLE  MME-HW-MLE WD-HW  WD-MLE
40 0.09/0.05  0.02/0.02 0.00/0.01 0/0 0/0 —/0.01 0/0 —/0 —/— —/—
41 0.08/0.05 0.01/0.03 0.01/0.01 0/0 0/0 —/0.01 —/0 —/0.01 —/— —/—
42 0.04/0.09  0.01/0.03 0.00/0.01 0/0 0/0.01 —/0.04 —/0 —/0 —/— —/—
43 0.15/0.03  0.04/0.01 0.03/0.03 0/0 0/0 —/0.02 —/0 —/— —/= —/—
44 0.13/0.04  0.01/0.02 0.03/0 0/0 0/0 —/0 —/— —/— —/— —/=
45 0.02/0.07  0.02/0.01 0.01/0.01 0/0 0/0 —/0.02 —/— —/— —/— —/—
46 0.04/0.02 0/0 0/0 0/0 0/0 —/— —/— —/— —/— —/—
47 0.04/0.02 0.01/0 0.01/0.03 0/0 0/0 —/— —/— —/—= —/= —/—
48 0.06/0.03 0.05/0 0.02/0.02 0/0 0/0 —/— —/— —/— —/— —/—
49 0.05/0.03 0/0.02 0.01/0 0/0 0/0 —/— —/— —/— —/= —/—=
50 0.03/0.02  0.02/0.01 0.02/0.01 0/0 0/0 —/— —/— —/— —/— —/—
51 0.06/0.02  0.01/0.02 0/0 —/0 0/0 —/— —/— —/— —/— —/—=
52 0.06/0.04 0.01/0.01 0.02/0 —/0 0/0 —/— —/— —/— —/= —/—
53 0.07/0.04  0.02/0.01 0.01/0 —/0 0/0 —/—= —/— —/— —/= —/—=
54 0.01/0.02 0/0 0/0 —/0 —/0 —/— —/— —/— —/—= —/—
55 0.04/0.01 0.01/0 0.01/0.01 —/— —/0 —/— —/— —/— —/— —/—
56 0.05/0.04 0.03/0 0.01/0.01 —/— —/0 —/— —/— —/— —/= —/—=
57 0.04/0.03  0.01/0.02 0/0 —/— —/0 —/— —/— —/— —/— —/=
58 0/0.02 0/0 —/0 —/— —/0 —/— —/— —/— —/= —/—
59 0.05/0.04 0.01/0 —/0 —/— —/0 —/— —/— —/— —/—= —/—
60 0.04/0.02 0.03/0 —/— —/= —/0 —/—= —/— —/— —/= —/—
61  0.04/0.04 0/0.01 —/— —/— —/0 —/— —/— —/— —/— —/=
62 0.02/0 0.02/0.02 —/— —/— —/0 —/— —/— —/— —/— —/—
63 0.02/0.01 0.01/0 —/= —/— —/0 —/— —/— —/— —/— —/=
64 0.01/0 0/0.02 —/— —/— —/0 —/— —/— —/— —/— —/—
65  0.03/0.02 0/0.01 —/— —/— —/0 —/— —/— —/— —/— —/—
66 0.03/0 0/0.01 —/— —/—= —/0 —/= —/— —/— —/— —/—
67 0.03/0.01 0/0 —/— —/— —/0 —/— —/— —/— —/— —/—
68 0/0 0/— —/— —/— —/0 —/— —/— —/— —/— —/—
69 —/0.01 —/— —/— —/— —/0 —/— —/— —/— —/— —/—
70 —/— —/— —/— —/— —/0 —/— —/— —/— —/— —/—
F A3 FITMES AR AT EE G ISR 2 7 7 E R S Pyjamask-96/128 EX A RFEFFER  (HA.ms)
g ES AN i AT RE G i R 43 A
R HW MLE MME-HW-MLE WD-HW WD-MLE HW MLE MME-HW-MLE WD-HW WD-MLE
1 1.09/2.66  1.10/2.81 1.09/2.97 1.09/2.81 1.09/2.97  0.94/2.81 1.09/2.61 0.94/2.81 0.94/2.65 1.09/2.68
2 0.94/2.82  1.10/2.97 1.09/2.97 1.09/2.81  1.09/3.13  0.94/2.66  0.94/2.66 0.94/2.66 0.94/2.66  1.10/2.77
3 1.25/3.10  1.09/3.12 1.10/2.97 1.25/2.97 1.10/3.12  1.09/2.65 0.94/2.66 1.07/2.81 1.10/2.81 1.10/2.81
4 1.10/3.12  1.25/3.38 1.25/3.28 1.10/2.97 1.10/3.13  1.25/2.66  1.09/2.81 1.08/2.66 0.94/2.81  1.09/2.81
5 1.10/3.44  1.88/3.28 1.25/3.28 1.25/2.97 1.25/3.44  1.10/2.81 1.09/2.82 1.08/2.65 1.09/2.66  1.25/2.90
6 1.25/3.28  1.25/3.59 1.56/3.75 1.25/3.28 1.10/3.43  1.25/2.82 1.25/2.65 1.20/2.81 1.10/2.66  1.25/2.97
7 1.25/3.28  1.25/3.44 1.25/3.59 1.41/3.43  1.25/3.60  1.09/2.65 1.09/2.83 1.15/2.97 1.25/2.66  1.09/2.97
8 2.82/3.33  1.56/3.56 1.41/3.44 1.14/3.44  1.25/3.59  1.09/2.97 1.25/2.97 1.15/2.97 1.25/2.81 1.25/2.81
9 1.25/3.59  1.41/3.80 1.41/3.59 1.41/3.44  1.41/3.75  1.25/2.81 1.25/2.97 1.25/2.81 1.09/2.83  1.41/2.97
10 2.82/3.60  1.56/3.75 1.41/3.59 1.56/3.75 1.41/3.91  1.10/2.96 1.25/2.97 1.25/3.28 1.09/2.81 1.25/3.12
11 1.40/3.80  1.41/3.91 1.56/3.75 1.40/3.76  1.56/4.12  1.25/2.97 1.25/3.09 1.25/2.97 1.25/2.81 1.41/3.19
12 1.40/3.90  1.87/4.06 1.56/3.91 1.57/3.75 1.41/4.06  1.25/3.13 1.25/3.12 1.25/2.97 1.25/2.97  1.25/3.13
13 1.41/4.06  2.66/4.12 1.56/3.90 1.56/4.07 1.40/4.22  1.25/3.28 1.41/3.13 1.46/3.12 1.41/3.04  1.40/3.12
14 1.40/4.36  1.56/4.28 1.72/4.22 1.56/4.17  1.56/4.53  1.56/3.34 1.25/3.12 1.50/3.13 1.40/3.12  1.41/3.22
15 1.57/4.48  1.56/4.38 1.56/4.22 1.72/4.06  1.72/4.69  1.41/3.44 1.41/3.20 1.42/3.28 1.41/3.13  1.56/3.28
16 1.56/4.42  1.56/4.53 1.56/4.37 1.56/4.22  1.72/4.53  1.25/3.12 1.40/3.28 1.37/3.44 1.41/3.43  1.41/3.43
17 1.57/4.52  1.56/4.77 1.72/4.53 1.72/4.43  1.88/4.69  1.41/3.28 1.41/3.28 1.43/3.75 1.40/3.29  1.41/3.29
18 1.87/4.53  1.72/4.84 1.72/4.53 1.72/4.53  1.72/4.84  1.40/3.44 1.40/3.29 1.43/3.75 1.41/3.43  1.41/3.59
19 1.72/4.53  1.72/4.96 1.72/4.68 1.72/4.53 1.87/4.85  1.57/3.28 1.57/3.39 1.58/3.43 1.56/3.44  1.40/3.43
20 1.72/4.95  1.88/5.00 1.87/4.85 1.87/4.62  1.72/4.98  1.40/3.44  1.40/3.44 1.40/3.60 1.41/3.44  1.41/3.44
21 1.87/5.00  2.81/5.00 1.87/5.00 1.72/4.84 1.87/5.00  1.88/3.46 1.57/3.44 1.59/3.75 1.56/3.59  1.56/3.59
22 1.88/5.00 1.87/5.16 1.72/5.00 1.71/4.84 1.88/5.31  1.40/3.43  1.56/3.59 1.56/3.59 1.59/3.44 1.56/3.69
23 1.87/5.15  1.88/5.21 1.72/5.62 1.88/5.00 1.87/5.31  1.57/3.44 1.56/3.63 1.56/3.91 1.57/3.59  1.72/3.59
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(823 A3)
. RN i A REGE TR o b
R HW MLE MME-HW-MLE WD-HW WD-MLE HW MLE MME-HW-MLE WD-HW WD-MLE
24 2.04/5.24 1.87/5.38 1.87/5.31 2.03/5.16 2.03/5.47  2.65/3.75 1.72/3.75 1.56/3.75 1.56/3.59  1.56/3.75
25  1.87/5.38 1.87/5.47 1.87/5.47 2.03/5.20 2.03/5.62  1.72/3.89 1.56/3.75 1.72/3.75 1.72/3.75 1.56/3.86
26 2.03/5.47 2.66/5.63 2.03/5.47 2.03/5.32  2.19/5.63  1.56/3.91 1.87/3.81 1.72/4.06 1.56/3.75 1.72/3.91
27  1.87/5.52 2.81/5.78 2.03/5.63 2.19/5.47 2.19/5.78  2.03/3.75 1.57/3.75 1.56/3.91 1.56/3.91 1.72/3.92
28 2.03/5.62 2.03/5.78 2.03/5.81 2.03/5.62 2.03/5.94 1.57/4.06 1.56/3.90 1.56/3.91 1.87/3.91 1.56/3.91
29  2.19/5.74 2.19/5.80 2.19/5.78 2.19/5.71 2.19/6.05  1.57/4.07 1.72/4.00 1.72/4.06 1.72/4.21  2.18/3.90
30 2.03/5.88 2.19/6.09 2.19/6.09 2.18/5.78 2.18/6.09  1.72/3.90 1.72/4.06 1.72/4.06 1.72/4.22  3.75/4.03
31 2.19/6.05 2.19/6.25 2.34/6.25 2.35/5.78 2.19/6.25 1.88/4.15 1.87/3.91 1.72/4.22 1.72/4.53  1.72/4.06
32 2.34/6.05 2.19/6.25 2.34/6.25 2.35/5.93  2.35/6.25  2.03/4.06 1.72/4.07 1.87/4.22 1.87/4.54 1.88/4.06
33 2.34/6.10 3.13/6.37 2.34/6.25 2.19/6.10 2.34/6.56  1.87/4.22 2.03/4.18 1.87/4.53 —/4.06  1.87/4.38
34 2.34/6.40 2.34/6.57 2.50/6.41 2.34/6.22 2.34/6.64  1.88/4.23 1.88/4.22 1.87/4.38 —/4.22  2.03/4.22
35  2.50/6.41 2.50/6.56 2.34/6.56 2.81/6.25 2.35/6.87  2.03/4.06 1.87/4.37 2.03/4.37 —/4.38  1.88/4.41
36 2.50/6.44 2.34/6.72 2.50/6.56 2.50/6.40 2.50/6.72 —/4.38  1.87/4.32 2.03/4.38 —/— 2.17/4.52
37 2.50/6.71 2.50/6.83 2.81/6.72 2.50/6.57 2.50/7.03 —/4.35  1.88/4.37 2.50/4.38 —/— —/4.69
38 2.66/6.57 3.75/6.87 2.50/7.03 2.50/6.86  2.50/6.87 —/4.38  2.03/4.53 2.50/4.53 —/— —/—
39 2.66/6.87 2.50/7.02 2.65/6.87 2.66/6.88 2.50/7.19 —/4.38  2.03/4.53 2.66/4.69 —/— —/—
40 2.50/6.87 2.50/7.18 2.66/7.04 2.65/6.72 2.50/7.19 —/4.84  2.19/4.54 —/4.71 —/= —/—
41 2.50/7.28 2.50/7.35 2.81/7.18 2.66/6.88 2.66/7.22 —/4.53 —/4.71 —/4.69 —/— —/—
42 2.65/7.24 2.66/7.34 2.81/7.19 2.81/7.03 2.66/7.50 —/4.53 —/4.85 —/4.84 —/= —/—
43 2.97/7.38 2.96/7.66 2.81/7.34 2.81/7.18 2.66/7.66 —/4.69 —/5.15 —/— —/— —/—
44 2.81/7.42 2.82/7.70 2.66/7.50 2.66/7.19 2.81/7.50 —/4.68 —/= —/— /= —/—
45 2.97/7.53 2.82/7.86 2.97/7.53 2.81/7.19  2.81/7.81 —/4.69 —/— —/— —/— —/—
46 2.81/7.60 3.12/7.86 2.81/7.50 2.81/7.34 2.82/7.88 —/— —/— —/— —/— —/=
47 2.97/7.65 2.81/7.81 2.97/7.84 2.97/7.66 2.96/7.97 —/— —/— —/— —/— —/=
48  2.81/7.82 2.81/7.97 2.97/7.97 2.97/7.65 2.97/8.13 —/— —/— —/— —/— —/—
49 2.97/8.43 2.97/8.13 2.81/7.97 2.97/7.74  2.82/8.06 —/— —/— —/— —/— —/=
50  2.97/8.51 2.81/8.28 2.81/8.16 2.97/7.81 2.96/8.28 —/— —/— —/= —/= —/=
51 2.97/8.59 3.12/8.28 2.97/8.28 —/7.97  3.13/8.44 —/— —/— —/— —/— —/—
52 2.97/8.64 2.97/8.44 3.12/8.29 —/8.12  3.12/8.59 —/— —/— —/— —/— —/—
53 3.12/8.75 3.12/8.59 3.12/8.44 —/8.13  3.13/8.75 —/— —/— —/— —/— —/=
54 3.13/8.79 3.13/8.66 3.59/8.59 —/9.37 —/8.75 —/= —/— —/— —/— —/—
55  3.12/8.75 3.12/8.75 3.12/8.76 —/— —/8.75 —/— —/— —/— —/— —/—
56 3.59/8.83 3.29/8.91 3.28/8.75 —/= —/8.82 —/— /= /= —/= —/—
57  3.28/8.75 3.28/8.91 3.28/8.90 —/— —/9.06 —/— —/— —/— —/= —/=
58  3.28/9.06 3.28/9.21 —/9.07 —/— —/9.22 —/— —/— —/— —/— —/=
59  3.44/9.19 3.28/9.34 —/10.15 —/— —/9.22 —/— —/— —/— —/— —/=
60  4.22/9.38 3.59/9.37 —/— —/— —/9.37 —/— —/— —/— —/— —/—
61 3.44/9.21  3.75/9.38 —/— —/— —/9.38 —/= —/= /= /= —/—
62  3.44/9.28 3.44/9.53 —/— —/— —/9.50 —/— —/— —/— —/— —/=
63 3.43/9.39  3.43/9.69 —/— —/— —/9.69 /= —/= /= /= —/—
64  3.60/9.53  3.44/9.69 —/— —/— —/9.68 —/— —/— —/— —/= —/=
65  3.59/9.85 3.59/9.85 —/— —/— —/9.84 —/— —/— —/— —/— —/—
66 3.59/9.98 3.75/9.84 —/— —/— —/10.00 /= —/— /= —/— —/—
67  3.75/10.05 3.75/10.31 —/— —/— —/10.03 —/— —/— —/— —/— —/=
68  3.94/10.04  3.75/— /= —/— —/10.15 /= /= /= —/= /=
69 —/10.16 —/— —/— —/— —/10.32 —/— —/— —/— —/— —/=
70 —/— —/= —/— —/— —/10.46 —/— —/— —/— —/— —/—
F A FUHEEITMARFESEITEED T EWE SUNDAE-GIFT XS0 RZHMBINE
- SN i ANH] REGE T o BT
HW MLE  MME-HW-MLE WD-HW WD-MLE HW MLE  MME-HW-MLE WD-HW WD-MLE
1 0 0 0 0 0 0 0 0 0 0
2 0 0 0.01 0.01 0 0 0 0.01 0.01 0
3 0.01 0.02 0.01 0.02 0 0.01 0.02 0.02 0.02 0
4 0.05 0.03 0.08 0.03 0.05 0.04 0.06 0.06 0.11 0.03
5 0.08 0.10 0.14 0.06 0.07 0.15 0.08 0.09 0.19 0.15
6 0.11 0.12 0.27 0.14 0.16 0.20 0.20 0.16 0.26 0.20
7 0.22 0.20 0.19 0.23 0.26 0.28 0.24 0.27 0.36 0.28
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(£ AD
e e AN T REGE T R 3 AT
b HW MLE MME-HW-MLE WD-HW WD-MLE HW MLE MME-HW-MLE WD-HW WD-MLE
8 0.24 0.22 0.21 0.27 0.32 0.27 0.32 0.35 0.41 0.36
9 0.33 0.26 0.40 0.29 0.33 0.40 0.42 0.35 0.41 0.44
10 0.38 0.39 0.35 0.37 0.46 0.44 0.53 0.56 0.59 0.56
11 0.41 0.40 0.52 0.49 0.47 0.58 0.55 0.59 0.68 0.59
12 0.49 0.54 0.53 0.62 0.52 0.62 0.62 0.62 0.60 0.68
13 0.53 0.50 0.57 0.52 0.65 0.71 0.56 0.64 0.76 0.70
14 0.5 0.55 0.64 0.58 0.69 0.69 0.68 0.73 0.80 0.76
15 0.60 0.59 0.74 0.73 0.79 0.75 0.70 0.71 0.88 0.82
16 0.67 0.64 0.77 0.84 0.76 0.83 0.76 0.88 0.82 0.88
17 0.72 0.76 0.75 0.79 0.80 0.83 0.86 0.88 0.96 0.94
18 0.76 0.70 0.79 0.78 0.81 0.88 0.82 0.85 0.90 0.92
19 0.78 0.76 0.77 0.90 0.73 0.91 0.74 0.85 0.94 0.95
20 0.80 0.80 0.79 0.80 0.85 0.92 0.92 0.94 0.93 0.91
21 0.85 0.83 0.88 0.90 0.83 0.90 0.88 0.87 0.98 0.93
22 0.87 0.87 0.92 0.92 0.86 0.91 0.92 0.94 0.96 0.96
23 0.89 0.82 0.92 0.89 0.84 0.93 0.91 0.96 0.98 0.98
24 0.90 0.86 0.91 0.86 0.92 0.92 0.97 0.96 0.97 0.94
25 0.93 0.82 0.93 0.87 0.88 0.95 0.95 0.94 0.99 0.96
26 0.90 0.89 0.90 0.94 0.91 0.97 0.98 0.97 - 0.99
27 0.89 0.90 0.95 0.93 0.95 0.98 0.97 0.96 - —
28 0.91 0.86 0.94 0.94 0.88 0.99 0.97 0.95 - -
29 0.94 0.90 0.90 0.94 0.93 — 0.98 0.99 - —
30 0.93 0.92 0.95 0.98 0.96 - 0.99 - - -
31 0.92 0.95 0.96 0.98 0.94 - - — - -
32 0.90 0.93 0.93 0.98 0.96 - - - - -
33 0.94 0.89 0.98 0.98 0.92 - - — — —
34 0.93 0.92 0.97 0.99 0.98 — - - - —
35 0.96 0.95 0.98 - 0.99 - - - - -
36 0.99 0.96 0.97 - - - — - - —
37 - 0.97 0.99 - - - - - - -
38 — 0.99 — — — — — — — —
R A5 GEITERE S T R BE G it BSR4 47 7 A W & SUNDAE-GIFT %5 5 8 E A FE (HfiL:s)
R GEIt s B AN H] REGE T oy A
e HW MLE MME-HW-MLE WD-HW WD-MLE HW MLE MME-HW-MLE WD-HW WD-MLE
1 0.42 0.47 0.44 0.55 0.83 0.46 0.50 0.44 0.54 0.80
2 0.52 0.52 0.48 0.55 0.80 0.49 0.50 0.45 0.55 0.76
3 0.66 0.72 0.68 0.70 0.96 0.67 0.70 0.64 0.74 0.99
4 0.88 0.84 0.88 0.93 1.25 0.88 0.88 0.83 0.95 1.25
5 1.14 1.12 1.09 1.14 1.53 1.08 1.13 1.06 1.16 1.60
6 1.33 1.32 1.33 1.39 1.68 1.29 1.38 1.29 1.39 1.74
7 1.56 1.54 1.58 1.58 1.98 1.55 1.56 1.54 1.62 2.05
8 1.81 1.78 1.80 1.84 2.13 1.80 1.82 1.74 1.80 2.22
9 2.01 2.04 2.00 2.07 2.43 2.00 2.04 1.95 2.04 2.40
10 2.28 2.22 2.24 2.32 2.61 2.21 2.23 2.21 2.31 2.58
11 2.48 2.45 2.41 2.56 2.82 2.44 2.56 2.46 2.53 2.83
12 2.73 2.72 2.72 2.79 2.97 2.67 2.70 2.64 2.75 3.18
13 3.00 2.93 2.96 2.94 3.20 2.92 2.93 2.92 3.00 3.33
14 3.23 3.14 3.19 3.22 3.43 3.13 3.14 3.10 3.23 3.53
15 3.44 3.36 3.40 3.43 3.64 3.35 3.40 3.33 3.51 3.69
16 3.66 3.64 3.61 3.66 3.86 3.57 3.66 3.61 3.68 3.93
17 3.90 3.86 3.87 3.87 4.09 3.83 3.88 3.77 3.93 4.26
18 4.11 4.11 4.05 4.11 4.39 4.05 4.10 4.07 4.14 4.32
19 4.37 4.31 4.34 4.36 4.53 4.28 4.39 4.32 4.34 4.54
20 4.60 4.54 4.58 4.60 4.76 4.55 4.59 4.54 4.62 4.84
21 4.83 4.79 4.81 5.03 4.94 4.76 4.84 4.74 4.87 5.08
22 5.12 5.00 5.02 5.25 5.15 4.99 5.05 5.00 5.11 5.26
23 5.32 5.24 5.25 5.45 5.54 5.20 5.32 5.27 5.34 5.55
24 5.53 5.49 5.54 5.63 5.97 5.50 5.54 5.44 5.55 5.89
25 5.79 5.72 5.77 5.83 6.00 5.64 5.76 5.72 5.79 5.94
26 6.05 5.94 5.96 6.04 6.32 5.88 6.01 5.93 - 6.39
27 6.25 6.17 6.17 6.39 6.67 6.12 6.21 6.18 — —
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(83 A5)
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" HW MLE MME-HW-MLE WD-HW WD-MLE HW MLE MME-HW-MLE WD-HW WD-MLE

28 6.42 6.44 6.45 6.64 6.96 6.39 6.47 6.39 — —

29 6.76 6.61 6.65 6.88 7.50 — 6.72 6.63 — —

30 6.95 6.84 6.95 6.96 7.43 — 6.90 — — —

31 7.17 7.04 7.14 7.31 8.15 — — — — —

32 7.44 7.34 7.39 7.66 8.13 — — — — —

33 7.56 7.58 7.58 7.72 8.13 — — — — —

34 7.88 7.86 7.80 8.12 8.22 — — — — —

35 8.07 8.27 8.02 — 8.35 — — — — —

36 8.53 8.26 8.34 — — — — — — —

37 — 8.44 8.51 — — — — — — —

38 — 8.70 — — — — — — — —
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Pyjamask and SUNDAE-GIFT. both proposed at ToSC/
FSE, are the candidates for the Lightweight Cryptography
Standardization. These two lightweight cryptosystems are
suitable for the Internet of Things (IoT). They can offer low
storage and power consumption with flexibility in area,
throughput, and power. Their security has been rigorously
analyzed by a series of classical analysis or side channel
analysis, such as differential analysis, linear analysis, impos-
sible differential analysis, integral analysis, forgery analysis,
algebraic analysis, and fault analysis, etc.

Fault analysis has been a competitive threat to crypto-
graphic systems since 1996. It allows the attackers to exploit
secret keys through fault injections. Boneh et al. successfully
used fault analysis to break the RSA cryptosystem by exploi-
ting the Chinese Remainder Theorem. Since then, more
types of fault analysis have emerged, such as differential
fault analysis. algebraic fault analysis. impossible differential
fault analysis, and statistical fault analysis. Most classical

cryptanalysis and fault analysis are based on the assumptions
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of the known plaintext attack or the chosen plaintext attack.

However, these assumptions do not hold for applica-
tions in the IoT, where the attackers may require more
capabilities to obtain the corresponding ciphertexts. In the
practical situations, the attackers may possess only minimal
capabilities for a ciphertext-only attack (COA). Fuhr et al.
introduced statistical fault analysis (SFA) specifically for the
software implementation of AES. Following this. Dobraunig
et al. successfully applied SFA to distinct authenticated
encryption modes. Later, Li et al. extended SFA to Present
and other lightweight cryptosystems.

Previous research has been limited in the known plaintext
and chosen plaintext attacks, which prompt us to investigate
new types and novel distinguishers of fault analysis. Our
study proposes impossible statistical fault analysis (ISFA)
for Pyjamask and SUNDAE-GIFT to combine the advantages
of the impossible relationship and statistical fault analysis in
software implementation. The results also demonstrate that
the novel distinguishers of WD-HW and WD-MLE can relia-
bly recover the secret keys of Pyjamask and SUNDAE-GIFT
with no less than 99%. The presented ISFA not only decreases
the faults, but also reduces the time and complexities. It offers
a crucial reference for assessing the security of lightweight

cryptosystems in the IoT.



