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Abstract  The lightweight block cipher PRESENT was presented at the International Conference
on Cryptographic Hardware and Embedded Systems (CHES) in 2007, and it has become a standard
of ISO/TEC-29192-2 for lightweight cryptosystems since 2012. Within the environment of the
Internet of Things, this cipher is applicable to Radio Frequency Identification, network sensors,
and smart cards. Its secret key can be either 80 or 128 bits long, while the block is 128 bits long.
Since the publication of the PRESENT, numerous forms of cryptanalysis have been developed in
order to evaluate its level of security. Some examples of these attacks include the differential
attack, the linear attack, the integral attack, the algebraic attack, the fault attack, the side-cube
attack, and the Biclique attack. All of these cryptanalyses are on the basis of the assumption that
an attack using a chosen plaintext or an attack using a known plaintext would occur. In order to

carry out a chosen-plaintext attack, an attacker must have the ciphertexts along with the plaintexts
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that go along with them., whereas a known-plaintext attack requires a significant quantity of
plaintexts and ciphertexts. The ciphertext-only attack is distinct from the chosen-plaintext attack
and the known-plaintext attack, which require the ciphertext only in order to be successful. In
this sense, the ciphertext-only attack is relevant in a range of scenarios. There is no research that
has been released yet regarding PRESENT's resilience to the ciphertext-only attack. This study
presents a novel meet-in-the-middle statistical fault analysis using the approach of statistical
analysis and meet-in-the-middle attack of PRESENT. This analysis is able to decrypt the 80-bit
and 128-bit secret keys of PRESENT with a series of new distinguishers that include the Pearson
correlation coefficient-Hamming weight, the Kullback Leibler divergence- Hamming weight, and
the Jaccard similarity coefficient-Hamming weight-maximum likelihood estimation, respectively.
Furthermore, it examines the meet-in-the-middle statistical fault analysis by using a software
simulation of PRESENT. It also evaluates the efficiency of various distinguishers in terms of
accuracy, success probability, number of faults, latency, and complexity., When comparing the
effectiveness of different distinguishers in recovering the subkey or secret key, the root-mean-square
error is the metric that is most commonly utilized. The success probability measures how likely it
is that the cryptosystem may be cracked utilizing a particular set of distinguishers that are simply
dependent on the ciphertexts. The latency refers to the amount of time required to retrieve the
secret key for PRESENT. There is a complexity to the time required, a complexity to the data
involved, and a complexity to the memory engaged, all of which add to the overall complexity.
The results of the simulation studies show that PRESENT is susceptible to an attack using a
meet-in-the-middle statistical fault analysis. It only takes 496, 496, and 480 faults, respectively,
for the novel distinguishers of Pearson correlation coefficient-Hamming weight, Kullback Leibler
divergence- Hamming weight, and Jaccard similarity coefficient-Hamming weight-maximum
likelihood estimate to break PRESENT. The attack is superior to the methods that came before it
in terms of accuracy, probability of success, latency, and complexity. The findings provide a useful
resource to evaluate and develop cryptographic algorithms in a secure way.
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® Al BX5ERWE PRESENT Hik 24 LL 5 FZH RMSE (&

W I 4 HW MLE SEI GF MAP GF-SEI PCC-HW KLD-HW  JSD-HW-MLE
0 4096. 00 4096. 00 4096. 00 4096. 00 4096. 00 4096. 00 4096. 00 4096. 00 4096. 00
1 1024. 00 1024. 00 1097. 82 1024. 00 1024. 00 1024. 00 65.16 256. 00 63.99
2 244. 46 278.09 671.76 764. 39 264. 57 248.12 12.57 39. 96 8.12
3 131. 28 117. 38 387.65 444.71 114. 81 228.98 1. 56 9.81 1.04
4 50. 03 61.02 178. 82 123. 86 52. 69 60. 36 0.79 2.87 0.71
5 26.69 27.56 102. 90 73.11 34.50 61.57 0. 24 1. 47 0.17
6 14. 04 13. 14 63.32 19. 34 16.12 18. 38 0. 14 1.02 0. 26
7 9.09 8.53 67.76 6.95 9. 47 7.47 0. 00 0.62 0. 10
8 6.37 5. 95 56. 47 5.13 6.48 3.93 0. 10 0. 65 0. 17
9 4.35 4. 48 43.04 3.93 4.55 2.99 0. 00 0. 41 0. 00

10 3.51 3.42 18. 29 8.63 4.00 2.19 0.10 0. 46 0. 00
11 3.17 2.07 22.39 3.72 2.45 1. 40 0. 00 0. 54 0. 00
12 2.84 1. 80 17.12 10. 83 1.76 1. 96 0. 00 0.45 0. 14
13 2.15 1.58 16. 60 9.72 1. 64 1.51 0. 00 0. 22 0.00
14 1.78 1.27 17.55 2. 81 1. 44 1. 14 0. 00 0.33 0. 00
15 1.97 1. 30 23.33 2.56 1. 26 0. 97 0. 00 0. 28 0. 00
16 1. 56 1. 11 9. 89 1.51 1. 05 1.01 0. 00 0. 26 0.10
17 1. 85 0.72 9.50 1. 50 0.79 0.77 0. 00 0.14 0. 00
18 1. 50 0.73 9.28 1.13 0.91 0. 64 0. 00 0. 22 0. 10
19 1. 30 0.72 9. 88 0. 85 0.76 0. 45 0. 00 0. 14 0. 00
20 1. 28 0. 80 10. 34 0.79 0. 69 0.45 0. 00 0. 00 0.00
21 1. 36 0.74 10. 35 0.77 0. 69 0.48 0. 00 0.17 0. 00
22 1.21 0.55 9. 05 0.69 0.73 0. 26 0. 00 0. 20 0. 00
23 1.12 0.67 7.83 0.63 0.74 0. 39 0. 00 0. 00 0. 00
24 1.17 0.61 6.57 0.72 0.59 0.33 0. 00 0. 14 0. 00
25 0.97 0. 49 7.53 0.51 0. 54 0. 20 0. 00 0.10 0. 00
26 0.92 0. 54 5.56 0.57 0.54 0. 36 0. 00 0. 22 0.00
27 0.91 0.41 7.67 0. 62 0. 49 0. 26 0. 00 0. 10 0. 00
28 0. 89 0. 44 7.13 0. 54 0. 54 0. 24 0. 00 0. 20 0. 00
29 0.72 0. 44 7.77 0. 48 0. 54 0. 28 0. 00 0.10 0. 00
30 0.79 0.57 7.12 0.45 0.57 0.17 0. 00 0.17 0.00
31 0.77 0. 46 17. 35 0. 49 0. 40 0.22 0. 00 0. 14 0.00
32 0.56 0. 39 6. 14 0. 32 0. 42 0. 20 0. 00 0.10 0. 00
33 0. 81 0.50 6.94 0.33 0. 28 0. 24 0. 00 0. 14 0. 00
34 0.57 0. 46 5.09 0. 44 0.35 0.10 0. 00 0.10 0. 00
35 0.57 0.41 6.09 0. 37 0.32 0. 14 0. 00 0. 10 0. 00
36 0.71 0. 33 4.62 0. 28 0.42 0. 20 0. 00 0. 14 0. 00
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37 0.62 0.28 5.01 0.22 0. 30 0. 00 0. 00 0. 14 0. 00
38 0. 54 0.32 5.28 0.33 0. 28 0.17 0. 00 0.10 0. 00
39 0.61 0.32 7.19 0. 24 0. 26 0.10 0. 00 0. 00 0. 00
40 0. 44 0. 20 4. 87 0. 20 0. 33 0. 00 0. 00 0. 10 0. 00
41 0. 56 0. 30 5. 00 0.32 0. 40 0.10 0. 00 0. 00 0. 00
42 0.52 0. 26 6. 04 0. 26 0.22 0.17 0. 00 0. 00 0. 00
43 0.39 0. 20 5.42 0.14 0.10 0. 00 0. 00 0.10 0. 00
44 0.52 0.22 7.03 0.17 0.10 0.10 0. 00 0. 00 0. 00
45 0. 36 0. 30 4.63 0.17 0. 00 0. 00 0. 00 0. 00 0. 00
46 0. 44 0. 33 5.65 0.22 0.22 0. 00 0. 00 0. 00 0. 00
47 0. 35 0. 20 6.48 0. 20 0.17 0. 00 0. 00 0. 00 0. 00
48 0. 37 0. 14 4. 65 0.10 0.10 0.10 0. 00 0.10 0. 00
49 0. 36 0. 00 5.77 0.17 0. 20 0. 00 0. 00 0. 00 0. 00
50 0.24 0.14 6. 24 0.10 0. 20 0. 00 0. 00 0. 10 0. 00
51 0. 36 0.14 6. 38 0.22 0.10 0. 00 0. 00 0. 00 0. 00
52 0. 26 0.14 3.78 0. 00 0.17 0. 00 0. 00 0. 00 0. 00
53 0. 30 0.14 4.49 0.10 0.17 0.10 0. 00 0. 00 0. 00
54 0.17 0.14 4. 64 0.17 0.14 0. 00 0. 00 0. 00 0. 00
55 0.17 0.10 5. 00 0.17 0.10 0.10 0. 00 0. 00 0. 00
56 0.28 0. 00 4. 36 0.22 0. 14 0.10 0. 00 0. 00 0. 00
57 0.24 0.14 4.03 0.10 0.14 0. 00 0. 00 0. 00 0. 00
58 0.22 0.14 4. 46 0.14 0.10 0. 00 0. 00 0. 00 0. 00
59 0.17 0.10 4. 83 0.14 0.10 0. 00 0. 00 0. 00 0. 00
60 0.10 0. 14 5.16 0.10 0.10 0. 00 0. 00 0. 00 0. 00
61 0.22 0.10 4.76 0.10 0. 00 0. 00 0. 00 0. 00 —
62 0. 14 0.10 5.09 0.14 0. 00 0. 00 0. 00 0. 00 —
63 0.17 0.10 6.21 0.14 0.14 0. 00 — — —
64 0.17 0. 00 5. 66 0.10 0.10 0. 00 — - -
65 — 0. 10 4. 83 0. 00 0. 00 0. 00 — — —
66 — 0.10 5.94 0.10 0.14 0. 00 — — —
67 — — 4.78 0.10 0. 00 0. 00 — — —
68 — — 6.49 0.10 0. 00 0. 00 — — —
69 — — 4.76 0. 00 0. 00 0. 00 — — —
70 — — 5.03 0. 00 0. 00 0. 00 — — —
71 — — 4. 44 0.10 — 0. 00 — — —
72 — — 6. 84 0. 00 — 0. 00 — — —
73 — — 4. 50 0.10 — 0. 00 — — —
74 — — 5.92 0.10 — 0. 00 — — —
75 — — 4.31 0. 00 — 0. 00 — — —
76 — — 5.01 0. 00 — 0. 00 — — —
77 — — 4.76 0. 00 — 0. 00 — — —
78 — — 3.91 0. 00 — 0. 00 — — —
79 — — 7.51 0. 00 — 0. 00 — — —
80 — — 4.42 0. 00 — 0. 00 — — —
81 — — 4.98 0.10 — 0. 00 — — —
82 — — 4. 25 0. 00 — 0. 00 — — —
83 — — 6. 46 0.10 — 0. 00 — — —
84 — — 5.09 0. 00 — 0. 00 — — —
85 — — 6. 37 0. 00 — 0. 00 — — —
86 — — 4.83 0. 00 — 0. 00 — — —
87 — — 5.14 0. 00 — 0. 00 — — —
88 — — 5.75 0. 00 — 0. 00 — — —
89 — — 5.04 0. 00 — 0. 00 — — —
90 — — 5.08 0. 00 — 0. 00 — — —
91 — — 4. 21 0.10 — 0. 00 — — —
92 — — 4.97 0. 00 — 0. 00 — — —
93 — — 4.67 0. 00 — 0. 00 — — —
94 — — 5.31 0. 00 — 0. 00 — — —
95 — — 6.01 0. 00 — 0. 00 — — —
96 — — 5.24 0. 00 — 0. 00 — — —
97 — — 4. 89 0. 00 — 0. 00 — — —
98 — — 3.99 0. 00 — 0. 00 — — —
99 — — 5.52 0. 00 — 0. 00 — — —

100 — — 6. 69 0. 00 — 0. 00 — — —
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R A2 BERXSH|WRE PRESENT Hik 24 L FEPRIBINE

T I % HW MLE SEI GF MAP GF-SEI PCC-HW KLD-HW  JSD-HW-MLE
0 0. 00 0. 00 0. 00 0. 00 0. 00 0. 00 0. 00 0. 00 0. 00
1 0. 00 0. 00 0. 00 0. 00 0. 00 0. 00 0. 00 0. 00 0. 00
2 0. 00 0. 00 0. 00 0. 00 0. 00 0. 00 0. 00 0.00 0. 00
3 0. 00 0. 00 0. 00 0. 00 0. 00 0. 00 0. 00 0.00 0. 00
4 0. 00 0. 00 0. 00 0. 00 0. 00 0. 00 0. 00 0.00 0. 00
5 0. 00 0. 00 0. 00 0. 00 0. 00 0. 00 0. 00 0. 00 0. 00
6 0. 00 0. 00 0. 00 0. 00 0. 00 0. 00 0. 00 0.00 0. 00
7 0.01 0. 00 0. 00 0. 00 0. 00 0. 00 0. 00 0.00 0. 00
8 0. 00 0.02 0. 00 0. 00 0.01 0. 00 0. 00 0. 00 0. 00
9 0.01 0. 00 0. 00 0. 00 0. 00 0. 00 0. 00 0. 00 0. 00

10 0. 00 0. 00 0. 00 0. 00 0.02 0.02 0. 00 0. 00 0. 00
11 0.01 0.01 0. 00 0. 00 0.01 0. 00 0. 00 0.01 0. 00
12 0.02 0. 05 0. 00 0. 00 0.02 0. 00 0.01 0. 00 0. 00
13 0. 04 0. 07 0. 00 0. 00 0. 05 0. 00 0.01 0.02 0.01
14 0.07 0.02 0. 00 0. 00 0. 04 0. 00 0. 01 0.02 0. 00
15 0.10 0. 04 0. 00 0. 00 0.03 0. 00 0.01 0. 04 0.02
16 0.13 0. 08 0. 00 0. 00 0. 06 0. 00 0.02 0.07 0. 04
17 0.12 0. 06 0. 00 0.01 0.08 0. 00 0.03 0. 05 0.02
18 0.12 0.07 0.01 0. 00 0. 05 0. 00 0. 05 0.07 0.09
19 0.15 0. 07 0. 00 0. 00 0.16 0.01 0.15 0.10 0.10
20 0.13 0.13 0. 00 0. 00 0.11 0.01 0.09 0.07 0.12
21 0.19 0. 14 0.01 0. 00 0.13 0.02 0. 09 0.13 0. 14
22 0.15 0.16 0. 00 0. 01 0.18 0.02 0.13 0.15 0.18
23 0. 27 0.17 0. 00 0. 00 0. 20 0.01 0.17 0. 20 0.31
24 0. 28 0.19 0.01 0.02 0. 25 0. 00 0.23 0. 28 0.23
25 0.33 0. 37 0. 00 0.03 0. 30 0.03 0.25 0.33 0. 35
26 0.43 0. 26 0. 00 0. 05 0. 32 0. 00 0. 36 0.33 0. 36
27 0. 34 0. 28 0.01 0.03 0. 35 0.01 0. 24 0. 39 0. 39
28 0. 39 0. 29 0.01 0.01 0. 38 0. 05 0. 40 0. 40 0. 50
29 0. 49 0.42 0. 03 0. 03 0. 32 0.03 0. 35 0. 46 0. 46
30 0. 40 0. 40 0. 00 0. 04 0. 45 0.08 0. 34 0. 48 0.53
31 0. 47 0. 40 0. 00 0. 06 0.38 0. 01 0.50 0. 46 0.56
32 0. 50 0.48 0. 00 0. 03 0.52 0.03 0.48 0.48 0. 50
33 0.55 0. 48 0. 00 0. 06 0. 57 0.08 0. 59 0. 60 0. 49
34 0. 62 0.58 0.01 0.13 0. 54 0.08 0.61 0.61 0. 66
35 0. 64 0. 60 0. 00 0.11 0. 64 0.10 0.63 0.62 0.67
36 0. 66 0.63 0.01 0. 06 0.63 0.09 0. 64 0.73 0.76
37 0. 74 0. 65 0. 00 0.16 0. 60 0.14 0.76 0. 74 0.75
38 0. 64 0. 74 0.01 0. 14 0. 65 0.15 0.74 0. 68 0.67
39 0.73 0.71 0. 00 0.13 0. 66 0.19 0.78 0.76 0.77
40 0.75 0.67 0. 00 0.13 0.79 0.17 0. 82 0. 80 0. 82
41 0.76 0.70 0.01 0. 20 0.75 0.18 0.78 0. 83 0. 81
42 0. 82 0. 80 0. 04 0. 27 0.77 0.16 0. 80 0. 81 0. 85
43 0. 85 0. 80 0.07 0. 24 0. 84 0.22 0.83 0. 85 0. 84
44 0. 84 0. 81 0. 00 0. 24 0. 82 0. 27 0.90 0. 90 0. 84
45 0.79 0. 77 0. 00 0. 22 0.79 0. 26 0. 84 0. 86 0. 87
46 0. 84 0. 85 0. 00 0.28 0. 86 0.33 0. 90 0. 84 0. 90
47 0.76 0. 81 0. 00 0. 34 0. 84 0. 31 0. 87 0.92 0. 86
48 0. 87 0. 85 0. 00 0. 34 0. 88 0.43 0. 84 0. 94 0.91
49 0. 89 0. 90 0. 00 0.32 0. 87 0. 38 0. 93 0. 88 0.93
50 0. 88 0. 85 0.01 0.33 0. 90 0. 39 0. 94 0.91 0.91
51 0. 90 0. 90 0. 00 0. 44 0. 89 0. 37 0.93 0. 96 0. 94
52 0.93 0. 86 0. 00 0. 49 0.91 0.51 0.94 0. 89 0.95
53 0.92 0. 88 0. 04 0.56 0. 93 0.41 0.91 0.92 0.97
54 0.92 0.92 0.03 0. 45 0. 95 0.41 0. 90 0. 89 0. 97
55 0. 96 0. 90 0. 00 0.53 0.92 0. 47 0.95 0. 96 0. 96
56 0.93 0. 96 0. 04 0.49 0. 94 0.68 0.96 0. 96 0. 94
57 0. 93 0. 96 0. 05 0. 60 0. 90 0.51 0.97 0.97 0.96
58 0.96 0.91 0.10 0. 69 0. 96 0.53 0.92 0.92 0. 98
59 0. 96 0. 95 0. 01 0. 49 0. 94 0. 66 0. 94 0. 97 0. 97
60 0.97 0. 94 0. 00 0. 60 0. 96 0.59 0.98 0.95 0.99
61 0. 96 0. 94 0. 00 0. 65 0.92 0.70 0. 95 0.98 -

62 0. 96 0. 95 0.01 0.67 0. 95 0.61 0.99 0.99 -

63 0.95 0. 94 0.01 0. 65 0.97 0. 66 - - —

64 0.99 0.96 0. 00 0. 65 0.98 0.74 — - -

65 — 0.98 0. 00 0.68 0.97 0.62 — — —
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66 — 0.99 0. 00 0.71 0. 96 0.75 - — —
67 - - 0. 00 0. 69 0.98 0. 80 — — -
68 - - 0.01 0.77 0.97 0.75 - — —
69 — — 0.02 0. 81 0.97 0.67 - — —
70 — - 0.02 0.73 0.99 0.79 - - —
71 — — 0.01 0. 81 - 0. 82 - — —
72 - — 0. 04 0. 80 - 0.73 - - -
73 - - 0.02 0. 84 - 0. 81 - — —
74 - - 0. 00 0.76 - 0.73 - - -
75 — - 0. 05 0. 84 - 0. 81 - - —
76 - - 0. 00 0. 80 - 0.75 - - -
77 - — 0.02 0. 88 - 0.91 - - -
78 — — 0.02 0. 89 — 0.76 — — —
79 - - 0.01 0. 90 - 0. 90 - — —
80 - - 0. 00 0. 85 — 0.92 - - -
81 - - 0.01 0. 90 - 0. 87 - - -
82 — — 0. 00 0. 86 - 0. 88 - — —
83 - - 0. 03 0.91 — 0. 87 — — -
84 - - 0. 04 0.92 - 0. 94 - — —
85 - - 0. 00 0. 87 — 0. 83 - - -
86 — - 0. 04 0. 90 - 0.93 - - —
87 — — 0.02 0. 87 - 0.91 - — —
88 — — 0.02 0. 88 - 0. 89 - - —
89 - - 0.10 0. 88 - 0.91 - — —
90 - - 0.02 0. 93 - 0.91 - - —
91 — - 0.03 0. 89 - 0.91 - — —
92 - - 0. 03 0. 90 — 0. 94 — — -
93 — — 0.02 0.91 - 0.93 - - —
94 - - 0.01 0. 88 — 0. 89 — — -
95 - - 0. 04 0.98 - 0.93 - - -
96 - - 0. 00 0. 93 — 0.97 - - -
97 - - 0. 00 0. 93 — 0. 94 — — -
98 — — 0. 00 0.95 - 0.95 - — —
99 - - 0. 00 0. 90 — 0.96 — — -
100 — — 0. 00 0.97 — 0.90 — — —
® A3 EBERXHERRE PRESENT Hik 24 b FE AR L7 :s)
e I 4 HW MLE SEI GF MAP GF-SEI PCC-HW KLD-HW  JSD-HW-MLE
0 3.50 7.20 3. 60 3.95 7. 40 7.30 3. 66 3.37 3.53
1 3.56 7.34 3.76 4. 10 7.00 6. 41 3.51 3. 21 3. 21
2 4.01 7.76 3.69 4. 00 7.39 6. 40 3.56 3.28 3.32
3 3. 66 8. 27 3.71 4.17 7.84 6.43 3. 64 3.30 3.31
4 3. 54 8.63 3.63 4.32 8.18 6. 55 3. 66 3.39 3.40
5 3.58 8.91 3.69 4.59 8. 71 6.82 3.55 3.43 3.41
6 3.52 9.16 3.71 4.63 9.51 6.99 3.62 3.48 3.48
7 3. 65 9. 44 3.82 4. 65 9.71 6.96 4. 05 3.53 3.52
8 3.77 9.63 3.75 4. 84 9.70 7.26 3.93 3.51 3. 54
9 3.72 9.79 3.91 4.73 9.61 7.20 4. 01 3. 60 3.61
10 3.78 9.98 3. 89 4.68 9.71 7.30 4.03 3. 66 3.83
11 3.89 10. 11 4. 00 4. 74 9.92 7. 41 4. 08 3.71 4.25
12 3.93 10. 27 3.96 4. 80 10. 11 7.38 4.09 3.71 4.27
13 3.77 10. 31 4.10 4.97 10. 22 7.23 4.14 3.78 4. 33
14 4.13 10. 48 4.23 4. 87 10. 33 7.44 4.27 3. 86 4.38
15 4.33 10. 52 4.18 5.00 10. 36 7. 60 4.37 3.93 3.99
16 4.15 10. 61 4.03 5.22 10. 42 7.80 4.22 3.93 4.09
17 4. 04 10.73 4. 25 5. 36 10. 51 7.95 4. 10 4.12 4.13
18 4. 14 10. 79 4. 29 5. 50 10. 53 8. 11 4. 18 4. 18 4.23
19 4.13 10. 88 4.29 5. 41 10. 73 7.97 4.19 4.11 1,26
20 4.18 10. 94 4. 40 5.51 10.77 8.23 4.24 4.16 4.27
21 4. 30 11.12 4.42 5. 63 10. 85 8. 24 4. 27 4.17 4. 28
22 4.23 11. 14 4.47 5. 77 10. 97 8. 29 4. 39 4.23 4.31
23 4. 20 11.18 4. 45 5. 45 10. 99 8. 47 4.29 4. 24 4. 34
24 4. 34 11.32 4. 47 5.33 11. 09 8.52 4. 31 4. 26 4.27
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(83 A3)
e I HW MLE SEI GF MAP GF-SEI PCC-HW  KLD-HW JSD-HW-MLE
25 4. 34 11.43 4. 44 5.37 11.17 8. 67 4.34 4.32 4. 35
26 1. 39 11.51 1.55 5. 45 11. 27 8. 64 4.41 4. 30 4. 36
27 1. 36 11. 62 4.54 5. 44 11.41 8.70 4.43 4.34 4.37
28 4. 60 11.61 4. 69 5. 80 11. 39 8. 85 4. 46 4. 40 4.51
29 4. 42 11.61 4. 69 5. 81 11.41 8. 86 4.51 4. 42 4.55
30 1.42 11.79 4.73 5. 89 11. 40 8. 96 4. 62 4.47 4. 65
31 4. 50 11. 85 4.77 5. 96 11.43 9. 02 4. 68 4.56 4. 69
32 4. 69 11. 92 4.72 6. 04 11.51 9. 32 4.70 4. 62 4.76
33 4.59 11. 94 4. 83 6.10 11. 62 9. 22 4.78 4. 65 4.75
34 4. 62 11. 96 4. 87 6. 10 11.71 9. 33 4. 84 4. 68 4. 86
35 1. 67 12.09 4. 90 6.21 11.77 9.56 4. 81 4.70 4. 89
36 4. 86 12.11 4.97 6. 24 11. 89 9.38 4. 87 4. 82 4. 98
37 4.75 12. 20 5. 04 6.27 11. 91 9. 49 4. 85 4. 83 5.05
38 4.74 12. 34 5.00 6.26 12. 04 9. 62 4. 89 4. 81 4. 98
39 4. 99 12. 38 5.02 6. 44 12. 20 9.57 4.94 4. 89 4.91
40 4. 89 12. 47 5.06 6.51 12. 20 9. 69 5.03 4. 88 4.99
41 5. 50 12. 54 5.11 6.55 12. 27 9. 68 5.08 4.92 4.98
42 5. 34 12.52 5.15 6.53 12. 24 9. 77 5.15 4. 99 5.16
43 4. 99 12. 54 5.18 6.61 12. 32 9. 82 5. 10 4. 99 5.43
44 5. 04 12.61 5.26 6.75 12. 47 9. 88 5.17 5. 07 5. 49
45 5.09 12. 58 5.29 6.91 12. 57 9. 99 5.13 5. 06 5.11
46 5.13 12. 67 5.29 7.03 12. 63 10. 16 5. 17 5. 06 5.08
47 5.17 12. 65 5.28 7.47 12.75 10. 16 5.21 5. 10 5.11
48 5.36 12.76 5.35 7. 80 12. 68 10. 06 5.21 5.08 5. 20
49 5.21 12. 87 5.36 7.68 12.74 10. 20 5. 22 5.12 5.22
50 5.31 12. 96 5. 40 7.25 12.78 10. 15 5. 29 5. 14 5.73
51 5. 34 13.04 5.41 7.37 12.79 10. 26 5.24 5.18 5. 62
52 5.39 13.08 5. 46 7.37 12. 81 10. 41 5.31 5.21 5.57
53 5.38 13.12 5.50 7.42 13. 56 10. 36 5. 39 5.23 5.63
54 5.38 13.16 5.51 7.42 12. 96 10. 46 5.41 5.28 5.61
55 5.41 13.19 5.52 7. 44 12. 99 10. 54 5. 49 5.33 5. 69
56 5.63 13. 33 5.57 7.70 13. 02 10. 70 5.48 5.33 5. 74
57 5.51 13. 30 5.67 7.47 13.08 10. 46 5. 50 5.33 5.75
58 5.52 13. 40 5.66 7.67 13.16 10. 69 5. 50 5. 42 5.78
59 5.54 13.54 5.71 7.79 13.21 10. 79 5.54 5. 44 5.96
60 5.54 13.51 5. 74 7.93 13.23 10. 87 5. 60 5.51 6.01
61 5.59 13.61 5.68 7.76 13. 34 10. 87 5. 66 5.52 —
62 5. 60 13.74 5.81 7. 40 13. 37 10. 84 5.76 5.58 —
63 5.73 13.79 5. 88 7.37 13.48 10. 91 — — —
64 5.93 13. 83 5. 80 7. 89 13. 55 11. 40 — — —
65 — 13. 90 5. 90 7.67 13.57 11. 10 — — —
66 — 13.92 5.92 7.67 13. 68 11. 04 — — —
67 — — 5.92 7.65 13. 69 11.19 — — —
68 - - 6. 00 7.68 13.78 11. 34 — — —
69 — — 6. 04 7.78 13. 87 11. 40 — — —
70 — — 6.09 7.90 13.91 11.42 — — —
71 — — 6.11 7. 89 — 11.43 — — —
72 - - 6.09 7.88 — 11. 45 — — -
73 — — 6.26 7.65 — 11. 29 — — —
74 — — 6.18 7.97 — 11.75 — — —
75 — — 6. 37 8. 04 — 12. 06 — — —
76 — — 6.31 8. 04 — 11. 88 — — —
77 — — 6.38 8. 05 — 11. 69 — — —
78 — — 6. 34 8. 08 — 11.73 — — —
79 — — 6.43 8.16 — 11. 99 — — —
80 - - 6.43 8.28 — 12.07 — — -
81 — — 6. 50 8.27 — 11. 92 — — —
82 — — 6. 50 8. 17 — 12.03 — — —
83 - — 6.57 8.23 — 13.27 — — -
84 - - 6. 62 8. 29 — 13.15 — - -
85 — — 6. 64 8.32 — 12. 95 — — —
86 — — 6.71 8. 35 — 11. 91 — — —
87 — — 6. 69 8.42 — 12.17 — — —
88 - - 6.73 8.53 — 12. 37 — - -
89 — — 6. 80 8. 44 — 12.70 — — —
90 — — 6.79 8.58 — 12. 55 — — —
91 — — 6. 85 8. 62 — 12.73 — — —




370 it 23 2% i 2023 4

(8232 A3)

R B HW MLE SEI GF MAP GF-SEI PCC-HW  KLD-HW JSD-HW-MLE
92 - - 6.91 8. 61 - 12.76 - - -
93 - - 6. 95 8.71 - 12.73 - - -
94 — — 7.01 8. 69 — 12.76 - - —
95 — — 7.05 8.73 — 12.92 — — —
96 — — 7. 20 8.93 — 13.04 — — —
97 — — 7.19 8. 84 — 12.72 — — —
98 — — 7.16 8. 96 — 13. 00 - — —
99 - - 7.15 9.05 - 13.12 - — —
100 — — 7.21 9.03 — 13.05 — — —
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The lightweight cryptosystem PRESENT, proposed at
CHES, can be implemented with low storage and power con-
sumption in the Internet of Things. It provides a wide range
of options among area, throughput, and power consumption.
The designers analyzed the security of PRESENT against
differential analysis, linear analysis, differential analysis,
boomerang analysis, meet-in-the-middle analysis, etc.

In addition to the above classical cryptanalysis, fault
analysis has been a competitive threat of a cryptosystem since
1997. Tt can break the secret key of a cryptosystem by fault
injections. Boneh et al. applied the fault analysis successfully
to break the RSA cryptosystem with the exploitation of
Chinese Remainder Theorem. Later, more kinds of fault
analysis are presented, such as differential fault analysis.
algebraic fault analysis, meet-in-the-middle fault analysis,
statistical fault analysis, etc. The attacking assumptions of

most classical cryptanalysis and some fault analysis focus on

ZHU Xiao-Ming, M. S. candidate. His main research
interests include fault analysis of block ciphers.

GU Da-Wu, Ph. D., professor, Ph. D. supervisor. His
main research interests include cryptology and computer
security.

LI Jia-Yao, Ph. D. candidate. His main research interests
include fault analysis of block ciphers.

CAI Tian-Pei. M. S,

candidate. His main research

interests include security analysis of block ciphers.

the known-plaintext attack (KPA) or the chosen-plaintext
attack (CPA).

However, the above assumptions are not suitable to apply
to the Internet of Things, and the attackers cannot have so
strong ability to get the corresponding ciphertexts from the
known or designated plaintexts. In the real scenario, the
attackers may only have the weakest capability of ciphertext-
only attack (COA). In 2013, Fuhr et al. proposed the statistical
fault analysis (SFA) of AES in software implementation.
Later, Dobraunig et al. successfully applied the SFA on
some authenticated encryption schemas in 2016. Li et al.
expanded the SFA with new distinguishers on the LED and
other cryptosystems.

In the literature, the previous research on the SFA has its
limitation, which motivates us to investigate novel strategies
and distinguishers of SFA on PRESENT. Our study proposes
the meet-in-the-middle statistical fault analysis of PRESENT
with three novel distinguishers in the software implementation,
which combines the advantages of meet-in-the-middle analysis
and statistical fault analysis. The experimental results show
that the novel distinguishers of PCC-HW, KLD-HW and
JSC-HW-MLE can recover the secret key of PRESENT with
the reliability of at least 99% in the MSFA, respectively.
The proposed MSFA can make the fault injection deeper, and
reduce the faults and latency. It provides a significant reference
for analyzing the security of lightweight ciphers in the Internet

of Things.





