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Abstract The SM4 cryptosystem is the first commercial cryptographic algorithm announced by
the government of China. It can be used to protect the data transmission in the wireless local area
network (LAN) authentication and privacy infrastructure (WAPI). It has been the standard of the
national cryptographic industry since 2012 and the international standard of ISO/IEC since 2021.
It is the 32-round block cipher with the generalized Feistel network (GFN). It has the 128-bit
block size and 128-bit master key. Since the publication of the SM4, there is plenty of cryptanalysis
to evaluate its security, including zero-correlation linear analysis, linear analysis, algebraic side-
channel analysis, algebraic analysis, integral analysis, impossible differential analysis, rectangle
analysis, differential analysis, differential fault analysis and algebraic fault analysis, which have
the basic assumptions of chosen plaintext attacks (CPA) or known plaintext attacks (KPA). The
CPA needs to acquire the ciphertexts with the corresponding plaintexts, and the KPA demands a
great number of known plaintexts and ciphertexts. Compared with the CPA and KPA., the
ciphertext-only attack (COA) only requires the ciphertexts. It can do the security analysis of the

cryptosystem without other information. Thus, the COA has the flexible applications and can
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effectively verify the security of the cryptosystem. Up to now, there is no literature about the
security of SM4 against the COA. On the designing structure of SM4, this paper proposes the
novel ciphertext-only fault analysis, which adopts a random byte-oriented fault model and utilizes
a series of distinguishers of Square Euclidean Imbalance (SEI), Hamming Weight C(HW),
Maximum Likelihood estimate (MLE), Goodness of Fit (GF), Goodness of Fit-Square Euclidean
Imbalance (GF-SEI), Maximum Likelihood estimate-Square Euclidean Imbalance (MLE-SEI),
Bhattacharyya Coefficient-Hamming Weight (BC-HW) , Jensen Shannon distance- Hamming Weight
(JSD-HW) and Jensen Shannon distance-Hamming Weight-Maximum Likelihood estimate
(JSD-HW-MLE) for statistical analysis. This paper simulates the ciphertext-only fault analysis
of SM4 cryptosystem on the computer software and uses indicators, such as accuracy, the number
of faults, success probability, latency and complexities to measure the efficiency of different
distinguishers. The accuracy is measured by the mean absolute error (MAE), which indicates the
ability of different distinguishers to filter the subkey or the master key. When the success probability
is highest, the number of faults can reflect the attacking ability. Fewer the number of faults, the
stronger the attacking ability. The success probability refers to the probability of the ciphertext-only
fault analysis in breaking the SM4 cryptosystem with different distinguishers. The distinguisher
is perfect when the success probability is at least 99%. The latency means the time required to restore
the master key of SM4 cryptosystem. The complex consists of time complexity, data complexity and
memory complexity. The simulation experiments show that SM4 cannot resist the attack of the
ciphertext-only fault analysis, the novel distinguishers of BC-HW, JSD-HW and JSD-HW-MLE
only require 140, 140 and 136 faults to break SM4 cryptosystem, and the attack performs better
in terms of accuracy, success probability, latency and complexities. The results provide an
important reference for the security analysis and implementation of cryptographic algorithms.
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MR SCR AR,
B SC : FE AL A
SM4 By F %40 :01 23 45 67 89 ab cd ef fe dc ba 98 76 54 32 10

xR Al EXRSHRE SMI EiE—RTFEHAK MAE B
il P SEI HW MLE GF GF-SEI MLE-SEI BC-HW JSD-HW  JSD-HW-MLE
0 4294967295.00 4294967 295.00 4294967 295.00 4294 967 295.00 4 294 967 295.00 4294 967 295.00 4 294 967 295.00 4 294 967 295.00 4294 967 295.00
1 1677215.00 1677215.00 1677215.00 1677215.00 1677215.00 1677215.00 1677215.00 1677215.00 1677215.00
2 1677216.40 65183.23 65578.24 1112705.36 65620.36 65355.14 65520.38 65696.34 65463.16
3 65898.26 263.24 262.14 49081.08 6279.68 246.16 211.28 276.24 259.24
1 250.04 11.38 18.28 358.34 334.06 15.64 12.16 10.14 10.26
5 12.80 2.84 2.18 14.30 8.60 1.82 1.54 1.16 1.44
6
7
8
9

4.90 2.43 2.92 8.50 0.90 0.20 0.26 0.24 0.52
10.40 2.38 3.10 6.16 0.80 0.22 0.16 0.08 0.34
14.55 1.98 2.04 1.76 0.36 0.16 0.06 0.04 0.10

7.00 1.80 2.18 0.80 0.26 0.22 0.02 0.04 0.04
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&
(R SEI HW MLE GF GF-SEI MLE-SEI BC-HW JSD-HW  JSD-HW-MLE
10 3.25 1.16 1.56 0.14 0.08 0.16 0.00 0.04 0.02
11 2.20 0.68 1.36 0.40 0.06 0.10 0.00 0.02 0.00
12 1.45 0.78 0.76 0.20 0.00 0.18 0.00 0.02 0.00
13 2.80 0.82 1.02 0.18 0.08 0.12 0.00 0.00 0.00
14 3.30 0.88 1.08 0.24 0.04 0.00 0.00 0.00 0.00
15 2.05 1.32 1.02 0.16 0.06 0.14 0.02 0.00 0.00
16 1.70 0.92 0.92 0.10 0.02 0.14 0.00 0.00 0.00
17 2.85 0.70 0.40 0.08 0.02 0.02 0.00 0.00 0.00
18 2.10 0.68 0.52 0.14 0.00 0.00 0.00 0.00 0.00
19 0.75 0.52 0.38 0.06 0.02 0.06 0.00 0.00 0.00
20 0.80 0.32 0.52 0.16 0.04 0.04 0.00 0.00 0.00
21 0.60 0.76 0.24 0.00 0.00 0.02 0.00 0.00 0.00
22 0.45 0.40 0.20 0.08 0.00 0.04 0.00 0.00 0.00
23 0.70 0.28 0.44 0.06 0.04 0.02 0.00 0.00 0.00
24 0.55 0.18 0.28 0.04 0.00 0.00 0.00 0.00 0.00
25 0.70 0.24 0.22 0.04 0.02 0.00 0.00 0.00 0.00
26 1.10 0.38 0.30 0.08 0.00 0.00 0.00 0.00 0.00
27 0.65 0.02 0.22 0.00 0.00 0.00 0.00 0.00 0.00
28 0.75 0.16 0.10 0.06 0.00 0.00 0.00 0.00 0.00
29 0.55 0.18 0.06 0.04 0.00 0.02 0.00 0.00 0.00
30 1.05 0.04 0.10 0.00 0.00 0.00 0.00 0.00 0.00
31 1.05 0.18 0.10 0.00 0.02 0.00 0.00 0.00 0.00
32 0.30 0.08 0.14 0.02 0.02 0.00 0.00 0.00 0.00
33 0.25 0.04 0.04 0.02 0.00 0.00 0.00 0.00 0.00
34 0.40 0.04 0.00 0.00 0.00 0.00 0.00 0.00 0.00
35 0.35 0.00 0.00 0.00 0.00 0.02 0.00 0.00 -
36 0.15 0.06 0.06 0.02 0.00 0.02 — — -
37 0.25 0.00 0.02 0.00 0.00 0.00 - - -
38 0.15 0.00 0.00 0.02 0.00 0.00 - - -
39 0.50 - 0.06 0.02 0.00 0.00 - - -
40 0.05 - 0.04 0.00 0.00 0.00 - - -
41 0.45 - 0.00 0.06 0.00 0.00 — - —
42 0.20 — — 0.00 0.00 0.00 — — -
43 0.55 — — 0.00 0.00 — — — -
44 .25 — — 0.04 0.00 — — — -
45 0.50 - - 0.00 0.00 - - - -
46 0.10 - - 0.00 0.00 - - - -
47 0.60 - - 0.00 0.00 - - - -
48 .30 - - 0.00 0.00 - — - -
49 0.75 - - 0.00 0.00 - - - -
50 0.50 - - 0.00 0.00 - - - -
51 0.10 — — 0.00 0.00 - - — -
52 0.50 — — 0.00 0.00 — — — -
53 0.20 — — 0.00 0.00 — — — -
54 0.15 - - 0.00 0.00 - - - -
55 0.35 - - 0.00 0.00 - - - -
56 0.30 - - 0.00 0.00 - - - -
57 0.15 - — 0.04 0.00 - - — -
58 0.20 - - 0.00 0.00 - — - -
59 0.10 - - 0.00 0.00 - - - -
60 0.35 - - 0.00 0.00 — — - —
61 0.05 — — 0.00 0.00 - - — -
62 0.20 — — 0.00 0.00 — — — -
63 0.00 — — 0.00 0.00 — — — -
64 0.35 - - 0.00 0.00 - - - -
65 0.10 - - 0.02 0.00 - - — -
66 0.25 - - 0.00 0.00 - - - -
67 0.05 - - 0.00 0.00 - — - -
68 0.10 - - 0.00 0.00 - — - -
69 0.10 - - 0.00 0.00 - - - -
70 0.30 — — 0.00 0.00 — — — —
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R A2 BERSHRE SMIEE—RTFEHABINE A 20)
T I % SEI HW MLE GF GF-SEI MLE-SEI BC-HW JSD-HW JSD-HW-MLE

0 0 0 0 0 0 0 0 0 0
1 0 0 0 0 0 0 0 0 0
2 0 0 0 0 0 0 0 0
3 0 0 0 0 0 0 0 0 0
4 0 0 0 0 0 0 0 0 0
5 0 0 0 0 0 0 0 0 0
6 0 0 0 0 0 0 0 0 0
7 0 0 0 0 0 0 0 0 0
8 0 0 0 0 0 0 0 0 2
9 0 0 0 0 0 0 2 0 0
10 0 2 0 0 2 0 2 4 0
11 0 0 0 2 0 2 2 2 0
12 0 4 8 2 0 4 0 6 2
13 0 10 10 2 10 12 6 8 8
14 0 8 10 0 8 10 14 4 12
15 0 4 4 4 4 12 18 14 10
16 5 10 10 2 6 18 26 16 20
17 0 30 28 8 6 34 26 18 24
18 0 24 26 10 6 28 18 28 26
19 0 32 30 6 16 24 38 22 32
20 0 44 36 14 2 36 38 36 40
21 0 52 52 14 16 42 42 48 36
22 0 44 58 14 16 46 46 36 52
23 0 46 54 22 14 56 56 58 58
24 5 64 66 24 18 58 64 62 60
25 0 74 62 26 18 60 66 72 56
26 0 64 74 26 20 76 64 70 72
27 0 78 68 30 30 78 82 78 70
28 5 80 82 24 36 86 76 84 82
29 5 84 82 42 36 80 86 76 80
30 0 86 76 18 26 90 96 88 84
31 0 82 88 48 30 84 88 86 90
32 0 92 90 42 40 84 88 96 96
33 5 94 90 50 40 86 96 90 92
34 0 94 92 38 48 90 98 94 100
35 0 96 96 54 42 90 100 100 -
36 0 92 90 46 48 88 - - -
37 10 96 96 50 46 96 - — -
38 5 100 96 54 62 96 — - —
39 5 - 98 42 44 98 - — -
40 10 - 98 56 46 98 - — -
41 0 - 100 40 62 98 - - -
42 10 - - 48 44 100 — - —
43 5 - - 48 40 - - - -
44 5 — - 52 54 - — - —
45 15 - - 38 50 - — - -
46 15 - - 60 64 — - — -
47 0 - - 66 70 - — - -
48 0 - - 64 56 - - - -
49 5 — - 60 62 - — - —
50 15 - - 64 62 - — - -
51 10 - - 72 52 - - - -
52 20 - - 68 82 - — - -
53 15 - - 70 76 - - - -
54 5 — - 74 60 - — - —
55 15 - - 66 78 - - - -
56 30 - - 78 72 - - - -
57 20 - - 72 68 - — - -
58 30 - - 74 76 - - - -
59 30 - - 70 64 - — - —
60 15 - - 78 76 - - - -
61 45 - - 66 74 - - - -
62 15 - - 74 66 - - - -
63 20 - - 68 84 - - - -
64 20 - - 94 80 - — - -
65 25 - - 84 84 - - - -
66 30 — - 88 70 - — - —
67 30 - - 74 82 - - - -
68 5 - - 90 86 - — - —

4
69 10 - - 86 88 - - - -
55 — — 86 66 — — — —
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R A3 BEXHHME SM4 EE—RTFEHBWEE (HAi7 : min)
T I % SEI HW MLE GF GF-SEI MLE-SEI BC-HW JSD-HW JSD-HW-MLE
0 14. 79 0.18 5.48 2.23 2.22 5.78 0. 16 0.16 0. 15
1 15.90 0.33 5.65 2.29 2. 31 5. 87 0. 32 0.29 0.29
2 16. 08 0. 48 5.83 2.63 2.55 6.03 0. 50 0.53 0.52
3 17. 24 0. 63 6.00 2. 81 2.93 5. 96 0.58 0.58 0. 57
4 17. 37 0.76 6. 14 2.93 2. 89 6. 10 0. 70 0.70 0. 70
5 18.13 0.93 6.32 3.12 3.05 6.23 0. 86 0. 85 0. 84
6 18. 43 1. 07 6. 44 3.23 3. 14 6. 34 0. 98 0.98 0. 97
7 18. 57 1. 20 6.58 3.37 3.26 6. 47 1. 10 1. 09 1. 09
8 18. 94 1. 35 6.73 3.52 3.39 6.59 1.23 1.22 1.22
9 18. 90 1. 54 6.91 3.70 3.56 6. 76 1. 40 1. 39 1. 39
10 19.05 1. 74 7.11 3. 85 3.69 6. 88 1. 62 1.57 1.55
11 19. 19 1. 89 7.26 3.99 3. 81 7.01 1.78 1. 67 1. 67
12 19. 37 2.07 8.90 4. 17 3.99 7.19 1. 95 1. 84 1. 85
13 19.51 2.21 9. 04 4. 32 4. 11 7.32 2.09 1. 97 1. 97
14 19. 65 2.37 8.91 4. 45 4. 24 7. 44 2.22 2.08 2. 10
15 19. 84 2.55 9. 00 4.63 4.41 7.62 2. 40 2.27 2.27
16 19. 21 2.69 9.53 4.78 4. 54 7.75 2.39 2.39 2.39
17 20. 15 2. 88 9.73 4. 95 4.70 7.92 2.58 2.56 2.55
18 20. 28 3.02 9. 86 5.09 4. 82 8. 04 2.68 2.68 2.68
19 20. 42 3.19 10. 07 5.22 4. 94 8.16 2.83 2.83 2.82
20 20. 60 3.37 10. 22 5. 40 5. 11 8.33 3.00 3.00 2.99
21 20.72 3.55 8.70 5.53 5.23 8. 45 3.15 3. 14 3.13
22 20. 85 3.69 8. 84 5.65 5.34 8.58 3.27 3.27 3.28
23 21.02 3.90 9.04 5.82 5.50 8.78 3.47 3. 46 3.47
24 21.14 4.03 9.19 5.96 5.62 8. 88 3.59 3.58 3.59
25 21.27 4. 20 9.31 6.08 5.74 8.98 3.82 3.71 3.72
26 21. 44 4. 37 9.54 6. 25 5.90 9.15 3. 89 3. 89 3. 88
27 21.57 4.53 9.67 6.37 6.02 9.27 4.17 4. 01 4.01
28 21.69 4. 67 9.76 6.50 6.14 9. 40 4.16 4. 14 4.13
29 21.87 4. 87 10. 00 6.67 6. 30 9.56 4. 33 4. 33 4. 33
30 21.98 4.97 10. 28 6. 80 6.42 9.68 4. 40 4. 42 4. 43
31 22.12 5.07 10. 38 6.92 6. 54 9. 80 4.58 4.59 4.61
32 22.62 5.20 10. 51 7.21 6.78 10. 05 4.65 4.67 4.66
33 22.41 5.32 10. 69 7.22 6. 82 10. 09 4.75 4.76 4.77
34 22.59 5. 49 10. 79 7.38 6.98 10. 26 4.91 4.93 4.92
35 22.71 5. 89 10. 96 7.50 7.09 10. 37 5.01 5.04 -
36 22.81 5. 77 11. 01 7.64 7.20 10. 49 — - -
37 22.97 6.53 11. 23 7.79 7.36 10. 66 — - -
38 23.09 6.53 11. 38 7.90 7.47 10. 77 — — —
39 23.22 — 11. 49 8.02 7.58 10. 88 — - —
40 23.38 - 11.53 8. 19 7.73 11. 03 — - -
41 23.48 - 11. 79 8.29 7.84 11. 11 - - -
42 23. 60 - — 8. 40 7.95 11. 26 — - -
43 23.76 - - 8. 56 8. 10 - - - -
44 23. 87 — — 8.68 8. 21 - — — —
45 23.99 - - 8.79 8.32 - - - -
46 24.14 - - 8.95 8. 48 - - - -
47 24. 26 - — 9.09 8.59 - - - -
48 24. 38 - - 9.18 8.71 - - - -
49 24.52 - — 9.33 8. 85 - - - -
50 24.63 - - 9. 44 8. 94 - - - -
51 24. 80 - - 9. 59 9.09 - - - -
52 24. 89 - — 9.70 9.21 - — - -
53 25.01 - - 9. 81 9.32 - - - -
54 25.16 - — 9. 96 9. 47 - — - -
55 25. 26 - - 10. 07 9.56 - - - -
56 25. 36 - - 10. 18 9. 66 - - - -
57 25.51 - - 10. 33 9.82 - - - -
58 25.62 - - 10. 43 9.92 - - - -
59 25.73 - - 10. 54 10. 03 - - - -
60 25. 89 - - 10. 69 10. 18 - - - -
61 25.99 - - 10. 80 10. 27 - - - -
62 26.08 - - 10. 89 10. 36 - - - -
63 26. 26 - - 11. 06 10. 54 - - - -
64 26. 64 - - 11. 24 10. 70 - - - -
65 26.47 - - 11. 27 10. 74 - - - -
66 26.59 - - 11. 39 10. 87 - - - -
67 26.70 - - 11.51 10. 98 - - - -
68 26. 87 - - 11. 66 11.13 - - - -
69 26.97 - - 11. 77 11. 23 - - - -

70 27.08 — — 11. 88 11. 34 — — — —
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Compared to traditional cryptanalysis, side-channel
attacks have higher attack efficiency and make a severe

challenge to the security of cryptographic algorithms. Fault

analysis belongs to side-channel attacks, and was first
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proposed by Boneh et al. in 1997 to break RSA by injecting
random hardware faults. Later, a variety of attacking meth-
ods are derived from fault analysis including differential fault
analysis, impossible differential fault analysis, meet-in-the-
middle fault analysis, algebraic fault analysis, and ciphertext-
only fault analysis, etc. The existing side-channel attacks
against SM4 cryptosystem include differential fault analysis,
algebraic fault analysis and algebraic side-channel analysis.

At present, the basic assumptions of the existing security
analysis of SM4 cryptosystem focus on the chosen-plaintext
attack and the known-plaintext attack. The ciphertext-only
fault analysis has the basic assumption of the ciphertext-only
attack, which requires the weakest ability of attackers. In
2013, Fuhr et al. proposed the ciphertext-only fault analysis
of AES in the software implementation. In 2016, Dobraunig
et al. proved that attackers can inject faults into actual
hardware and utilize ciphertext-only fault analysis to attack
the AES-based authentication encryption algorithms. Later,
Li et al. expanded the ciphertext-only fault analysis with new
distinguishers on lightweight block ciphers including LED,
LBlock and MIBS.





