W48 12 it & HL 2 il Vol. 48 No. 12
2025 4F 12 A CHINESE JOURNAL OF COMPUTERS Dec. 2025

BXFB=F S g ) B B 5 X S S B 18 77 iR 4Rt

E %ﬁ%l)z),‘)) X‘.I /—%—k#&bl)ﬁ) X‘_]J:E)‘L:(Dz) I}/Zj:\ I&I),Z} ifr‘jjéé\g)
? XEM ‘/\jﬁ 2[;\?:,{5) E \],/L\v 6) éa %é\ﬁ?) lg/if\ )J,LJE_JJéE) E /ﬁ%l),Z),E))

V(b3 RAF Mg 25 [ 2 4B dbat 100044)
D REAC A T A SR AMA P E AR I T TR st 100044)
D(RHEERF MG L a2 R 300072)
VORI T RZEGIDT MR SEAR R TR WYl 518055)
DAL TR M A M a2E e dbat 100081)
O (WL E eI M SH L AT E M 310053)
DI RFATHFRL 2 SHEOR%pE Bl 310007)
O (R ERE G B TR T Jbat 101408)
O (VAR AR 4 GG L A E A= W% 710049)

W OE IR IR RS B AT WL W, RIFZA S 5T TERA BE A A B TR T P I]
IHL AR~ T BERY . SR, IR 27 ~F JT ThT e 14022 4l H 450 o 1D et o PR ELAT RO S AN O g R A
R IR o i 1V G AR A DN RS A O 1 L R PR S Ay R R A R Y S ) . A SC A TR e B RS T
HRFR 2 2 Ja 11 Bt S B A 5 05 T B T ARRER BT . e, BT B2 T e Ttk . 57
AN Bty B bR R T 23 B X i B 27 2T N i IR 2 > (IR A 27 > LA S MBI 24 > DU R GE R T4
dIT BT RIS . O TR AN TR ) R 1T B 575 . ST B AL B i 5 R IR A B . 20531
FEA T 2% P s S BRSSP R T B A I AT oA LSS . FRUC BRI 34T 1 SEBR BT S
WS ] T T e 640 1D 8 AR OB A 7 12 o 6 T AN TR] B S BRI 3 5, 20 ) X IR A 2 B3 Il L R B 4
W ) =g 5 (0 ) e AR A T e AT . R s BRI R B T I o i 1V G 5 B A 5 TR R R AT
Trlal e FETF AR BT H AR 235X RS 58 09 )5 T il 2 )2 R ER G PR BT & B 1 L BRRATE LB RT A 7
7, DL ROR T S SRR U ZRAE AT 5 T IS8 R S5 07 TR A TR R B

eSS AR S S R R MR G e R W & v ]
HEZESES TPIS DOI'S 10.11897/SP.1.1016. 2025. 02823

A Survey of Backdoor Attack Threats and Adversarial Defense
Methods in Federated Learning

LYU Xiao-Ting"?* LIU Jing-Kai”* LIU Zhi-Chen"” CHEN Zheng"* XU Guang-Quan”
LUO Wen-Jian” SHEN Meng” WANG Bin® JI Shou-Ling” CHEN Kai” WANG Wei"*”
P (School of Cyberspace Science and Technology , Beijing Jiaotong University, Beijing 100044)

?(Beijing Key Laboratory of Security and Privacy in Intelligent Transportation, Beijing 100044)
¥(School of Cybersecurity, Tianjin University, Tianjin 300072)

W H 9 2024-10-28; fELR A& A H 4 : 2025-08-08. A SCAR # AL 5t i A AR He 4 - F B Ul Sl i v T I 5 H 42 (1.221014)
[ 5% Ak e 4 A BRA 7 R e M K301 H (P2023W002, P2024S003, P2024W001-4) AR M 7 4R VLRI 4 R H . S, i+, 0
PRECPZ  F B S AUCNBIR2E ) MG T ds . E-mail: xiaoting. lyu@bjtu. edu. en. XUEUHE , -+ WF58 4, 35 BERFIE 400l KoAR R 22
2. XERR AL A BRI SR E ) o BR B MR A . R U I ) . WA T R AR AT A,
RNTE GG 4. B A4, 202, BFRRGEN A TERY . it B0 88, TEIRSE AT LS, £ K. H
o BRIV R RSO W N A IR L HOR L RV RSO N TR . RO L
BT NSENA s FEORGEON A TR Z 2. £ BGEEES 1L #0R, KR RO N T e 2 R IX Hedk
L4, E-mail: wei. wang@xjtu. edu. cn.



2824

L
&

12 N ) 1

“(School of Computer Science and Technology, Harbin Institute of Technology(Shenzhen), Shenzhen, Gungdong  518055)
?(School of Cyberspace Science and Technology, Beijing Institute of Technology, Beijing 100081)
9 (Zhejiang Key Laboratory of Artificial Intelligence of Things(AloT)Network and Data Security, Hangzhou 310053)
”(School of Computer Science and Technology, Zhejiang University, Hangzhou 310007)
¥ (Institute of Information Engineering, Chinese Academy of Sciences, Beijing 101408)

?(Ministry of Education Key Lab for Intelligent Networks and Network Security, Xi’an Jiaotong University, Xi’an 710049)

Abstract
paradigm, allows multiple participants to collaboratively train models without sharing their private

Federated lLearning (FL), as a privacy-preserving distributed machine learning

data. However, the security threats faced by FL. are becoming increasingly prominent. Backdoor
attacks, due to their high stealthiness and destructive nature, pose significant challenges to
detection and defense in FL., making them a critical issue that needs to be addressed in this field.
This paper comprehensively investigates and summarizes backdoor attacks and defense methods in
FL, and explores future technological development directions. First, we dissect and summarize
backdoor attacks in FL.. Based on different target systems, we analyze and summarize backdoor
attacks for four types of systems: horizontal FL, vertical FL., federated transfer learning, and
heterogeneous FL. Second, we classify and synthesize the defense methods in FL.. Based on the
number of information sources utilized for defense, we categorize and analyze two main
approaches: defenses relying on multiple-client information and those based on single-client
information. Third, we review and analyze the backdoor attacks and defense methods that FL
faces in practical application scenarios. Based on different practical application scenarios, we
discuss and analyze backdoor attacks and defense methods for federated recommendation,
federated graph learning, and federated Internet of Things. Finally, we explore future research
We highlight key challenges and
opportunities in several areas, including the development of technically enhanced backdoor

directions for federated backdoor attacks and defenses.

attacks, multi-level and comprehensive defense mechanisms, the trade-offs between robustness,

privacy, and usability, and the vulnerabilities of large language models in FL.

Keywords privacy-preserving; federated learning; backdoor attacks; backdoor defense methods
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L% PH-Detect!™™  HFL aTN MNIST, CIFAR-10, GTSRB Non-1ID 146]
IR ‘ MNIST, Fashion-MNIST, Federated
. . ST, Fashion- ST, Federatel \
HIKRBIH Snowball!? HFL CNN, RNN i 1D, Non-TID  3Cifk[43,44]
EMNSIT, CIFAR-10, Sentiment140
. FCN, CNN, . ) .
FLCert"® HFL MNIST, CIFAR-10, HAR, Reddit 11D, Non-TID  3CHR[41,147]
ResNet, LSTM
GANecrop!! HFL ResNet CIFAR-10 Non-IID SCHk[148]
BackdoorIndica- . . . ICHk[42,48,49,
o HFL VGG, ResNet, CIFAR-10, CIFAR-100, EMNIST 11D, Non-1ID 7]
or
CIFAR-10, CINIC10, Imagenet, \
VELIP!! VFL FCN, VGG ) Non-IID XHR[73,150]
NUS-WDE, Bank Marketing
. k24,147,
FedPD™! HFL CNN, ResNet  MNIST, Fashion-MNIST, CIFAR-10  IID, Non-1ID 151]
ol
. RNN, LSTM,  MNIST, CIFAR-10, Tiny-ImageNet, k41,42,
FLAME™ HFL ) ) 11D, Non-1ID
ResNet ToT-Traffic, Reddit 145]
DeepSight*?! HFL RNN, LSTM MNIST, CIFAR-10, IoT, Reddit 11D, Non-1ID  3CHik[21,145]
REBDS!Y HFL PR MNIST, Fashion-MNIST, CIFAR-10  IID, Non-IID ik[42]
Fashion-MNIST, EMNIST, SR8, 41,42,
RoseAGGH* HFL KA K Non-1ID
CIFAR-10, CIFAR-100 145]
CNN, ResNet, N
o ; . k(21,41
LK Fi MESAS! HFL  SqueezeNet, Dis-  MNIST, CIFAR-10, GTSRB, SST-2  IID, Non-IID 145,147 152]
58 HIBERT R
ZARZ B , Fashion-MNIST, CIFAR-10, SCHik[41,42,49,
Lockdown™** HFL LeNet, ResNet ) IID, Non-1ID
CIFAR-100, Tiny-ImageNet 147,151]
CRFL™ HFL LR MNIST, EMNIST, LOAN Non-1ID SCiik[41,145]
CNN, VGG,
CrowdGuard™  HFL DenseNet, MNIST, CIFAR-10 11D, Non-1ID SCHik[41]
ResNet
o MNIST, Fashion-MNIST, EMNIST, k41,42,
FLPurifier"* HFL CNN, ResNet 11D, Non-1ID
CIFAR-10, CIFAR-100, GTSRB 145]
) RNN, ResNet, EMNIST, CIFAR-10, Reddit, )
FedLLDP™! HFL } Non-1ID SCiik[41,42],
LSTM Sentiment140
FLIPM HFL FCN, ResNet MNIST, Fashion-MNIST Non-1ID SCiik[41,42]
i - MNIST, Federated EMNIST, CIFAR- k41,42,
HE FLDetector HFL CNN, ResNet Non-IID
e 10 144]
D EPSS o . —_—
m FL-WBCY™ HFL CNN Fashion-MNIST, CIFAR-10 11D, Non-1ID SCHik[153]
LeadFL " HFL CNN Fashion-MNIST, CIFAR-10, CIFAR-100 IID, Non-1ID SCHk[154]
, MNIST, Fashion-MNIST, SCHR[41,42,
MCFL!™! HFL CNN 11D, Non-1ID
Federated EMNIST, CIFAR-10 145]
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In the realm of machine learning, backdoor attacks entail
the attacker secretly embedding backdoors into models during
the training phase, which leads the model to generate
predetermined incorrect outputs under specific conditions after
deployment. In FL systems, these attacks are particularly
insidious, as attackers can create fake clients or manipulate
existing ones to participate in the training process, subtly
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with backdoor attacks. However, the stealthy, diverse, and
evolving nature of these attacks presents significant challenges
for detection and defense.

In this context, this paper offers an in-depth discussion
and analysis of backdoor attacks and defense strategies in FL.
We thoroughly review and analyze backdoor attacks applicable
to different FL systems from the perspective of the target
system. Subsequently, we summarize existing defense
methods, categorizing them based on the type of information
they utilize. Additionally, we explore the threats posed by
backdoor attacks in practical applications, revealing the
security challenges that FL may encounter in real-world
contexts. Finally, the paper provides a forward-looking
discussion on future research directions concerning backdoor
attacks and defenses in FL. Our aim is to furnish researchers
and practitioners in the FL field with a comprehensive
perspective, enabling them to better understand and address
security issues while advancing the research on FL security.
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