W44k 10 it & HL 2 iz Vol. 44 No. 10
2021 4£ 10 A CHINESE JOURNAL OF COMPUTERS Oct. 2021

T ) 425 20 ) O A T 048 25075 3 5

BEAT BN THE EYY

D atFE TR 2FT AR 5 TR Fia 210094)
DU TR BE B At 210094)

B OB XN AR R, WO E B AR SUSR FIR R EEEROR 2 — . IXHeRE B ERROE A R T B
P, D s X B — BRI AN BEAS S S AR UE T DX BRI st 50l 1) 5 B PR AN T S6IE , AL 55— D5 T, 24 DX v i
Hn A BT R By s X B b Y sl e 58 by s B 4 o 1 ML B A M BRI, SRR R BELAG X
DR XS AT 7 B 8 R 2 AT . 2 AR A B R AR B B AT B rh U LS Y . A 8 DX R A P ey A S0 ) i f
PRIXE , 52 B IX e A5 5y 19 S8 AR S E . TS G I A A7 AE— B ], AR B T T LURRAR $R B e 7 4. 2 T34
P A SO A SR W B T 52 25 2207 A B, AITTAE A S T J DX Bk 9 S B PRI RO 1 D0 T, S B 2 07 SRk
S o BAE B N BE . AR SCHE— P 0 AR B MG A 2EA T e, B0t T —AhiE T ER R BE R 2 AR KA B MOT R B IR
B2 5y 16 I RE R 25 otk , BV € D e i 14 B DA 107 A 18 A T BN B T L, ;A J PR Bk AR VP Ik L B 1
FITAT B AT R M A R GRS (U Se i A S AL TR, S 1 AR 8] 23 [ 5 2 2, Bt 1 2R SRV AR
ST TR AR B HERBILR, JF X E T80 23 [ T4 AR I ] |22 AR R SRV EREREAT T LE. AR SCH B T — LR E 0 IX
ek R GER AT FHPERNTR 0. S, M it 5 78 (0 g e A SR Al 1 R , SBT3 s e By WO R T RE , i id
TR P RE R BT AT . SERR T, AR SCHR AR AME O B, He R X R R 4 R AT A 30 00 RTA AT AR
MR BN Z PG, HHAT TR Y2 42

KR PRIARE ;ARG A s N g DX AR TG IE s 2 il il
FEESES  TP309 DOIS 10.11897/SP.J. 1016. 2021. 02016

Research on Verifiable Blockchain Ledger Redaction Method for
Trusted Consortium

LV Wei-Long” WEI Song-Jie” YU Ming-Hui® LI Sha-Sha "
V(School of Computer Science and Engineering . Nanjing University of Science and Technology. Nanjing 210094)
?(School of Science, Nanjing University of Science and Technology. Nanjing 210094)

Abstract After a decade of development, blockchain becomes one of the most disruptive
innovations in information technology. Data on the blockchain has the strength of immutability.
Once a historical block of data is confirmed, it cannot be revised any more. Such design
guarantees the integrity and verifiability of blockchain historical data. But when there is a need of
data maintenance in blockchain ledger, such as compression of expired or invalid transactions in
historical blocks, removal of illegal information, immutability prevents a blockchain from
redacting the data questioned. Such data maintenance requirements are particularly prominent for
consortium and private blockchains. Therefore, redactable blockchain is of great value in these
cases where a blockchain ledger is allowed compressing ledger data whose value fades away to
save storage space, and when new regulations roll out a blockchain can adjust historical data
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accordingly without forking, in order to satisfying government supervision. Traditional blockchain
can guarantee the integrity verification of blocks and transactions relying on the collision difficulty
of hash algorithms. While chameleon hash algorithm contains a trap door or a private key, which
one may utilize to find collisions easily. When applying in blockchain, the trap door of the hash
algorithm can be handed over to multiple parties for management, to support the procedure of
redacting transaction data by consensus without affecting the integrity verification of the
neighboring blocks. The existing ledger redaction methods simply add modification and deletion
functions to the blockchain system, without good adaption in the consensus procedure.
Implementation of some existing methods replies on specific block structures or blockchain
architectures. These methods lack universality and compatibility across various blockchain
platforms, and they are restrained from being promoted in all the mainstream blockchains. Other
existing methods supporting redaction operation require the intervention of trusted third parties or
a centralized single node, which undermines the decentralization of the blockchain and is likely to
cause single point of failure or trust issues. In order to solve these problems, in this paper, we
optimize the original chameleon hash as a multiply centralized ledger redaction method for
consortium blockchain. Considering the decentralization of the transaction redaction capability,
that is, the trap door of the chameleon hash should not be generated and stored at a single node,
the traditional chameleon hash is improved allowing all authority nodes of the consortium
blockchain cooperatively generate the chameleon hash” s public and private keys. In order to
evaluate time, space cost and security robustness, several private key generating and
synchronizing consensus mechanisms are designed and benchmarked in all aspects. The usability
and accountability of the blockchain system are considered in special cases. Finally, the improved
chameleon hash algorithm is used to construct a prototype chain. We implement the management
function for historical transactions and describe the design details of the function. Experiments
show that, applying the ledger redaction method proposed, the best block compressing rate can
reach 30% . while the algorithm executing rate achieves millisecond level., and the improved
algorithm has proved safety.

Key words consortium blockchain; chameleon hash; redactable blockchain; ledger verification;

multiple centralization

1 35|

T

P° 3PS STing mC /S RSN I SRDI EYSEI N
R RN R BIHT 2 — . 78 X A, 2df v]
53 R P 55 7 SO0 5% A S a5 D S A SR Y
ARk 57 B . A LA R T O AU B XL 1. 0 AR
Hh, DXCHRBE 2R 40 T2 2O O B AL By B9, 3 T IX
Berp AYFKIC S, O DO BRI e 52 5y, —
Jr o i TR S S IR AR R S B HBUE SRR
DX B HA R 58 5 A7 A — s IR R, TG T2 ] B 1A T8
e MR 5 55— i, TS T DXCRBE R AN TRk
AR , AP P RS e 52 5 1 DX B 1) 805
LT AR DX N S SR P /R A2 1

TE LA AR By 25 S SR B9 X B 2. O AR, HT P A
(AR X B AT 5K A D) | b 2o B T 5 o
A TE RN TCIE B 7 X QA B v il kI B, 58
BHARICAn H B AR AN TSR, il aE s
B N DX RS HEA T S B BRI . 5 i — A
Yy AR FE T B A R AU B |
JUBA IR R e KRl A X B R A, 2
Ja A U RO R AR AR, B A STE B e FE
B, CEAFRORAT B A I 2R

MBUR B8 A R, DX RBE R A
ST RO g R 00 fE D BRI B AR A 2R
) TR SR 2 TR S T A B ALK
SR X R AN BUMBR A 5 P A SE R
B T DX DB £ B IR 554 B SE ) rh 2R X



2018 it A

Pl

L
&

Eitd 2021 4F

HEAS R 55 SRR , A X i A AR IR 15 R A
AT M BR SRR N S AL BRRE ). B R AAETE
] | 56 [ 45 [ SRR B R ke b B A E IR LE A7 i AT &>
NN 1 DX R BE 1 IR 55 4 BE RS AT 3R R, 75
—SESRAFR , SUVE DX HRBE XS 3 S i AT s B ]
PR AT IE AR, A A EOR AR PR
KM T X B RGE R 28 K

AT X R BE AR Z i 2 — S AR D
DB A B — B 283 B AR R B k. AN AT AL
PR PR UE T X B by st A B o8 B A n] S (0
[ Fsf 3o Ao P L BEL A 1 IXCHR o A [ L) Dy S 3l
PEATIEIT. S3h, i T HET B A X REER Z 8 T
FEANIRAY 25 AR B PRl H ARt 2 X R
R 25 2R GE TR AT FMEAT R 1 T e, A A
TRIHFEE A . P, 5 2 — e LR v g 1
PEACIE e BUAT X BB A, H R0 B8 2 T
DX PRI IR AE O 3R

e ZLAR I, X ) 2 — (e T RPN,
B2 553 Z A P45 19— EoPE [  IX B ot 4
SRR TS5 Z A B R ME 25 BT 2
T O T A X B P S TR A R A LR L n] LS
X Dy s X B R B A O S SRR TR I X
i RS 22 A BT RE T B R B Bk, TR RES
SCRF AT AR R AL AR 1925 5 Tk al /Y RE%
TSI F5 T BE R  R A4 Es
L.

ARSCHR IR A BT 58, AR B — BT X
et R G000 W BT A, HA RO A2 19 IX gk
ZRAL) R DX Bt by, B 07 58 T O IR A B REAN T
LU E R DX R 2R g X B ASE 2544 D AR , B
A i IXHREET- 5 38 F M A, HBERSTE A2
DXL JEAS 58 BEPERIE A5 00 M B EOKAS , ATRIIE
X 24 i 3 DX R 2R 48 RO R e A
BEARSCRIA T AR @ e W B0k, X s 9148 Bt 47
T oA, SEB T ORIE A I A (Y L R dl
(LR ESEals

[RIF, P T DX 1] T 55 A0 B PO, AR S0
fir BRI AE UOT R AR SRR 2 ol
(4, TR A B B A R R, AT 2RO Bk
AEH=J7 2. I, ASCHGHE T EA R A @S
A Bk Ut IR AL Rt 2T LR AR S
(972 8 T e i 3 RL A

ARSCHIBEFE N A MATET R A LU 55

(DXMEGA G IE A FIE AT Tk, RiF 2

AT AR U A e M A (A R XS ARIIE T %%
A R R R ) e A

(2)BEit 1 VOB €8 0 1 Ay 2 FABH T Y 2E B 48
BERE AT T 4ARERE BB 25 T4 22 Mg DL RGO
M5t

(3) T[] 56 2 B , 1) FH S0t I 1 728 €5 e W A B4
Bt T —m 2 e A B SO R TR T
— P RT G A R BE AR, B X Bl
S 5

(4)2 T WD B AR Y SR W] REPE 1T
T AR AR B R LA AR 4 s A PR g AL
PSR, A 25 ML OB AR s A AR 5

(5)XTHE A B 2y S AT T HERe I, =
BTN T R R 458 AT R A
FEfit2S (8] e A PR RN 2R 4k G By B Az A st 1)

2 MExXIE

HTX T S 4R DXCHRBE I 9T T 2R 3L X M
WA Bl T e R B A T I TR A2 44 1 ik
AAE T RN T2 IS A IR AE 2 2.
2.1 ETFIIRAZEZMNKAEL AR

FEHE N A5 A HE T3 T T BR A28 24 1 Ik A &
e S XA T AR T 2 (A1 E B AL R A X
ety s o W sl R ST, B — A1 s
BRe g, HA A SO X AR R R Y A X A2
R R E N REE , AR — TR
BRI L s 455, R PR SR 0 s 25 4415 i AR
REANRGERTTRAS A )5, R EE
) 25 A A T 58 20 B SR AR BT A 61 -, P-4
D4, BT 58 BN B B A X Fh A R SE AR H
A LR BRE B 2, HARH T i 1 X B &5 4, 3fe
BT 73O % T 58 AR N B 5 IX P 42 3 i 52
Sy N A, ok N B T8 2 28 2 W 45, At T 1k G 5 52
Sy W R I8 N 03 SR SCHR 7 1 b 7 a4 T
B, I AL IR & B8 T 28 [alE B 2R
BUHI 0 DX HRe N 2, 1R BA T T 50 ) ek R, AR e
A GOR N D=V EE e rR (0] 2 R e €/ TR v e |
WU R T IR 7 S rh o N B E AL b, TC ik
3 5 WA B IRBE  (EATS AR AE PG ) . 85 5% I R
TSRS T4 2 1 DX B G5 #) , HEAS TEAS 2  HAR A T
PRAH B SGE s AT , 720 R h BB AL Sy 1 B
UAE AR 210 S AE 4 T, 453838 5 il ok T i
1473 [R] AR .



104 BRI ) TR I S Y DX R BE I A T B TR O Y 2019

2.2 ETEBRERENKAERTR

Krawczyk 8¢ A4 i 7722 68 0 05 Ay 5 % 2 5
U GG A AR AR e G A AL T LA
R —AFAT T8 R E R TR
B AT LA A HR B . X Fh B e ir IX Bk A
BUAE Ty NS ENRN U3 s A . (H R T DR R —
M EFOEE RS, I Krawezyk 26 N\ B9 555
A7 TR B 0 2 e A AR ORI AR Y 2 e AR &
L, DR R S0 S B A 7 e, A PT DA G 3
e X B R 45

Ateniese % NTEAS (8 0 05 Ay B EARAET,
—ANAE T A BRGNS 5 A B A, P A
b =2 1 07 Aok R R RLBATR o 2 A FA 0 4
IF53 TE 45 X 265 v i) 4 0 1 st sl 07 40 e o ) J LS 19
MG TETR LT RAE R ERT A 2 0 TR &
AR F RS R R R RG] B se 5 N
25 IXFN T AL [ SRS (5 T M A 1 - FA
AFE 240 mi b IR AE O A B — R B
(1) 25 ol (3 G A 5 8 TR R 2 — Al
AR AT AR 8, IO B Lo R R EE AN

A A BT TR B A R AR 0 e A A R
HEAT TR B — A E T SR R S AR
WA B, A B R R, PR RE LA W
W5 R 51 TR B AL 2 18 2 X X B i 1718
. 5 Ateniese 5 N BN 1% 5 WA IR J7 T
U T AR O IS A L TR R AT IR ARG R AR
BF, Cwe 2T 2 05 75 BT & ose 2 N 45 BT
S8 B A AR A 2 R — A AT T RS R, TR AR Bk
S RETCTEAR I O A A R

Ashritha 5 A7E Ateniese 55 A\ 7 & By FLml it
— R R R A R L R S
e 7R AR LR L B s ik b A
T A8 5 WA SEHL] 50 e F VAT AL (R0 &
FEARME G XS T AT A5 B R B AR

AT BT % 6 2 AL B B SO R
et ARG 32 3 X HUEE I e 2P 7R ORE IX e g
HIBERYRTIE T , 5 0h 2 M X HURE SR TH BR b0k
TR 504 I 25T sk 1 s

3 TeRERARENESHH
A [l A8 € T W 5 00 AL , A A0 A

8 e A SR IEAT it | LARE SE G Y IR 55 T A SCHR
A Z DA IRAE T 2. R MR G2

i s o 10 2 Tl AR B k1 A A S B
.
3.1 #=F[RIE

TEAS (0 I 7 BRRC T AT 2 B850 WS 7, Tl 7B
SR, AW SCHUE ST 3 2o S T AR SR, T LA
B H (6, ) =H (o, ). He EZRI T 15025 191
TWAMER g X g' =g (g*) =g

(D)3 AE  Je s A

AR H (4 r) =g X b b h=g",h
HAHL, s IR, g WA IESH, WS

(2) 8B HT T A S8,

TERGEFAE s (B0 R BT LI h =g HF A,
BEIH (1, r)=g'}X i =g'}X g"=g" "5 H (L, rz) =
g X R =g"Xg"=g""" i T RIEEAMFE , X
H (1, r) =H (1, 1), FEATEHONES RIS BT A5 %
Bor,=(t+sr—1,)/s

F1 RREKAEYTERIEER

AR ArgmER R .
WIS e X FEN 23:;};4{ N A
By A XY

AT i i i Zuoie N
AT e 25 = b= w Zru N
Ateniese &1 = b xRl A
2 i i 2= = 2= el BMEE
Ashritha %™ b= = Frpetl hE
ESGIES 2 2 b Zuoit I B A

3.2 EHEEN

Krawczyk 58 A2 H )28 (4 005 A B 54+

(DRI Setup(A): 5y AL 2HESEA 2
WS Hpp={p.q.8 ). Horbp, g p=rhg+ 1,80
T ILAEIAAE Z, I A BT 5

(2) %142 B KeyGen ( pp ): FE AN IS K pp,
By N b RN s, Hoh s AR IR IR 2, T REAL
FREEMITE A= g mod ¢;

(3) W5 75115 Hash (A, ¢, r): By AN ET A B SC 2,
ARt AR A e A CH = g'h” mod p. H
W r ¥ Z TR

(4) W] 22 S BB 1 Forge (s, 2,7, 1) S A FAHH s
SR SC ¢ SR AT AR S B S 4, F i S L VETE )
AT, o, r, 6, ¥R Z, 0K r = (1 +

sr—1,)s 'modq;



2020 it A

Pl

L
&

Eitd 2021 4F

(5) My 7 B 3E Verify (A, £, r, CH ) 51 A B
WISC ¢, ] A2 2400 A8 8 e WS A (B CH, S ik CH 5
£, roE R VEHL, AR DC et 1, A DC R4 i 0.

3.3 Hikw

FRAE 145 A28, AE R BEAT DL B R AR (o e iy
A SRR XU I AS R e Ay RS (HTE SR
el ZE v A AL LS 1 FTRR A T — > T {5
L B bR X RS — AR A AL
GG R I B AR AR S AT R e 2 PR R
P | DT BT B AR () AR (R G A SR e A el

MR IR B B — 3 m AT 5, Hod AN R AL
R s EREWR s=s, +5,+ -+, H
cooy s, M BUBR AT S B TRV RS A
A h:g“l*“f"'*h =g g g =hihyeh,, W 35
A0 R T A BUR A s+ A Z AL A I Y
Eome[l,n], Mm=10, BHAE T 201k
Mom=nif, BHA NI S m SR i
I S A P I e e = (R R AR S =i

(DR Setup () H A& S50, i th A
K2 Bpp={p.q. 8} Hp, gl p=rg+ 1,84
T ILAEIEE Z, (A BT 5

(2) %41 1 KeyGen (pp): 45 MRS s FE A
bR FH O RS 6T AR sk U A 3
ZH pp, AR 8L A b, TR s, e
si MTERIEEARE Z, PN IE M TR, b=
g mod g¢;

(3) M5 F T8 Hash (A, ¢, r): BREEMA n L
FRAT A A RGN b, BD T A AR Y 51 1 8H
ZR R Ry h, R SC e R AR S8, i AR R Ay
{6 CH=g"(hihy-h,) mod p. Hevh ¢, r ¥k Z] 1Y
JLHR;

(D)W ZE SRR 16 Forge(s, 4,1, 1,): [RIXS 5K
Lo AT RIABR T A e ARG s, BIX £
AKBRAT B F R Z Flls) 4 s, 4 oo s, JRBA ST
t R AT AR S G SC 1, Fi 5 4 DERC R i AR S
Bor. Hboro¥hZ, g, rn="__1+s—
1‘2)5 "mod ¢, HiHs =5, 45,4+ - 453

(5) W5 Fi B Uk Verify (h, ¢, r, CH ): 1% S 55
LTI R T 55 e ARG A b, BIX &
ABR AT S50F A Z R bbby B SC 2 W] RS
Bor ARG A H CH, B0E CH A5 7, r 2R UEHC, 4
SRVCHECH 1, AN PCEC T 0.

S1s 82,

3.4 BUHBEZENREMESHT

SRR B T B A e Gk [ 9 ke, A
RERAE SiE IR A N7t - AL 81 k1 5 M R S e e

i WA n NABR T 5, H s 12550
(/€ [ n)) BB R RS 8 T2 S 5
Bipg.g . ZEAH A EMNACH T4
{51582, ++=, 8:). FECCHEJS AR 808 WG A b

H(z,7) =g'h"=g'(hhsyhih i hi oo h,)

:g/(g"'lg\z...g"'}th]hHrZ...h”)V.

AT S T AR E N R A A R Y T
AT RG22 SH 8 H(,r) =
H (2o, 7), % HOR A

H(t,r) =g'(g"g" g hivihiioe )
Igtﬂ'“ﬂ‘ﬁ"*y‘)r(/l,-+1h,-+z~~-h,,)"

At =t+(s\Fs,FFs)r, P=hiihyoeh,,
WIH (2, r) =g"h" JFLH (2., rz) =g h"

HRAE 120 iy As i At , AwE & BB 25 i AR £
e A A Bk — 3, PR B SR o, HAEES
N =g h TR A R g
TR ST AESR Y o 120U B 4 [R) TR i s AR €
WA TR, DR L G I 78 (8 e i e B R 2 4.

4 BRESEMAEHARE

4.1 AR

DX B 119 5 1 B IE T R AR EE I A PR ARSI B
(). TR 3 2 AL DX e g DX e Sk R A TS A T AR
UEHT I X BT DUAT P 1 AR A X 2 ) 5 i k3
XSS 5 AT A TR ORIE H AT RIS S T
AR W LR, DL LR T X B g 4 R ]
XSk, X Q4305 A 15 B A EL D , 7T LAPRIE X B
B G 0 A 5 XA T, S DR 43 1 A A5 2 (B
Q@ , W] LAMRIEAS S Bt i s dg pE o

| OREREHLBRAH |

@ || Kok F%
e ¥ [ wtimm_| [ s | |50
Heal | Merkledf | | Nonce | e
L]
XHk | nadi1234 255
EEig [ L
i 1| e 2| pas 3 [es 4[®... ]
] 3 t . 2 1
EEETEIEEEETRICN

BT s X g



104 B AE - T ) AT R Y DX R B TR A AT 608 ey i 2021

T ORI 7 ZE 6 S R U X BB Y = B A A
PE A S B D I R AR A8 0 Z8 AR R A 1 X
Hebk SRR R X 254, H AR 75 AN 52 ) X Hedik Jpi A
SEREANE IR UE ) 1F Bl N B U AS . AR S T PR A
ES

(1) %58 A DX A 0 A 1) I Ao R BSOS 48 W 722
e I Ay PR AR

R R 5 A K H ) X sk & 1 N2
content, W] fi] BL 0 S =28 A KA X He sk (N 45
content,  WE A6 CH, . 58 5 WA A KIH
Merkle 1R {H MR, Fl H {th ¢ & w,, B} content, =
{CH, MR, w,}. 734 FEX Pk ik 2l s 52486
Jews Ay CH, VCBCHY A 28 2880, o 5 CH NG RN
CH, = Hash (contentif 1s r,-).

TERZEEOT , B X2 TC Tk G 5 19 AR
. B BB G AEF A X e TR i
DX e i 38 By N 4%, i Merkle #R(E MR, 726
MR/, content, S 46N content, , AL i+ 1 MK
AT BE A Ao 58 B B IE , 7 R S A R AR £
TeE e RV FE B s i 5 7 + 1 XK Ee b B9 A8 (6 e i
S S 5 CH, . content, VERL,
5t & W 47 & CH,., = Hash (C(mtem‘i’, r,-H’) =
Hash(contem‘“ r,-Al),izﬁ% AR ANl 2 T

X Peski-1 KHeki K Heki+1
- 11 CH., ,lol r CH, lnl Fisy CH;.y e -
MRy || we ||| MR wy || | MR || wia
Kikfki-l | % [ Rtk | O [ Kk
X Heki-1 X ki’ XHeki+1
<[ |[cHa &I P | <70 | M 0 L P | 7 |
MR, | [wer || a sl MR | [ w, ""' MR, | [ wi
Kbkl | B8 [ X it KB ki1
A0 TG A
e
[X e iki-1 ,Q. [ Heski EHeki+1
< Tl CHH r Fi CHa ‘%_ ri-l‘ CH;-l e -
MR, Wiy %EIJZ MR/’ Wy ﬁﬁ.jﬁ MR, Wiy
Kgfkil | W0 [ gk | WP [ ki

K2 Bl X e i Jr St

(2) 45 %55 52 o K505 Wi i ) s i bR BSOS H il 22 (5
JEI A PREL

XA A BRI AT D X R
HAABUCER (A KB RS 5y N2, 1 BRT S 56
AN X PP 51258 5y W A AR S B ] AR 2R, T AE E

Dy WA G %58 5 WG A (HAVE 1207 ST
FRANPE 3 7.

SR k] [
gk [ | sk
[ i-Liiii B
[ W& | W& ]
/
[ CHor | CH || CHovin | CHunria || .. |
= A 45 % A
Iy Iy Iy iy
S SN el e

b

RIK Xk | | 7Rk
gk [ sk
[(m&ii | [m&Ese]
TR
CHann | CHy' ([ CHoror | CHozn || .. |
% ] é@ % - %
s Gl s eftls Sl
-

EENELRETIETEI P

s

KR X B3k T
X ek [ NS
[mwmiri | [w&eee]
| CH.\r || CH,r/' " CH»MH:I CHialia | |
i 3 4 G A
[ s s s s
Y 12 1= 1=} =] ﬂ:‘ =}
ot oe el Al ey
]

[ %1 | Zhe | Zaim | 82| .

B3 Bsc ) e A Ji e

HAAKUL, AERZBAEOUT , A2 o H I Toik
I 0 RDIR S . ARBEER A XSS i 2B A B Y e A (L
H CH,, 5% 5 A Bt Rk 28 5 N4 1)/ %
e DX B T 1 SR A 50 2 1, U 38 5 i A R 38 5 1
PRI A ) A 0 e W iy R GE AL, BB i th
o WA o MAF R B S8 s ' 5 1 CH,
DLC.

TEMRA G Sy f rp 28 — Bl 7 Rl g 2
A DX R R , i Ay S R A X
Bl Bt LA SCR AT I 280255 —For 2.
4.2 TREWRFBNEAERNE

M TG A LTI T AP E,
SRS T A BR A AR, BT ZE A 4 7 2 ] o
S A5 2 RVIAE DG IR KA 5 [T, X IX ek AR 0ok
Ui, AR RIS 5 T 1t 2 R oM ) 5 I ]



2022 it A

Pl

L
&

Eitd 2021 4F

P A ST 1 4 i B A JORE B SRAS A B30 0k 14 2
A E] | 2 EA

(D) BGIERURLE : 52 5

XTI B B A S, A R X e
WA A AVB . XL A LA T, (B — BT
ARG TR MR G AR Y], B R g e
%A 5y IS Hy WA, T TCTE X HABAZ B AT N 2
MR S B A UKL S Y 2 APt B vy 19, {EL A R
(AR 15 2 TR QA o 2 die i 9. LARLR B R 8], AT
PAKRY; I sk R 6ALES 5y 47 AL, X
TR ORI E AL B R 60GB WY i
23 AT LSS 5 by 1 A Ok JE 3 FH T AR S 4 Bl
AR, 0 22 Sy NI 6] A FR Y s At 25 18] A
AR R (BB BORAE B IE R M S RS VR
RN R

(2) B PIHE URERE < X B

Xof I B B LA B DXCHR, 2% AR R — XA T
W A A RO, KR rp 19 4 2B 50 ) R Aol P i IX B 478
TG T A PIHEAT IS A (EL A TR0 S M 4 ] A 1o
JEEHE R BRI ] 23 AL CAR AR 2 —FioRE B 20/, LALI
KB 51, BRAE 5 ARSI H R YA 900 JT A X B 45
it R, X6 T A AR 1Y R U 246 3 R 4
500MB FY M fift 23 (AR . (H 3 b B A Bk
LA T — Nl AR — Y RAT T X
AR IR A B T UB BOZ X Hh i i A 22 55 .
AT A IR AE BT SR AT O IR B BE 1Y, AR5
WO ER R BEAN LA A B — R B PR Al E Y &R
G, 19 R A EARRIIE A )T U A 5 90
2, IR B 258 o B L SRAER W AT, A
PSRBT o 58 AR R U 52 5 A 2 8
FLBRAS 4532, BoA AR AR A, R X
BT LE BURLIRE S AT LS A A B Sy 8 B A ok
JESE TR LE A M, X 52 B ff A ] (AR PR
TR AR A A EORAN i (BB SR B IE B M S
RGN OB T SR 1 K L

(3) G HE B B2 - TR i i

XF TR IR B, AR A 7 0 e A A
B, Ik R R L ) BT A S o A P X A RABH TR
A AR, Xl 41 A RSO JBE A R Y I ) 245 ] A
Wik A 22 A ML B IR AR W % g 2 A O
i T AR 5 Z 6] 58 A AT, KB I 5 5
AN A, (HA BB R, 2R KRG
FRF TE] A A8 AT RE TE B B8 AR A 1) S ] R
WK B Bk

(4) %5 B Bk EE < o 1] Bt

2 L — BT R 0% B A BURLEE | AR SO 4%
A R S TR 24 3 %A B B ], Al —
XP AR e W i ARV L B TR) B P T X e 1 22 5
H AT X X 2 FABH T3 0 A (. 1] ] B2 4 i T LA
HR 5 Wy B[R] 0] 43, BB B JLAS /B LR LA H
A5 — X A RN, T IR 12 4R B (R R0 43, BV g
A A X —XTAFARH . Mo = 10f iR
AHYS T LA B R 2 40 AR UKL FE , X o> co i), %0
SR Y T DABK B 4 O 3 A A BORLEE . PRt 3 % 4
A IR B A R B B[] 23 TR FE A 58 AR AS =
FORLEE Z 0], 2 VA T55 A RS =Rk fE 2
(). 3 fokr B ) DL A2 R B ()i 35 T DL A AL
iy Ak 5] 23 AR, T AT A LI
B 1 % A G T S H T R R A R B
v, X3 2 BN ] PR s A 2 R RIS
MBI EREMTE S RA LM E EREOEN
T8 A I R . AR SR ) I 2 ik R 4
A SRR . DhE Gy X 10k W A D R s [) B R % B
A R BE I PO AR 7 22 il 4 R .

X5 DU 2 BH AR OB B, T 38 2 FT L AR
T BRI A N, PRI, 0200 B AR A i s ) B
THUETT A BUAF BT ARV JFHE A BT #E . A SCiseit
TP RS T R B IR AL AR % L
Hh B ) B3 3 B B A ST ] 5 2 B[] A0 ek ]
FHTHE T[] A B ) B 1) 25 . 7626 n A1 []
BB A R Rl BB S 5 R i R B AS
Sy ATAL B BR T i 75 2 A2 iU B O R A ) B
ISFVEH B D B R R T A S A
B 5 B[] 20 B i) e i 2 AR A T 2 R 10 Ak 1
JE T35 BF A= USR] T 35 7 Shy Bsf 1) B2 PN 5k 25 % 41 [
A Bsf ] () e A s ]
4.3 FRPHEBIENRZHE

HRAE b SCHY TS AT, 28 €88 0 A 1 F FD X
TASCHR R A 2Oy 580 Atk PRI, 75 2R
WEFARVATE T Wi AR i R vk IX e R AE 1Y
RONIE B i A v, RARR FH L FHEX FR
(A3 B 2 s Al 51 4n L 45 TR 5 ECDSA/ECC, LA
KYi i secp256k 1. A< ORI IX Hesk R4 FH A i A 4
SR A A0S AN PR o5 06 2 ol B 0SS B
TRVABATINE 5, vl T8 A AR ARG A
R (EAE R TR X, 2 5K
FT AL AT R 5 5 — 2 A, B 2k 2558 5 e Ah
J7 2, ARAR T v AN AR Y 00 A X R i % A



104 BRI ) TR I S Y DX R BE I A T B TR O Y 2023

Zh1 %52 25

i+l E5i+2 5

B R e e W wa 0 mw
BE: 225 _,it’r —[l!)r —,-IYE_‘

T FEk T ok HEj G5

(R LEE L T W

ARE ARE AR AR AR LR

a1 2 ai il A2 it
FHE AL L J L J oms maem we s e
FE: X

Bt e A A R e A A TR 2
A AR L J L ) e
BE: B [ B ﬁ %
B R AR A KPP R AR
YRR | )
s A AR

P4 AR T A ) B4 A R JEE

B, PR O S S TS A TR E
AR T AR O TR, R 7 0, AR 0t S
FR 728 0 I A S0 O PR o, i AT E TR
e i L I R GERAEA , AT G A8 iz IX e e
52 .

4.4 MAIEHUREREIFME

% TR B AE MR A RR IR, R GE 2T IR
A ERAT P S 10 5 Oy BEAT IR UL, AR 6 BRI
EREAT BT PRI, AR SCRLRE |, $12 58 38 e AU 18 A0
SRFATREL T AR R iR . 7 el B 42
FAER ), HABRR AT G0 i H X IR A s K
B4 IR R A B PR R SR A B
T SRAFTENAS Y 5 25 ) AR B R T2k, w] DA i
FEXFAS M0 e b BB e S AR B R 23, 9T AT
B F0 U, XHE S AT R BT B R R AT Y
FEAE 4. 6 LI 4.

(LA E R AR, AR S ZARAF — E 23 [ R
ANEEBIE s LA JT TR 57, B ARG 40 AN BR A 1 o
THSNIAEREACAN B T X EE A ARE PR AR B3
P SR A SRR AR L0 5% R, A AR
R AR A 1Y R EAR AR LB T R, X T
Y ORI, BT RS AR R, i, R4
HR T T A AR A U AN AL AR R D

4.5 NMRTAHNRESR

AT IR AME SR H 2 5% 5 TR
A ARR 9 5 B AR @ e I Ay T R, 75 IE —FiRR ik
0L, A —RCPR T R I s A S A C Y
TR 2 HZ 5T T 28 5 #05 To ik wE
0N TR AN ), AR SCH AT RAEE B , 4
(AL PR A5 BRI, 3280 58 B e i 28 (2 I A
TAEH.

(AR AR

TET i A AR BR B 5, AU AR A5, A
ity ZAE R RE B 2 R — 2B By (AR A PRI 4
(BE FaliE) , I ] FAMAL PR s 32 52 H i 5 A A FR
TREIEE RS AN A A BIRIES , JF % H
JEAT AT GRS IBON AR AT 1 45 [ A SO AR 5
F18) S 80 e B G T PR L, U39 R ARSI Ry T )
FBRAT . AR AR WA 40 8] 5 . B RE &
Zyrp KRS ARSI PR ANk 1RR .

Bkl AR AR

voteForEntry (address ., address ,, isAgreed )

N 1% B 0 M hE address,.,, 1 T A A M dE
address , , 3= 75 AR S A AN isAgreed

B AL W ) TRUE, )2 i FALSE

1. IF 7’10de[addr€s.s‘w,] role==tRH7 H THEN

2. /*haveVoted F T Bj 1k 50 6] — A~ B % 2 I $%



2024 i ¥R 20214
SR TE A FALSE*/ JIro . ABR Y A B AR R E‘Jﬁ]ﬁﬁ%ﬁﬂ%ﬁ%‘ 2 7.
3. IF haveVoz‘ed[address{,wn] ==FALSE THEN k2., AR AR
4. IF isAgreed ==—TRUE THEN voteForExit (addre.s‘xuw,, address 4, i.s‘/\greed)
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14. END IF

15. RETURN FALSE

BURAT pi AT S AU 61
S EIUERIFHR LT
A o e TR

l

H AR s B R
Ji BAETRSIMIETE

AR, 4% —
HrREaEN AN AR R
' I

Fik gl

RERVFABIR
FFHR AL 5

Hi
BI6  BRRY i s A

(3)1%1Eﬂ‘zzj]u_ﬂﬂ%
PRAUE S HLHIAE g —FhUah A0 i 29 B, S OJE s



104 BRI ) TR I S Y DX R BE I A T B TR O Y 2025

AHRAS b BH AR s A%, B AT RARE i HAR AR
M A AR 5 6 St A 0 1 AR JE K T AR S
OSBRI A, DA T AT 25 AT FR 1 VR A sl X
TE N X B v SR T Ay bR B TE 7 T LA $c 4
A BEAETE AL B, 31 T 100 %0 PRIEZUHE A et B
WL (PR Ry 6 A RSO P IEARE 1 TR AR 2 Al
A THEAN ).

AN SRAS BT AR A R R — 2 2 2 1Y)
R Ao PO, Y H T 2 5 4 iU 22 £,
T e Ay S FAER AR08 2o, AR B T I B B i A A
S AT 2 KT HAEE A, B e L HCHR I PR IE 4
PRI , AR SCBCT T PR IR 4 HIRHT RO e B R A T 8,
TEAE AR Y R IR 022 O A TRV S
P HCAR A PRI 4 B0 B DR T, DA AT RE A9 5 KA
PR VR4 . (AT SR, RGN AL IR Y 53k
R R AR Y S AR S AR
5 HAA 07 6 8 Ay 1 R B DR Y DRAIE 4
HABESFZIEHRAURT A TS 5 2 5 178 6
T 5 ARV AE G R 2 LR BRI AR A

TERLFRTT A ANBOFHAP— 2 8508 o B9 BRIIE
&, HT LS 5 2 )5 o AR 6 e b A A RV 19 A=
;28 A S5 G o AR T 0 Ay A FABH Y AR
Pl Hols BANE — 2 A0 b i PRAIE 4, A HAR
LTHRIER G, REARITHSHZ )G y W26
T s A A FABA AR . TR X TR M a, b, 2, y
H 2 B A VR 1Y, BE B SR T AR S B B 2K
BB A PR 7272 6 e W Ay A FAEH A2 U B
ANAL PR AT i 23 OB A Y A% R i b B i 2
T v A 1B A AR R A A X A
BooE m ook A T R Y A, R R
isDepositSufficient () PR A 1) T2 8 09 A B 708
REA LY NI A DR UE B 2 5 208, A Al i, Ky
BT AT NERIZIT BRI — 85T
AR, WEFEARERN T LH.
isDepositSufficient () R P IS UNE L 3 PR,

k3. ARSI TR

isDepositSufficient (address)

B - T B I ALBR A S addiress

B Y A PRAIE 4 72 R M TRUE, B2 % i1 FALSE

1. IF node[ address].role==FBR¥5 s THEN

2. /*a S R ALBR AT s G ) SRR AR TE 4 El

A ARV TS 82 5 o X8 (60 08 A A BB Y 2B
A/
3. IF node|address].deposit >>= a THEN
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Background

The problem studied in this paper relates to the field of
network security and blockchain system. As one of the most
significant characteristics of blockchain, immutability refers to
that historical data on a blockchain ledger cannot be changed
once confirmed. On one hand, this guarantees the integrity and
reliability of blockchain—stored historical data. However, on
the other hand, it also disables a blockchain from correcting
ledger data with mistakes, removal of invalid data, or
compression of expired data, which may cause a blockchain
application to fail to comply with legal requirements. For
example, China, E. U. and other countries require blockchain
service providers to have the emergency management capability
to delete or modify illegal data in blockchain ledgers. The
emerging blockchain ledger redaction method may alleviate the
immutability appropriately, and allow a blockchain to compress
the blocks and redact the historical data for correctness, which
is highly valuable appreciable in practice.

Currently there exist a few papers researching on
blockchain ledger redaction methods internationally, but with a
lack of high-level architecture design. Specifically, existing
blockchain ledger redaction methods can be classified into two
categories: ledger redaction methods based on threshold ring
signature and chameleon hash ledger redaction methods. Some
of these methods are based on specific block structures or

blockchain architectures, so they do not have the universality
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and compatibility across variant blockchain platforms. In other
ledger redaction methods, the processes of the redaction
operations require the intervention of some trusted third parties
or a centralized single node, which undermines the
decentralization of the blockchain system, and is likely to suffer
single point of failure or trust issues.

This paper presents a distributed optimization approach to
the original chameleon hash algorithm. By allowing multiple
nodes to generate public/private key pairs for the chameleon
hash, the improved algorithm ensures the highly decentralized
processes of key generation and usage. Based on the improved
algorithm, a completely decentralized and highly compatible
ledger redaction procedure is proposed and described in detail.
Furthermore, in order to evaluate time, space cost and security
robustness, several private—key generating and synchronizing
consensus mechanisms are designed and benchmarked in all
aspects. Meanwhile, in order to further perfect the proposed
method, the usability and accountability of the blockchain
system are considered in special cases. Experiments and
analyses show that, applying the ledger redaction method
proposed, the best block compressing rate can reach 30%. the
algorithm executing rate achieves millisecond level, and the
improved algorithm has proved safety.
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