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Abstract The correctness of compilers is a non-negotiable cornerstone of safety for embedded
systems within aero-engines, where even minuscule software flaws can precipitate catastrophic
failures. In the domain of aerospace software verification, ensuring compiler reliability presents a
unique set of formidable challenges. First and foremost, aero-engine compilers must adhere to
stringent safety standards like DO-178C, which enforce prohibitions on high-risk language
features and demand specialized optimizations for target-specific hardware (e. g., PowerPC).
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This high degree of customization often introduces subtle defects. Secondly, a critical problem
known as silent miscompilation arises, where the compiler generates functionally incorrect machine
code without issuing any warnings, posing an extreme threat to system integrity. Thirdly, the entire
development process operates within a cross-compilation environment, where testing necessitates a
complex workflow of host-side compilation, target-side execution, and verification via peripheral
interfaces like serial ports. Existing fuzzing methodologies, both traditional and Large Language
Model (LLM) based, exhibit significant deficiencies when applied to this safety-critical context.
Conventional fuzzers, such asCsmith, generate programs that often lack the structural complexity to
trigger deep optimization bugs and may violate aviation-specific coding standards. Moreover, they
are inherently incapable of detecting the most dangerous silent miscompilation errors. While LL.Ms
offer a promising new direction for test case generation, current approaches are generic and have
failed to demonstrate efficacy for C compilers, let alone adapt to the unique constraints of the aero-
engine cross-compilation workflow. They struggle to produce compliant, semantically rich
programs that can effectively stress the compiler’s backend. To address these multifaceted
challenges, this paper introduces LLMCfuzz, a novel and systematic fuzz testing framework
specifically engineered for C cross-compilers and driven by Large Language Models. The
methodology of LLLMCfuzz is architected into three distinct, synergistic stages. Specifically, in the
initial mutation prompt generation stage, we establish a foundational seed library from real-world
embedded programs and employ a diversity-guided strategy to systematically select mutation
operators, which generate sophisticated prompts to instruct the LLM. Subsequently, during the
core test generation stage, LLMCfuzz harmesses LLLMs to produce variant programs with intricate
data and control flows designed to stress optimization routines while adhering to aviation
constraints. Critically, to solve the intractable problem of detecting silent miscompilations, we
introduce an innovative variable tracking mechanism. This mechanism directs the LLLM to inject
non-intrusive monitoring statements, tracking runtime variable values which are then outputted via
the target’s serial port for cross-environment verification. Furthermore, a self-optimizing feedback
loop uses frontend errors to dynamically refine prompt templates. Finally, the differential testing
stage employs a two-pronged strategy, combining testing across different compiler versions with
testing across various optimization levels to comprehensively uncover backend defects. Experiments
conducted on a production-grade aero-engine compiler demonstrate the superior performance of our
approach. The results show that LLMCfuzz improves line coverage by 2.78% to 21.08%
compared to state-of-the-art methods. Crucially, it successfully identified five previously unknown
miscompilation errors, including three critical silent miscompilation errors and two explicit ones,
with four being unique discoveries of our method. The proposed framework represents a pioneering
application of LL1LMs to the rigorous domain of safety-critical compiler testing, offering a significant
advancement in ensuring the reliability of embedded aerospace software.

Keywords aeroengine embedded systems; compiler defects; large language model; compiler
fuzzing; program mutation
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*1 LLMCluzzHTREF

e e #FR [Task]
Insert one branching statement such as ‘if’, “if-else’, “switch’, or other conditional constructs
1 A S H K : S
into the provided C code.
, . Insert one loop statement such as ‘for’, ‘while’, ‘do-while’, or other loop constructs into
2 HAJEIRE A e
A the provided C code.
AR - Insert one control statement such as ‘return’, “break’and continue” if there are loop state-
3 AL A . .
B ments, or other control statements into the provided C code.
4 Tl AL5F R Insert one structure definition and usage into the provided C code.
5 i Ak Insert one complex arithmetic, logical, bitwise, or ternary expression into the provided C code.
6 I AFEACHS Insert one piece of dead code into the provided C code.
7 B Replace some constants with another in the provided C code.
8 it B Replace the type of some variable with another in the provided C code.
9 A5 B m BAY Replace some operator with another in the provided C code.
By . Replace some right-hand value of an assignment statement with another variable or expression
10 BRI NA ’
in the provided C code.
11 HillES 4 o BB B A Remove some qualifier (i. e. , volatile, const, and restrict) in the provided C code.
12 A% FBR R A Remove some modifier (i. e. , long, short, signed, and unsigned) in the provided C code.
13 H¥ BRI —TTi AT Remove some unary operator in the provided C code.
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— AR R AR R BN, W) IR B AR B =
[ Task |, [ Instructions |,[ Code ], [Task]ﬂz”'r E‘E’JE
5438 . [Instructions ] & 28 S #/E (1) 24> HAK 4R
4>, [ Code JJ& RRKs A 748 S B Fh - F2F
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Ko 75 S 1) MR TR L [ Instructions [ 34 T 4 101 HA44
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P AL FEAT IR 5 a0 SR A ] LU B 3R 1R 4
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PEBE NUIN 245484 [ 1] If there are no<<#f 3% # [N

%% 1o replace. respond me with the original code I

[ Task]

Insert one branching statement such as "if’, “if-else’,
“switch’, or other conditional constructs into the
provided C code.

[Instructions]

[1] Utilize existing variables or expressions for the
conditions and code blocks within the loop statements.

[2] It is best to insert in a location with complex
control flow.

[3] If necessary, declare and initialize new variables.
[4] The response should contain only code.

[Code]

int main()
{
void *p;
int x=2;
p=&x;
ifi*(int*)p) ! =2)
return 1;
return 0;

B2 A A5 SCE A S 7

provided. [2] The response should contain only
code. T 7EM 578 S5 i) 728 e 7R B [ Instructions | #%

wE N [1] If there are no<< #% M & N & >to
remove, respond me with the original code I provided.
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[ 2] The response should contain only code.
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PlLisfTif 24

Csmith f& 2> BURE 06 16 10 J 13 2% 7 2R 1R 2 1R 4
TR AR I L T 2. 2 — . Csmith 4= 5 A9 I 30 FE 7
FEIE AT 23 i AR Y TP A 4 Ry AR R A A FR S 1Y
GEI AEDEA TR e 4 2243 DR A, A SRR e 7 A ) 4
PREIREE T % g5 SR TR O Bl B XA RS B
B DUV E A fik 2 T R TR G IR R

LLMCfuzz Bt 1 —Fh A8 536 ER AL R 55 2K
IR TIRE . LLMCluzz AN 2¥ AR R FF B3 FH T 4
PRSI, 17 2 ) Ko 5 AR AR R R TP 4 A 2
A iE A . BRI LLMC fuzz 4678 (R 72 5 Br
45 8 FH eRECRD = pRER T return 0] 2 BT B E
FEFF AT I i 5 — AT Ab A A printf 18] , i tH T3 4=
Jri 7% i DA KA/ A B 01 TSN W] LR BT SR A
o 5 Csmith A5 A0 HE L 28 Fl BE ML EAT P4~
PR B BR T ) AR i, i Ar i i (e e
X B 4 T b W AR R A e (L A RS &
SIALER YT i AT S8 2R R, BN AR
B T AN SR X 2 S 7 A B (R 25 5 L X RE B S
LR E B B R B

3 J8 78 T 7E Linux g i3 7 g7 09 I 3 0 B
A A KT A AR R B AR . AR AR A Y
43« [ Task &8 43 J& 4 A printf 15 4) B &K 75 5K
[ Instructions J#B 43 & 2 A~ HAKTE 4 ;[ Example J1EH
PAREARPE R T — AR ik 5] 5 K0 5 AR
7 printf 15 7] 94 A 2 0 3G 34 printf i 4]
It B AE print{ @B A RTAS N T R [ Code JEFFIA
AR AR T o ELA i A A AR AR I BV R A SR
AR MR 7 e 312 175 I i Hh 45 SR p e 4
WA T 22 40t

FE 2253 DB B, MR 7 5 e 420 28 X%
FETEML 2 K sh Ltk A X R G800 & AR A7 5000
SR T Linux BR5EF B9 I00RE 1 G 1k BLIE7F
ARHEE 817, LLMCluzz X H (7 7% . A
PR & LLMCfuzz fff 4 T UART 38 {5 PR32 3
(1) Send O bR 0 0 X F2 5 09 A7 printf 354)
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Insert printf statements into the provided C code at the
end of each function or before return statements.

[Instructions]

[1] Print all visible global and local variables in the
current scope using printf{).

[2] Do not print pointer type variables.
[3] The response should contain only code.

[Example]

#include <stdio.h>
int m=100;
void foo(int x) |

ifix=1)

{inta=20;

//insert a printf statement here before return
printf("m= %d, x= %d, a=%d\n";m, x, a);
return;

}

int b= 10;

/Il insert a printf statement here before ending
printf{("m = %d, x= %d, b= %d\n" ,m, x, b):
%ntmain() {

int ¢= 50;

foo(1);

// insert a printf statement here before return
printf{ m=%d. ¢c=%d\n". m, ¢);

return 0;

]

[Code]

B i L AR R R R

B3 A A A 1B R R ]

Z PR EUEAT 5 printf O A A ) S E R A% K. o8
L AR MR T <<stdio. h™>> 3k SC ¥ Ho& 4y
UART A0 3k SO B HoAthAs 17 B b i Sk SO
BEAN Ao R B % I AR 7 - LLMCfuzz 7€ main
PRI KR 4 RO AR A ST PR, DA sl b B A ik 1ot A
3.3 ZHMSISHNTEREFIEERE

3.3.1 ZRHETFHF
T s S Ve 23 5] & 2l A B e IR, X {15

LLMCfuzz F5 52 _E AT R8N AP T8 P A28 4R
LA ARSI . 305 2 2R IR T
REAS TR R A P28 v I oty B 19 4 () o AT 545 ] i
KGR G G . I, — RO RN TE T
B PR BRI A B AR R R T 5 M AR R 28 S Sl i
TR OZFFREF AT REVR A A — k10O B 3%
()22 5k . AE LLMCfuzz H , 3R AR 6] 4 4 53 3
S o T Jaccard R E R EALE . INRRFZ

Stmtpy (\ Stmt ps
- Stmtp, U Stmt p,
Hrpr, St py B Stant p, 73 5 2 7R A2 P1FIT P2 B4 T4
RIBES B RIT AT R e R — 1 EE A
R — e R AR 1T .

EEXF Y F R TR . LLMCfuzz 6 8% — Fh Az 52
AT . EFIHEIA 2R A T Aer
“EE R APURREE 7 AR R A R AR — A Sh A R HIL
WiBfSEXEE, LLMCluzz R 7 —METHA
PR RO A T ORI E e B A
TR — RSB AS or s B G I 5 TR A543
HEAT T HES , 44 )l — AR 5E A, LLMC fuzz 4 9%
BRI A TIE#E . &8 AT AR Se 945 53 B R X
g5t

1 n
Score( Mut ):*ZDZ'S[( P, P, )*Rate(Mut) (2)
n i=1

Dist(P1,P2)=1 (D

Hodr, Mut =8 3 E T n e Mue 78 5745 3 19 2
P AR RHURE  Dist (P, P ) 378565 1 B 53 77 R 1Y
FRJ¥ 8] Jaccard FE B . X B P, W] BRI R T
PP AT AER AL AR B, 32 R LLMC fuzz X —
M FRIFERZ WA . Rate( Mut ) 3278 Mut 4%
S AR AR AR T R TR A
HErontPass v,
AU v

o EFrontPass y, 3% 78 K18 5 A A 3 T Mut 4= %
1) FIE A% 38 3 2 155 25 17 g 1) 228 AR TP B L A UL, R
7T Mut A2 i A8 AR Y 8K
3.3.2 ARSEATIEE

LLMC fuzz (78 55T BEHLG B 7EHLkE AN 2R
TR B R RYE . BARTE R R RS TERIK
AR S Je AR AR D3 SR ORI A B AT SR O o A
HEF B BB HE A B AR O T AR SR i
Dy 2 AOR e AR e AR AR AR R iR B, I,
AT T — DR B HE SR, A0 B
SR B BRI UL AL Ry — A DR E AR o0 A rh
AT R . ZAEARER IR T T A B A Bk
TE AL 2 o [ B T o P S R T T R R
MEA . Rt R B B R AT R RIS Rk
B SR A T Mu, (U551 — LIREFEN AL 55
T Mut A K. AT Pz A ], LLMCfuzz R
AT Metropolis-Hastings (MH) 535, 3% J&—
B LI R AT REESE R R Ok . MH B GE o —
AR (proposal distribution) M4 RTR A5 CH R

Rate( Mut )= (3)
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AR — MRS CF— DT kIR —
PR p P E S RN ZAFREAE T —A
¥ HR, 524 TAEEREM, LLMCfuzz ffi 1] JL
A7 A e AR 53 ARG A B IR B . — X iR Y
JUAT o A T T 72 O SRR S+ 38 T 55 78 Ak 7R
SRR BRI
Pr(X=Fk)=(1—p) 'p (4)
FERE AR S 1 Bt ML 5 78 S B30 1 0 W 2 5 18
%75 AT R LLMC fuzz % FH R RR 89 TUAT 4345
25 b — A A AR A M, ST RELEEE Y
AR ST Mut, A% Z AR
P,(Muz, Muza)zmin(l, P’(M”Z”)):
P,(Mut,)
min(1, (1 —p)* ") (5)
Horr, &, Fl &, 43 ) 2 2% 55 56 F Mue, F1 Mu, W HE4
5 oy < ks W Mut, — SEREE3Z 5 AW Mut, 5 IME R
(1—p) “plaz,
N TR SCERAA 5% R K (Y R T M R
LLMC fuzz i il 740 F =T 24 o £ 44 .

0.95<<> " Pr(X=#k)<1 (6)
1

P43 (7

0.001<<(1—p)" 'p (8)

N6 B AEG IR AARME S 34 13— L 2R
AR F 1, AXO N HEP e m TR E T —4
AMIETF 0. 08 I BEREHE R T BR » LASE Ak X6 I 5 28 5 55
TR A O PRIEIE e HE P AR AR 5857
Bl v B9 AN 0, BT LA p B9 U 75 BBl 0. 22 <<
»<<0.39, LLMCfuzzi%'% pHI{E 7 0. 3.

Bk TR TR T 2 M5 A 5 A Tk
FEAmE T L AT I R AR . S L AT R AL BE
— NS ST Muz,» 5 270G AR P SR 6 P R
25350 3B ER 28 AT R A AT IR AL . Hovp L 5 44T
BEMLIEBE— A Fh R 56 SATWI R 1b 28 S5 0 4k
J¥ 56 6 TR IR AR Sk AR B R 0556 7 2058 27 174t
X YRR AR AT R AR R, A 8 BIEE 1447
HEFF AT T () 3 T SR W] R SRR IS S AR
S RAE T RS B Mty 35 15,16 17
A AR AR AR IR FEAR A A R AR AR A pl AR R
VP; 17 8 22 17 AW AR FR Y VP Ik Rt 2k
BCA A TR B IR R 5 A R A B
¥ TP, SR S ACH Hi A 727 VP, B 4 18
3.3 17 T ik O v B R AR 0T Mue, (AR e 4y

B 5 23 B 25 A7 FIWT MR Y VP AR I R
I, SR AR S 50T Mue, WA 903 80, O Hop Ik AR
UCGEAUAE S5, Al 772 7 PR TP B AL 1B 85— 1
FEIF .
3.4 EHIK

LLMC fuzz fift FRR 17 Xt 20 128 0 EA T 22 00
1, 220 AR 2 AR R IR P 7R A R G BT
PEAT PRI AT A7 I R BB AT 45 R BUE AT A Bl
A—EE O WA A 2 A B 1 R R, e H
PEAT N THER T o 22 0 I A0 936 Bl AL 22 S5 D030
ANFERACEN S — e, BEPL2E 5 kAT
15 A e A B 3

BARAAE o — IR el FH A A RA
R 2 1 e o0 0l HEA T S PRI AT SR A ARl e R RIS AT
45 TR Wr i PR e 7 LD IR R 5 AN RO AL 200 T U
I EAT B DAL SO A I3 ARk B K —4>
TR il ] — G i A A AR SO T 4 i
IBAT » SR J5 R G PRI 4745 R B G 1R 2 75 114
PUEER .

Bkl ETZHEISNLERETHER

T A3 AR

A PR ES S i R UVE 2 U MAX ;22 5

BT 3 M A7 B8 5 8 A A JE AU IR L P

B HAFRR R A7 D

i KT RS P

BEGIN
Mut, < M. iom1. .19)
P<{}
WHILE RI5#] i KR P4 DO
seed <= RanSel(S) //BEHLIERE AT FE ¥
mutatorSort<— Sort(M) / /X4 S35 R HEF
i< 0 //HIR kAR

FOR i= 1 to MAX DO

k< PositionCGnutatorSort, ListMut,)

© 0N 0w

Mut, <— None
DO
- Muty < M, o, . 13)

— = =
o = O

k, < PositionCGnutatorSort, Mut,)
=< randomO) //fFEXIBI[0, 1)BENLIHE
WHILE f=(1—p ) "
mutPrompt=GenMutPrompt(Mut, s seed s Dl Mut, 1)
VP < LLMGuutPrompt )/ /H A RFE 7
IF VPG4 % THEN
. oraclePrompt <— GenOraclePrompt(UP)
. TP < LLMC oraclePrompt)
P<PU{TP}

DO = = = e e e
O L XN O W
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21.

22.

23.

24.

25.

26.

27.

28.

29.

END

T IR Y 4 T - LLMCfuzz 25 4 B Bl 25 5+
SN S N i /o 727 I S W i T L e S
Bl ML 22 S0, B —Fp 3T GCC B2 & shblite A
ARG GRS A Linux 248 F #Y GCC-14. 1 4
VR 5 TR SISO CRIL-00, -01, -02, -Os,
~O3 DA A FERAL SN T 3

e G B A TP S R P G T R R B DR
iR R, WARR THEBRANXNKFET,
LLMCfuzz fif F 3082 2 0 0 25k sl AL 58 S 4 1%
A AT 22 43 W03 T R B SR R A 1R A 1R Y L R
[\ B 3.3.2 75 , LLMCfuzz A 728 (K 2 7 46 A 2 4
printf O 154 DA 45 203 FE P 5 i) 3 26 ) A )y
TF Linux 24 T ) GCC-14. 1 " 8295 it A g 1% » I
TEAH R G AT 2R, BT 58 a4
i B AT PUAT SO R S NS R R T .
W FRATTHRE D R v A A TR A B R E T
ARG, M AT PAT SCOREAE S s AT i AT R A
bR AR A M EML, 5 X HUAE Linux &40
5t R IR T i e A L B A DL R
DUt B G R A g i B T R R BUES AT R T N
T3 M BARAE O

B 2R T LLMCluzz 1 22 43 38 7 ¥
55 1~31T R IR ARG 51 3% LB AT 45 R A5 AT
Fhamiees . 55 4~1917HER TR . 556,717
W S Gt 1257 o0 28 SR PR - MG e U
1p LGS F T 38 w5 . 4 8~ 1247 H 48 4 1%
45 B A W R e 7 B A TR A R R B I
PEAR AR AR % 5 5 14~ 16 1T 8 )7 iz 17 5 B
W 7 0 I SO ER G R % 5 5 17~ 19 AT A I
CTRERE 2 e ay R g VB S D e SN B2
IR R TR R

k2, ZrIEE

i A : Linux B35 F 00K B P p. 38 X4 IR AR

CrossCompiler, GCC-14. 1 4iiiF4% GCC

A 14 = 22 43,

seed <= VP / /ZEAFFAR 7 o8 0B AR ¥
UpdateScore(Mut,)

ELSE
UpdateScore(M)

BREAK
END IF
END FOR

END WHILE
RETURN P

fecidmiigs)

B
) [i5} . /s Ll
oL ANE IR

H LB AE fE [E L

B8 )

A0

I BR R A R

P4 BRI R DA Iy vk

BEGIN

© e N e g W

[ —
o= o

13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
END

opts < [-00,-01,-02,-0s,-03]
results < {}
compilers <— [ CrossCompiler, GCC']
FOR C in compilers DO
FOR opt in opts DO
IF C == CrossCompiler THEN
tp < Modify(zp)
END IF
compilelnfo, binary < C. compile(zp, opt)
IF compileInfo LY Hiivis % THEN
RETURN FrontError(C, 2, opt)
ELSE IF compilelnfo 3 % 1% #% A9 5% 5 1%
THEN
RETURN CrashBug(C, #p, opt)
ELSE
executelnfo,res <= binary. Execute ()
IF executelnfo 2y b 24w 145 % THEN
RETURN ExplicitMisBug(C, 2, opt)
END IF
results < resultsJ {res}
END IF
END FOR
END FOR
IF len(results) = 1 THEN // N #ER U SR 55 1%
RETURN SilentMisBug(C, . opt)
END IF
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4 TR

4.1 EWiEE

(DR FRIFE. T 5HMIr5AF K,
It HARBUEA & P i s 5 R0 1 iR 172 1y,
TN GCC F1 LLVM % 33 # 09 i = 0 rh ol 5 1
1000 A~ I 3072 P71 O b1 A e 4 1 32 B0 0% 5 il
Gb R TR AR T A AT RE AR I 5 S K S HLA
BIORH O B2 T e B S i g A 02 IS A sl B A 2K
A GRS AR T 200 AR L St 1200 4 Ff
FREF o X LEFh 5 7 # OBk 50 E 8 08 38 1 4 1
i B o o I ELUAS B ik e i 25 B0 ML G 56 s 1 AT AT
FR .

R T RO AT R S 2R, FRATTRT I
HEAT THRA M . SR FAEALE 1200 CREF . 6L
U2 16 717 . BRI HLBEAN 20 47 518 800 17 A 45
CEE 2135471 PRI A E 2 8. 2. B 1L
TERAE 5250 Fi & 2 e . et 5 R b Fh
T Iz S TR iHa A i EBHR A L E
A A (A goto) M iE LA C IS By 5| R 4 i
AR . R, R AL KBl R S
200 FP AR P IR 5] AT volatile JBHE S~ A {743 5
VRSS2, A e a7 150
ZeYy s N GRS AL T IR S

M S SH0E . LRk &
Il ARG HIIET GCC WA Ui tEN
FFM R eas 268 GCC-14. 144 Linux #1355 F 17
2o S IR PERS . Linux 37858 32 GB INAE
Ubuntu-22. 04 #:/E RS . A SOl 1Y K iE 5 A
i DeepSeek-Coder-V2. 5, %R A IR F) 2441
fith A= e 77 1Y KA 5 B AL, >R ] Transformer 42
1, SEOREL R 236B. SR 2 Fh g iE 5 2R 54k
BAE S5 o FRATME T B O S b APT 422 01 Rk AT
AN BRI 2 8 3 4 7 1) 9K 51 8 AR S 2R
AT 55 o FESCEG P AR temperature 4015 B M
BRINE 1, DA nda il 2060 . A8 SR A i
T it 1 B ot e KA A O 8y 35 e Rk A 5=
UCBREE R 8 155 AR I T R &R 0. 3.

(I TTIE . AEHATXT HESEHT K LLMCfuzz
55 A B Y G 1 A ORI 3 7 i AT HU R 0 i)
72 Fuzz4All, GrayC , Clang-Fuzzer , universalmutator , LA
S Csmithe Fuzzd AllJ2&—Fii H a5 T K35 5 A8
{14 2 PR ORI X5 32 o R DRI 75 A U 4 B g

THE R AR O 7, PR AR A iR AR AR AR
P B s A B A R T SR TR AT
Fuzz4 AIE F BACAS A Bl RAR AL 15 B R DeepSeek-
Coder-V2. 5. GrayC & fi 87 19 3 F 48 5 19 4 25 4%
RO 7 i % ke 2 Al OB 1 A8 5
T REFP R F AT AR S AR T TR A R A A
JF o 33X S R 30 2ok G 5 T g DA T A T 4 126 24
G uEE TR . Clang-Fuzzer 5 F F P A 2R 15
OO N AT T G g AR T A i i AR S
THiiEdsillid . universalmutator J&— i H AR R
MHA T H B 7 — R AEH T 2805 5 i A2
SEET R 1A i C IR e . X E S i
P Ly R R AT TR R A ] —
RN B A A R R DR P T g 3
i, X 5 LLMCfuzz A= B F2 )3 09 3 72 A0 ] .
Csmith J& —Fh i) vz i 1Y 2 TiE kL4 ) C 2
JP A A SR C IR I R 250 fg . R 3R AT TR
Csmith WA R FEL Ty i i) — Bk A 70 L SE 5

(DOLLMCFuzz 284k . 7ETH B 5E H , FATTIF
fii LLMCfuzz 1) Z2 Fp A8 14 . X728 S R A
[ Instructions |, % B 7284 1 F-No-DFCF (L MCfuzzwithout
Data Flow and Control Flow Enhancement) . 1% 4% {4
S BR T 4 S 5 19 3 R B AR 1 [Instructions ] Y
CL L2003 ], X = 45484 B TE A S IR P
()45 T RN SCHIE A X T o 1 B 1 1R AR AR
LF-No-Feedback, 7FiZAE b, A F fe 0] 1A 1 A8
R R M, B[ Task ]+ [ Instructions ]+ [ Code ]
I AS 5 M A5 A [ Example to avoid syntax error |
WAoo EEXF AR A B A R IR
ARfA LF-Random. 7EiZZAER A8 5 50 T4 i Fl AL
VEREH T YA A4S 5 o (EASE R, RITIF A
Ry 78 w38 ER ML BT AR A 3k 02 R DRy 722 3B ER AL
JE N TR T Re e & B G AR I R R R G R
i, HACRKAE S g 86 53 1 4. 47 AR

)T H8HR . R T RENE T 4H0RL B b 1Ak I 5aX
7 X0 G 1 i PN B B PR SRR B, S5 R AN )y vk
XoF A I i 15 45 1) B A T 8 7 i B TR AR L S A B
AR A BCRVE IR etr . b S5 52T 50

HREAXT
HaEfTe =
LM«ﬁm%%ﬁﬁ—ﬁmﬁ%%ﬁﬁﬁx
HoAh 7 B A TEL
100% (9)
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4.2 BEEILLXW

B 1 Csmith DAAh, B Fh 7 20 4. 17 fir g A
TR 9145 10 000 MR » AP 5 ia
17 10 W%, B S 47 50RO P B 3. 558
) TAE 2L, FRATTHE g i i F 5 -O3 g0 i 4k
(FFIa fZ WAL L) | AR S [A] (2 R s DAy
P RO WE R 2088, IFFIH Geov T HARWAEHE
FTATHEE R

T2IR T B R A S R N SR AT A
TP TR AR AR P A R . R R B 7T LR
s LLMCfuzz X 4 12845 19 78 55 R AH E T Ho A 5 7%
BT Fuzzd ALFI GrayC . 7E 8 254750 10 59
Z T 9475 17 R 4483 17, w4 TR 0 A
6.06% F12.78% . H Clang-Fuzzer i 5 35 17 %
/b, 3% R Clang-Fuzzer 4 B 4 PR ¥ 26
ZHOR e I gn R RS T, FOA AR L. 48 .

R2 BHAENERTHNNKEFERE

i BERATEL AT SR ES AR B R S
LLMCfuzz 165 843 — 97.73% 9773. 3/10 000
Fuzz4 Al1(2024) 156 368 A 6.06% 95.27% 9526. 8/10 000
GrayC(2023) 161 360 A 2.78% 99.65% 9965. 4/10 000
Clang-Fuzzer(2018) 136 973 421.08% 1.48% 148.1/10 000
Universalmutator(2018) 145 774 A13.77% 98.54% 9853. 6/10 000
Csmith(2011) 147 305 +12.58% 99.65% 9965. 3/10 000

5 GrayC . Universalmutator 1 Csmith # tt .
LLMCfuzz A= 8 I 3072 5 09 A 28078 i Al — 28, X
AL A Ry R 5 A B AR A il BE A RR L i
52 B LN R M0 - F 5L . LLMCluzz 16 42 9%
SRR Y SINT A A 1 B O AR R AE S
M, XA R TR T 2 AR (H T RE BY
Az BT AR R R R 5 LUK i s A R 15 AL
il B A A 2 A PR L OR BE B 5 BT A W LR R R

S, 5 BOER A ) U BB M B IE . R It
LLMCfuzz % & 126 4% A0 I 78 36 FIKR B &= T
HoAth 7 ik
4.3 HELLIE

AT LLMCfuzz 5 4. 175 fr i /9 = Fh 28 R F
A7 7 18 mil S 56, 55 5% b S 56 4 R] , LLMCluzz (1 4%
AR AT 5B AT 10 ¥R BB 3547 BORN A S0 P B0
SEYE . F 3B T IHAL SR A4

®3 HRMXBER

RS A THL RS AR R R gEs
LLMClfuzz 165 843 — 97.73% 9773.3/10 000
LF-No-DFCF 162 334 42.16% 98.24% 9823.9/10 000
LF-No-Feedback 165 269 £0.35% 96.15% 9615. 4/10 000
LF-Random 163 560 A1.40% 97.94% 9794.1/10 000

5 LF-No-DFCF #f [t , LLMCfuzz 1) 5 5 %42
THEe B AE T 2.16%(350947) » X FEIALEAR
SR [ Instructions 3043 H0 , %8 10 1 484 5 550 P
TN I8 2 A B T IR AR R S 4 1)
R . SR » LLMCfuzz A8 SO FE 7 19 5L
RIEAK T LF-No-DFCF. ] fEfY R K7E T, & 241
PERFE A BN T K T A AR R B A
W

%} F LF-No-Feedback A8 14 , t1 - Bit /b 1 it £
e ST DR 3 1) A RCR A A LLM C luzz A7
Jr R RECAN97. 73% FRERI96.15%) . [RIAT. i2AE {4
B S5 AT B AR T LLMCfuzz., X Al 2R oNA

SRR ) AL R B0 22 1 D 3R P A G 1R i i 4
NI ALNE Ly

1E 5 LF-Random f I % 1 , LLMCfuzz W) 78
SATECER A T 228347 LT T 1.40% . X PR
FHAREF LLMCluzz R T 3 F RS 028 57
R RER N AR A R S A B TR
TR R G it A NP AR . A EEN R R
LLMC fuzz 7675 35 % LR BE AL {H LF-Random A
RN R — 2 (97, 94% X1 97.73%) . X AR
B TE RS R I R T AL
AR Y 1 ) 23 (R AR ARFR P 2Z 8] 1) 2 FE XL
SEH I TR . LLMC fuzz { S de B RE 06 A2 1 22
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FEALRR P 0738 S I AN S — MR SR AR P A 5k
WA A A BRI 38R A R
4.4 HFEFRHEEREUSHH

LLMCfuzz (i1 & 78 & B2 & shflic A
R G G e B I DR g RS R, L R E R
FRERIR R PRAE IR . TR IR g PR AE IR T LB R
T RSN, B A AR TR I T BT S SRR R
iR N B KEUR B E SR Sk .

TR LLMC fuzz 0955 5% % BLARE 1 . 5 5l
) TAEZEMN, oA T LLMCfuzz 5 Hofl 5 Fh Sk 2k
TEIE T 24 /N8F . BR T Csmith AAh, BERP O 34
FHA. T i f 2 77 4 OB B A AR iz Be
Az B AT DR P FH T 38 S G 124 110 25 0
(A TE R A R4 vk A A i AR e 47
SR 3. AT H Y 2 4 IR ik L 6 T A A K AR
JF ELA iy R ) A 7 ¥ (GrayC . Csmith) , Hif i
AP R R D A . R4 BN T A ik
2 B G PR TP 0 S TR S 2R A

x4 BUMAERINBRBES LR

. W WA mnt
WIRES st s s . it
HRREDE AR AR
LLMCfuzz 3 2 0 5
Fuzz4 All(2024) 0 0 0 0
GrayC(2023) 0 1 0 1
Clang-Fuzzer(2018) 0 0 0 0
Universalmutator(2018) 0 0 1 1
Csmith(2011) 0 0 0 0

M40 LLE 1 LLMCfuzz 35 % 38 T 5 Fl bl
1, B T A 5 e (O~ Fl) o 4 1) 2 9 R
PR TR A LLMCfuzz & B, X AR BL T LLMCfuzz
TERGIN AT 25 & sh LA S 1R o ek HL G 3 ™ 25 1)
BB 7 T R RRL . B4, universalmutator Jg& ME
— a0 g R AR A I A R 00 O % T GrayC A
D31 iy o — 2 5 g PR 1% 5 LLMCluzz Y &
B — R (R 5 Y5 O F Al I %
TR 4 43 B » 2 30 2 PR 1238 B -O3 IR AL 20 T
(14 -funswitch-loops LAk T A 152 2 B, 1% bR 7EXT
Z IR G AR A A TR 43I 5 30 R G P22 1 s 7
WEAE NS & TP BT i BE A 1R . BRI, X
A universalmutator &I T —Ff LLMCfuzz K BE & P
(4 i T A A L 9 HLAUA LLMCfuzz % B0 T 635 fe K
) T SR 8 A PR 1R

FSGTT T SA R EARAE B A0 B ik

+£5 LLMCfuzz X MRt

it faE

Fe5 F IR . HiFE IR
1 wERgE 00 12 R I e iR
2 EkRgE 00 13 iR RR
3 ki 03 2 AR kTR
4 BARGFE -03 M JREEAR IR
5 WAREE -Os M2 HENFEA

&9 -00Cki4k) . -01,-02, -Os, -0O3. Hr
HAS DN A -00 K LA A 0 BRI G A 18 RS 1 AN
FER 2) 5 T RE IR R R BV AR AR T i
AL RS A T A 0] REfilk A2 2848515 . MAE-O3
AL fil 2 0 Fr BRI AR R R R (R R 3D, g 2
KA AL O S RE R REAS D2 . 1 I 2QIR G A
R CHEI 4 RRS 152 5) 19 1 3 12 BE AR T 0 BR R g 1
B, X TR IE AT 23R O R IR 15 B IR & UL,
XA A TR IR DL R i b iR R . Ik 5 BT
71N » AR SCAR R 15 T A DA BMEOKS 5 SR e B iR
RTINS . Ho TRE R 7 R R Gt 1R
BRIE B & A5 R A ARG R -O0, TT R IR A R
BRI AR S0 R E-O0, T 25
B AEFRERIR gR R A5 1R . B AT LLMCfuzz i 4 & B
Ui ARSI 2SRRI R T L2, RS
T SRR A A LA PR 1.2 5 ¥R T
fias K shbLgmidas U FRIR T 30

55 H A K B0 & B0 T R A AR 3t
AN, LLMCluzz BEWS A P15 R 12 g 16 6 1R 15 25
TSR AL IF HAE 22 M b 255 T B 22
SRR AN AR O T A 2. FRATTRR
T fol % 5 Fh g 13 R U 0 T 3 01 4 22 0 T 2
I HAN T AR EREARRE . T E TR
7 s FRATPRE I B2 AT T S/ e 3R A Linux
BT BAs =X

K5 R TSR 1INy . fad b2 R
WK R IR FAE GCC-14. 1 558 XA iRes N i ls
BATEE AR, BVAR & b I EANF . R RS T
2 XY PR AR A 2R (A5 fAE 77 5O FE 2k fFiz
B AT R e A R — BT 8 . AR
RS -104 16 CifEH Ky 65 526, KA 1% L 8 {4
Pk 246, T30S e B T . 3R A G IR A A
XSO PR B3 FC BT 77 A R B L i T B a2 Al
TR

6 R T 51 2 IR 7 . ead Bl 25 5%
MK R IR FAE GCC-14. 1 558 X iRas N i la
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[Test Program]

[Output]

KI5 g 1A P

BATEE AR BAE & ¢ ((EAS [R]85 A0 491)
o, S8 X RS E LA R A 20 -10 * (32 739>+
4503599ULL? 32 739:t+4503599ULL) A} (3x H ]
1k K -10 * (condition ? a: b)), ¥ kI N
condition? -10 * a: -10 * b, J- HAEM AT 5 &4
#8184 (cmovb) B Z 88 T F5-5 47 R AL 1 A 4%
S S, HER FHRA ik 2 A Q3 vk o o 1 iff Ak B A7
BRI #h 2  RARBOTR AR K AEmMZE . X
SR R AR S SRR AR A5 b
PRI 5 R AR AR BRI RG4S R .

[Test Program]

K6 e 2 mi e e

B 7 R T e 3 IR Y . R FE A
[ A B A BT G i s 4t i, 7658 X
PR -O3 AL T g ikis AT 45 /b, al 1], y=9,
M H A S PE PR EE N s 745 R b al 1], y=0. %)
FER 4 PE A AR -O3 I AL 285 R I A -fpredictive-
commoning Pt Ak 2 1 s, X IG IR HE AT R T 5
HEr s, BT AR AT al 0 ]=d S5 d=al 0]
ZNAIAAFTEAF I BEAH o 2 15 gk 4T a0 . y B2
PRAEEETT 25 AT, NTEE] 1 R 508 09 THAE (W) 1R
R ) I RRIE S al 1], yo %A IRIE Tk
TE 7 24 43 BT 5008 B4 Joe I Ak v i (8 O8O & BT
3, PR AR A RS Bl )

[Test Program]

[Output]

K7 i3 IR

SR NI - i W S ¥ SIS S TIEUN
[FOEALZON T L T idean i . By
HMZPER I T A — AR 5 d L 3 T 2 e
%o M-funswitch-loops RALHE I I (-O3 BRIAFF )
B & 196 i 2 X A0 2 A S 7228 B 25 A4 CED 1 (a<<0) ) 18
SERTFIBT IR HALEIRAE R . SR, XL RTHY
iR EUE G d (4R 2 B TEL B B ER
A AR TR AT, DI AR T B R

B9 JoR 14808 S IR Iy . R p il g A
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[Test Program]

#include <stdio.h>
int a;
int main ()
|
int b=-1, d, e=0, fJ2]= {0 }:
unsigned short ¢ = b;
for (; e<3;et++)
for(d=0; d<2; d++)
if(a<0)
for(d=0; d<2; d++)
if (fle])
break:
printf{”b= %d, c=%hu, d = %d, e= %d, f]0] = %d,
fl1]=%dn " b, c. d, e, f10], fT1];
return 0;
H

[Output]

GCC-14.1 Fr T e fb 2 Fa54E: b=-1.c=65 535.d
=2.e=3.1]0]=0.f]1]=0
2 SRR F-O3T AN P AR AT Je, R

fii ks segmentation fault

K8 AR 4 AR T

[Test Program]

#include <stdio.h>
int a= 0;
charx="a";
char *b = &x;
static int c()!
while (a) {
="
*b="0";
1
printf("a= %d, x= %c\n", a, x);
return 1;
H
int main()
cl):
printf{ "a = %d, x=%c\n 4 a, x):
return 0;

}

utput]

GCC-14. 1 Fr AT IRAL 0 FE5 5 a=0x=a

a=0x=a

28 iR F-OstRALZRIFR FF AT R, HNR(S
L SIGSEGV return code 139

B9 RS IISRE Y

AL AL T IR & B T dmiantiin . X Bof )y
H, RS B a IR 2R O (BP0 N BB R 448 £ 5 T8
WG HRAER TARE AT 7 -O2 F . ik il
I FEARAS T BR SE R bR T XS, 1 -Os A T
W IMUAS IR BR BEM BR , N PR B T 5 R INAE )
DU AR A, fe 26 S BB A % (SIGSEGV, 3R [l i
139). ZHERIE T8 Ui A IR AR P 15E
PR T A A P S 80

LLMCfuzz & 3L 5 532 i gndiiiz h, Horp
B 1.2 3 0 163 S R IR i B2 g P iR 1 S A
BRI R BT 55 TAS HEIB LRI A ZE A T BEAL2E 500
RA R ARG T MR 22 30007 vk . Hoh s
1 1.2, 5 B 28 U RgR ST 0 i s A shblim A&
GEI R DAL S B0 13X 45 45 T LLMCfuzz & HIi
RNV A X RERETFAE AR T 1)7, )f His il
St R s T RN I A2 2 B T 7 S SR A B
BREUREER , A il A i 2 K Sl PR A F 1R e
R IR
4.5 Few-shotiZ~"HI_E T XK EIFME

KT EUEAE 3.2 19 I E 89 N=3 1Y few-
shot #8782 A AFAE b SO B ek R ] A ) 2, 38
i1 $47 LLMCfuzz, If )N N=3 Z J5 I 1h 4t it
LLMCfuzz ## FI 9 10 000 X KARAS APT Hh R SC AL
FRRE L DL R A il — A A i A 52 AR P 2
J s G g R e A B R e R AR

M 6 M GE AT DL & B, LLMCluzz 7 i 1E
few-shot $& 7R Ftim N=3 i}, #i&/x 1 F S0y Bk
J& 24 2k 1235 4 token, 32 1% T T 5K F 1) DeepSeek-
Coder BB 1y | F SCK BE FR 1 (128K tokens, Kif &
RS — R 128 000 tokens) o RIANFETE BT
SCEA IR, [R], Fi s DE B A BE R, P31
28~ token, A S i B0 [ R SCHiAH

F6 _ETXSRIREIRKE (tokens) Fit

gt RN RORKE FRE
TS R B 17 74 28
ETF3C B
o 745 1643 1235
B
5 B %

ASCHR T — LT RIE S A2 & shHL
G PRI IR 7 ¥ LLMCfuzz. @53 2864k
1) A8 S P 7 AR RN AR BB ER AL, LLMCfuzz B %
A LA S A0 A I IR Y L A Rk
D 2 35 25 1 e R 2R i 5 e 10, DTS U 3 7 3 R R
HAb 485 17 2. 78% £21. 08% .

S S5 R LI, LLMCfuzz 7E47T 5 35 % e
HFERTT 2.78% £ 21.08%. HMsh A T
SRR PRAE R, Hoh A0 FE 3 A ER R IR G R A 1R, X
YUE T AR . A, LLMCluzz RS &
bl AU R G 10 g 2 A B B3
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Background

The research problem addressed in this paper lies at the
intersection of software engineering, software security, and
formal methods, specifically focusing on the domain of embedded
systems in aerospace applications, particularly those related to
aircraft engine compilers. Compilers serve as a critical component
of embedded systems, as their accuracy directly impacts the
overall safety and reliability of these systems. Errors in compilers
can lead to catastrophic failures, making rigorous testing essential
for high-reliability systems like aircraft engines.

Currently, fuzz testing is the predominant method employed
for compiler verification and is recognized for its maturity and
widespread application. The essence of fuzz testing involves
generating a large number of syntactically correct test programs
and feeding them into compilers to uncover unexpected behaviors
that could indicate errors. Prominent methods such as Csmith and
YARPGen have effectively identified hundreds of errors in C
language compilers, showcasing the effectiveness of these fuzz
testing techniques. However, despite these advancements, the
existing methods often struggle with generating diverse test
cases, which limits their ability to trigger back-end compiler
defects or detect the most harmful silent miscompilation errors.

The emergence of large language models (LLMs) has
opened new avenues for software testing, as these models are
capable of generating sophisticated test cases based on natural
language prompts. Recent studies have attempted to integrate
LLMs into fuzz testing for compilers, yielding promising results
across various programming languages and compiler systems.
However, these approaches still face challenges. Traditional fuzz
testing techniques often lack the diversity needed to explore all

facets of the compiler’s behavior effectively. Additionally, most

SHI Bin-Bin, M. S. candidate. His research interests
include high-security embedded real-time operating system,

compiler verification and aero—engine control software.

ZENG Jun-Wei, M. S. candidate. His research
interests include intelligent software development and
compiler testing.

HUANG Zhi-Qiu, Ph. D. , professor. His research

interests include software engineering, software security and

formal method.

existing methods have difficulty detecting silent miscompilation

errors, which pose significant risks but remain largely
unaddressed.

This paper proposes a novel fuzz testing approach named
LLMCfuzz (Large Language Model-Based C Compiler Fuzzer),
aimed at overcoming the limitations of current methods.
LLMCfuzz

mutation prompt generation, test case generation, and differential

employs a three-phase strategy encompassing
testing to enhance the testing process. By leveraging a diverse
seed program library and employing various mutation strategies,
LLMCfuzz aims to produce a wider variety of test cases that
feature complex data and control flows. Moreover, a variable
tracking mechanism is introduced to continuously monitor
variables throughout the execution, thus facilitating the detection
of the most critical silent miscompilation errors.

Through LLMCfuzz

demonstrated significant improvements, increasing line coverage

experimental  validation, has
by 2.78% to 21.08% over existing methods and successfully
identifying five miscompilation errors in a specific aircraft engine
cross-compiler, including three silent miscompilation errors. This
research contributes significantly to the field by offering a more
effective testing framework that enhances compiler reliability,
thereby contributing to the safety of embedded systems in
aerospace applications.
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