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Abstract  Privacy leakage of mobile terminals becomes a serious problem with the rapidly development
of mobile applications. Leakage detection is one of the important methods to protect user’s privacy
data. The state-of-the-art researches only use isolated static analysis or dynamic analysis technologies.
Static analysis owns benefits of fast speed, but be limited to high false positive. Dynamic analysis
performance well in accuracy rating, but its testing speed is slow. Based on application composition,
a feature of application contains three dimensions which are code, behavior and data. Code and
behavior are related to static and dynamic testing separately. Data testing can be accomplished by
analyzing data flow. Being different from aforementioned single analysis technology, this paper
proposes a multi-dimensional testing framework taking into account of the overall application
structure, which contains static analysis, dynamic analysis and data analysis. The framework
firstly analyzes applications’ static structure and invoking information to find potential invoking
paths of sensitive information. The potential paths are used to guide the subsequent dynamic
executing. This method not only improves testing efficiency and coverage rate, but also solves
the limitations of single dimensional testing method, which can provide more complete leakage

event data for privacy leakage assessment model. Under the proposed framework, the privacy
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leakage testing is also divided into three layers including data acquiring, eigenvectors forming and
quantitative evaluating. During the assessment process, the final quantitative evaluation results
are calculated based on the three-dimensional eigenvectors and user’s expectations. In order to
use the proposed framework in real systems, behavior characteristic events about privacy leakage are
abstracted for Android and iOS platforms. The abstracted events provide comprehensive original
leakage data for quantitative evaluation. After acquiring original leakage data, a comprehensive
quantitative evaluation method is required to process the data from multi-dimension. As each user
has different attention on various privacy information, privacy information leakage has subjective
property. A privacy leakage evaluation model is proposed by introducing user’s subjective
expectation. Under the evaluation model, user firstly labels each sensitive objects with an
attention level that contains five ranges. Then a testing events parsing algorithm is used to search
the concerned objects from whole leakage events. Finally, the normalized evaluation result is
calculated, which combines leakage events and user’s subjective. The proposed multi-dimensional
testing framework is applied to test privacy leakage on Android and iOS applications separately.
The testing results show that multi-dimensional testing system is able to do more comprehensive
analysis on application’s behavior. Additionally, the detection efficiency is also promoted.
Furthermore, we choose 30 typical applications from Android and iOS application market
separately to analyze the data type of leakage information. As for the privacy assessment value,
two assumed users set their attention levels to each data type separately. The attention levels are
used to calculate leakage risk for one Android application and one 1OS application. The result
shows that the proposed evaluation model reflects user’s expectation correctly. The evaluation
model overcomes limitation of single dimensional testing method and provides basic theory
foundation for personalization evaluation about privacy leakage.

Keywords privacy leakage; evaluation model; static analysis; dynamic analysis; data analysis;

subjective expectation
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area in the worldwide, these researches are mainly in leakage

event testing. What should we do after acquiring the leakage
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data? Efficient analysis method based on leakage event data is
lacked. Even in the existing leakage testing researches, only
one-dimension is concerned. Both the static analysis and
dynamic analysis have their own limitation. More comprehen-
sive data collection framework is also required.

This paper proposed an evaluation model that creatively
introduced user’s subjective anticipation to leakage quantifi-
cation. The evaluation model with subjective feather provides
a new method for privacy leakage analysis. As to the leakage
event, we collected three-dimension data, which provided
more complete original data for evaluation model.

Our topic belongs to the project of National Natural
Science Foundation of China. The project name is “Intelligent
Security Mechanism Research of Information System Based
on Quantitative Trusted Model (61601113)”. This project
proposes an intelligent security concept for information
system based on basic theory of active defense and trusted
computing. We aim to solve several key problems in the
intelligent trusted mechanism: (1) Through the combination
of related theory about information system structuration and
trusted computing, we propose a hierarchical package
constructing method for trusted model, which will provide
supporting for the implementation of trusted mechanism.
(2) For the problems of quantitative analysis in existing trusted

evaluation, we propose a quantitative method to compute

trusted value based on fuzzy theory. An adaptive adjustment
process is also presented through the feedback of quantization
value, which can be used to accomplish intelligent security
mechanism. (3) Aims at the problems of non-interference
information flow model, we propose a quantitative method
for privacy leakage based on Shannon entropy theory. which
will realize dynamic control for privacy protecting. (4) Aims
at the requirements of qualitative analysis for integrity
protecting, we propose an abstract method for access path
based on graph theory. Through the probabilistic forecasting,
we will quantitatively calculate integrity and provide basis for
access control deciding. Through researching the above
problems, we will improve theoretical framework of intelligent
security and construct implementation method of intelligent
security mechanism based on basic theory of trusted computing.

This paper captures the leakage data of applications and
evaluates subjective leakage value. The value is the inputs of
automatic adjustment mechanism. If the value is high, the
behaviors of application will be restricted automatically.

Our research group has acquired impressive results on
privacy leakage evaluation. Our project “Research and Appli-
cation of Key Technologies of Security Testing for Mobile
Terminals” won the second award by State Quality Inspection
Administration. We also published 5 international journal

papers in the area of trust evaluation for mobile terminals.





