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Abstract  Security primitives of the modern cryptography technology has modeled attackers as
having only black-box access to the primitives, and ensure that secret keys must be safely stored
and internal states are not leaked to the attackers. But these models do not capture the real
circumstance where the adversary can achieve traditional information of the secret inner states
through the side channel attack. In order to avoid this type of attacks, the researchers provide
two remedial measures to resist the attacks. One way is to reinforce the hardware to eliminate the
damage of the kind of attack, which we call hardware-based level way; the other way is to design
secure algorithms by some mathematical technology in order to reject this kind of attack, which
we call algorithm-based level way. The chosen ciphertext attack (CCA) secure public key encryption
(PKE) with auxiliary input is an important research topic in the leakage resilient public key
cryptosystem. To the best of our knowledge, the auxiliary input model is the strongest model in

the security model of leakage resilient attacks during one key existing period. Recently, there
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appear many public key encryption schemes or Identity-based encryption (IBE) schemes against
auxiliary input leakage in the literature. However, almost all PKE and IBE schemes with auxiliary
input are proved to be chosen plaintext attack (CPA) secure. Compared with CCA secure, as we
all know, CPA secure is on a weaker security level. One of the interesting attempts to construct
CCA secure public key encryption scheme with auxiliary input is due to Wang et al.” s scheme.
However, through our cryptanalysis on their scheme, we find out some mistakes in their scheme.
In this paper, we point out these mistakes and try our best to correct these mistakes. There are
three mistakes in their scheme. The first one is that the hardness assumption which Wang et al.”s
scheme mainly based on is not a difficult hardness assumption in itself. The second one is the
security of Wang et al.”s scheme does not meet the basic requirements of the CPA secure public
key encryption scheme. Therefore, it is impossible that their scheme can arrive at the much
stronger security requirement—CCA secure. The last one is that the security proof of Wang
et al.”s scheme is not rigorous. Based on the above analysis, we present an improved CCA secure
public key encryption scheme against auxiliary input leakage. In the proceeding, we mainly
borrow the ideas of both Boneh et al.”s public key encryption scheme of CRYPTO’ 08 and Qin
et al.”s public key encryption scheme of PKC’14. And with the help of the extended Goldreich-Levin
theorem, we give a rigorous security proof of the improved scheme. According to our knowledge,
there is not any public key encryption scheme which can resist the continual auxiliary input leakage up
to now. By means of the algebraic kernel technology, based on the improved scheme, we also

provide the first CCA secure public key encryption scheme against continual auxiliary input
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leakage in the floppy model.
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Background

Security primitives of modern cryptography technology
has modeled attackers as having only black-box access to the
primitives, and ensure that secret keys must be safely stored
and internal states are not leaked to the attackers. But these
models do not capture the real circumstance where the
adversary can achieve traditional information of the secret inner
states through side-channel attack. In order to avoid this type
of attacks, the researchers provide two remedial measures to
resist the attacks. One way is to reinforce the hardware to
eliminate the damage of the kind of attack, which we call
hardware-based level way; the other way is to design secure
algorithms by mathematical technology in order to reject this
kind of attack, which we call algorithm-based level way.

The chosen ciphertext attack (IND-CCA) secure public
key encryption with auxiliary input is an important research
topic in the leakage resilient public key cryptosystem. The
auxiliary input model is the strongest model in the security
model of leakage resilient attacks during one key existing
period. According to what we know almost all public key
encryption schemes with auxiliary input are proved to be chosen

plaintext attack (IND-CPA) secure. One of the more interesting
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attempts to construct IND-CCA-secure public key encryption
with auxiliary input is due to Wang et al. [ Wang Zhi-Wei, Li
Dao-Feng, Zhang Wei, Chen Wei. CCA Secure PKE with
2016, 39
(4): 562-570]. However, by giving concrete attacks we find

Auxiliary Input. Chinese Journal of Computers.
that their proposal is not secure. The hardness assumption of
their scheme is not difficult and their scheme does not satisfy
the IND-CPA secure. By the crypto-analysis, we improve
their scheme and achieve a new IND-CCA secure public key
encryption scheme with (continual) auxiliary input which is
proved to be secure rigorously.
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