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Secure Maximum (Minimum) Computation in Malicious Model

LI Shun-Dong XU Wen-Ting WANG Wen-Li ZHANG Meng-Yu
(School of Computer Science s Shaanxi Normal University, Xi’an 710062)

Abstract  Secure multiparty computation 1s a key privacy—preserving technology which has
extensive applications to preserve the privacy of private data in data sharing. It is also a focus of
the international cryptographic community in recent years. It is a basic computing problem to
compute the maximum (minimum) of a data set. Therefore, privately computing the maximum
(minimum) is a fundamental problem of secure multiparty computation. Secure multiparty
maximum (minimum) computation has extensive applications in E-commerce, secure bidding and
auction, privacy preserving data—mining, private information retrieval, data sharing and artificial
intelligence etc. The protocol for secure maximum (minimum) computation can also be used as a
building block to construct other secure multiparty computation protocols such as secure
optimization protocol, secure recommendation protocol,secure dynamic programming protocol and
secure selection protocol. The existing protocols for this problem are only secure against passive
attacks. As far as we know , there is no solution that is secure against active attacks. The protocols
that are secure against passive attacks can only guarantee the most basic security. Because security
in the semi—honest model is weak security, such protocols cannot be applied in practical scenarios
that may suffer from active attacks. The protocols that are secure against active attacks can
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guarantee stricter security, can be used in more practical scenarios and have theoretical and
practical importance. In this paper, we first design a new encoding method to encode a private data,
and based on this new encoding method, we construct a protocol, denoted by Protocol 1. to
privately compute the maximum (minimum) of private data set, which is secure in the semi—honest
model. Protocol 1 is very simple and easily understood. We proved that Protocol 1 is secure
against passive attacks by using the well-accepted simulation paradigm; we analyze the malicious
attacks that the protocol may suffer from, and use threshold decryption cryptosystem, secure
shuffling and zero—knowledge proof to prevent possible active attacks to convert the protocol into
two protocols that are secure again the active attacks. The first protocol that is secure against
active attack, denoted by Protocol 2,1s simpler and can be used in the scenarios where who owns
the maximum (minimum) should be finally revealed while the privacy of other data should be
preserved such as in a commercial auction or bidding scenarios. We prove that the protocol is
secure against active attacks by using the ideal-vs—real paradigm; we analyze the efficiency of the
protocol and test the feasibility of it. The experimental result shows that Protocol 2 is efficient and
practical. The second protocol which is secure against active attack is more complicated and is of
higher computational complexity. It uses a secure shuffling proof as a building block to resist some
malicious behaviors. It is arranged as Appendix A without security proof. This protocol can be
used in the scenarios where the privacy of who owns the maximum (minimum) should also be
preserved. To the best of our knowledge, these protocols for the maximum (minimum) problems

that can resist malicious attacks are first proposed.
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Background

In the information age, data has become the most
important strategic resource of a country, of an enterprise and
even of a person. Due to various constrictions, no entity (an
organization, an enterprise or a person) can obtain all data it
needs and every entity usually needs the data owned by other
entities to help their decision—making, that is, different entities
need to perform cooperative computation on their private data
to share the data, to benefit each other to finally achieve win—
win. Data sharing can create value. The more data are shared,
the more value will be created. But data owned by different
entities often contain much private information. If the entities
share their data and perform computation on the data without
proper protection, the privacy will be easily disclosed
carelessly, and it will result in some serious consequence or
economic or fame loss. The risk of privacy disclosing seriously
hinders such cooperative computation.

Secure multiparty computation was first introduced by Yao
as a millionaires” problem. Goldreich et al thoroughly studied
secure multiparty computation and established the theoretical
basis of it. It is now a key privacy—preserving technology for
cooperative computation in the information era. Using secure
multiparty computation, distrusted parties can cooperatively
perform computation on their private data to explore the
relationship between data, to mine data value while preserving
the data privacy to make full use of private data to improve
economic and social management and to benefit the human
society. The cooperative computation will benefit the distrusted
parties who securely share their private data without worrying
about privacy disclosing. Secure multiparty computation is

general cryptographic computation primitive which needs
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homomorphic cryptosystems. secret sharing, bit commitment,
zero—knowledge proof, oblivious transfer, one-way hash
function, signature and so on as building blocks. Secure
multiparty computation research can promote the development
of such branches of cryptography. Therefore, secure multiparty
computation becomes a focus of the international cryptographic
community in recent years.

Computing the maximum of a data set is a basic data
operation. Secure computing the maximum of a data set,is one

of the of

computation. The protocols for this problem are building blocks

most important problems secure multiparty
of many other secure multiparty computation protocols in many
secure applications such as secure voting, secure suction and
bidding, secure optimization, secure recommendation. This
problem has not been thoroughly studied. Even the protocols
for this problem that are secure in the semi~honest model are
scarce. The existing protocols need a trusted authority to
aggregate data and only work in some smart phone application
scenarios. They cannot resist any collusion attacks and are even
not secure in the semi-honest model, to say nothing of any
active attacks in the malicious model. Such protocols cannot
even guarantee the weakest security. Therefore, they cannot be
used in many practical scenarios. Protocols that are secure in
the malicious model can guarantee enough security in practical
scenarios and are of more important theoretical significance. To
the best of our knowledge, there is no protocol for computing
maximum that is secure in the malicious model. Privately
compute the maximum of private data in the malicious model is
still an open problem. It is urgent and of theoretical importance
to study protocols that are secure in the malicious model. This

is the reason why we study this problem.
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In this paper, we first introduce a protocol to securely
compute the maximum (minimum) in the semi~honest model.
Then we use zero—knowledge proof of discrete logarithm, of
secure shuffling and result in verifiability to modify it such that
it can resist active attack or can find atcive attack, and finally
convert the protocol to one that is secure in the malicious
model. The protocol is the first that is secure in the malicious
model. We have studied secure multiparty computation for
nearly 20 years. We established a secure multiparty
computation laboratory equipped with enough computers and a

vigor research team. Our study is fruitful. We have published

more than 100 papers to address various secure multiparty
computation problems. We have innovated some new
techniques and some new methods such as secure substitution,
encryption-and—-choose, encoding, secure permutation and
compute—encrypt—choose-compute to solve many secure
multiparty computation problems such as secure comparing,
secure maximum computation, secure sorting, secure Boolean
computation, secure vector computation, secure set computation ,
secure graph computation, secure computational geometry.
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