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Abstract  The rapid development of information science and technology has brought us into the
information age. In the information age, information that exists in the form of data has become an
important strategic resource and digital wealth. Different organizations, institutions, enterprises
and persons own different private data. The data has great importance for scientific research,
business, human health, personal service, social management etc. To make full use of the data,
it is necessary for different parties to cooperatively perform some computation on their private
data, but this will pose great challenge to the privacy-preserving of the private data. Secure
multiparty computation which was introduced in 1980s is a core technology to protect the privacy
in both cooperative computation and network world. It has been applied to electronic commerce,
secure electronic voting, private data mining, privacy preserving statistical analysis etc. It is also
a research focus in the international cryptographic community in recent years. Cryptographic

scholars have studied many secure multiparty computation problems such as secure scientific
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computation, secure data mining, secure computational geometry, secure statistical analysis, and
propose solutions to these problems, but there are more problems need to be studied and solved.
This work studies how to privately sort multiple characters lexicographically. This is a completely
new problem. To the best of our knowledge, this problem has not been investigated. It has great
practical significance and extensive application prospect in information security field. For example,
it can improve the efficiency of private database query, and it can sort private numbers. To determine
the lexicographic position of multiple characters, we first design a new encoding scheme to encode
a private character as a vector. A string or multiple characters can be encoded as a matrix with
this scheme. This encoding scheme makes us reduce the private sorting of multiple characters to
the private addition of elements of a matrix, and the private sorting can be implemented with
additively homomorphic cryptosystems. Then we use the Paillier additively homomorphic crypto-
system, elliptic curve cryptosystem, secret cutting method and threshold decryption cryptosystem,
to design three simple, efficient private sorting protocols. The first protocol is constructed with
the Paillier cryptosystem and can resist limited collusion attacks. The construction of the second
protocol is similar to that of the first one, but added secret cutting technology makes it be able to
resist collusion attack of any subset of the parties. The third protocol is constructed based
threshold decryption elliptic curve cryptosystem. This protocol can also resist collusion attack of
any subset of the parties with shorter keys and lower computational complexity. These protocols
jump out the traditional pair-wise comparison {ramework to sort characters. Therefore they do
not leak unnecessary information of private characters, and are appropriate for any characters
provided the alphabet of characters is fixed. We use the simulation paradigm which is introduced
by Goldreich and is well-accepted in secure multiparty computation research to prove that these
protocols are secure in the semi-honest model. Finally, we analyze the correctness, computational
complexity and communication complexity of these protocols, and provide an experimental result
to show our analysis. As the application of these protocols, we show how to use them to securely
sort multiple private data. This shows that our protocols are universal.

Keywords cryptography; secure multi-party computation; characters sorting; cloud computing;

homomorphic encryption; secret sharing; threshold decryption
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technology both in cyberspaces and in cooperative computation.

It is a research focus in the international cryptographic
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community in recent years. Many cryptographic scholars
have explored various secure multiparty computation problems
arising in various fields and proposed their solutions. However,
there are many difficult problems needed to be further studied
in the future.

In this study, we studied a completely new SMC problem,
that is, privately sort characters lexicographically, which has
important practical significance and broad application prospects
in information security. This problem can further be used to
solve the secure multi-party ranking problem to extend the
range of numbers to be compared. Although there are protocols
for privacy-preserving data sorting, direct using them to
solve this problem is impractical and inefficient, and the
current research on this problem is still in the initial stage.
To the best of our knowledge, this problem of privately
sorting multiple characters lexicographically has not been
investigated.

To solve this problem, we first encode private numbers
and convert them into a matrix through a new encoding
scheme, and then we design 3 simple and efficient protocols
to privately determine the lexicographical order of private

characters, which are based on the additively homomorphic

ECC probabilistic encryption algorithm and the Paillier
probabilistic encryption algorithm and use secret cutting
technology and threshold decryption.

We further use these schemes as building blocks to solve
the secure multi-party number sorting problem to extend the
range of numbers to be compared. Furthermore, we proved
that these protocols are secure in the semi-honest model, and
analyzed their correctness. Analysis of the computational
complexities and communication complexities indicates that
the efficiency of the above protocol is very high.
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