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Abstract  Secure multiparty computation (SMC) has become research focus in the international
cryptographic community in recent years, and a key technology of the information security in
cooperative computation, cloud computing, electronic commerce, electronic voting etc. Cryptographic
scholars have studied many SMC problems such as secure scientific computation, secure data
mining, secure computational geometry, secure statistical analysis, and propose solutions to
these problems, but there are more problems need to be studied and solved. Secure multiparty
scientific computation is an important branch of SMC, which is of theoretical importance, and has
many applications in the area of modern mathematics and real life. Comparing the size of two data
is one of the most important problems of SMC, that is the millionaires” problem. Its solutions
can construct many SMC protocols. Secure ranking is the natural generalization of the millionaires’
problem and is also a basic problem in SMC. Secure ranking is widely applied to secure electronic
auctions, secure bidding, anonymous voting, privacy-preserving data mining and so on. Studying
secure ranking which need to know the range or the distribution of private data has important
theoretical and practical significance. For example, age, salary, achievement, and parameter of
product are in a relative small range in the daily life, so it is of great practical value to find the

ranking of data privately in a range. This paper mainly studies the ranking problem when there
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are repeated elements in multi-party arrays and union arrays, which cannot be solved by using the
existing solutions. To solve this problem, this paper designs new encoding schemes to hide private
numbers. Based on these new encoding schemes and the threshold decryption elliptic cryptosys-
tem, we design secure ranking protocols for the following three ranking problems: the ranking in
which the same numbers have the same order, and the order of the next number increases by 1;
the ranking in which the same numbers have the same order, but if there are £ same numbers,
then the order of next number will increase by £; and the ranking in which the same numbers
have different orders. Using the well-accepted simulation paradigm, we show that these protocols
are secure in the semi-honest model. These new encoding schemes, in addition to being used to
solve the problems of this paper, can independently be used as important tools to address other
SMC problems. For example, based on our ranking protocol, we can solve the maximum and
minimum problems. This problem extends the famous millionaires” problem. For example, if we
want to privately compute the average of some private data, it is necessary to remove the outliers
of a set of data, that is, the maximum and the minimum, to ensure the stability and accuracy of
average. Our protocol can be used to do this. And Protocol 1, with a slight modification, can be
used to privately compute set unions and the cardinality of set unions. These are also basic problems
in secure scientific computations. We finally analyze the computational complexity and communication
complexity of our protocols and test their performance. Both theoretical analysis and tests show

that these protocols are efficient and practical. At the end of this paper, we design a ranking

protocol for the malicious model.
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Background

Secure multiparty computation (SMC) plays an important
role in information security and is a pivotal privacy preserving
technology both in cyberspace and in cooperative computation.
It has become a research focus in the international cryptographic
community in recent years. Since SMC was introduced,
cryptographic scholars have studied many SMC problems
arising in various fields, such as scientific computation,
computational geometry, data mining, statistical analysis and
social management; there are also many new problems that
must be studied, and many previously addressed problems
also require further study in order to develop more efficient
solutions.

In this study, we evaluated a new SMC problem, which
consisted of ranking the union of arrays of participants in a
multiple array; this work has important practical significance
and broad application prospects in information security. This
approach is of great significance to solve the ranking in real life.
For example, the age, salary, achievement, and parameters
of product span relatively small ranges in daily life. At the
same time, these problems are extensively used in fields such
as private biding and auction, anonymous voting and secure
data mining. In addition, it is also of great mathematical
significance to solve ranking. Based on ranking protocol, we

can solve the maximum and minimum problems. This problem

extends the famous millionaires’ problem which is a basic
problem in scientific computation. For example, if we want
to privately compute the average of some private data, it is
necessary to remove the outliers of a set of data, that is, the
maximum and the minimum, to ensure the stability and
accuracy of average. Our protocol can be used to do this.

The existing solutions mainly study the ranking problem
when there is no repeated element in multi-party arrays and
union arrays. This paper solves ranking problems in different
scenarios and reduces the computational complexity. We
design new encoding schemes to hide private numbers and to
map plaintexts to points on an elliptic curve. Based on these
new encoding schemes and the threshold decryption elliptic
cryptosystem, we design secure ranking protocols for the
following three ranking problems: the ranking in which the
same numbers have the same order, and the order of the next
number increases by 1; the ranking in which the same numbers
have the same order, but if there are £ same numbers, then
the order of next number will increase by k; and the ranking
in which the same numbers have different orders.

We have been studying SMC for more than ten years, and
have done much work on this topic. Our work is supported
by the National Natural Science Foundation of China (Grant
No. 61272435).





