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Abstract  With the wide application of deep learning in the real world, people put forward higher
requirements for the security of the systems based on deep neural networks. Robustness is an im-
portant safety property of neural networks, which is reflected in the vulnerability of models to
adversarial perturbations. The quantitative analysis of network robustness is a key issue in the
security research of deep learning models. Formal verification is an important technique to ensure
the reliability of the models, using mathematical methods to construct rigorous encodings for
models. Since neural networks have non-linear and large-scale structures, the existing verification
technologies have intractable efficiency deficiencies. In view of this, a novel prioritization optimi-
zation method is proposed, which reduces verification time by introducing a pre-analysis process
for inputs during verification to reduce the scale of the tasks. Specifically, combined with the lim-
itations of local robustness specification, unstable points are defined as the inputs with higher
verification requirements within a set of inputs to be verified, in instead of the conventional point-

by-point verification mode. The proposed optimization method does not break the balance be-
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tween verification accuracy and efficiency. In order to accurately select unstable points that are
prone to unsafe, the causes of model robustness problems are analyzed in detail from the perspec-
tive of decision boundaries, involving the generalization ability and overfitting issues. Points that
are closer to the decision boundary are more likely to misclassify the neural network when per-
turbed. Then, according to the correlation analysis of the robustness problem and the distance of
the decision boundary, a robustness evaluation method based on the value of the network output
unit is proposed as the input point selection basis for priority verification. A lightweight robust-
ness metric based on the output difference is defined to reflect the distance relationship between
the input point and the decision boundary, and advanced extension forms are presented. Also,
the theoretical basis for this metric is provided in terms of adversarial attack and defense, and
mutation testing. On this basis, the input pre-analysis module is extended to integrate with the
verification tools. Furthermore, a prioritization-based verification framework is designed, and the
working principle and specific process of the framework are demonstrated. The integration ways
and implications of proposed method in different types of verification tools are discussed from
practical application of view. Extensive experiments on commonly used verification benchmarks
demonstrate the rationality and effectiveness of the proposed method. The accuracy of the metric
is proved by comparing the consistency of the output results of different input points divided
based on the robustness evaluation method in strict formal verification tools. The selected unsta-
ble points are sequentially used as representatives of input points that need to be heavily consid-
ered in the verification, and increasing efficiency by ignoring points that are probabilistically safe
during the execution of the tools. The results show that the decision boundary analysis theory is
consistent with the results of mutation testing, the average accuracy of selecting unsafe samples
in robustness evaluation is higher than 90%, and the verification time is reduced by 148. 69§~
432.6% by declining the verification costs of safe samples.
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bring incalculable losses to people in safety-critical systems,
so the trustworthiness assurance technology of DNN model
has become an important and cutting-edge research at home
and abroad in recent years. Among them, formal verification
technology is based on strict mathematical derivation, which

is a reliable means to prove the security properties of DNN
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models. Existing verification techniques mainly use DNN it- dea: prioritization. Considering the limitations of the local ro-

self as the verification model, but its nonlinear and large-
scale characteristics lead to serious efficiency and scalability
problems in DNN verification techniques.

Whether for complete or incomplete verification tools,
how to balance verification efficiency and precisionis a chal-
lenge. Even the state-of-the-art verification tools in the
2021 DNN verification competition face this problem. Cur-
rent verification algorithms are becoming saturated, and
still cannot completely overcome the efficiency caused by
high computational overhead. Therefore, it is necessary to
design appropriate performance optimization methods for
DNN verification. Some of them include parallelization of
GPU mode and branch and bound, which mainly improve
verification efficiency by investing more computational re-
sources.

This paper is dedicated to making verification technology

better applied in practice, focusing on a novel optimization i-

bustness specification, the traditional point-by-point verifica-
tion mode is replaced by selecting relatively unsafe inputs. It
can greatly improve the efficiency of verification by reducing
the number of tasks to be verified while ensuring a relatively
accurate analysis of the robustness of the model. This is an
optimization scheme that has hardly been used in current ver-
ification techniques. Moreover, based on the decision bounda-
ry analysis theory, the robustness of DNN models is dis-
cussed in detail. This research group has been engaged in re-
search of formal methods and deep learning, and has pro-
posed a robustness evaluation for DNN models based on mu-
tation testingin DNN prioritization verification. This paper
investigates a more lightweight robustness evaluation to
guide the selection of points for prioritization verification.
With the development of verification technology., the optimi-
zation idea in this paper may make greater contributions to

the practical application of DNN verification.



