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Abstract  With the boom in non-fungible tokens (NFT), security issues are becoming increas-
ingly prominent, one of which is the phenomenon of NFT counterfeiting. In the decentralized
environment, it becomes relatively easy to counterfeit other creators” NFT artworks, while it is
very difficult to identify the authenticity, and identifying fakes and counterfeits requires a high
level of blockchain technology background, The most prominent security problem of the current
NFT is the threat of legitimacy due to the lack of regulation of NFT projects, and the NFT security
problems of infringement, counterfeiting, plagiarism are difficult to solve only by the blockchain’s

own security mechanisms. In this paper, a systematic and in-depth research is conducted on measuring
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NFT counterfeiting and evaluating counterfeiting detection methods. A NFT counterfeiting threat
model including the formal definition, counterfeiting process and counterfeiting features are
established, NFT counterfeiting definition is given, NFT counterfeiting methods are analyzed,
and a general NFT counterfeiting detection method is given. The smart contract addresses and
historical trading data of 50 000 NFT projects on OpenSea, the largest NFT marketplace, were
collected on a large scale, and the names, creation times, metadata, and digital payload of NFT
images stored off-chain were collected from the Ethereum blockchain, from which 668 top NFT
projects in terms of trading volume were selected to conduct measurements around the problem of
NFT counterfeiting, and the results showed that 95 of them had been counterfeited 248 times,
with the trading volume of more than $ 26 million, which is a clear indication of the seriousness
of the counterfeiting and fraud problem facing the NFT ecosystem. Twenty-two image data
augmentation methods were used to construct 5000 less perturbed attack test sample datasets,
and the OpenSea online real-time counterfeit fraud detection system and the well-known third-party
commercial detection platform Fnftf were tested for robustness through the black-box testing
method. The test samples generated using the data augmentation method, the smaller the pertur-
bation added, the better, but it is expected that the added perturbation can bypass the image
similarity detection. Therefore, on the question of how to evaluate whether the test samples can
deceive the visual judgment of NFT buyers, this paper evaluates the effectiveness of the test
samples through Perceptual Hash Algorithm. The results of the tests showed that test samples of
attacks constructed with six image data augmentation methods were able to easily bypass their
counterfeit fraud detection system, and revealing the vulnerability of counterfeit fraud detection
products in the NFT industry. In this paper, we address the problems of existing commercialized
detection platforms in NFT counterfeit detection, such as poor robustness and vulnerability to
bypass, a NFT image counterfeiting detection model is proposed and implemented, and the
performance of the model is comparatively evaluated, and the AUC is improved by 15.9%
compared to Fnftf, and then the inherent defects of image-based NFT counterfeit detection
methods are discussed. Finally, the existing related literature has been thoroughly investigated to
demonstrate that the research in this paper is a further refinement of the existing NFT fraud
research results.
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M1 BAYC NFT B %58 4 # R . A 5E 19 F 5 R 155
Rl T AT I ST I =l i
NFT E & NFT 4 #kifi JE H.

NFT 7& X He % [ 3 28 19 i) 56 J5 0 J2& A
WA 5 05 d Y e T AR . A X Bk B A A
NFT M NFT ;A3 H, H NFTfii 8 NFT 4. )\
TR RE A 210 ok B RE & 29 stk L A 0L
AL BE 7 i 44 Bk AR RUEE ™ 55 A B TG 1k 30 W i i B
5 s X AR A gt T B A HB A A% B [ R, —
N KB NFT 8% 2] X BBt T i [a] s+ A1
i NFT,.

ZE b5 B NEFT AYHRAE o] UAE 5 R 9 55 — &

Pidt 5 IR NET B9 R F0 4 PR B ARl — 25
i 7E DCHEE b B T 5 I 8] B T 50R NET. 7E 460 42
RT3 T NFT 24 FRAR B) 2 4G 0 A4 A o 2 7 4 £ A 4B
JEAGIN . BEAT BOAR B AR B A AR ARSI 5 2218k
A FF P18 s NFT [BIAGORH ALRE (9 K5 I J7 18, 9K
A — L H AR 5 T8 A I T 4 55 X i
P [ 8T {1753 — )RR 15 2 ke o, R i 0 20 14
P I AR SC T AR 1 T 2L

3.3 NFT{HEEX

HISCZ T8 NET By & PERAE , A 57 ) =2 4
MIMAENE NFT /Y48 & . ARBEHE — X P -
AR X HLBE Z 8] AAAE P NET, 43550 F NFT 4
NFTyE£/R . NFTuffi' 8 NFT 0 FI e Lo

Similarity(NFT, NFT) =X | NFT, |
B Similarity (NFTxavea s NFTvame ) = p
H  Timestamp(NFT,)<Timestamp(NFTy),
Hrp, NFT, £z NFT w5 7 KB ES
{fig1  fige ’“.’fign}7 ‘NFTA ‘ %@ﬁ%%*ﬁ?@
BB NFT, %8 % NFT & 57 KB %54
{figys figss=s fig,}»Similarity(NFT,,NFTy)
FR NFTAHMNFT 5 PR EHRECR. NF T e 2
%=~ NFT, E"Jgﬁf\?ﬁ:$ sNFTame s 3R~ NFT )
ARRTAF - Similarity (NF Ty » NF Ty i) %
N P AT E AR AR BE S HL 3R P -4 B AR BL 1Y
5% {8 R 0<<p="1. Timestamp(NFT,)Fl Time-
stamp(NFTy) /iy HFm NFTA,F NFT B G5 4
QIR E], HRR NFTyfi E NFTAREEER ¢
£ 0<<p=1.

AR E SCRT Ry, e — X B g B O [R] X R
FEZ BB NFT 3 H NFTAFINFT 5 1 4 FRAAL 1K
BAEA P — BB AR LER . JF H NFT, 8
RES 29 B B T NFT 4, WK NFT,— &
B EUiE T NFT ..

3.4 NFTHEAR
3.4.1 FEDIALH

P DL i 77 200 NFT {5 B 4 & AR TR0 48 3¢
i NFT 3 H F. %28 NFT X B3 H 1% s
TEVARY) EHHE — MR RE G2 G # I 2 2
A NET 31 H 87 BRI 5 55 52 45 5 & il
MR R 8B HEE I NFT 3 H 59 oo 8.

RR/BAYC & —A~T o NI LAPE DUA i 77 5
#i'§ BAYC py3i H. RR/BAYC W8 e &5 44 7 2
Bored Ape Yacht Club, 5 BAYC H & GE & 4 4 F
BoredApeYachtClub A1 H . LA # T A>3 #1422 57
I B S 29 4 R R R 3 E AU RR/BAYC
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5 BAYC & R85 A WA 548 & BAYC, JF H =%
F% B Bt A, B RR/BAYC 0 H 63 5 10 51
FEMEEH BAYC B —8. JLFRIMEN ik ER
o B L AR A i BB — 250 i A B
ReA 2 Bt i ) 4R FUAH L RR/BAYC B ig G 24
B 2022 4F 5 J1 13 H .1 BAYC & fig & 291141
Fof ) DU B L 2021 4F 4 H 22 H. @Al WL RR/
BAYC A 2 i ifi HR T 88 DU i £ 5 =K.
3.4.2 THARIE

fai A e U NFT i 5 & TRELFER
NFET 5 H (148505 BG b B AT a7 5 04 A8 e ik P /s
AL B LI A7 A IR 55 OF AR X e B ET AR S —
By BB A A HEAT A AT W DL A8 5 Ak BT B AE E
AR T B B AR R RN A A AR Ak P

mfher® J&—A4 % F i A5 T2 Oy 2005 B ok SE A
(mfer® ) NFT Il H , 3 2K I J& mfher A5 GES
00T 2021 4F 12 H 2 B, i ks NI R e &
BT E) 2 2021 4F 11 H 29 H, b miher R T —
AE.ASCT T miher B 10000 £ NET B4, 3%
AT BAR AL B, Bl I SR 1 28 M G ORE AL BE 3 38
B 2R AR %Y mier 1A 10000 3 NFT
D B LR AT P T B R 215 S TR Y AR DL R A
S 1.0, B A UL miher 5% 428 k48 AT AL 5 0 B
BB AP IEAE R B 0T AR Can &l 4 TR,
B R BRI X .

Kl 4 mfer #1 mfher (1§ NFT /R 4]

4 NFT {fEMENS

A S I ok A NET {5 B [a) R JLA
S UK XREEVE A E D5 AR BER L
6. E N NFT 22 5 it fie K R R G0 e Ry 56 385 1 1)
U0 DL B L (Ethereum Virtual Machine,
EVM) 7E H X e iz 4T, [F s o HoAth e 24 EVM
9 DR BE DL S 2T BE BT R HL ST A SO 3
BT AR AU DAR Y X st A NFT {5 5 (5] 8.

TG KR AR LUK Y X HLBE B NFT 100 H A9 %
P BB NET 31 H {5 B i 4 Fh 7 NFT
BRI A AL NFT B B . B IS 5 T %

X LARY; b ag by e HE A FE AT B NFT Wi H #17
175 5[] 5153 At
4.1 NFTHEHEERHERE

NET 3 B {5 & a5 H G & 2 il \NFT 4
PR oo URL 22 &) & B @ B 6] 48 i 25 @ 1. &
M OpeaSea $2 4L 19 it APT £2 H SRS 5 it
HE#4 15 50000 5 NFT 351 H 8 G A& 29 ik ) Hoxg 5
O E 202243 A 27 HO LM JE TR RS it
hb#E— 25 R DL K 35 X B e 0 W6 4% Etherscan $248
fIIF I AP 32 11 R 4E 46 NFT 0 H 9 44 B L A g i)
] o URL 45 B, RS NEFT I 5 (5 844
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4.2 FhF NFT EERE

PLAg Gy i k) data_nft B4l 4 b iy NFT g 17F%
JPHERF 708 NFT 22 5 5 i B3t g . NFT 28
Syl 10000 ) NFT 51 H Rit s an Kl 5 pros  H
SRR ERAE. HE4 TOP 1000 () NET 3
H %5 & 594~ TOP 10000 i) NFT 3 H 38 5 & 1
90. 12 %6, W] WL HE 4338 5 46 i 48 3K 348 1000 4~ NFT
T X S S5 RAE G R BN R R TR
Yoii # ok Ul 05 B 58 5 16 BR Y Sk &8 NFT i H i %5
iy {8 HOR 23 Fe K AR J5 SCH % HUSE B 12 HF 44 B 1000
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blue- chip-nft



1074 it a Ml ¥ Eird 2024 4F
I (o1 sres e BT 1B 7 I 24 T 7 R 4% P 2 RO 2
' BEANZOT fic a1 T er {5 E A 45657 T 36 TR A B AN 5 D 8 DI A
Cf'}'IDtC‘F’U”kS e T ae B 1 22 FRCHR B Ty T A 0 0 R A
Invis J.blEFr 1EH'::E5 TheDigePaund

M ApaYachtClub
' 'SuperlativeApes i g s
ﬂrherdeedfarmhernde

Fegn i

BoyedApeYachtClUb

X tterPas
- EASTAF{DGANPUHKS"JE [Irﬂqa?lcats

B 7 #ifhi'E NFT & R8O iR = B A

W 4541 Bored ApeYachtClub,CryptoPunks. Azuki 5.

(3) 15 & 153 By

RR/BAYC & —1MF & W5 E BAYC ) NFT
WH AL G e A SO & 7 NFT 22 5 it
HEZ 5 — .2 700 7 IC. Yuga Labs KATH S —4
NFT 5 H MAYC. t & df — 405 £ RRMAYC,
B 218 Opensea B SLIE, A2 Gy W2 R 33 T1
0. @ L 8 A OpenSea ) API & F/ RRMAYC [
REFE KT T LW OpenSea T 42,

{75 —HR A9 S A SO & A 405 B B E S [ B
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(D) MHK 7 6. RIS 4.1 P TR 09 07 6 . il
JH Fnftf 4 0 F AR M CRE A fif b o 0 25 SR 4K B 5
DRAEA AR NEFT B AR LR AR BB & 215
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Fnfof $2 4585 20 3 XX P 09 05 B #0055, 24 — 5k
Bl R EAZ 3] Enftf i, B 5 B4 4 A0 LR NET
15 RIS F1 BB A 2415 B, o BISR 11 22 43 A6 oL B2
B, BT A SO R E X BAYC NFT #1745 B
DU 3 PR a7 2 SO iR A8 B AL EE S f e f _hash
. R SR AT 4R IS IR BAYC 8 fE A 20 i
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AH G B AR ALY BE A, BP B2 B AR A 5 BAYC 45
9 3738 B9 NET JFRR LG frftf_hash (8. %A bk
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2) B RAEVEAL . X7 E Bt B R U W R A 1 1Y)
NFET EZR AT LU S NFT I 35 35 i 00 o ) T, 158 2
— MR E . R, AE A 3 R AR B, R
e R X — SR A A g A vk A ) R R
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i Foftf AL EG R, B I, 72 dn 4] 27 Ak I 58 A
ARE A 59 NET W) 3K 35 /0 40 56 40 By 1) ] R |, A<
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FREAE B2 B T 48 1R 5 1 8 A SR N R AE 11k
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Horp A 8505 B o KB AR WA 4 Foftf 7
S A AR AL G F IR W 2 B v U ) o0 5 i ]
GARAL, BIAT LA G o Fafof £ B & U, /H L 58 J8% 01 R
5 )R EAR AR AL s TE R B 2 D R AR A
Fnftf $U50 47 76 AH LG [R] iF 8 s A 5 100 R
5 JFERR EBGAS AL s A ORI 2R DAL A 9% Fnftf
P TE AL B 5.
5.3 Xt Fnftf §945 RiEE

A SCHE A L 5000 AN AE A 2 B T 47 T4
B o A oy 0k B 22 Ff G B 3 5 Ty v
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x6 FHERR
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14 £ i etk 0 84.375 HBARIHTF
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35 = e | 98. 046875 81. 25 A R
36 97. 265625 75 AR5
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38 FER R 81.9335938 75 A R
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40 51. 8554688 75 AR
41 AugMix 79.9804688 37.5 et
42 86.5234375 75 s est
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level of addressing the issue of NFT counterfeiting is still
relatively low. This is due to the unique characteristics of
NFTs and the anonymity of blockchain, which contribute to
the complexity and difficulty of combating counterfeiting.
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the issue of NFT counterfeiting. The research team collected
NFT transaction data, asset information, and similar NFT
image data from multiple sources, measuring the scale of
NFT counterfeiting in the Ethereum ecosystem. By employing
image data augmentation techniques, they generated a dataset
of attack samples with minimal perturbations and evaluated
the robustness of counterfeit detection systems on mainstream
NFT trading platforms and third-party commercial detection
platforms. Through the construction of attack samples and
the verification of their ability to bypass detection, this paper
has made progress in addressing the problem and revealed the
limitations of existing detection systems. In the field of block-
chain security, previous research achievements may include
studies on blockchain protocol and smart contract security.
decentralized finance security, identity verification, and other

related areas.



