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Abstract  With the development of the Internet of Things (IoT), more and more IoT devices
have been connected to the Internet. Everything has two sides and 10T is not an exception. It has
brought convenience to people’s lives, but also creates a series of issues. For example, attackers
can exploit the fragile security and closure of IoT to disrupt the network activities. Denial of
Service (DoS) attacks are typical cyber attacks in which the perpetrator seeks to make a machine
or network resource (e.g., bandwidth) unavailable to its intended users by temporarily or
indefinitely disrupting the legitimate services of a host connected to the Internet. Generally
speaking, DoS attacks are launched by thousands of attackers that attempt to overload the system

with lots of useless requests. IP spoofing is a common trick in DoS attacks, which can not only
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conceal their locations, but also bypass the defence mechanism. The attacker hides its own IP
address and forges the source address, so that the victim cannot identify the locations of those
attackers. Quite obviously, such technique makes the DoS attacks become more destructive than
before, and difficult to control defense. For this reason, the IP traceback technology has been
extensively researched and developed already, which is responsible for disclosing the attack
sources. Among these existing IP traceback approaches, the dynamic deterministic packet marking
traceback approach termed as DDPM has attracted great attention due to its light weight, high
efficiency, and ease to deployment. Its main idea is to make use of the abnormal flow detection
system that has been widely deployed on the Internet to establish the audit trails and further
traceback to involved attack source. Only when the monitor notices a surge of suspicious network
flows, it will apply for a private and unique mark from a globally shared MOD server, and insert
it into the suspicious packets’ header. At the same time, the MOD server establishes and maintains
the mapping relationship between the marks and their related requesting IP addresses. Once
detect the DDoS attack, the victim extracts the marks from attack packets and further obtains the
attack sources by requesting the MOD server. Although DDPM uses the marking space in a
round-robin style to improve the salability, in the face of the large scale networks, it still suffered
the following disadvantages: the small number of traceable sources and the load imbalance.
Therefore, this paper proposed a scalable dynamic deterministic packet marking approach, termed
as SEEK. In order to overcome these drawbacks, SEEK first designs a hierarchical architecture
for the traceable alliance and dynamic probabilistic packet marking to balance the load of the relevant
traceback devices, and then employs a number of techniques, such as the expansive label-loading
space, the reuse label space, and the adaptive label management, to increase the number of available
labels and improve their utilization. We perform extensive mathematical analysis and simulations
to evaluate our approach. The results show that our approach significantly outperforms the prior
apporaches in termes of the scalability and efficiency by more than 20 percent.
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length(RF) +5=22; (3) Procedence, fifi i} 3 {v/ TOS
FE, R B 25 8] Sprocedence = length (FD) +length (RF) +
5=22; (4) Priority+Procedence, f#i [f| 6 {3/ TOS FE&,
P B 25 (8] Sprocedencet priority — Length (FD) + length (RF) +
2=19; (5) A3HF QoS k55 i Al 0 fii TOS B,
Stonsupport = Length (F1) + length (RF) +8 =25, 3&F
W AR SOH TR B a5 8] S R 3 PR O SR B S C Fl bR
AR AN F 1T AF IO B S 8] 0 S B )5 35 A7 TROhs
2 ) S=CHF. ML IR 8 25 0] 28 AL, R AL 5 7
i 3 A A SCAP BB RE 7105 Bl 8ros - Ho ot RF T
T UL 5 SR QoS k55 J5 P AL T T BE W By 34
QoS k55 Y21, H A4 g5 4 J5 s AN 1AL 5 B,

@ SEEK J5 % 13% F F IPv6 W %%. {512, g F IPv4 (1 509 £
3 5 1Pv6 I A A, B A 45 2 4 Sel iy i 2 07 =X 2 1 T
5.
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‘ 1 10 [ 1947 ‘ : Transit,
< (0 1] % Py QoSS o p
- N ' ) ;
[1 1 1] 1610 | = >
T 0 0] 6% L Stb Stuby
pEaE] TR e HRDSHIQuSI

K5 bR 2 A Y B A AR 2 ] IR T I O

TE i EAC R R E58 2 T QoS KT AR
18 W 05 1Y) 2% A BB AE W I8 AT A% G 5 vk R U0 A B
oo 114 PR 25 ) DR BT H AR 28 e 3038, KA 17 6.
TR B A B R R O U, A S T
SEEK A] 43 )2 9 8 U5 AR 28 25 40 5t 43 1) FH 45 166 B T
ST 43 L 25 0 R A () B A 68 A /N DRV B 3L L 3
TF— i 3 1 b 25 2 B R . AR R . O
VAR AR 4 4 MOD iR % 2% - 1t H. H %050 {5 X
D7 ERAFZ B L 3% MOD 3k 0] 3 7 43 Bl AR 25, 3k
A5 A DG AR 28 2k 2 B 08 i 37 F 4.yt MOD 5@
TR BT A AS BG5S FE QoS k. 45 28 Bk 1t
I AR 1) R 2 () 2 T R 2 R R i R
R B LO={AS,,AS, .+, AS, } . Fas,
FR AS I bR 28 e AR IR BE L i I PR 4 e AR
Fro=min{F.s, ,AS, € LO}. TATLAE 4 1552 i J2 ¢
B LO-1 Sy 1k 158 B B A b 28 2B 20 7 3, LAk i
BB 5 s, ¥ LO-1 iy Transit, A 2+ QoS
AV % . Stub, 35 1Ai 7] Priority 1 QoS il %5 . Stub, 3¢
FriE ) DS 1 QoS k55 LO-1 [k 55 5 4% R K/ X
VR 2 (A1 HE T o 356 B Stub, £ S e PR B 25 (0], 51 48
FR25 5 3l 16 .
4.2.2 HIEMERL

f£ SEEK J7 i rf A ic #% f 45 5 226 i3 2
B85 N B I A U 1) 32 3 8 B A0 1Y AR 45 5 3
w2 F IR RAR A 5 B L hE A B L (bR
0 AR E S8 AR 25 5 A 2 B 38 2506 3] A £ i BE
S0 B W 112 e SR Y 1 173 v 2 R = M S B
N [ A B . L Tl SEEK B4 43 10 1 26 IS AT
T T IR H O R B AR, 25 I8 B bR 0 #%  #
SR TSR PN AE B VR A0 e 9N B A T B A AR
FI PR AR BEUR R 75 5K BTGB X B0 0 2 i T 3 1 5
U ST S E T = 2 A | S

Xz 1) B — o fR7 BRI i e A
PTG i 45 P R R B R L (HUR X £ 45 ISP

1 SR ) KT 8 28 LA BEL A 9 905 2R 9 ) KA 2
FBE T LR &M (D Pe KA DoS Hii 3 5=
3 M0l IGE BR VR R B AR AT B B AR IC
(2) SEEK A 2 I A B 10 U Rk A T e A1 Il 98] 8 =%
A SC LAY A A bR 45 OB BRI PE RE T S Ot R
R T CPUL Y AE FERCHE T 31 55 4 £ 3t [
2H RGBT bR R S I PEAG BRIC % Hh A A AR
RO A 3 I I8 8 AL bR IC B B ) — Fh E i A
i@ W A FRiE (Adaptive Packet Marking, APM). APM
— AL A S A5 B < A5 R 2 RO IR DA R iR
18 B bR A0 B el 0 PR o3 21 B KRR ) G oK
APM WL 75 B A 2 3 4k B RE g DT fef 75 5 7Y 2 8
FEIPUIT TR AL ZFURGH Al ok Bt A TR B L R A

APM (AL 2 5040 5 CPU FI P A7 4 LA
LS i 0 30 3K 60 B, HE rh R E O RE S AR AE R
B 1 T IS A ST A I Y 4R O O
AT GO TE N . B i B I Y 21 3k 40 80 48 8
I U0 TE 5 o I [A] [R] B P TP A 9 3 58 4 . L L
FEAT AR QTR A i 6 el A SE A AR 28 A0 H 0 bk
A0 52 K Z . AR B A ik X 1P 3 2R 47 4325 0k i
& BOBR 25 BT % o7 1) 008 R AR 05 e i A B0 I A
FAALIN (B Y Y TP A 3R K. O T RES P 58 i | ik
R A E T AC A g )iz 5B RS
PR 52 i TP ik 48 2R (9 Trie 4 DL &KL T FIFO BA
G T B AR ST B AT B A Tk 43 S B iR
SYRAGE Tl A B A SRR B
(Parameter Extraction,PE). A1 LLE 4 B9 b5 ic 1
Hi#s RoOKULH] PE 9 4544 . HAK S Bl B0 72 4n 1
6 Fr. CAbRICH b & R, F5 S0 2 H & Vi #
Vo BB S AR RE ok Vi VL g TP
LA A Trie S R Sh S0 3%  [R] 0 2 57 — 3% 1) 98 411K
Z LRI R T Bk 0 1P ik T M R,k E
PEARIC I - e JE ge it BRI TP Ui i) B3k L i
P HAH AR .
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BREE

(2) BiEHE

I : E}}j\ [8R)
E u N
L FAFIF AR

B H ik P2 IPEEEEL
11000110.00000010. Number of packet
F. 170000000.00001001 | 1000001 |50 - s,
11000110.00000001. Number of packet
Fr 100000001.00001011 | 1100001 | n F - s,
it ﬁn[)/’l\ 1€Q

(-

L

:: ZEHV HTPHAE=11000110.00000001.00000001.00001011
* ZEEHV, K IPHAE=11000110.00000010.10000000.00001001

K6 ZERBOIRAHICORTE O

APM Al ek K F A5 2 SCHR 013 4@ 1 iy i
M0 2 0 A B U A A B o5 T B0 LA K e e
F8 1 B P15 B0 K A S G R e 4 A A D E R 5 B
AR 5L A5 e <7, R AR R AR e 0 E B AR AR LT
NS

F=1 X, (D
Forp oy 2, 53 0 F 7 6 1 AR E A 1. A X
AN R EME T« 38 5 B I R B 44 4 0 AR 10 A R
O S RT B /0N BT 5L Sk AR X ) 4% A i el 2 A R .
£y R FATT TREANG T U B O e T R Y
A0 R eI A S I A
t,={npkts—min(npkts,,j €[ 1,m])}/

{max(npkts,,j €[ 1,m])—

min(npkts; ,jE€[1,m])] (2)
Horp npkes; 678 UL g O B 0k /9 850808 DR 2 3K 4
B om Fon 5 EARIC I B R LA 6 DL bR
WL H A RoW Z ARG R 10 VR Vo 19 8008 i, ik
m=2. 5 t, K Ui, 4T CPU i A 4, Fl A A7l
Ly 72 5 oh A% 1 F PR RE AR A, FRAT O K 20l 4 E
B Lo B Lo i € {1020 s, B £ R L, 5 A G
F WA Az e BB 4 i 25
=

Jo, Vi€ (1.2}, >Li.

- L. ; ;
161 X L1 +e; X m i€ (1.2}, L <<li <L

1 Vi€ {1.2) ;=L
(3)

Hort e, Ml e, FRm A EAR 25 B BT AU . BN Z 1

FHEMTRR: (De te=1;5(2) e e, = —
I‘rlnin)/(llrlnaxiI‘rlnin)}: {(ZZ 714‘27““)/(1,,2]“}( 7I‘r2nin)}-
BT ALFIAH =28 e B e Bl e 19T e
(]

=¢ >< l L rlnm 12 L min

Ll.—LL.~ Li.—L%.
D ~ ) R B P I E SO R IR
TARIE PR EEE RGeS — B 1 1> Lo FRICBS 28
A AT AR ICERAE 24 L L <L BRI B 2
BUMER 0 AT AR ICHRAE s YAFTE LR LRIk 3
B {EL I BRac B el At DL o X AT AR IC R AR,
4.2.3 BhIEETIRE
1t SEEK J5 i v, MOD iz 55 2% 7 48 R 0% 45 22

FREE G LA RE 8 e ) a1 % eh i 647 20 E.
TERBUGH S KA L] AR 2 R L (Label Pool,
LP) , AW 5 R 2908 Xk 20 B bR 2 o F 1 45 3 — Fi b

Zeaf A PR . LR R R LP bR 4 HA
CPR7ATT P RCRAS. IE R E OGN TR AR O A
AR, MOD Ik 55 #F — B 3% 52 55 % H 3G . g\ LP
rp AL 8 B — S FR 4 L DLFH 29 BT 2040 BE 45 AH DG AR
IC K A S Bz AR RS B o e R Y
B A AT EORE SR A AR B S bR 2 FH 24 B[R] Y
KX MOD M BE 2 A7 B el 5] 40 < 70 2 I 1] 5
Fioxn| KRR G Bk A8 45 Mok 2 G a0 T A AR
AU RE 15 5 MOD ik 55 8% i 5 73 BL bR 45 . #8 )8 Hoit
FRUR , TCIRAE R TAE s Fl 2 B[R] a4 ) 25 3 AR
25 [l WSCAS B if o BEL B G 4 T o R IR G D L I
I AT T S 2 A AR 2 2 I ) A R R

=eX ,e€ (0,1) (b
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% 8 B it A 0T A A A A e DA A T Ok
] 2 AR A5 AL 20 1] L TGI8 8 A BCE AR 2 5]k Bk
T O AR SC LA S B B it 1) SF- 2 S 0 O A LA
A 2o A 24 T B ek 3 7 A A T g o T R Ak
IS [6] , 2E 171 1 248 KeepAlive 32 - PpSC, LUE AR B T 9
J5 AR AEY AL E). 58T, TR 4% bR R
L DoS Zr it ¥ 45 L2t ] g 5 mint* . ST b, A
SO DO b 26 AL 24 6] [ (19 AR 9 i B 3520 5 min,
K7 i3k 7R U R R N ZE BN A 1 K F 7 1) 3%
7N R 2 I (8] 7 12 8 7 i 7 1) B A9 5 Sk o il bnid
S g RS B 305 5K TR 1) R B9 Sk s i MOD
I 55 g B 3 3K DoS Bl ad R Al 23 MR A
2% fig AL L i Be. A3 L b 0 B e A8 A 20 hR 25l A
A8 =AW S Tl A A P L Tl G e B
A i A 53 i 5 oo R v R 7 T R R 29 3L R
P 5 T RS R S 5 BIR S 14y 39 5 RE 8 52w s 4
P IS sl B Aol 3 72 97 T S A2 B B 465 L A 1
PRag HUA 1K 21 58 BRIV A e B . K 9R 7 s 5
JFF A 25 B b i e R 3R 0T - (1D B i B ey 445 1)

MOD Hi 55 % 32 bR 25 i 5 (2) MOD R 55 2% 4% 52
A I bR IC B E A A AR R Y R L2
W1 Cs (3) bRic i B 2876 Co P38 i 52 B PAS 4 115 B
AR B 2 AR B R A AE BB 2 i e B R
Kt 37 Z ) MOD iR 55 #2848t C. 385K 5 (4) MOD fiik
55 an IF AL Z0 I RE Co 33K T e 55 2 bR 10 3% Hy 45 7Y
FHZ ] C P25 FEEE A8 T30 0 5 (5) A ic i i 4% 76
C, NI E b5 25 E 9K A 75 Yoty 2% ik i 5t 5 BRI 7
ZIm MOD il 55 #8542 S FR# C. 35K 5 (6) MOD ik
55 A5 S B LA Co R Rt #2532 Coaf K. R A
[ kT 3 R B SE R Cos (D) i TARICHE
FTE Co N WA A EY SR g, H
MOD iz 55 €5 76 C, PR 25 oI e bk 2 £ 24 38 41, 7]
HRHE LP i b 28 B R S AE Bk TR 7. 5 B U0 W 1Y
S 3005 Ui R P RT BB ] MOD iR 55 #5 B R, &
7T B BRIC I R A R B R . % B A T
CREMAW CiE K )G, JF A 145 5] MOD [# )i,
Wtk e B3y R 2 C, . [ EHE Co 0] R A 5 4t 2
K H# MOD iz 55 #5255 » B &2 36 5K A k.

PR N bR R SS ds i

— S S
T
P FERHIC, et
MODJS 8 | ZINIC, @%\ T’\ HLIWIC, REIRHC,
!
IFRFRE ZIHIC, L HrRRC
P s O R
ARG BRI RS TR 5

7 R4 REL 2 IR ] B 3@ A P R A R

Hy b SCAT AL AR T AR A 29 AR A5 B IR
J3E B ok T AL 2 193 0 B BIRUT A 7 R U B T 2 U H
BR TN T ek il R S R i S AP TR —
2% 18 BUARIC I e 1) RO SG A2 RE T A er e o v
i UG T — B B Tt PR 2 78 At i A5 Al R
B LA S B AR M IR A O Z R A4
AL B B 2 A AR gl T AR S0 I e A [
IS 1) B A B 4 B B kA OO 45 A R B R S Rl
F AR B2 SCHE L B0 R — ik ] Be P BOt IR
HARSE AR AT il 8 - VAR I B8 i Fo L A 29 30
C,FFEMRM C,, fi ] Egress Filtering [ 4 43 K2 Il
FE KGR E Cof C a5 ) F T & 44

R AL O B Al L 3158 F B 4 RR R 9 A2 3 1 4
BOVIR VA G VIR VB E T 2 i
E] o0 0 B 7 A8 TR B AE 4. AR VIR TF g B 4
Com 2 FLZY 5 e 2z, O B2 R 9. 4 2R ViR T
po ARA Co ATS I 58 BRIV 5 B 22+ WU Ak B 2% A 25 o (8
HAEAREW. FEABRENZHFE VRS

©  BIE oy F g BT MOD il 55 28 14 78 E A 1k A0 7 HIR 480 14 28
TR AR VERE A i B s gy B gy LIRS LA 0 PR
PR [ ik A B o A 2 A A 2R B A B BN s g AN
g2 BRI /AN o LAASE 020 o 26 [ S K50l o I 9 A1) T 5k £
B /N R 24 BT B Q0 SRR DU 98 T8 FE B0 AT 4
BE B REI gy BEELEL /N 5 WAL RE BB L7+ gy B e 0T

BE B,
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B W /(1 N

vievit by P
>0 26
Hor VI R FONARZ R TF 46 3] C, ) 45 )i I
ARRE R EG 9 & TR VR
BB T 2K P E4s FoOFR 2 A1 T 16 51
C, - B s 2 R S fE L B A T
Pl=p +di+p: * (toow —lyor) (6)

Horp o) AR IHEALTE L 0, AR L AL E . 0 + 01 =1,
dlEd8 FWBR%E B T 16 2 C; 45 S T 44 40 ) 3
B s o P 200 53 990 3R 75 B 24 410 1) B 3T — UK 3] 36 If
(] 1 — Y B 3K 1 ]
4.2.4 TWEEPE

SEEK F 4t [K 37 /& T 52 s 19 45 111 3 g 3k B e
Bt E R E )iz, 45 = 2 BB 8 MOD ik %5
i 0BG L R S O PERE LS. I, A SR 2
R A A KA MOD fiie 55 25 . Bt 2 A4 &
ANT] S AHE B 58 4 — 250, D) RE b 057 %o 5 1) &I AR I 55 4%
At MOD iR 55 . B RE X 7 67 48k 4 [k g 3 ok
T 36 A 28 0 A 15t - S RE B i A4 e R R JE AR IE R 58
Al .

2 R A AE At B AR AE B2 TH 28 58 7T 48 1 10 [) A 7y
K T B — BOHEME DL PR AIE | 81 AS 5 R K S TR HE 46 T
L R A SC DR LR RO R i TR
FE AR Y 1 3R 1] (1) 3 3 % MOD b 45 45 5 3
AT BT e 2 30 5 A5 T B 0/ N ) e 44— BOME R A O
52 BRI AR 5308 22 1) 1) ) 2 o 368 3 4 AP — S ke 48 Ty
AEEVEFD A PR SR A0 - MOD 9 32 82T 55 02
B Ak 33 SR (Process Members’s Requests, PMR)
FFRZE b 3 4 5K (Process Label’s Request, PLR),
Hort PMR @b 254 S i 40 3L DU $ 2 FH P 44 5,
PLR W fo 9 4 5 & 3% » 3% 5 & & MOD o5 76 &
O3 SR 3k R A — SO ) R, R ORAIE B 2 10 BT
A B R A A b — SCRD AT A7 B R U R SR 4
RAFE IR, SR A PRI FE B 1) — Bk i
JL A A B A W] B8 LA 8] 5 R & 3 5 R 45 21 T
FECE AT LB N — B BT X% ) 0
T3 FARRAE A A B AS I 8] [7] 26 1 25 00 T 3 2o 3k =2
B[] R ke 58 S B HE P . A3k O T R HE I ] G 23
JAE R A AT ST A FRATTOR TR A
ZINFR T ek B A B SSUOR A T BT K AR . T
BTN 2 R % U BUTE RE AN 25 R AR 48 B35
(2) MOD il A< B ] #5 °T 58 & AE — S 3 F50 9 1 e s

i (5)

R I 2 S5 5 2% A B AN i — B0 X T A
I 1) 25 SR . e BB A I TR L, AL 5 e s 7T 3 4y i
IS e e A A K P . 5 R T 48T PLR L 55 %
Oy e G TR v I PR T A A R HRAE L N RS
B AR B R A L R ) 25 R B —
NEIA KSR 5 — A B A ARG 4 /AT 55 1 3h 25
EEIS [|] , PRAT B o K A U PLR AR 55, AR X 2
i PLR H042 & 3% (H 2 B0 T Rl 20 2 R AT 55
RIAT. 22 5 ST A P B e 2 HAR A 4R AR vl it
T IR R L FRATT R Merkle B Ay B 5 AR PR
58 JCRRAIE ) A5 A D A A () I 9 2 TR A0 2 A e
o it A i K4
4.2.5 TLRWEE

SEEK ¢ (1) ¥ e AR viAT A B 2B B TG SR B%
H A 1] MOD Jliz 55 %% 4 H 56 B 80 03 v 0 V3B B &%
KA R IEES S I I O AN L 16| NS oy = WL oy
(1 2 B HR AL T AT AR B4 T B VA AT DR E AR AL
SIS 3 O 3 R RO R SR e AT A AT
DAB B B3 8 38 2o O 3 R E SR SR AE AT S R
5 T oy A T DA ABCE BRI A e AN
bR B R T AE MOD 45 % %8 I 72 MOD [
PRiCH o AR I B AR S B AL A B R P
T 3 S8 25 A X 1 e () AR 42 0% B IR
A SHOE 0 HoAl © 23 2 550, S8 W I50KS B2 AR,
iR ey O vk Z B LARE 8 2, S L R I AE T
(1) MODIG i PR 55 1 b3 380 5 W48 A 1 e el 28 1) B
35 (20 BRIC I H 4% 03 i A MOD &k i o] 5231 5L
AR S B BB il 5 Z . REBHLZ ] 1Y il
15 W A B 453 DUUE FI 255 01 55 T e

AR SCLMR A i R0 A R s I A BT IR A
PR FE 2R (Resource Public Key Infrastructure,
RPKD) FXf FR AN £ AR AR BB MOD 5 AS 15 90 4%
A S MOD 5 b ic i oy 48 19 001w 38 15 26 4. ¥ 06
RPKI EZARIE Y AS WL 4% 7] MOD 7 i 79 38
74, RPKI & —Fh & 7E B0 B _F A 3z 17 | 1 )
ELIE X A O R A N S UE AR R AT 55 &R
AS TR B A AL A3 T2 5% 220 FSE AT A it A2 95
A5 PR L 0 AR BE A ] B Ok 58 R B 2 [0 7Y B £y
TAAIE 3 B B AIG 38 28 i AR, SR M - RPKT (115 11 9] &
SN T DRI I 42 A A AR B 0 T e B A A
T AR 2 Herh AS WERLAR RS TP M ik B U
FeA & 1 5 ) E K 5 i B U TR D LA A K Y
CA (Certificate Authority) yIF 45 I FASH 25 % — > EE
(End Entity) ik 45, 28 J5 ] EE GiE 5 B9 FA 9 7 4 %
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H ¥R 7 B (Route Source Attestation, ROA) 7% 24 i ,
Ho A 5 0 s ——XF R AS SRS A TP bk A2
B0 EEJE4 Al ROA F £ %] RPKI % 8} FE & #i
A AT ROA i A SN/ B 8 M s H &
K% F| MOD; MOD il %5 25 /E i RPKI ik # (Rel-
ying Party,RP), 5 e ) RPKI %k 4 & F % ROA %}
S N G B A M AR 5 A P16 215K 1 ROA
fiff 2 B AE ROA BT & 3048 2 & 53 K 1 B S5
— 3 — 20 WE B &% O B R AR . AL R
thit. SRJG  XERR N % 258 B MOD 5 FRic i i %
Z A 2 43 A5 B BE AT By 1k T B g B e, SORT A TA
RiETT By, 5 AS WML A RPKI 2 17 MOD
WG - MOD B R A B0 R %5 815 9 i RPKT 47
N H 2 L 3] AS WL, MOD ¥4 b & 4 B 5
AR AE Y — A BB R T W — BRI AS
WL A8 5 30 B e 2% A AR A 2L WAL e AT =2 )
ETEXT AR A B B 2 0 R s R bR I L G
XTI BN AT I L [ iR R B L AR N SR S 1
A G ORI N R R 3 5K MOD Y 2035 B 5 %8
IR TP Mkl F1 AS i 28 19 V1 )& O¢ & ik & % 9,
Jei R SN AR AT A L A SO R By Ry
ZABIEH s 22 W2 P 7. MOD [ul & 1 3 B,
i 1192 %% B 60 T 8 2 R AT I & L R #E A (N D
IR LG AR IC B R A bR OC B R AR e BN B RS
MOD A 7] ) &b 38 7 2%, BEBLER N 11 FH 2 o e &
B

5 AL

J T B UEHE R SEEK J5 ik, A SCHE AT T #ig
Sy BRI SRS, Horb 5.1 A5REf T B8 43 A R IE
W5 BT 4 J k. 5. 2 77 )38 o B T S W 2% 4
I S 56 477 LR 4D 58 40 Hr 45 R
5.1 HEigiFfh

TP S5 AE Sy —Fh o A i R e, vl 9 e
PEJE PP 12 2R 5 BB A5 3 I R MU AR T 44 Jc s i) B 22
PEAR 4 A5 A5 % SCHRL16 1% T 47 i 2 19 5 S0, i
ARG ALY Ve ] 5 R Sy > 9 IR K R R B B 1Y
JG s AN RGN & WUPE RE S 8O R W W RE
XS AL FE W UE A TS (Tracable Scale) . $T I
F g J1 AC (Anti-attack Capability) . [8] 3 i [a] BT
(Backtracking Time) . f#fi# JF 55 SS(System Storage
overhead) .33 J148 SC(System Computation overhead)
F3E{E TT 41 SM(System coMmunication overhead) ¢,

il 35 2 U RE FRIC I IR 7 i DPMUYRN3h 25 6
FRic ¥ U5 J7 i DDPM™Y AT B, A 76 08 A 5
Ji k43 SEEK J5 B 7E AT 4 Jee 2 I 1 1 f %4
5.1.1  WIERMLAELCTS)

AU AR 45 D1 U5 R 9 B v i ) 18 TR )
B W U RIS T b 8 A A T R A
TE LY o T 2 232 (] B TR i B T
A SO AR A T bR 2 R e e T T T
DPM F1 DDPM., Jy T 28 °F-, A 15 BB AR SR %
TR ARATAH ] 9 A 2 B BRI B 10 L. i e
BT DPM, B A % TP 4345 Fr VAR B s 28 2he 28 3l ) 3
3 F Ay IR X d HURERE FIX o IR AR AL IX s
T H SR RS o SR ) e Mol UR L SR S AR
T i s $EH 0 R o 2 T O 5 2 o U b k. AR
A I SRR DX B e R WO W i R AR B T
I TSppy =2, #E— L H BB AR KN L=a+s+d,
Hta=>1,s>1,d>1,2 Za, AMEHEH d<L —
s—1,TSppu=<2" " '<< 2", R J5 43 DDPM, i 3o 7t
SRR S YR UE TP s bk i B 2 RS S
PR 2824 3 R B o i e G B AR WY L AR A A
i E R E TR 8 W M R R, ST U T Sopew =
2" a4y Hr SEEK. B B4R i 5§ DDPM A [A] i)
FREEEE T 45 A8 4 TP M ik 23 28 AR B bR 2
BRI 530 2 T AR ALK b FIAR 25 A7 X
m oy FH ktm= L[] J2 U WK AN [) 2 7 A
2 AR ML B R IR Bl ¢ B A g, B
AR A2 YOI B /N AR TR FRATT 43 T 15 40 O 1+ i
SEEK (¥R HLAL. — B g oL 2 AP LA —A
ZEH TS =2 428 P2l =2 X (1—
1/29<<2" AR WI ., I B 2 B ¢ R 2, TS Gopy #5452
U 20 R gk g 4G R B A A T A AR SCER 29 ]
JITIR o 2 B ¢ B IC(E VI FRLE Dl 3.4 B 5. IR
TS;}?P1K<21‘. Ziji ’ ﬂﬂ % lL'H f)ﬁlﬁ%&%& I‘QBLEI, §§|3 7
SEEK 1] il £ 4 % b5 % ki B ok 7 9 R R0 A (B
W SR U IR AR AT E R KO T HAE R E A Y
ST 3O R ORG B 5 R KL 3 TG TSpoem <<
TSk F—F G R BN MK GFEEZANZES,
SEEK o 78 5L 2647 5 F 0] LALSS R A 250 i R s &2 4
e A Rl AR 2 L B A AR 25, . R E A2 EH o,
H vy DA BGHTE AL F Ay HEL(A L 0) 5 (A, L 0,)
FIE T AR A AR 5% R Z
AL FI AL F R [ 7 2. AR R T 31 3% 2 5
B HIUASEAS W 158 KRR AE o A EHE T HE 6 A 2 ORI
(A0 5 (A 0,) S8 TR R B 0 mT R s 5
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Z SR A AR B A T RE MR IR (Ao 5
(A, ) RFERJRE SRR F ARS8 A o F v, fig
553 I b B B0k 20, Bk 2 6 990 DR AR 1 oK
2L I TS =28 28 e 2 2 e =
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Background

With the development of the Internet of Things (IoT),
more and more IoT devices have been connected to the Internet.
Everything has two sides and IoT is not an exception. It has
brought convenience to people’s lives. but also creates a series
of issues. For example, attackers can exploit the fragile security
and closure of IoT to disrupt the network activities. Denial of
Service (DoS) attacks are typical cyber attacks in which the
perpetrator seeks to make a machine or network resource
(e. g., bandwidth) unavailable to its intended users by
temporarily or indefinitely disrupting the legitimate services
of a host connected to the Internet. Generally speaking. DoS
attacks are launched by thousands of attackers that attempt
to overload the system with lots of useless requests. IP
spoofing is a common trick in DoS attacks, which can not
only conceal their locations, but also bypass the defence
mechanism. The attacker hides its own IP address and forges
the source address, so that the victim cannot identify the
locations of those attackers. Quite obviously, such technique
makes the DoS attacks become more destructive than before,
and difficult to control defense. For this reason, the IP traceback
technology has been extensively researched and developed
already, which is responsible for disclosing the attack
sources. Among these existing IP traceback approaches, the
dynamic deterministic packet marking traceback approach
termed as DDPM has attracted great attention due to its light
weight, high efficiency, and ease to deployment. Its main
idea is to make use of the abnormal flow detection system
that has been widely deployed on the Internet to establish the
audit trails and further traceback to involved attack source.
Only when the monitor notices a surge of suspicious network
flows, it will apply for a private and unique mark from a
globally shared MOD server, and insert it into the suspicious

packets” header. At the same time, the MOD server establishes

and maintains the mapping relationship between the marks
and their related requesting IP addresses. Once detect the
DDoS attack, the victim extracts the marks from attack
packets and further obtains the attack sources by requesting
the MOD server. Although DDPM uses the marking space in
a round-robin style to improve the salability, in the face of
the large scale networks, it still suffered the following disad-
vantages: the small number of traceable sources and the load
imbalance. Therefore, this paper proposed a scalable dynamic
deterministic packet marking approach, termed as SEEK. In
order to overcome these drawbacks, SEEK first designs a
hierarchical architecture for the traceable alliance and
dynamic probabilistic packet marking to balance the load of
the relevant traceback devices, and then employs a number of
techniques, such as the expansive label-loading space, the
reuse label space, and the adaptive label management, to
increase the number of available labels and improve their
utilization. We perform extensive mathematical analysis and
simulations to evaluate our approach. The results show that
our approach significantly outperforms the prior approaches
in termes of the scalability and efficiency by more than 20
percent.
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