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Abstract In the era of big data, data has become an important asset driving social development.
However, data faces different types and different levels of security threats throughout its life
cycle, which greatly reduces users’ willingness to share data. Blockchain has several security
features such as decentralization, immutable, and tamper resistance. It provides an important
solution for reducing the risk of a single point of information systems and can be applied to the
field of data security. This article starts with the core characteristics of data security, and
introduces the latest research results of blockchain in three directions: confidentiality, integrity,
and availability. At first, this paper analyzes the shortcomings of each research direction. In
terms of data confidentiality, the blockchain can effectively supplement data confidentiality
protection in 5 areas. (1) Blockchain can be applied to enhance the security of data encryption,
establish a decentralized trusted third party for cryptographic protocols, and provide a reliable
incentive mechanism. For example, it can be applied to searchable encryption, proxy re-encryption,
and secure multiparty computing. (2) Blockchain is applied to identity authentication, which can
realize decentralized PKI technology and identity management, solve the single point problem in
identity authentication, the problem of certificate transparency, and the problem of malfeasance
by certification centers. And it can establish a safe and trusted digital identity authentication
system. (3) Blockchain can apply access control. On the one hand, it can solve the problem of

single point of access control, providing a more robust access control system for common scenarios
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and IoT scenarios, and achieving the management of access policies and transactions of access
rights. On the other hand, it can improve the credibility of attribute-based encryption authorization
institutions, which improves the security of ABE. (4) The combination of blockchain and trusted
execution technology can establish trusted remote state management which enhances the availability
of TEE. (5) The application of blockchain to the construction of covert channels can solve problems
such as communication tampering, single channels and poor privacy. In terms of data integrity,
blockchain has three applications. (1) Blockchain can achieve data confirmation and traceability,
establishing a credible flow trajectory for data. (2) Blockchain can be used to build a more credible
(3) Blockchain can be combined

with various industry applications to achieve more reliable data integrity protection. In terms of

log audit system and improve the security of information systems.

data availability, blockchain has two kinds of applications. (1) The blockchain itself is a solution
to consistency in the byzantine environment, which can achieve byzantine consensus in a large-
scale network environment. (2) A more secure and reliable distributed database system based on
the blockchain. On the one hand, the blockchain itself can be used to implement a byzantine
fault-tolerant distributed storage system. On the other hand, blockchain can supplement the
shortcomings of existing distributed storage. Finally, this article analyzes the research of
blockchain in the field of data security, summarizes the current research challenges. At last,
focusing on blockchain efficiency, data security, privacy protection, infrastructure security,

blockchain isomorphization, and practicality, this paper looks forward to future research. We

believes that the correct application of blockchain technology can enhance data security in a
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distributed environment with broad prospects.
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Background

This research belongs to Information Security and
Blockchain area, focusing on the research progress of
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