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Towards a Real-Time Anti-Theft Method for
Mobile Devices Leveraging Acoustic Sensing
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Abstract Recent years have witnessed the gradual penetration and wide employment of mobile
devices in people daily life and work. Due to the portability of mobile devices, they can be carried
by users to any spaces, which are not always physically secure areas. Hence., mobile devices easily
become the primary target of thieves. The theft of mobile devices not only leads to direct
economic loss, but also further induces the probable leakage of confidential information. Existing
studies about mobile device protection concentrated on implementing the user authentication
system to avoid the risk of confidential information leakage induced by the theft of mobile devices.
However, such hysteretic protections cannot essentially prevent users’ mobile devices from
theft. To provide the real-time protection for prevalent mobile devices, in this paper, we propose
an acoustic-based mobile device anti-theft system, EchoScan, which employs built-in sensors
(including audio devices and motion sensors) to sense the context of mobile devices in real time so
as to detect the theft. The core of the proposed system is to utilize acoustic sensing for real-time

sensing and modeling the environment or state (i. e. , the context) of mobile devices. Specifically,
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EchoScan utilizes FMCW technique to capture the variation of mobile device context to detect the

state of mobile devices. After that, EchoScan further adopts denoising autoencoder network and

SVDD to extract efficient features of mobile device context and detect theft without the training data

from thieves respectively. To improve the energy efficiency, EchoScan employs motion sensors to

detect the touch of mobile devices in real time. Extensive experiments validate that EchoScan can

achieve an average theft detection accuracy of 87 % and the theft detection delay is within 500 ms on

average.
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Background

With the rapid development of highly-integrated electronic
infrastructures and convenient wireless communications,
mobile devices become more pervasive in our daily life. Such
devices gradually become the storage medium of people’s
privacy, including personal information (e. g. , personal 1D)
and financial information (e. g. . banking account and CVV
code of credit card) etc. However, along with the convenience
brought by mobile devices, people also suffer from the severe
risk of mobile device losses. Recent reports exhibit that the
loss (especially the theft) of mobile devices not only leads to
direct economic losses, but also induces probable privacy
leakage. Hence, it is necessary to provide protection for
mobile devices to prevent such losses. Existing studies mostly
concentrate on developing user authentication systems for
mobile devices to prevent the privacy leakage after the theft
of mobile devices. But such approaches cannot prevent mobile
devices from potential theft.
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for detecting the theft behaviors. We further integrate the
in-built motion sensors to detect the touch gestures before
activating the audio infrastructures to improve the power
efficiency and thus the user experience.

Utilizing the audio infrastructures and motion sensors
for anti-theft of mobile devices, we first develop Frequency
Modulated Continuous Wave (FMCW) on acoustic signals to
sense the context of mobile devices. To further extract reliable
features for context sensing, we integrate the denoising
autoencoder neural network to reduce the dimension of features
in an unsupervised manner. After that, we employ the Support
Vector Domain Description (SVDD) to realize the theft
detection. To further improve the power efficiency, we integrate
the motion sensors and develop a partial autocorrelation-
based method to capture the non-periodic movements so as to
detect the touch gestures. The experiments show that the
proposed system can accurately detect the theft of mobile
device in real time with limited power consumption.
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