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Wireless Key Generation for RFID Systems
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Abstract  As Radio Frequency Identification (RFID) systems have been enormously applied in
fields like commerce and logistics, a wide spectrum applications call for Privacy-Preserving
Authentication (PPA) in RFID systems, which require a legitimate reader to share secret keys with
one or group of tags. With open wireless channels, an adversary can easily obtain keys sent to
tags by the reader. Moreover, existing key-agreement approaches cannot be employed in RFIDs
as tags are usually resource-constraint. Furthermore, keys implanted by manufacturer cannot be
considered as secure due to two-fold reasons: the most trustworthy keys are those generated by
users themselves and the key-escrow on the manufacturer incurs key-leaking problem. Hence, it
is very challenging to generate shared secret keys among a valid reader and tags wirelessly and
securely. In this paper, we propose an innovative wireless key generation scheme, called WiKey,
with which a legitimate reader can generate secret keys among itself and tags by effectively
utilizing the asymmetry of communication channels of RFID systems. WiKey is a very light-weighted
protocol and can be implemented on current RFID systems. Through intensive security analysis,
we show that WiKey is an efficient and strong protection for PPAs in RFID systems. Moreover,
the implementation on WISP RFID tags and experiment results illustrate the feasibility and efficacy
of WiKey.
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Background

Along with Radio Frequency Identification (RFID)
systems being deployed in modern industries such as retail,
logistics and supply chain management, the requirement for
privacy and security in RFID systems has been addressed by
academia and industry. Current security techniques employ
shared secret keys to protect communications among the
RFID reader and tags. Hence, without a secure secret key
generation scheme, existing techniques in RFID systems
cannot be proved as secure and private. The issue of secret
key generation, however, is not well addressed due to severe
resource-constraints of RFID tags as well as open wireless
communications. Thus there’s no solution suitable for key
generation in RFID systems in the literature.

In this paper. we propose an innovative wireless key
generation scheme, called WiKey, with which a legitimate
reader can generate secret keys among itself and tags by
effectively utilizing the asymmetry of communication channels

of RFID systems. WiKey is a very light-weighted protocol

aspects of low-cost radio frequency identification systems//
Hutter D, Miiller G, Stephan W, Ullmann M eds. Security
in Pervasive Computing. Lecture Notes in Computer Science
2802. Springer Berlin Heidelberg, 2004 201-212
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and can be implemented on current RFID systems. Through
intensive security analysis and prototype implementation, we
show that WiKey can provide efficient and strong protection
for RFID systems.

The author has done some works on the issue of privacy-
preserving authentication for RFID systems and published
over 5 papers on including IEEE Infocom, Percom, IPDPS
and IEEE Transactions on parallel and distributed systems.
From 2010 to 2012, the author was working on the project
about privacy-preserving technology in RFID systems, which
was support by National Natural Science Foundation of China
under Grant No. 60903155.

This work is supported by National Natural Science
Foundation of China under Grant Nos. 61173171, 61472068,
the Fundamental Research Funds for the Central Universities
under Grant No. ZYGX2012J072 and China Postdoctoral Science
Foundation Funded project under Grant No. 2014M550466.



