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Abstract With the rapid development of Internet technology, IP-based voice transmission
technology has emerged. While bringing convenience to people. it also brings many security
risks. The criminals using VoIP voice transmission protocol in compressed domains to transmit
secret information has brought great challenges to social security. In this paper, for the pitch
steganography algorithm and the quantized index modulation audio steganography algorithm of
complementary neighbor vertex based on G. 729A encoding, an audio steganalysis algorithm
based on manual feature extraction and convolutional neural network is proposed. By combining
manually extracted features with convolutional neural networks, it is possible to achieve effective
detection of both the quantized index modulation audio steganography algorithm of complementary
neighbor vertex and the pitch—based steganography algorithm in the VoIP compressed domain.
Specifically, the algorithm proposed in this paper firstly extracts manual features from the
G. 729A speech segment (including two manual features extracted by the pitch steganography
algorithm and three manual features extracted by the quantized index modulation audio

W B4 - 2020-05-26 5 fE 2k KA B 12 2021-01-10. A PREAS B] [FH 5 5 A} % 564 (No. 61772234) )7 4348 BLHE G557 Rk 4 1 9% 4
(No. pdjh2020a0060) ¢ By . ZE8UEF , [+ 55 A= 32 2058 4080 15 B B WL &5 % ) LB S 43 T . E-mail: 2446288716@qq. com.
B S, AT A L RO U R 2 RS B4 A AT S K EEOR . BT LB L R BRI S U 2 A R A ]
WHE SRR . DU GEASVEED . B AL 2 (CCF) 23 B (10542S) « F2 BT 40N 17 5L R RS B2 4 N TR fE
%4> . E-mail: shijun_xiang@qq. com.



2062

L
&

12 N ) 1

steganography algorithm with complementary neighbor vertex). After using audio steganography
algorithm to steganography audio samples, the five extracted manual features have been changed
to vary degrees. Therefore, these five manual features can be used as one of the basis for judging
whether the audio samples contain secret information. Then, after extracting the five manual
features, this paper designs two different convolutional neural networks for the pitch
steganography algorithm and the quantized index modulation audio steganography algorithm with
complementary neighbor vertex. The two extracted manual features for the pitch steganography
algorithm and the three manual features for the quantized index modulation audio steganography
algorithm based on complementary neighbor vertex are input into the two different convolutional
neural networks, respectively. Immediately afterwards, the two convolutional neural networks
will further extract and discriminate the input manual features, and obtain the steganalysis results
based on the pitch audio steganography algorithm and the quantized index modulation audio
steganography algorithm with complementary neighbor vertex, respectively. Finally, according to
a designed fusion rule, the network merges the two discriminant results to obtain the final
discriminant result, that is, the network discriminates whether the input audio sample contains
steganographic information. In summary, the algorithm proposed in this paper extracts features
manually from the audio samples encoded by G. 729A, and combines the manually extracted
features with the convolutional neural network, which can effectively perform steganalysis and
detection on the pitch audio steganography algorithm and the quantized index modulation audio
steganography algorithm with complementary neighbor vertex in the VoIP compression domain.
The experimental results show that in detecting both the pitch steganography algorithm and the
quantized index modulation audio steganography algorithm with complementary neighbor vertex at
the same time, the detection accuracy rate of the proposed audio steganalysis algorithm based on
manual feature extraction and the convolutional neural network proposed in this paper can reach
86.2% (when the embedding rate is 100% and the audio sample duration is 0. 1s).
with the existing excellent steganalysis algorithms, the algorithm proposed in this paper has

Compared

achieved state—of-the—art detection results when the audio duration is shorter.

Keywords steganalysis; G. 729A; convolutional neural network; manual feature extraction;

result merging
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Background

With the rapid development of computer technology, voice
over Internet protocol transmission technology has emerged.
People can use VolIP to transfer voice information, which
brings great convenience to people’ s lives and work.
However, science and technology are a double—edged sword.
While VoIP technology brings convenience to people, it also
provides opportunities for some criminals. Some criminals use
the VolIP voice transmission protocol to transmit secret
information, which poses a great challenge to social security.
On the one hand, in the military, if the enemy uses VolP
compressed domain voice transmission technology to transmit
secret information, it will cause incalculable losses to our side;
on the other hand, in our daily life, if criminals conduct
criminal activities by sending VoIP compressed audio files
containing secret information to transmit secret instructions, it
will pose an immeasurable threat to social security. Therefore,
in order to detect whether the audio file in the VolP
compressed domain contains secret information, a steganalysis
detection technology for the VolP compressed domain has
appeared.

At present, research scholars from all over the world have
proposed many steganalysis detection algorithms for speech
steganography algorithms, but most of the research methods
are directed to audio steganalysis algorithms in the

uncompressed domain. In fact, in recent years a large number

(in Chinese)
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of audio steganography algorithms in the VoIP compression
domain have appeared, and at the same time, the development
of audio steganalysis technologies for the VolP compression
domain has also been promoted. Regarding the steganography
algorithm in the VoIP compressed domain, scholars around the
world have proposed many corresponding steganalysis
algorithms. However, for the steganalysis algorithm in the
VoIP compressed domain, when the steganography audio
duration is shorter, most steganalysis algorithms cannot obtain
ideal detection results.

This paper proposes a CNN audio steganalysis algorithm
based on manual feature extraction and result merging, which
can provide satisfactory performance for the VolP
steganography and won the first place in the audio group of the
1st Chinese information hiding competition (CIHC2019). By
combining manually extracted audio features with CNN, the
algorithm proposed in this paper can simultaneously detect
CNV-QIM steganography algorithm and pitch steganography
algorithm effectively. By comparing with other existing
algorithms, experimental results have shown that the proposed
algorithm have achieved state-of-the-art detection results
when the steganographic audio duration is shorter.
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