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Abstract  With the development of the cloud computing technology and the exponential growth
of data volume, people are outsourcing their data storage and computation tasks to cloud service
providers, which results in new challenges to privacy preservation. One of such challenges is that
the computation process to sanitize data for privacy preservation over the cloud may also suffer
from attacks, which incurs additional privacy risks and makes it hard to preserve privacy with the
cloud computing paradigm. To address the challenge, this paper proposes a full-domain generali-
zation based anonymization algorithm that is secured by fully homomorphic encryption. While
fully homomorphic encryption is deemed as the most promising technology to address the security
and privacy issues with the cloud computing paradigm, this work is the first one that integrates
the fully homomorphic encryption with data anonymization to address privacy issues over the

cloud, to the best of our knowledge. The novelty of this work comes with three contributions.
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First, a privacy preserving k-anonymous data sharing model over the cloud is proposed where the
data are encrypted and then outsourced to a cloud service provider and full-domain generalization
based anonymization is performed on the encrypted data per user request. The advantage of such
a model is that it can accommodate user-specified privacy requirements, such as privacy principles
and sanitization techniques and parameters, and the encrypted and sanitized data can be used for
multiple purposes. Second, a data storage scheme suitable for performing full domain generaliza-
tion based anonymization on the encrypted data and four optimization strategies for searching
anonymization solutions in accordance with the properties of fully homomorphic encryption are
proposed respectively, which facilitates the usability of the proposed data sharing model from the
perspective of the algorithm performance. Third, an algorithm is proposed for performing full-
domain generalization based anonymization on fully homomorphically encrypted data. Moreover,
a protocol for running the anonymization algorithm over the cloud is also proposed with the
assumption that the cloud service provider can be a privacy attacker. Extensive experiments are
performed by using three open source projects that implement the three generations of fully
homomorphic encryption schemes, respectively, and by using the well-known “census income”
benchmark dataset to evaluate the four optimization strategies and the proposed anonymization
algorithm, which demonstrates that the proposed model, algorithm, and protocol are effective.

Keywords  privacy preserving; full-domain anonymization; k-anonymity; fully homomorphic

encryption; information security; cloud computing
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BEoR M . B, ECType 1 15540 35 nl fig
A L H R RE B S B BR SRR 0 5 ECType_
2 MMM AT AHCRFEEATRESY 0. 55 — &Ik
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FF45 2-anonymity, C 9 4 B s K 6 . 3L 36 45id
. AR ECType 1. Xl 3% E R AF S5 K 56
B3 6 KL RN SIEE N 1 HAEAR
£F4 2-anonymity, IS HE Py 11 g FoiE &L 4t 6
Al k. R A SR g L LUy [ B4 & 14 3R (84 kil
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(D 753 E ECType_2 ZE44 2508, 2 recSum B4
LI S S0 SRR BE 2R 2R recSum = N, D) 5
RGN BRI TR E L EH R 0. 4 N-recSum <k, |
TSN e A SRR T 09 /N TR 1. 1T —
P BLT 48 S E AT & k- anonymity . Jo — Ff U AN £4F
B HIEA T EHMS T (2) 715 ECType_1 %
W&k, 7985 SOIRZE TS Tk 20 BESE 28 02 AR ]
To 12 59 5 52 610 S5 i 2. AR Y rec Swm THEINTE
SR EAREE — R AR S 2, R H
Bt A recSwm s M55 1) SCREFE G IR E AL BVANSR 3¢
FiE supp W times I W [times /supp | X supp
it A recSum.

Bl 6. L] 5. E U5z ALK (1,1,0) 1), 4N
BRI ECType_2, 45 4 A2 2L 0T 3 5541
FM SRR 2, MO 6 CRUIE R iC R 80 . ol
Gt 4 DM AR A ECType 1,84 6 4%
R R NN TAEMBIRET Tk HIE
(ANTRD M 2L by 1A 3 A4 (RT3 5 AN
RKIGBISCHFE IR 2,15 recSum=[5/21X2=6,
WL TR 6 552K,

REE 3. Pk P 4E SRS (Strategy subSet). 12
ks /. node ZFRm A QID J& iz AL 72 1Y B 5
)ik (dy s eeeod,) snode 1Y [ 43 3 06 RS 26 )
TE R AT 46 75 1] 4 vee = (ary o voe o x,) FRAE s vee[i ] =
;=1 BEIER @ o30S TR IR AR AR 0 A g 1Y
JT 2, PO 1% 4% B R 1] B AR 0 43 i BN B 1 Y
B —HE node F 2" —1 4> 40T

(D @R node HHAF i & AFFE k-anonymity .
S R node WAFE G T B 6] i Fl node # TG
A s (2) WU node 134T 10 54 A
anonymity, T — 5 H 5 2% 18 f1 1% 1 [n] & A0 B 73 i
1 AT A T AR R AR TR TR (i
EANFEE) 3 (3) A FHZ A 5 n] BB AT 2 [6) 7 1) &t

W E S AF A k-anonymity (% 81 A B R
6 55 LL SR AE A 1] 5 (46 7R ] it vee , AT LLSEE G 8
.

B 7. 2B 5. Uil AR A s (0,0, 0) B, B4
FIE A BT, 48 s & (0.0,1),(0, 1,
0).(1,0,0) FAE, HH RIS A 710 Y G 2-
anonymity, i SEAR#E S =AM . ARG . R
WA JE M i, R R & (0,1,1) . (1,0,1) . (1,
1,0)ZFRAE. 4875 11 1 (0. 1, 1) FAF (9 F 1l 8 A 554
2-anonymity. K I ARKE W ARF G T — 20 S A
FE I RS S5 2 FIES 3 arEaroiin 1 1531 &
kg (0,1,0),00,0, 1), o HEF k% 5(1,0,0).
Y5 RS R0, 1, 0) I, 48 7 [) 5 2y (0, 0, 1) X% 5
] i AN T TR N B A SRR T A A 2
anonymity. AN #0558 7 8 A48 s R A 3K
W& Ho 7 6 A& L I LA S ST B B

THVE R SR MG 1 ORISR WS 2 03 ] T4 o5 7 ) it
FH I 9 F S5 A IS A G e ORI 7 S8 M 2 S B o

FHE 4. K T AN AR D K B (Strategy
markECO). ()58 My 2207 A A& i (F ) 1) % N2
1B P BUE R —Fh 2 G, G R F M R B SRR R
0B AT B EM BN SCHREEA N 0. [FE,
ANFZACHE 5 (1) 4D Z 8] o] g A A S ) i, —
MZACHE ST M AT R D — Dz A R
(FOFEM T &, B I, 76 R ook B 4 5K g
B JE AR I SRR B 0 B F AR 28, AT LR K 2
SCRERER 0 1 ECType_2 S M 1153 5.

B 8. L) 5. K E M 510, 0,0) 7R [n] i
(0,0, 1) 5% b - [ it B & BE 45 M 25 {53 710} Y =2
FERESN O, BEM AR IC I T S0 28, F)E K% 5 (0. 1,0)
FER 1) 3 2 (0, 1y 1) X B - [ i B, 2 B 46 28
{Person, 53710} & {53710} Wy M4, LT 115 B aJ
FIRE TN R AR 0.

4.2 mMEHEHEEX

R IZ AL 1 b B v, 7 2 PR i o Sz
A% 256 N B IZ AL BRHE 2. iy it AR i A ) 250 5 1Y
PSR L 3 10 B R AL O B i B % L 1
i m % R e SR R IE

ENX 10, YV )EEHIEE exRT (extended RT).
BRI BE# ORTLQ™ . -+, Q" ] K 4 QID
JEYEY & R 25 SN I P ) — ANz A 5 B
PR exRTLQ™ , =+ Q' e, QY wees
QML X F AR B R AR (0 u
W& RS 2 & 22 K 0 = £l ),



844 it " E I 2019 4
j=1,h,—1,i=1, 0, 8P BiC (S, -, 3. IsEqual<-1 in one cipherbit;
N B Y 4. FOR i=1 to sizeof () DO
5. emp<—ecli]+e[i]+1;
R 3 T REER eRT 6. IsEqual<—IsEqual X comp;
Birthday J& ¥ Sex J& Zipcode J& 7. END FOR
B, B, So Si Zo A Zy
8. supp<supp+IsEqual;
1/21/76  Any Male Person 53715 5371%  537%x% Supp=supp Taua
9. END FOR

4/13/86  Any Female Person 53715 5371%  537x%x
2/28/76  Any Male  Person 53703 5370%  537xx
1/21/76  Any Male Person 53703 5370%  537%%
4/13/86  Any Female Person 53706 5370%  537xx
2/28/76  Any Female Person 53706 5370% 53 7xx

Bl 9. E3PRER]EEENY RIEL

ENX 11, P EBEEF bRT (binary RT).
R QID J& PE R AN Z A6 2 1 (8 S5 0k 48 2 =k
Tl Gt B K R A 2 A B 0T IR e A X8 ) G
Tt 5 3 k9 e A R bRT. ik il 4 2 7 5
LYFEAt s B T AT N B TR AR,

EX 12, E Y R o RT (encrypted
extended RT). iy ZF il 9" e 805 3 bRT 451 Q'
i= 1, ymaj =0, by — 1, B B B X (pks
ski ) IRIG IS 8 phe R0 I A5 30 & f 4-
BB F " RT.

BEAN S L2 TR IR CoRony s Sk ) s IS E Pl
Jngg bRT @A 51 45 BI04 4 AR 22 i R A
ICAE eRT,,., AT LUE T N RT3 ’RT,,,,.
e % A PSR R R e el P N
MM T 4L BAE ¢ RT,,, E#E17, Bl 3k
TR AT W 3 5o 5 O fifp o " RT 523

PRI S B 3] 2 i 7 it 140 2 22 1) 9 e s 3R
’RT N HEIA *RT,,.,  QID iZ 4k JZ Uk 45 14 S H 4

() s A — 2 SRR 1AL =i .
4.3 MEHEZESHESNHNEIFE

T B E 2 ALK S node B FEAS B 48 R 0] & vee
FAEW T 0] & & B A7 5 k-anonymity [ 5Ll TAF &
TEIME P B = b e RS A A PO Sk
ec W SCHFBE AH N B9 PAACAS an s F2 1 B, oo
B AR T Iz A 5 node = (dy s -+, d,) Fl
R Wi vee= (x) .2y 5000 s, ) TEHL € RT,,,, #1551
M k.

H#E 1. countingFHE.

A (POFENLKee, MERELTFRT.

il s (PN ec MY SFFREME Lsupp.

1. supp=<=0 in [log, | T[]+1 cipherbits;

2. FOR each record ¢ in T DO

10. return supp;

WA 1 E e T og, [ T[]+ 1 % 3007 % SCiF #ds
suppCH VA1) NG H (T E N FKec 5T WIEKIEF FLIL
Xt 2~9 A1), Hoh 5 A~T ATB AL R ec 5 ¢ 5
REABEE I cmp 2 1 % SCCHE 547D IR ec 5 ¢ A0 55 )
IsEqual Jy 1 B9 3C R 6 47) . BN IsEqual 133 ec 1) 37 F¢
JBE % ST G5 8 7).

EREFIH 1.3.5.6 8 T2 M HUR i 2 F A5, 2
L H i )52 2% BEMR DT time, X [ec| X | T Hl time, X | T|, M
W time, S LT SRS 8 SCAL BTG I 1] (3 5~ 6 4T) o time, &
— U SCHE AR I 1 B AR BT ) (BB 8 A7)

5 ZESMEREZNLEEFHIL

5.1 ETEREMELBIZUEE

2 3 4 R 250 % RN 4 7 R i BE 4 AL B
(fully homomorphic encryption based full-domain
generalization for anonymization) . &1 X} = ¥ 14 37 B
FARY k-anonymous KHf S AR (5 3 49, R4l iz
Pt 18 R A0 AL SR 0 % B JE XM A [l 25055
ECGE AT R BEFT & k- anonymity A 5 ki
JE Y Az AL .

S 1 BT S Ak T A ) 2 o AN 4 B0z A 1 B
A 1 D AR A A N R T R Rl R
¢’RT,,, - QID JEPE (Qi» -+, QO EZ W Z K EE Y, k-
anonymity FaFAZEL kG SOERD.

ARG RS T iR B R 1) BB R Rz
¥ . Nodeset J2& 24 1ij JZ 48 R 146 2 & » maNode
Je O R S AT 5 k-anonymity FLUKE B B &
goodSubNodes ¥ BB HE 3(3) it R4 G k- anonymity
FRAR 5T ) (3 1 4T). Nodeset 323 i 48 R Z 10 %
MATEGF 2~20 47). Hiip,succNodes 1 failNodes
Ir e S H R AT k-anonymity BUAR 83 HA T &
A% LB 3 4T).

AR BE W 7 8 — A B Nodeset W44 #5
Honode (35 4~15 17) . MUYE WS 3, 98 FH pR 4L guide-
Vector (DFEAE 0 73 AN KU 72— 4 R E &1
TIA) R AR 7S 1] i vee , ) TE FH AR T ) O AT
f k-anonymity (55 5~14 17). W (node, vec) Xf ij



4 1 PUREE:E e 78 A A R RIE Sy IR A n iR R A RS 845

(& s T 17 5 sbNode J& T LK 743 k- anonymity
(A& A5 ) o, DU AR 4 SR % 3 (D) FF IR T — A% i
M (5 6 ~7 f1). MR A THEASAFE &
anonymtiy, W #% &5 node UL X 38 7= [n] & vec — IfiC
A failnodes , J- Ui F — % 45 (5 8~10 17). W
R ovec B4 1,0 node i A succNodes » 75 W AR
PERME 3(3) WK% /5 F M & sbNode it A\ good Sub-
Nodes (3 11~13 7).

AR B ARG Y AT E A SRR MR T
— 2R S CBE 16 ~19 7). Hom, children(y)
Ry BT T 5, children(y, vec) 5 vec FIT
AHE O XN v JriEn 1 AR R T Lok R

ik 1. 2RSNEHE2MEZA AL fheFDA.

WA B € RT.,, » QID Z LR R E5H . S5 k.

i th < AF G k- anonymity i i 5 4 2 (6% 5 maNode.

1. Nodeset<={(0,++,0)} smaNode< T ;

g00dSubNodes< & ;

2. WHILE Nodeset# <& DO

3. succNodes<=; failNodes< 3

4. FOR each node=(d, ,+**.d,) € Nodeset DO

5. FOR vec= guideVector(i) with i=1 to 2" —1 DO
6. IF sbNode= (node, vec) € goodSubNodes

7. THEN continue; ENDIF

8. IF lisKanonymous(sbNode, ¢’RT,,,, » k) THEN
9. failNodes<—failNodes\J { sbNode} ; break;

10. END IF

11. IF (Vi vec[i]=1) succNodes<—succNodes\U{node} ;
12. ELSE goodSubNodes<—goodSubNodes\J {sbNode} ;

13. END IF

14. END FOR

15. END FOR

16. preNodes<{z € children(y)|y€ succNodes} ;

17. newNodes <{x € children(y, vec)

x & preNodes,(y,vec) € failNodes) ;

18. maNode<—argmax,Prec (2) | x € succNodes|J

{maxNode} ;
19.  Nodeset<{x € newNodes| Prec(x)>
Prec(mzxNode) } ;

20. END WHILE

21. return maxNode;

W 2 FiR i B isKanonymous HIDNARD , 9%
B TG 8 AT) W JHRHE M 11 717 i sbNode J& 175
72 k-anonymity , H i A JE % &8 F 1] 5 sbNode =
(node,vee) , WY BEIE R € RT.., . BRAAS L
kSO O

W isKanonymous HR A% 15, node=(d, ,+++ ,d,)

Jo FC - 1) Y AR R [ A ovee = (s ey 1) BB IR
e’ RT,,., FAH G (F &) J& 14 51 DA T 45 21 i 2% 1932 4k
BARRMNBOY TR mESsE FRGE 11D .Mk
fellog, | T| 141 % SCAL I % SCHH R recSum (55 2
F1) AR 5K 1 (Strategy ECType) . SF M K &
EC 808 B8R R4 L CGE 3 17) 8l & 187 1)
i oritdE 0 B veeld ] =1 (¥ &) J@ VA B R /K
FCGE ATD TR R T EM I ec TR R A E
sbNode = (node,vec) 2 544 F-anonymity (5§ 5~
14 47).

W HE isKanonymous 8 4 i S8 G728 & set EC, i
ST SCHFEE N 0 1 55540 28 4 45 AH VAR 5L 119
AR S 1] B TSR SO, S B M 4 Strategy
markECO(%5 6,10 7).

T isKanonymous W ] countingFHE TE il
R 2 RS THE - A PO FEM I AP %
R TAD. dE I BB &R (PO SEM 2R L
FE, S SR mS 2 Strategy recSum (28 8,11 ~ 12
1) H 5 8 AT e A% iy Rt

it %2 2.

i A :sbNode= (node,vec) , §i¥5 3¢ ¢ RT,,., » S E k.

i Y s true 415 sbNode 74 k- anonymity . 75 | false.

isKanonymous.

1. T<projection of ¢’RT,,,, according to (node,vec) ;
2. recSum=<0 in [ log, | T|]+1 cipherbits;

8. IF|TI<| X Q*'| THEN EC<T;

4. ELSE l?(/‘<—vw>§:1(2,t"rJ ; ENDIF

5. FOR each ecé EC DO

6. IF Hec, € setECys. t. ec—ec, THEN continue;

7. ELSE supp<~countingFHE(ec,T); END IF

8.  recSumt=supp;

9.  SWITCH result=judge(supp recSum,|T| k)

10. CASE 1: setEC 0<setEC, U {ec);

11. CASE 2.4. return false;

12. CASE 3: return true;

13. END SWITCH

14. END FOR

15. return true;

W isKanonymous Z R 1A 4 19 AUk
DBt judgeCsuppsrecSum, | T| k) 55 9 47).4Q
PRAS BB 1 A & R RAL AT LU % supprecSum
ok RESETTHIE IR ] 5 FATRELE R Z — . (1) 304
JE supp 0 B 2. SCFRFEERT 0 /T £ 83, Rt
R Z A recSum KT Fid gk B T a4, | T[>
recSum>|T|—Fk 8% 5. LEIHEN.
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5.2 ERHUBEENZRIEITHY

fi H k4 [ 25 AN A ez A Y [ 44 AL Rk
8z Sz A7 O B A 4 FIeR. 4545 = 38 B AR B
FARY k-anonymous K4 52 R P I d (5 3
T A R I B B WA R 3. 4 ) FZ
s AE e 3 5 4.2 ) LI R B AL R
A BGE TR,
BRI

0:%F Fri=1,0+,n,j=0,++, h— 1IIT: )

IR Cph, sk, kT o Svteih

FAAFpk, N FIQ, 15 'RT; ‘Q\H)/‘ NFHHHECRT, 'RT,,,,,»

R pyyp Sy AR, | QIDEZALE ke, S,

Hipk.,,,NEFE 5,43 €RT,,,; NPk

P

[1: R, uid - |
1: ZHHaTid, AR R

e @ ZuiicaRuid, B R A AR

L: e B Hk, E5RTheFDA; k e

| - - +\>2z BURPATEE

s subl 4 TheFDA(ERT,,,. QIDk),

qunt
2: FFA sk, B Zsupp, recSum, %
k; re.\‘ult:judg/e(supp, recSum,|T)|, .\\T\’>

k); resuly

A

FRZAH, KT A
i H isKanonymous ek %t
T RACHE 5 jud ge R EL;

SRAFEARIZ A simaxNode.
5. PRI B k0, AT Moo
FmxNode=(d,, ....d,): Hpk,,, sk, — —
sk, fpsk . P % & AT E N E
LR 0 T PORG ais temp X‘Jﬂ:ml‘Nod@:(dl, "',d” )
i oy il ps{/i,r,d,iFDpk,m,EbH‘%‘?ezRT
[5: Filsk,,, B BEG RT, i s 1
- ﬁ)‘[(rR
pREsION

Bl 4 BN BT ML

TE I HE RS B B, 0 © @ A& i 3 g
iR ¢ RT HEIA ¢ RT,,, . QID Z 1k )2 K 45
4 B Ho g i B (Step 0). 4324 I P 2236 S 5000 1t
T 3R I A ik B 2 i PR ABUIR A AR R S
AR B G B AL S 8L kL ITHE 7 = i T AR AT 1 44
BB (Step D). $ATRE W 72 s 2= o o 1 R A B8
I 58 81 B Y L BB 55 (Step 2).

LA, 2 0 KA A kanonymity HORE
5 = Iz ARG s maNode= (d, -+ d ) EIE R,
P AR A= G 5 B8 X Cperennp » SRy ) I TG IS 23
Dy M HN QLI I FAEH sk 1,0 4% psk.a (Step 3).

2 I ARG KA plserny T psk ;.0 BN € RT
%t maNode= (d; s+, d,) 5], 15 877 L5 s+
GRTLQ" s+, Q) iy % I X (Step 4).

FH P23 F 2085 3C GRT AR B AR A5 Ifs o) FA%H
SRy « G0 0L fiFR 5 RN G 0 e 46, B 4453 3] k-anonymous
A F 5 22 (Step 5).

6 LWERSHH

AR SR 4R G R B — S T A [ 2 o A

Wz AL B BR AR AP Bk B R P AR SO £ A
DA TR DL K AR S 2 0 B 1 AE 22 b 4 [R) 25 %% U7
ZTMEBIT8E Bk CHHIBEF HE. 2RE
0% 77 %838 GitHub JF I3 H libScarab, HElib,
tlhe, 73 51| 92 B0 A5 — AR 4 IR 25 0 % J5 %8 SV10-°H |
“ARFEBGVI2H B =0 R CGG16M,

B a4 18 RS AL DR 4P IF 58 SUI0R Y Adule,
e BN IR BR S A 1 i BIL A 2 2T L A e D ok
45222 %, FEBIER A TR U2 B HEE D E 2z )2
YRR 4 Frs. SEEeAE Dell A ik 55 % B 2E17 . I
‘E & CPU Intel Xeron E3-1225, £4f 3. 2GHz, N 1%
8GB,izfT CentOS release 6. 3 #/E R 4¢.

Yiraed

*

R4 AdMHEEHNEESZUER

J& 144 B Ja& PR A~ B Z AR B
1 Age 81 4
2 Hours per week 101 4
3 Native country 41 4
4 Sex 2 2
5 Race 5 3
6 Relationship 6 3
7 Education num 20 4
8 Education 16 5
9 Occupation 14 3
6.1 [H7h AL 4L 5K BE B9 1T fh

AR ST b B 1% ) I ) 52 4 B IR T A R Y
T2 AR DR E B i B T 1) I B S
FREER) (PO SEM BRI A ENRMITE &
SAHEER. S AR SR TR R R0 R A B AR
O SR A S A B TR I BRI ) A2 2 R A 4
N stimey X B SUAL LR B time, X% SCHH RS I 1
PEVE BB Fov, time, J2 B KT B AN B SCAV BT )
] o cimes o — U SCTHRCAS I 1 454 Pir 5 1) 1), 4
PR F 5255 SRR 4 5 DA S A Il 2 5 28 i LA
SEI. PR T H D b S e IR SO R T 2 H
ot X B[] A A (EL A A

B M kg 1 (Strategy ECType), W 5
Fizs s ECType_1 37 [ % R HI 45 — Bl 45 Hi 28 A2 1
7 X ECType_2 7R [ € K 2 —Fl, ECType N
& B kPR iy 2

P 5 Ca) it 75 2 Bifl [ FA 2 B8 e 78 Ak 1Y %% SCAE LE
$FE. 24 k=5 B} ,ECType_1 : ECType_2 : ECType
21205 1. A=100 i, ECType_1  ECType_
2+ ECType & 212 6 = 1. [& 5(b) ff 7 /2 bifi #E b i1
£ QID J& P> B A 1 85 SO R 8. 24 | Qid [ =1
i}, ECType_1 : ECType_2 : ECType & 686 : 1 : 1.
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4.0E+11

3SESL iggﬁ;zé
= 3.0E+11¢ —2—ECType
2 25E+11}
Zooe+n1}
= 1sE11}
% LOE+11}

5.0E+10}

0.0E-+00 x x X X .3

5 10 2 50 100

(a) B B AL 2 e Ab 1 85 SO AL X #(|Qid [ =3)

6.0E+11

—=-ECType_1
_ 5.0E+11 ™ ECType_2
—2—FECType

4.0E+11+F

tl:%&tlﬁfriiﬁ/birs
&
L

z 2.0E+11}
LOE+11}
0.0E-+00 —H x %
1 2 3 4 5
|Qid|

(b)) i #E B3 IR FFQI DA #4841 8 SCA EE 3 i (k=50)
K 5 %mg 1 Strategy ECType 23 #7

M |Qid|=5 B}, ECType_1: ECType_2: ECType &&
2216+ 1B R W A3 3 e B B 85 G A4 7
373 0 T [ 2 R P 7 R

5L TSRS 2(Strategy recSum). A8 5 Mg 5
ECType_1 S Hr 28 A: i 2UHE A i FH 2008 55 ) 47
6 Ca) I 7 72 B & 728 A0 1Y % SCAL XL 2 R =5
i, ECType_1:ECType_1 recSum=9:1. 24 =100

4.0E+11

35E+11
2]
£ 3.0E+11
=z
ﬁ 25E+11
ZooEt11
41;1 5E+11 Y
3 LOE+11
pEEN
5.0E+10
0.0E+00

—8-ECType_1
—+—FECType_1 recSum

5 10 25 50 100

(a) Bl B FA 2 B078 A 18 35 SC A B 6 2 (|Qid | =3)
6.0E+11

—a-ECType_1
5.0E+11H—+—ECType_1 recSum

4.0E+11r

3.0E+11f

20E+11-

EERFAL I:l:ifciﬂl/bns

1.0E+11f

0.0E+00 = L ——t
1 2 3 4 5

|Qid|
(b) Fifi #E b5 IR FFQID & A $ 48 4k 1) %5 3L Az L X $(k=50)

K 6 %mg 2 Strategy recSum 3 #

i, ECType_1:ECType_1 recSum=54:1. K 6(b)
JIE 7R B | Qid | 72 Ak 14 %5 SCAL HE X B 2 [ Qid | = 1
i, ECType_1 : ECType_1 recSum =328 : 1, 4
|Qid| =5 B}, ECType_1 : ECType_1 recSum =
30 ¢ 1.

55 = HT R 3 Strategy subset. HAGALAICR
AEH W F . AR IR 1 Strategy ECType f§00 T »
P 7 5 FE AN FH RIS A SR i 45 28 an 181 7 (a) B 7
S kS AL % SO He X L 2 k=2 I ECType :
ECType subSet=28 : 1. 24 £ =500 Iif, ECType :
ECType subSet=53 : 1. & 7(b) fi/~ 2B | Qid | A%
B 2 SC A e X . 4 | Qid | = 1 i, ECType :
ECType subSet=1 : 1. 24| Qid| =6 B}, ECType :
ECType subSet=14 : 1,

3.5E+09

) —2—ECType
" 3.0E+091 —o—ECType subSet
& 2.5E+09
=

1.5E+09r

5%
N
=
™
+
=)
>

\

BRI DA e

1.0OE+09r

5.0E+08} e

0.0E+00
2 5 10 25 50 100 200 300 400 500
k

(a) BHRRAAS HUAR LB 2 ST B XTHE (| Qid|=3)
1L.2E+11

—2—ECType
2 1.0E+11F ——ECType subSet

8.0E+10
6.0E+10

/1 0E+10

tlszfu H:i’xi@'k/bm

2.0E+10

0.0E+00 &

1 2 3 4
|Qid|

(b) BEAEARIRFFQID R B AL I 3 SUAL LR B (h=2)

& 7 W% 3 Strategy subSet 43 #
)5 AT RS 4 Strategy markECO. & 8 i/~
& — B f# F] Strategy subSet #l Strategy ECType

TEOCT S A A A 5 g ) 25 51 an &l 8 (a) i
T Bl R AR AR B SO LR E 2 k=2 B}, ECType

subSet : ECType subSet markECO=6 : 1. X4 £=50
iif, ECType subSet : ECType subSet markEC0O =
4+ 1.

T 8 () i 7 2 Bl | Qid | 22 A 1 %85 A7 X %K.
M1 Qid | =3 B}, ECType subSet : ECType subSet
markECO=1 : 1. | Qid | =7 I}, ECType subSet :
ECType subSet markECO=7 : 1. 40 % [l & % H



848 it # Bl 2 i 2019 48
25E+10 — = 1E+8 M
ECType subSet 1E+7)
2 2.0E+10F ——ECType subSet markEC0O I .\.\.\I/"\|—|_H_.
£ L
s 2
F 15E+10} = B
V) E1E+4_ Mg_@
= F T 1E+3F
& 1.0E+10 g S—TheFDA_SV
=25 08 +09f 1E2r —a—{heFDA_BGV
o | 1E+1F —o—fheFDA_CGG
0.0E+00 N OB 055710 25 50 100 200 300 400 500
2 5 10 25 50 k
k
(a) BHFEFAZ SRS LI 3 S0 RT HE X 5 Qid | =5 ) (a) BERSFASERAAL RS BT (|Qid| =3, |RT|=45 222)
1L8E+11 1E+10
1.6E+11H —¢—ECType subSet o 1E+9
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