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Abstract  As an important operation of intelligent services in large-scale wireless sensor networks,
query processing can retrieve and return perceived data in the network according to user requirements.
However, when wireless sensor networks are deployed in harsh environments, nodes are vulnerable
to external forces, or its self- resources (energy, storage, etc.) are limited, which may lead to
nodes displacement and failure, resulting in constant changes in the network topology and the

failure of perceived data of some nodes. At the same time., due to the large capacity of sensor
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data, limited transmission bandwidth and unreliable network links, the network communication
delay may be greatly increased. These factors make fast and reliable data query processing a
difficult problem in wireless sensor networks. In order to solve this problem, a low latency and
high reliability data query mechanism in dynamic networks is proposed. The mechanism is a
non-aggregated random query method, which can realize data query by dividing sensor nodes into
source nodes and query nodes. Firstly, the network is divided into several sub-regions according
to the monitoring events. The source nodes in each sub-region cooperate with each other, and
listen to the event information of the region in turn according to the time sequence; then, according
to the estimated average node failure probability, the source nodes calculate a reasonable number
of backups, and stores the source data in the neighbor nodes according to the number, so as to
reduce the failure probability of the source data; secondly, in order to speed up the data query
speed, the source nodes periodically encode and compress the source data block, and select multiple
neighbor nodes with less residual energy and storage space as the next hop receiving nodes. These
receiving nodes decide whether to receive and store the message based on the number of nodes in
the local area. The above process is repeated until the compressed data is uniformly distributed in
the network. On the other hand, when the query node receives query request, it also uses the
method of load balancing multi-path dissemination to transmit the query request to some nodes.
In order to avoid the redundant return of the target data, when the query request succeeds in
querying the target data, the target node first modifies the access bit, then selects a node with the
smallest distance between its neighbor nodes and the query node as the next hop receiving node,
and performs the above operation iteratively until the user obtains the required event information.
In the above process, in order to save the energy of the nodes, under the condition of ensuring
high successful query rate, an optimization model of minimizing communication energy consumption
is established, and the optimal number copies of the compressed data and the query request are
calculated, then the source nodes and query nodes disseminate its replica data according to the
number respectively. Finally, theoretical analysis and experimental results show that compared
with other four query algorithms, the proposed query mechanism has higher successful query
rate, lower communication energy consumption and communication delay.

Keywords  wireless sensor networks; intelligent services; encoding and compression; optimization

model; multi-path dissemination
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i A : the subset of S, ;

S’ is a child-nodes set of parent-node No. j(; € S,,)
i H : coded data of No. j node
1. mutual communication between the child-nodes and
the parent-node;
2. IF parent-node is existing
3. source data is inserted into Division Bloom Filter

by the parent-node;

4. ELSE

o. IF Leader node is existing

6. child-nodes find Leader node of S;; ;

7. select the first child-node u (u € s;) to reach
the Leader node;

8. source data is inserted into Division Bloom
Filter by the child-node No. u;

9. ELSE

10. select the node with a monitoring number of 2
as the leader node;

11. repeat 6~8 steps;

12.  END

13. END
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P&t — PR I B A5 1 23 03 A ik AR KR A B B
TN, M a9 Hello i S AL 2K 28 i 15 a5 1
AR Ex; MAFAH2S 18] Cr, o 20 50 5H 50 R AR BE AN
A48 2 1] 8- 3B R Gy O TN B9 408 T 3 5 S50

JER,' = ( ZERJ )/77,
j=1

ICRI'<EYERJ’ )/711

B% s TN B E g, = Ex H Cr, = Cr 19 747 408 3 5
FAER RN AT — kA RN (1597 253 K 1 R
FEIER AN 0, = (0, — 1)/SFG). Hd,w R
TN RIAANE w, T — Bk RN, 1 73 & Bl A A%
SF(i) R TN, F—Bkfir A RN 1) 845 &5 4R
PATEA BB AN Z B KB o —1=0 1%
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(] P AT A5 G b A E B A 0 s B HE IO R P =
min{n; .0, b /75 RUFHSE.

2 P..<<1 W ,RN; IS P =n; /0 2 AF
ZRIARE 2 P.o=1 W RN, IARSE R P, =
7; /1y KA WOZ B A B (o D RN X5 DX 35
T T R B R AR R I RN B W E 3 R R
ARBAE B A BCR (=20 FLFEAILIY 5 53 A 7 W 2%
b oA s 0 B R $E WORE A DBE &I A B8 09
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Bik2 HMEMEHZKHE S RED

i A : The number of DBFs” w, =1;

RT: Routing Table
i H . DBFs are evenly distributed in the network;

H

1. SN acquires neighbor nodes’ information;
2. TN initializes its the number of DBFs is w;, = and
RT:={location; } ;

3. TN computes its neighbor nodes”’ ER, and C,<, ;
TN selects RN, ={NN, | Eg, = Ep; &-8.Cr; =Cr, ) 3

TN Computes w; and transmits DBF, RT; and w; ;
WHILE a, >0

o Ul

7. RN, computes itself the probability of receiving P..;

8. IF P.<1

9. RN; stores the DBF and RT; =RT; U {location; } ,
then repeat 3~8 steps;

10. ELSE

11. IF RN; receives the DBFs with a probability of P..; ;

12. Implement 9 steps;

13. ELSE

14. RN, implements 3~4 steps and computes
wj+1 =w;/SF(),

15. And directly forwarding the DBF and RT; =
RT. U {location; } ,

16. END

17. END

18. END

19. Regular Hello message mechanism is used to update

NNs’ information of SNs.
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LﬂWEw SAEA S fe)E s TN BEHU| Sy | >0
AR R TR 5 QN ZE M S doy =
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SR BT ) [l A% f p T L 2R AR R R BB B R g
BRI P ANEL 6 FToR s [E  s R IR S FE A Ty
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6 AR ImlfL R B

JEITAE 7 1) DX 3 3 BR80T Y 48 1Y
A DA [0 8 o DR A S0 [ A 11 By > S B
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Bk 3. IR el AL

#WA:TN; RN; QN;
GN ;: Goal node;
QM : Query message

i . QR: Query Result

1. GN receives the earliest arrival of QM and modify

mark,ces =13

2. TN,<GN;

3. TN, computes the location and orientation of QN;

4. TF (xgy — ;) =0& & (yon — ;) =0

5. TN transmits a dictation packet to the QN;

6. ELSE

7. IF (xgy —x;) >0 &8 (yoy —,) >0

8. TN; selects neighbor nodes of (xqy — ) >08-&
(yoy —¥)>0GE S ) to form a set S ;

9. TN; sends locationgy to all nodes in the S ;

10. all nodes 1€ S, compute the direction of QN,
and determine the neighbor nodes set Sy in
this direction;

11. TN, selects neighbor nodes of {i|i€ S|, &
‘ S’\\ ‘ >0}

12. TN, computes d'yy and selects neighbor node of
min{d oy [1€ S, & | Sy | >0} as RN;

13. ELSE IF (agy — ;) <<0& & (yoy — ;) >0

14. TN; selects neighbor nodes of (xgy —2;)<<08&-&:

(yoy —¥)>0GE S ) to form a set S ;

15. repeat steps 9~12;

16. ELSE IF (agy — ;) >08&. & (yoy — ;) <0

17. TN; selects neighbor nodes of (xgy —2,)>08& &
(yony —¥)=0GiE€ S’ to form a set S ;

18. repeat steps 9~12;

19. ELSE IF (xgy —a;)<<0&- & (yoy — ;) <<0

20. TN; selects neighbor nodes of (xgy —2,)<C08&- &
(yony —¥)<<0GiE€ S to form a set S ;

21. repeat steps 9~12;

22. IF RN is not equal to QN

23. TN;<RN;

24. repeat steps 3~23;

25. ELSE

26. TN; transmits a dictation packet to the RN

and ends the return;

217. END

28. END

29. END

30. END

31. END

32. END
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processing in wireless sensor networks ( WSNs). Since
WSNs need to perform monitoring tasks for a long time and
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current research works are focused on low energy consumption
of data query, and seldom pay attention to reliability and low
latency of the query. Therefore, there are many open issues
that still need to be further studied. In this paper, considering
applications of disaster relief, military surveillance and other
scenarios, users have higher requirements for reliability and
real-time performance of data queries. We proposed a practical
low latency and high reliable data query mechanism. Due to
dynamic nature of network topology, unreliable communications,
and node failures, the mechanism considers the following
aspects: the integrity of the sensing data. the high probability

of successful query, the minimization of the communication
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energy consumption and delay. Using effective data storage
mode, an optimization model of minimizing communication
energy consumption based on successful data query is estab-
lished, and a distributed and load-balanced multi-path data
dissemination algorithm and a reliable disaster tolerance
routing protocol are proposed. Thereby, higher probability
of successful data query, and lower communication delay and
energy consumption of network communication are achieved.
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