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Abstract Integrity Measurement is an important method to detect compromised application, but
under the virtualization environment traditional detection approaches have reflected some
shortages. For example, the measurement software and measured objects are in the same
operating system, so the measurement software is easily attacked. From the perspectives of
security and performance, this paper proposes an integrity measurement mechanism based on
virtual machine introspection—IVirt (Integrity for Virtualization). This mechanism obtains the
needed memory data of virtual machine through address translation and content locating from
outside of that virtual machine, thereby measuring the integrity of applications that are in the
virtual machine is performed, so as to verify whether the applications are tampered with. The IVirt
prototype was implemented in this paper adopting typical virtual machine monitor Xen. Compared
with other work of the same kind, IVirt isolates the measurement software from the measured
objects, preventing measurement software being attacked. On the other hand, address translation
is employed to measure the runtime state, which is different from the method of using events

intercepting, in order to reduce the performance overhead. The experimental results show that

Wik H 41 : 2013-09-28 5 s 2 M5 Bt R W 21 H 297 - 2014-08-27. AR PRATS B [ 5K B AR 4k 42 (6120208 1) Al [ 5 N 7S = i BOR B¢ K J iR 95
F 242 (2012AA012606) YT ). #7853 . 1987 A2k [ LA S 2 EE WIS TT 100 A3+ S AL 4% (5 8 % 4. E-mail: jie_lin@bupt. edu. en.
KN B GEAEEH) . B . 1982 4F A4 1 4RI UZ . P B L2 (CCP) £ 6t E RS o =55 = % 4 VB 2 4 5 50 s 3 1.
E-mail: cy-liu04@mails. tsinghua. edu. cn. 7B, 5 ,1960 4E4= 11, 2082 . v TAEBEBE 1 FEAFFR 4N M 45 264 5 BN B L 4.



192 iHom

Bl

Eie 2015 4

L
&

this method has the ability of detecting software modification, and it does not introduce high

performance cost.
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Low address

.

I

I

| |

| |

| |

| |

| |

} ‘mm J‘- - : /

I I start_code code

} } end_code ——

} comm } start_data —"] q
ata

[ [ end_data

[ I art brk "

| ¢‘ start_Dbr! I

‘ brk h

‘ eap

I

I

‘next start_stack
- ‘prev :
“mm Stack

comm

High address

K3 HERRSS

il R & A B AT IR 1 2 R R 4 T BB R i AR
A ) R 0y bk ) R RS T R P R ) 4 PR AR
B P A A 1 A A B A AR BT N AT A R
Je AR AR A G0 BILE R R 400 3t Bk ] 23 O A 4 A A
T P4 R 00 ik s ) B A AR BE R B R
B R E e 1S R AR s AT U BUE A & R A
B AR A UG A7 R R A B B kas AT s
[7] 0 I R A XS L AR A P A A T A8 4. TR HE R 119 52
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Rk R i R PR AU BEAY hash {ER AL 5.

B S5 N1 4 FoR. BEETE & 58 )3 3 i AT
TN A LERE PR AE R SR 8 Z Jm ik 2 () AR
Jy EAT IR AN 2 W Ao Ty 2 HE P A 2 i 2 I
J7 e A [R] B. BEHE — Fh Xt RO A R H s
11 O e A NS B A5 o —Fha] 5 1]
1% X BEER B A AT IR ol AURZ BEAT RS BR 1) R AL
A BEHAE N A A AR DX R R DX i 4 dh
DX 3 B R A0 AT S Rl A T AR
DX g o B A DX Js A R 332 400 X 475 21 hash {H . B8
5 S5 i 2 N T B P M — L RSB —
XL 6 2 BEAE B AT — D BER A G — R e A6
— 2T T B RN PR 24 e i g R B AR
ATAT R GE PN 2 AR B BRI 4 T BB
B Uy b ik 9 i B2 (5 D 1) 3 58 E OB B P A

B A PSR R T I AT I A PR A N AF L AT LA
SEBURTIEOS (PR POy I L i BN LR 6 VAR A
T8 A A R ) R AU A A XIS A A AN AL S B
5 s 1 HERR K AU AE XU A . R R s AT
T v 3 T 3l 25 2 Y R RO L R AR R R R D)

‘next [ » ‘next [ »  ‘next
*prev L~ “prev L~ “prev
name name name

[ kobj |

o |

“module_core *module_core *module_core

Bl o4 EsREH

Virtual memory

r = 'vm_mm

vm_start

vm_end

*vm_next data

‘vim_prev

vm_page_prot

vm_flags

vim_mm

A

vm_start

vm_end

*vm_next

data
= ‘vm_prev

vm_page_prot

vm_flags

K5 ALl AT X IR 2 44

AP A R A A A O R R AL N A X
RS VSR RS T s S B NI N E 7
1 ATk gl 2 AR B i A7 L B2 B bR iC o H]
PAAT DI 30 i 33X B 70 (19 hash (R BE RS,

4 = W

ARSI TVire 2k Al x86 444 iy CPU. 1M H.
CPU 7 B A7 M A SR, H i K 22 sk B 4% 45 BE il
X FPER. EPLEAME RS R A Ubuntu 12.04. 1,
i gee i #EATF K. R BAHL G AL 4% 155 ] Xen
4. 1. 4. Xen $2AEHT 0k 00108 =X 2 2 1 40040 F0 6
ot B R AU 2F R UL T R AL A 0 SR L B
7 By R AL A FF 2B R AL N A, O T RER
AT Z M LR AR R G R o 5
IVire SR A8 11 46 Bl kg #1682 XL

SEP IVire B CHERARME S EEA A — 2
ZEMNFHL(Host) H1 45 2 1 AHL (Gueso) B 75 451
WAL BILERE RE M N 5 R &0 WA
575 1 R AU M Ak F R B R R 0L M B T 1 s
[') 2] B 5 (%) B AL PN A 25 []. TVire 38 2 6 R 400 1 bk
ey Wy HE S Gl 2 TR 15 8 Xencontrol
753 i SAPL N A7 L.

552 AR MR E L BB R R R AR X
AEAEVE SCPS 0 [R) . 75 3] (1) N A7 0 s A0 2 IS 2 1Y
R R AR R LA RS NS S5
A3 S I T2 A 3 TSR R B R TR . 8K
Tt 235 0 v 25 il % AR A (R A2 R AR i ) S
HATER. BT BRI TP ARG R AR AR 0 1
V7B A i AU ML T BT A L L A R L bk T
A% B il B9 A i DR 0L b B 0 2 5 5 S )
PRUTAE S . R b B — YR58 5 i 40 b ik % Rl SULBL P A
(87 [) 0 2 AT b Bl 46 f 2 4K B T 22 8 & i AR
fidh B o7 . 45 3 B i 506 )5 TVire SR shal %
#3113 Hash {H.

5 XERFH

A S I8 XoF BT A Y o R Dk AT D RE
PEALANVEREVEAG . DI REPEAG D 1 I P B U5 ik
T3 B M HE SUHL AN TR I R FDLAIL P 3 7 e 1 1)
L PEREPRAR S 1 IEM I P 7 A X G AR 1/ O VB AT
G0 W PEREACHT L E AL Ak BE AR ALY
PERE. PEREPEAl SR AT X LE Y 7 sCHEAT g A SCR 48 07
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55 J0 58 B B B B DUAEAT AT BE L LI 1 W AR ST
BT gl AR PEREAC . SEE AL AL B A T
A 58 P B %) MR 21 O o i 4 T 5. S B 7 R 55
fiw L EAT AR CE PRI IC B ANSR 1 TR AR R B BN
P B 2 fiis.

X1 WEERE
iR S8 fic & 35 SR
CPU Intel®Xeon X5650 24 ¥ || =RZEAF 12288 KB
UIES 2666. 854 MHz N IE 33545332KB
— R EAE 32KB i 45 1TB
— R 256 KB

®2 RHEE

FHLEE R IN
#AE R4 Ubuntu 12. 04. 1 #A/E £ % Ubuntu 12. 04. 1
HE UL W 058 (VMM) Xen 4. 1. 4 CPU1 ¥
HNAF 1GB
Tk 4% 20 GB

5.1 Ih#eiei

T Re R 2 T VAR AR SO 8 07 5 R A R K
PR B B G 0l 3 B, 3k L T BE R K X 20 A
J3E 5 SR 1 B A R AT U T At B B X 42 L A
BAS P, LR G SR B SR L R R AR G
AL BB IR B —FE I RUR.

FEE R B Y SE A L Gl A X R e & A
() SSH P2 )7 & e T o ok b W A 307 5 1 A 3k
SSH 27t 8 % #2987, Boli 3538 i Bodi i # Oy fiff
EX N N = R N i e i A T
Kl 6 it 1B 6 Ca) S7s T 22 i R A S B o)
RGN T A T AT R F B A SRR
hash . & 6 (b) 7/~ i 2 J5 W15 T8, B0k & X
SSH 7 Yol UM G - %88 iR e i ol 3 18
BOE W AREF  H hash fl0 23 & AR U,

RS B B A S 50 v, SR G I AR e B i
75 AT R A AT o] 3 A R A P P R R L) 4G
S S 55 SR FH 0 A5 B 2 PR Ay 7 S A A 0 A5
HEAT BE WO AN R R 2R 0 Hh AR R i G845
Pl AN A B, ) AR SC T B 5 TR R R GE i A
B AT BE . A6 IR e i AT B S AT DA T
FH: hash i %4 77284k, SLI 45 R ANE 7 B,

7(a) R B Z AP hash {H, B 7(b) &
B Z 5 1 hash (. B 7 sfoa] DUF HY A8 B 04
FVEL R 5 L2 FRIE SOOI & AR AR A T I e 1y
hash {H £ B UG AR T 3016 B AR ST 48 5 10 5 g
% MR FBLAIL A1 ARG 0 4 R FELATL PR 08 A e g o . 3
ST i 7 2R 8 1o 57 A k.

sudo
8baz27ddBife7389ea940f971f3216baab2fad9o9oa

su
feb72e8e05Ff50T88bddbcO6F134415af806451b3

bash
6cf3ccfaccfdsdb959alblad4650608d83661baaa

gnome-screensawv
a4dffbeeaed888389dcb8c20898Ff1bas8d3e9839c

update-notifier
26149a0fo9cd979ef537441691084bfaeo7f3fa79oz2

system-service-
15ec55efd3bf22bi17a8deas9be75f0rded4ab7bbt

deja-dup-monito
aoafzd78d841e751dbifi7086a3aebd526ab7feb

sshd
21a33f53d98dabe751bes8b547ea25fbec@249c1

. SN,
(a) Bk 2 Wi seuh 45 %

sudo

8baz7ddsi1fe7389ea940f971f3216baab2fad9ooa

su

feb72Ze8e05Ff50F88bddbcO6F134415af806451b3

bash
s6cf3ccfaccfdadb9592alblad4650608d83661baaa

gnome-screensawv
4dffbecaed888389dcbec28898F1bag0d3e9839c

update-notifier
2614a0focd979ef537441691084bFa097f3fa792

system-service-
15ec55efd3bf22bi17a8deas9be75Ffordedab7bbt

deja-dup-monito
afaf2d78d84l1e751dbl1fl17086a3aebd526ab7feb

sshd
d2edef2419157cf407ds52e2657faf1b5658b2a0e

(b) Briki Z Je S i 4
Pl 6 R AR 5 2R

moduletest
shal is 9718baab9f2aalff82adbo85869113a8bB629f15

bnep
shal is 1793ecald4lelab2el42cbd559962153ea2a6cde

bluetooth
shal is 904bfd42ce9f55cdB8cad775a8a94a90cbcsedbs82

ppdev
shal is d66d72984b45cf5bd178cas59b93059899b1f8193

psmouse
shal is 65cB8adcd4eas52523Ff5386da927e145c7bs5d1i79d

parport_pc
shal is e765686311e7456a52b6773f0o0dcfaz428cefTco

i2c_piix4a
shal is 4dab5b6702cbe42d2des6129580e3560edd71a9ec

(a) Buhi 2 Ay s 4

moduletest
shal is ec70fe94539dOcd73565e214ff286c11d76del185

bnep
shal is 1793ecald44lelaf2eld42cbd559962153ea2a6cde

bluetooth
shal is 984bfd42cB9f55cdB8cad775a8a94a90cbcs5edbs2
d66d72984b45cT5bd178cas59b936059899b1F8193

psmouse
shal is 65c8adcd4ea52523FF5386da927e145c7b5d179d

parport_pc
shal is e765686311e7456a52b6773fe0dcfaz428ceffco

i2c_piix4
shal is 4dab5b6702cbe42d2d06129580e3560edd71a%ec

(b) Bk 2 Jri Lo i
P 7 AR R A 5 2R

5.2 thEgEte

A 300 2o M R A I S 6 3 i) xR AULATL A 7 e
A EHLAPE RESEAT 3. £ R UL A 2L B 3l %
PO BEAT 52 B 1 B M AT 50 B P B o A9 1R RE L Ok
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WO B AR SO 7 130 R 20 AR & AR . 5258 4
JES J2 G B4 2R 48 Gk o, R AR e i L 4y
W% I Nbench™" | Hbench"'® 1 TPCC-UVa""* il
B T 7E 32 AL BB 0 o e A
T AR A B R]. Ry Ud B A SO 51 AR I
P B 2 5030 X5 SR FH 25 6 0 FH A2 AL ) 10 o 2 vk
i AT AT L.

Nbench J2 i & 45 ) CPU.FPU H1 N 7745 1
3R T H, 36 F BYTEmark™ ™ il 3 72 /5 19 56 2
R 0 4K 5 0 A AR R B RE 08 O 4Tl
64 7 AL Y I IR S 56 B AR RGO 26 2, S0
T 15 AN () A A ] 1) ol oA 00 3 5 o o
PUBL NI 2 R 14 52, 003 v 3 % 1k 1 R A 5
PR R IEAT. 25N 3 PR,

#& 3 Nbench MiKXER

Ts IFfafflfE 2 s mf )] ps oo H 4k

Wi (Iterations/s) (Iterations/s) (Iterations/s)
NUMERIC SORT 1230. 4 1261. 8 1312.6
STRING SORT 713.72 741 773. 64
BITFIELD 5.31E+08 5.51E+408 5.72E+08
FP EMULATION 274 284.56 296. 76
FOURIER 33797 34947 36287
ASSIGNMENT 40. 215 41. 653 43. 325
IDEA 8163.8 8422.6 8764
HUFFMAN 2805. 3 2903. 8 3011.6
NEURAL NET 73.52 76. 32 79. 288
LU DECOMPOSITION 1945. 6 2024. 4 2098. 6

e 3 thi g B A 10 T, 45 5500 R
018 4% 56 100 I 3 A 580 64T 22 U D IO 2448 5L
L R % Y A PSR B PR 73X 10 IR 2 v, TE
S8 AV BE B P RE I 5 T 2's T R 4 B A T 2 s
B ] 1] o 5 1) P BB WS e T 1 s B I ] R 2 o 19
g, XOR T R w e, B CPU ¥R it B
ML A IR AT HAL AR P o5 8 R, Y R
AR E 4 CPU BRI, 2 16 50 8 92 0 4 ic 45
A R R0 S R SULBIL v ) AR T T Y
G5 SRR RO AR P A8 17 58 S5 R BLAL b R T
Ak SEIE AT o BT LATE R AU ML A1 5 % A5 R 5 38 17 Bb 0
RE 2y o — 2. 117 L RE 5 2 3 A 1) s i e e % AR
JP iy CPU (5 F st 1] 5 25 B, il 72 e 1) 1 e e
M 5 255 AH 7 1 s . R 3k o B T 5 1 A 22 0F AN &
KK AR 0] U 3R 17 5 3 Pk B i 5 Rk AT
S8 H M R AR 5T B A I3 B A ] — R
b AR Ls B [E] ] B %) B & o, STRING SORT il
50 B PR B A L 5 A M PERE T RE S B 1, A
T RRAR 724 7. 75 %0 L T AE 2 s ] 1] B 1 RE
STRING SOR'T it (1 b 2L FF B A T 249 4. 22%.

v LA 45k (6] Bl P ] 2 5B AR .

Hbench™* J&— A~ 48 /F 22 58 19 K T H L B
0 035X P9 A7 1) S 3R 0T T S 56 38 5 0k T Y S
WS 22 2 R K mmap F1SC 1 3352 BUR 48 eR B read Bt
FE N A AP AL 58 B P 2 45 ) FLBIL N AR 8 o Bl
KA PERESZ M. Sy 1 HEAT XS LE . 2 56 b B AP R A T
— UK 58 B P AR TG 52 B R R R A R LA R A
Bl 8 iR,

1.2

M scan [Onoscan

F G GE F G S

AR/ /Bytes
(a) mmapEIR 24 45 2
3300
250
3200
T, 3150
* 3100
S 3050
{Esooo
iEZ%O
2900
2850
2800%$%$%$${~®®
N N A S
200X K/ /Bytes

(b) SCAFE A Bty 9 S 45 R

M scan [Onoscan

RG]
(c) ARG LR L0253
P8 AR AT BE S B 45 R

FEFE 8 Ca) w18 Ak bR 2% 78 B S 19 i 4 ST R
AN P AEFR R 7N N mmap #:AE TF 46 B mmap #4545
DRI A SE SR )R] PR mmap $ 8 8 SCOFEUE B
T W 53 20 FH P R B H bk A 18] SO B 3 BTG T
FE PIAZ 25 0] A0 P 23 TR] U040 SR b ke 3 o S5 1) S
PR K s mmap $AE 1 28 3R B[R] 3 08K L (HJE IR AN
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ST B TR A R R R ISl A 1 MB 3 &) 2 120 min.
PER/NZ G S 3R I 8] & T 7 f. 7RSS BT, W E 9 Ca) fir 7R J2& 1 A BLXT Pk fE 7 08T 1T 5
I MBICHR/NZ G B IE R B [ #57E 0. 9 s DL b, TG AL FREE Ty % 5L B0 kg SO B HE R A o0 B 1 g B TR

SEREPEBE RN MR B MR AE 0. 8 ps DL B T 2s
V1] i 110 5 3 P Bk 0 L BT A5 R AL TR o T A
FE 1Y) hash A, 1 DA H AE 3R i 8] BTG 50 48 1 B o 114 4B
R E RS K. L4 MB E] 8 MB SC 3 i o s DA 58
HE kB O I SR K HE IR B[] S ], 2 AE 2 MB
SR AN, BT R E R R T
0.128416 ps M IER BT[], JF LS4k 1R F 58 4 Pk
JE HEXT mmap Y PEBE S M2 BN Y.

S A P T R B R HLA 2 v X I RE Y S3C
R 1 A R T fig ok B By A v, L AR Y 1 B A
IF 2 38 FH SC 1 352 BB B read O & 1% B8 504 S5 6 S
Bl AN A% G2 o X, R 92 ol IR SRR R SO
KEi A E . 7 8 (b) [ S 45 SR rp L B A AR
TR BE B SCIE R GG vh X KN YA bR FR T e &
B R/ B A 2 MB, 22 op X K/ 4 MB
1 F] 2 MB. B o] DU B A 22 XK/
b1 B R S B NEa) =R I L b
SEAL. PR 5 B B AE 28 vh X K/ BN 64 MB i
KB KA UL 2 vh X % 8 Ok 64 MB fig & ¥ 3C 14
BLIC e R PERE R 2s [R1BR A o8 B M B i 0F A 43
5] S5 R S A2 1A 9 Y R R AR 64 MBI 22 bft
DXZEAE T o 2 [A] B 0 50 38 1R B2 6 L T S8 B PR 1
BT HE B8 20 1. 15 %6 [ I 2 Jie K1 1 0 J2: 7
A MB [ 28 #h X, H 2 i BE A Ry 1.53%, AT ML, 2 s
Vi) oy 1) 2 4 P BE it 6 ST B A2 1 A A B S I i R
ANOR

SR R T — 2 ZR G R R B S8 R
B, 25 R AN 8 (o) P, MR getpid 2k HUIH FH i 72
1) id 5 , getrusage K BCIH F 2 T 500 46 A Y B
PRSI B0, gettimeofday FRICFR G} [A] . sbrk 3 fin
FE ¥ (A 50H 25 6] sigaction B8 #EFR I 3 A E 5
J& BT RAT B9AT g s write B 92 i X BUHE B A SCHE. 7B
X6 RGP Y b, getrusage M 5] AR I 8]
B2 (A B SE Ve B L e R R 2T T
0. 0127 ps. FT AT L o 56 % M 5 51 A9 B J)
FERACH R ER /N

e 9 FF 7R 1 J& Rk il TPCC-UVa '™ 3 4% 3 11y
ZRRE) v R ULATL PN S 1 B AT D 2 35 o 3 R
B — A TE LRSS J hb IR B L B8 05 55 47 b S ke 1 R
G5 AE N R 0 B B NG . S b s AR
CEEANECN 3. A BHE O R L ¥ich 10, BRI

FOREE— . [ 9 rh il R BEE B AUMLAY I 1T, R
Gotg oy B REAL I TT A RCRL. 2K A B I 2 20T
FRE PR E T T LN TT AR L T SRR A i
RIBFB R GERE A A BEIT 50 A5 € 6L T LAl £ A
BTt BEE VT BB 2, R G A B RE S AL B
TR TRERE X UM IT AL BIR R T R4
PR B RE S1. O T 5 J0 58 Bk JE 2 I 1 1 i B
BEAT X E L B 9(b) SR T AN AT SE AR i 5
P R R 5 R P R A A i R 2 (. bl K A T
NN ErI kN S O R AR L BN w3l P
7 58 Ak R R A7 5 AR Ak P AR A R SRR ARG
PIha B B AR A B B ALY e R 2 0 R 2 AN
JE B PR B R[] 8 i ]V AR S S 3h G
FEROCANTR] T Ak B0 PR 3T BRSO AN ] 1) 7 TG 58 B 1
AN B0 N AN B R AU L RE AT 5 4 1
X SEPERE T AEAT S BEE R RSO0 UL 2
A5 R R A A A N B R ] 9 A 5 B0 P A
8 DUAE L T S0 By I 16 9 FT P A i R B R A
gl S ARG AL T RUE MR S B R 5 A
PEAT SRR B Y A i R ZE (A AE 0. 1 Z W 5
Fir LI i BEAC A 5 AN .

15

40

~ 35
EE
S~

£ 25

%ZO
= 15

%10,

n

0 0 O O ©

< DL SRS S

SRV AR Q) o o7 W7 T > AR Y
JBATIN ] /s

(a) BRHFILAR

0.8

0.6

0.4
o
W 0.2
e A\ I
+l 0 VAJ\VMAJ\VA’AVJ\MI\/\M.AVWM soar e s s A
! IO T & & O O QO O O D O O
¢702 S FEFPFHE P EFFTEC @R

’ BT /s
—0.4
—0.6

(b) MR
B9 FikRLEmEER
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Xif ALY BE R i R an 1 10 BRI, 43 e X
HEFR R B R AT — YOBE Sk 7 AR Y B ) 9 FEL S5
T HE AL I PN 7 AS DB 38 K S 43 30l % A [R) N A 1) 1
PRI 2k DA Sk T I ) B8 it 50 BT T R 1Y B )L 3
T B 1) B ) DS BB AE 0. 08 s~0. 09 s 22 [i1] 3 [l P9 Ui
By, BEHLBE 5 B ]V FELE 0. 05s~0. 06 Z [R5 [H
PN B 9T LA JE S 1 B R] 9 RE A /0N, T R 4 b i R
B — M2 B H W B 2, r D kR B Y I )
T FE £ W fm T A6 B 35 4 N (R 6. 1L A 5 3 A4S 45
HIE R WY 2 R AU ML P A 0 386 R Bk B4 31 FE B )
JEBAT B b 1 22 3 1 s e B BT DA N A KN
AR KT A SO B 5 1 S I )N

0.10

0.081 D\D/D\D—/’D/D\U

w0.06F 4o —A— a4 A, A

=

E .04}

0.02F
—m— process-hash
—a— module-hash
0 512 1024 1536 2048 2560 3072 3580
A7/ MB

Kl 10 B2 &R ) JE AR

B 7 LA X g1 e B T B R R OE 58 A R
(9 LL RS A SO K TVire 15 R & g3 42 807
T 58 B P B2 S R A 52 38 % BE 0 A SR 5 WA S
(977 ¥ 51 AR PEREAU A B0/, HIMAS 5 28 5
GLUR L AERERE S S AT AT e AR R O TS
FOXS He L 5256 R HIMA Ap 4l AT A9 4 i 3 T R
UnixBench. il i K #0 HL 9 V5 BE . S B0 25 2R A& 11
7.

iR

11  UnixBench iz 4% 5

P11 v A b 2 78 D03 T, 0 A A 26 OR SR
IVirt B 5 I3 45 2R 5 00 58 % P 3 5 i 45 2R 1 1
{H. 76 HIMA g3 25 15, 51 A 5808 K i 2
Execl Throughput, Process Creation, Shell Scripts
(8 concurrent). T MK 11 o] AF/ H, IVirt 5] A
(72 9 A + 40 W . HIMA 5 8 47 A7 1Y
hash {5 R FEAR T 128, M3 Execl Throughput #
A EBAEFITCEAT 3 0 5 AW T 310081 7526, I
i Process Creation WA /75| AT 2 21%,
TGAF I 51 A B8R F A A7 I A A 22 4 K.
it Shell Scripts (8 concurrent) [ A 2% 1% 1 JC 5% 1%
Gra sl i BB 4306 F 9906, i Tvirt 78 Execl
Throughput Il i F 3] A 1 2 & 0.22% ., Process
Creation U i& 5] A [ 11 2k & 3. 62% . Shell Scripts
(8 concurrent) X 5] A 1) 1 22 1. 30% , ¥ {K F
HIMA 5] AR 788, B T HIMA 78 & 4 & 50
FHI 5t fil & hash (BB TH5E 10 TVice Je& 76 78 Fe i 2
BN G A ST hash (6.5 T RS AR
Rpr. Bt TVire 51K P BEACHY HE & 48 98 FT 4= 8
FIA R EREAN BN,

6 # it

TE = T3 HE SUBL PN 4 % 1 A 7 B 50 i vl
fE. AL AT 1 AU LIz 47 I ) S B PR R AL 4R T
BT HEAUAL A A Y 58 BEE B R T TVire, 3l i3 o6 1
FUHL A A7 1 P9 A e 53 3] 2 AL 1 S BT R UL P
(9 5e BEVEBE . % R R B SRR R R S
T SEBL T 22 A L ok O % B I 4 PR SR
FW L AE Y RE A ST 7 1 B R N0 3 R R
T 1 B S B AURD 58 BRI L AE 1R BE B A ST
4 75 1 1 JEAUBIL PP B R )2 G X 2R 8 00 3 )
PR R 3 LA K ML 3BT 51 B A A #R 4/
15 FH AR G T Y 52 Bk BE D vk X EE L AR
JTE R PEREAUH tL /).
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Background

The issues this paper focus on belong to the runtime
integrity measurement for virtual machine in the area of
security in cloud

information security. Virtual machine

computing gets more and more attention. Currently most

methods of integrity measurement are installing measurement
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software in the virtual machine. The mechanism used is the

event trigger, i. e. before the binary file is loaded, the
measurement software is triggered to measure it. A problem
in this method is that the measurement software and the

measured system are in the same domain. Attacker is able to
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detect the existence of measurement software, so the
measurement software is vulnerable to attack. Researchers
also proposed some methods out of VM. These methods
modified the virtual machine monitor to add hooks to intercept
the events. When certain event occurs, the corresponding
binary is measured to identify whether it is tampered with.
But logging a lot of events will introduce some performance
overhead. Especially when system calls are frequently
invoked in the virtual machine, events intercept mechanism
will log a large number of records, which will affect the
performance of virtual machine. Monitoring virtual machine
also encounters semantic gap problem. The data gained from
outside of virtual machine is binary. In order to bridge this
gap, researchers make use of predefined data structure to
infer the high level meaning.

This paper proposes an integrity measurement mechanism
based on virtual machine introspection, called IVirt (Integrity
for Virtualization), and a prototype was implemented to

measure the integrity of applications in the virtual machine

from outside of the virtual machine. IVirt can discover the
modification of programs in the virtual machine, including
processes, modules, and dynamic link libraries at runtime.
There is no need to install any software in the virtual machine.
Because of the isolation between IVirt and measured system,
IVirt will not be compromised by attacker in measured
system. IVirt reads kernel symbols and conducts address
translation to access virtual machine memory. According to the
appropriate kernel structure, IVirt infers the code location in
virtual machine. It measures independent components in the
memory. The measurement time can be periodical or
random. The experiment results show that IVrit has the
ability of finding the programs tampered with., and it has
little effects on the performance.
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