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Application-Aware Network Sharing for Multi-Tenant Data Center
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Abstract  In the multi-tenant shared cloud, tenants usually deploy their applications on virtual
machines (VMs) rent from the cloud. Such applications generate varying amounts of traffic between
their VM pairs. Applications of different tenants compete for the shared network, resulting in
significant unpredictable performance which not only makes tenant costs incalculable but also
causes revenue loss for cloud service providers. Sharing network among tenants is challenging
because the bandwidth obtained by tenants depends on a variety of complex factors, such as
system load, VM placement, and the oversubscription ratio of the data center network. There is
a broad consensus is that network sharing mechanisms should be fair, predictable, and efficient.
Specifically, tenants expect to guarantee the minimum bandwidth to achieve performance
predictability, while cloud providers pursue high network utilization and strategy-proofness.
Research shows that there are strong trade-offs among these three goals. Most previous work has
focused on achieving tradeoffs while ignoring the long-term goal of improving application
performance. In fact, network allocation decisions have a significant impact on the end-to-end
performance (e. g. » job completion time, throughput, etc.) of applications. To measure the

overall data transfer rate of a tenant, we introduce the metric progress, which is defined as the
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minimum demand-normalized bandwidth allocation on all network links. The progress is an essential
metric to indicate how fast a tenant can complete data transfer. By maximizing the tenant’s
progress, application performance such as execution time can be optimized. Currently, much
work has proved that given the bandwidth demand vectors of all tenants, the state-of-the-art
bandwidth allocation schemes i. e. , DRF and HUG, can obtain the optimal progress. However,
we found that by changing the bandwidth demand distribution, the tenant’s progress and
isolation guarantee can be further improved. The insight is to tune and optimize the placement of
tenants’ applications to cause the desired traffic pattern by using information about the underlying
network and traffic patterns of tenants’ applications. Based on the above observations, we propose
a novel application-aware network sharing mechanism. By jointly optimizing the task placement
and bandwidth allocation, we maximize the progress of all tenants and improve network
utilization under the constraint of dominant resource fairness. Specifically, this application-aware
network sharing mechanism includes two stages: (1) task placement on different VMs results in
different distributions of bandwidth demand, which in turn determines the optimal progress that
can be obtained by subsequent bandwidth allocation. Through theoretical analysis, we prove that
the key to obtaining the optimal progress is to minimize the bandwidth demands on the bottleneck
link; and (2) bandwidth allocation determines how to allocate bandwidth among tasks of different
tenants to obtain the optimal isolation guarantee and maximize network utilization. This optimization
problem is NP-hard integer programming. Through problem conversion, we devise a task placement
algorithm for finding a local optimal solution and a bandwidth allocation algorithm to achieve optimal
progress. We conduct extensive evaluations spanning various environment settings and application
dynamics. The result demonstrates that our method can outperform the state-of-the-art scheme by
85.6% —107. 7% higher tenant progress and 71. 2% —112. 4% higher network utilization.

bandwidth allocation; multi-tenant; application-aware; task
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Background

In the infrastructure-as-a-service (laaS, i. e., cloud)
data center. tenants deploy applications on their virtual
machines (VMs) rent from the cloud. This strategy allows
tenants multiplex compute and storage resources with
isolation guarantee; on the contrary, network resources are
shared among tenants in a “best-effort” manner. Therefore,
applications of different tenants compete for the shared
network, and their allocated bandwidth is limited by a series
of complex factors, such as system load, VM placement, and
oversubscription ratio. This caused significant differences in
network performance among tenants, which severely impaired
application performance, not only made tenant costs
unpredictable but also caused revenue loss for cloud service
providers. There is a general agreement in broad terms that a
network sharing solution among tenants should be fair,
predictable, and efficient. For tenants, they expect the
guaranteed minimum bandwidth to enable the performance
predictability; meanwhile, for cloud providers, they strive
for the work conservation to achieve the high network utilization
and the strategy-proofness to ensure the performance isolation.

This paper tries to focus on a novel metric, progress, which
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is used to measure the overall data transfer rate of a tenant
and indicate how fast a tenant can complete its data transfer.
By maximizing the tenant’s progress, application perform-
ance such as execution time can be optimized. Currently,
much work has proved that given the bandwidth demand
vectors of all tenants, the state-of-the-art bandwidth allocation
schemes i. e., DRF and HUG., can obtain the optimal
progress. However, we found that by changing the bandwidth
demand distribution, the tenant’s progress and isolation
guarantee can be further improved. Thus we systemically
propose a network sharing mechanism by exploiting the
benefits of careful placement of tenants’ applications. The
insight is to tune and optimize the placement of applications
to cause a desired traffic pattern for achieving high
progress. Consequently, the tenant’s progress and network
utilization would be further improved. This work is supported
by the National Key R&D Program of China ( Grant
No. 2018YFE0207600) and the Key Program of Joint Funds
of the National Natural Science Foundation of China (Grant

No. U19B2024).





