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Abstract Genome data have been widely applied to the scientific research, healthcare, legal and
forensic, and direct-to-consumer. Genome data can uniquely identify an individual, and it can
closely associate with the inheritance, health, phenotype, and kinship. Furthermore, genome
data are stable over time. Thus, the improper management and abuse of genome data will bring
about the privacy concerns. To solve this problem, in addition to the supervision of relevant laws
and regulations, privacy preserving technologies are also used to achieve the privacy preserving of
genome data. To this end, this paper surveys the theories and methods of privacy preserving of

genome data. First, this paper induces the ecosystem of genome data from genome sequencing to
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applications. According to the properties of genome data, this paper also analyzes privacy leakage
concerns of the ecosystem of genome data. Second, this paper sums up the privacy threats to
genome data from four aspects of individual identification, linkage attack, genotype inference,
and Bayesian inference. This paper makes a comparative analysis of these privacy threats from
five aspects of scenario, data type, method, attack efficiency, and threat level. This paper also
states the equilibrium model between re-identification risk and the value of sharing genome data.
Third, this paper presents the metrics of privacy quantification of genome data from three aspects
of inaccuracy, uncertainty and health privacy. This paper also summarizes the metrics of utility
quantification of genome data from seven aspects of information loss, chi-square statistics, false
positive and false negative, error rate, accuracy rate, expected accuracy rate, and expected
interval width. This paper compares and analyzes the privacy and utility metrics of genome data
from the aspects of measurement method, measurement formula, protection effect, application
scenario, attack difficulty, and adoption rate. Forth, this paper concludes that the ecosystem of
genome data consists of sequencing and storage, sharing and aggregation, research and analysis,
healthcare, legal and forensic, and direct-to-consumer, and this paper also analyzes the privacy
leakage threats of sequencing and storage, sharing and aggregation, and applications of the
ecosystem of genome data. At the same time, this paper introduces privacy preserving methods of
genome data from four aspects of cryptography., anonymity, differential privacy, and hybrid
approach. This paper compares and analyzes the privacy preserving methods of genome data from
three aspects of method, property, and protection effect. This paper classifies and covers the
existing work of privacy preserving for privacy concerns of the ecosystem of genome data based on
the corresponding privacy preserving methods. This paper also makes a comparative analysis of
the existing work of privacy preserving of genome data from two aspects of scenario oriented and
protection effect of scenario oriented. Finally, this paper compares and analyzes the existing
methods of privacy preserving of genome data, and this paper discusses the future challenges to
genomic privacy preserving of sequencing and storage, sharing and aggregation, research and
analysis, healthcare, legal and forensic, and direct-to-consumer of the ecosystem of genome data.
This work serves as a basis of solving the problem of privacy leakage of genome data, and this

work promotes the research of privacy preserving of genome data.
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BT LR BU A 50 H: DT A~ A2 5 A2 7E T 45 8 1 st %
Beacon H1. £ % it L iHU ) 2l L Raisaro 28 A i
Beacon 7% 5T 5 W . Fifi B1 B % 56 W 0 1 SR W 1) 2596
ik 98 /> Beacon B LA XUES. o Homer 4%
A A Y 2 B miRNA (microRNA) % ik %,
Backes % A5l FH Ly B 5 ALK B ARG 56 795 o ik
X miRNA k% PEAT 805 B . e Bk gl b 214>
PRI B AL, 70 B MR GWAS [l 5 R8sk p (1
LRSS R P& RAE R, WL Im 2 APV T4
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P [8] A A5 750 3 B 6E T K 5 19 SNP, [8] 15 R B0 RE 98 1
s A S 5 GWAS B B K H 3R 7. Backes
A N5 3E 3 3 A 4 A R DC G L RS S TR R AT
TEAR S Mk AT B AE A [8) iY B A) A BR B — A s 2 A
miRNA KiK. pesh . i AR G 11 2% 7 ik ] LS
PR DR A B ) A R UL R 128 7 A SR 4
K, Erlich 28 AW 38 38 378 35 55 78 K24 60 %0 A R
M58 A A 38 205 S 3050 — > 3R o BB 452 0T 1 DT
Jic. 5 T AR AR oR B30 BE o 3R 78 A5 X 2 2 TR) A A AR
P, Lippert 28 A5 07 4 56 DRI L 1R 41 A 26 78
SRRV GE T BT 1061 AR S 5E W
HY AR, B I R 4t e K SNP, von Thenen %

OCF R T B - 7 R e B D 2R T Y e B
V5 LA 0 AT 8 41 T O A6 ) 507 i P LA
S Beacon £ i) £ 5 . I 3 W 1% Q0 Btk [H] 201 po St
FR 3 BN P s A O U A X SR R R 2
H YRR,

HT T 5 AT 2 3000 [0 A 1) A P D O — R o
A5 AT AT AN A A 1) DNAHB 7] DAAR 258 5 3t A L X
gy T By B AR BRI Bl R £E 3R 4 X
e PR 2 80 0 A A SR O 3 BEAT FE L AR Y R
9] By S B IR 1) A5 R S R 7R 0 e R ik g T L —
A5 SN T A R B T R XURS . PRI R B R
T 5 RS A AR 1 F U XU

® 4 ERAHEHDEIRANFTELE

AT R BRIk TR B ETET
ARG (G RO 5 Ak SNP R LT A Bigr SNP BCREHEI A KR E TR U AT 4 A B U
B A SNP gy PAIRERRSRBE AL A o B 5 50
WEAES S GWAS sfFtE  SNP B R ms s was L IEEPIDUR Sy g i
F Beacon thl20-22.2028.20 DNA KR ST Beacon if P EmREE E P S
AT 2 R
HORMER GWAS (9 F B o AR sNewEissen 2 DAERE R R g o g
¥ Ay 22 g [31] 5 )% 5 R = 9 4 M2 "A_ R =¥
o p (1 B B BB s RERR e Y
SOt # 45 967 9 miRNA % , I o T miRNA &k i
SOKFAE KA I A 5 30 miRNA 5%%* i%ﬁﬂmh'wmmm %iffﬁgz;%ﬁm 2 61 5k . 55 5 o i 4
miRNA %32 7K - 41 I pig 2] en s e LA e B e SRR
o WHANEHRRGRE
L o I VN FREAMD = AR o BRI e
BT T A PR 1 B PR
- e BUMA SRR T A AU A
S 0 A AL B A pya M RRRIAMT B s Ok B B W
AT WA 0 R IDRE3
e AEMR R SNP 1 B
M e Bencon ) e T e Rtk g e T 0 R
EEY Sl W% % 0 GERET fL SNP A

I Beacon 7 ] 2% 3t

2.2 $EREWE

Xof 3 PR H R ) B Gl Bl A AR IR E U5
5] L E R PR 0 > 1A 2 AU RRAE 57 T 25 280 45 AiE 6 T
B 22 1) 1) R O 1 7 Ak PR 5 1 b U
JE 1) DALY, 3 2 I AT 01 P ) 5 i 2 4 D A
FHOC I BIURAE B 7E 3R 5 v AT LSRN 43 A ik TR 41
B i B R

TEC A 1 AR w] DL 3 2 PR 20 B s 4 4 20
S0 P B2 FFECHE B AT A A ) R R R 7R A
Malin 1 Sweeney™* 42 4 CleanGene & i T2~ FF 7]
ARAT B BT IR 55 B0 0 5C TF 5E  0 1 R0L, LA R
Bh¥ AR IR A 5 DNA 0 3% A0 36, CleanGene
T A 5 S %k T AT A 1k ] 4 ik B 44 a8t A% o BT T
WFFT ARG A LA S 9 T . Malin il Sweeney*"

x5 EBEFRAHENEERE

Sk (58N R
. o 7R 5 5
Malin fl Sweenes™ el s
Malin Fl Sweeney 7] ﬁ/l\z‘;ﬁéj;iﬁ V7 B U ) A =X
. A AR NI
Malin[38] S 2R AR
Malin it Aol EHII
Nyholt 4 A [10] FE PR TR 4 Dy FE PR 21 B4
Humbert 4 A 1] %/I\z/?g;iﬁ OpenSNP
Alser 2 A [12] AU 7> e 3 R 20 B8 R
Li 4 A L] 5 B AL HE Wt I PR 2 1 0 41 B0
Harmanci fil Gersteint*4] %ﬁmﬁﬁ’iﬁﬁ‘ﬁﬁ %Eféiﬁ%%;&
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35 Sk P2 B0 B AL PR 4P B 5 D7 R 40 1437

I 38 33k ) P AR 7 T A v 8 AR R A R R TR
1 B8N 5 1 30 A JF AT R T E SR AR DL SR 3
030 Hr B B R RO L OF HLRT N T R RA AR B
RGN, Malin®** F| FI 28 TF (19 76 28 9% U5 % £2 31 4
TR R BE 56 Z o NS TF 0T ) A e o b 328 B &R 3
VR I B 2 R K BE O &R I 3 U XU o OR IF
il G IR TE 28 TF 2Z 00 19 B 44 1 O DL iR B
AL B AL PR B 3 R . 78 B2 A A A 4R 7 1) S
) 7 8 5 AR A LA S, S B 98 2 A o0 8 1 B 9 P
If DNA FIE R 50 64 20808 P2 AT Lt Sy 6 4 S R
8 Uy ) 468 2 A] DL AE 3 2 5000 e o i A7 DS IC 3 3K
7RI R I S B A A CE e RN E TR P DA
DA 2 0 2 XU 7 e RO AR 22 1Y, T & Malin
Airoldi™ i 55 (7 5 1y n] 522X 5% mi) B 44 56 PN 4 B4
4 EE BT R S . 3R BN |l 0 A 0 R 34 5T 1 R 52 e
8 5B B Y 32 B R Z —. Nyholt % AN BF 5
TE 3 H 450 AT AR A5 00 ke O B ) 3 TR A 5K
i o 2R B TE 58 A A JF 0 3K R 30 v e st A% £ B
AN TR} B

T & Pl 3 A BEAF , Humbert 25 A9 5@ 53 76
23andMe ] J7 (1% 35 [ 20 8040 2 OpenSNP - | S 25
A AT SR R WITE 50 42 5 F R IE T,
KA W B 0 O vA DEA T DL IC A 1E B Rk B 23 %, 18
3 AT L 0 2 PR ) B30 6 B0 B R ) R L R
o 2 S5 DR 7R -3 R O 16k 19 T 5 45 B R R W A A A
B0 LA U A AR R B A e, —
Je U B o H o ety 3 A B 0 N T 45 E R A
0 B PR AL, 2 5 4 DG TE et b el 5 Ay B IE D
2 AT T AR N 1 5 PR R A 55 — B ek oL an 2R
ki F BB A5 U7 1) & AR 00 A 1A 1 R RLRRAE , Yo & AT
DA 8 TR R A R 35 R 20 854l =2 R) 1) 2 0 A G PE AR

8 DR 2 50 PR U2 AR 1 i D] AR - B At
JEAF B BB A AR AL AR B R F 5 4 DL
e, o — MY e AT RS 7 A A 6] 9 258 RS T
T 7 DT RS 0 AR, 7258 2 VL LG
HOERTEG N G={g1 g )&= (g a8i)
FRAE R B e i o g € {0.1,2) R A
RN P={prsaputopi=(puseeesp) e MK
R e MR 10 o] i oy, S22 R L g B9 SR B p
AR X AL AR L. DR D Bk 5 R LA ) 6 25 A ) A4
A A ik D] R 2 B0 L AR AR T A A A 58 4 A
AR Yty R LR Rk Y S5 HORH W ) 2R 2 AH DT
B, Alser &5 A 20 b 5 D520 H0H08 2 i HG b 2
e Sl 35 DR 20 B0 I O NS R A B 1 Tz 1 )2
B AAL i SR o 0475 38 3 o0 B A A5 18 ik AT
B0y BRER R = A AT B 0 38 B SRR U A B
frib s JDNA /Y J& 1 Mk 8 B0 #0158 4 Moty Li 2%
AT 5% 72 nsSNP (Non-Synonymous SNP) i/ &5,
A D i AR A B PRI R AT LD A SR Yl
TR I Y R e 3R IR M R I DR B P U5 2 8
B B AT LRI . G &l 4 BFJR . Harmanci
1 Gerstein“ " WF5% R LA 24 JF 1) 5 PR35 8 56
B, 4n 328 5k 18 M R v & (expression Quantitative
Trait Loci, eQTL) A Hf b & K B4, 24 {1 & 2 1) F
2 TR I ok i e 2 A Y L 9 EL O 7 AR Y
4 T DU 7R BURE B IERE R S T G
5 E B DAL TR 2R R 4l 4 P O T — A 1R B0 BURME
BL7E QTL B i e, eQTL B4 £ 1 £ EM 5 &
filfid & TR IE. 72 eQTL HdR . 4%
H i 2 238 7K Ak DR Y 22 ) ) s A 72 S AR O
FB LR AT J] T A KA Z A A T ORORRR B TR 2H
B 4R 1 B A U

REEHRE AT R FERR OGRS SRR BEERAE (W R/
KD |HIVIRAE | &A1 |- | &g e BERAID | AR || ERq
PID-1| HIV+ | 01 |--]| 90.3 FM1 o R GID-1 0 || 1
PID-2 | HIV- | 05 [-] 635 FH & AR GID-2 2 || 0
PID-n HIV—- —0.2 || 50.3 Fhn o BHn GID-n 1 1
- B SE &S UN
T ARSI |
S B § VGRS B
FREMID | RMID | HIVRE | R |- | ZRg
A% 5 5 P 7R GID-1 ID-8 | HIV+ | 0/0 1/1
=m|Hviks ToAS 5 52 ] i PID-8 / /
B || BRg GID-2 |PID-3 | HIV- | 2,2 0/0
PID-1 | HIVF 1 || 2 GID-3 1/0 0/2
PID-2 | HIV- 2 || 1 GID-4 |PID-1 | HIV+ | 272 1/1
: : : : : GID-5 0/1 2/1
PID-n HIV- 0 1 H : H

B4 BERTGlEER
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DNA A, & /> M filt B LR AL 45 B B & MR
I A B a4 Bk 8 22 iy 5k DR AR | % 0 25 s T
DA FFAR BRI . Rk, T i R 26 5 rh iy 4% Fh A FF
A B AT 6 4 B L Y Mo D ) 2 RR IR A
A 1 R BURRAE , fiff P 2% 78RR AIE 0 3 R 20 504 = R] 1
L IR DG 7 5 PR 2 50908 26 vh TR0 AR A 1 A
AL I 2 FF AT R A 5 4l R i Dy G Al A DG 1Y) B
G . U SR B 1 T S R B SRR R 2,
25 5 T8 B B FA B o T L BR 0 BUERE B 2. FERE
PTG v 32 A R A OGS ) A g S B R RV
TR 1 IR BT L DA e 2 AT A AR 1R 1) R 3 PR R
e . PRt G SR AT B A 2 A o
A 3 BT LA 4T 35 DR A1 B0 O 9 RN 43 A IR 4 i
e L D] 2H K0 40 110 i 4 Mo S o BT Pk
2.3 EFEEHE

DR TR A T 2 i X A UL 5% 38 iy 5 IR R A T A
YT o A T UH 4 0 A5 R DR 2 K5 B ) R R A
7.

e PR RUAE T A 5 oh . B A8 AR AN [/ 6% 5
TSP DR R (%) T AL s B, Malin Fl Sweeney ™ #4
T T PR 3 TR AR AN AR & AL O HoAE
AR D sl B AT I B8 0918 B0 R AR E A R Al
PR R fE W7 £ 2 1 3 R 780 D)4 55 3R 9T 8%, Cassa
SN I T AR A R B R Y SNIP JE [] R 3ik R
s JHC 50 25 A Tk 1 56 TR R A A 1 itk % XU 9 A > o
b 4R BT A S o A Tk A9 SNP PR AR, 77 WL AR S5 Y
SNP bt Al A 14 VT e %502 DA oA S 25 4 2K . DA
AT O A eI TR o T =3 N =g (o
Gitschier " MR Y Yo 4 (1 20K B 4347 , B 22 BTk
HapMap Zit H (CEU 40 % Ath M A (Utahns) J& 7
HHA ARG &, B8 CEU 1 b1 ik & L -F #5 A
SEHPERE A AT 38 R 2L B Ok T CEU 2
H5EMER. Gymrek 2 AU 5@ i 58T Y ek -
(9 STR Fl 2 1) 5% 5k P 52 1% 3 1% 20080 128 mT LA A 14

FE DA PR A2 4 B 9 S A G L At 25 7Y 1 e Bk
Pt 0 AL A T DA = 0 AR B 0y i B AR
AR T 58 A OB T S B 1 LR I U ) 8
X 9 9% . Samani 28 A EETF kB IR BT K 4 B
P15 By SNP 3 8l P A5, I %F BA Bl SNP 94~
A DR R0 R 1 4 7 4 K7 ik, O am 0 SNP AR 6 1 4
T 1Az o e A R PR 4 R R 2R R T DL I T
Backes 45 A7 3 B py 5 R 41 748 5 5% i () R 61k X
I8 1) 1 R DA T R S R R R A SR R AL I ik — 4
1% DNA L Ak 33 e 5 51 A1 D7 A0 36 R 41, ikt
i 2 2 oo MK Al R SR K S 5 R TR RS 2 ) Y Ok &R
JHe 0BT 35 PR R, DT R T A 4 Ok A A R R 4R
3 5 i) 3k R 7Y 5 B R A 3 %) T 5 DC JE. B Ak L 3T
WLES 2 > J7 1=t Al ) sz B0 4 PR B fy b
Humbert 45 A" 58 i3 3 T BRI & 4% 76 (Belief
Propagation) Y = & & #4 B i, B0 3w DL b7
FHAG MR AR R B R R AL, FEKRE &
R MR Z BN SEIT LR, T Rk
JUT 4R ) A 7 T S B0 3 TR 4L B RA UK L e
P2 B A B 1 AT B S 3L R I A 48k B B R
(Health Privacy) f b %9 B 2 2 . AE & 5
A B EME TR HEF K (Factor Graph) . 71 7E
Bl 6 gl 15 S B Sk AL 2 8 L R 4L R FA. A
5 DR 20 500 0 R R L DA TR 48 AR A5 B S B TR
DL AR 22 18] (1) 5 B2 56 28 T A3 B 4 =2 Al 3
IR AL BRORER 4y AEAE ) TAEZ B SE RN A b iy
AT BRLAH S o DA R o 18 R R R A AR B H R B R B
(3843 3 R 41, Deznabi % N5 S BLA (4 2% T 5
2 ) e RA B BT Tk AT etk L o G G A B A D
IR ] A TR R B TR 2 () A F A AR Ok 5 pE 3 [
Y1 B A S L R A A R R AL (E B R
ARG SEBBEERZ IR A LRy 5 G R i
AT HEWT , 7615 B 6 0 35 080 19 16 00 T Bl kT A 8
ik

F={M,F.C}

FRER A : BEEM) « R F) FIET(C), MER N, FRR A2, CRRNS.

S={1,2,3} | SNP ID&4&

! AMAIFISNP E AT AL Horbrle {0,1,2)

5 FRDE AT 8, ARR M R B,

HERUASTHT IR 715 1, FORSNPZ IR FDESIA T ¢ &,

& 5

B3R AR TR 3 4~ SNP N+
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DNA w4y & 82 ORI AE B . i HAS B[R]
F% i M T 56 AV S T i s ) 14 44 3% 1 4 o 5 HL 2%
PR 20 Bt B A RS I R — L R D R S
EVHERER R SCHR. AUt RS 6 ol i A% Rl T ik
A LA B S DR R R AT R A BT T LS A R R

>

BT (WD o EFEA R

A

MEBIREE AR

X'[AG__ AA__AT--_|

fERERE AL AL

ERARE | | x

A

x| CT AR AC |
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&l 6

AL S Ak R 2H B AL HE 2

WL B 1) 6 RS L 9E T AT DL G 06k B 22 U R L A
oA Kok TR A 3 A B RLR AT YRR, B B
7 E A S RA T B DR IR X R A TR A B A B
A R R AL B SR S B D 2 RO Y B
(NN

®6 HEEAYEHERNERAEILE

<>

AT REEY ik B AR L KR
e g e RIS B A
ST SNP RSN SRR A I B HEWTAE B 130 FERE AN ey s ot s 6
W 2 5 06 3 2 ool
KERLIB 4 SNP JEDA R, (6% W25 5 SNP AR LLAEH  ED A L2 9 K e
T L SNP 3% NP b DB MRS LD SAICR LR R MR SNP T
i ‘ & MU IR BT 5L AELGK 9 SNP IE W E O PR A A I 0
i 1 S L 5 SEPIHIR 5o B 1
PR Ty s
R o i LN AR B R I Y S o 0 O 4 5 b7
B o Yok CEU 25 #M0HR AU CEU 2 5 % i) RE €
- SNP kA —— XY 3 R B 5B
WA A A 0 AL ZE I S A A I T S P
FCee] RGeS R R
BT A SNP IAHSCHER H e v -
A pppmsg R DT SNEIIRURTEXT AL ety o SNP gIdeHE e SNP A bR
HEIT NP g BRI PRRERR oy misaiies R ek
NG R A AL
e AN AL S R BB LN
DI DNATE N T WORMRCHUE DR AR A s gy R
b ~ = ZTER — 445 DNA (B e ST
AL 995 9 4
LR 0 (P B 2 i
1 5 1 0 5 11 3 MW O By o o1 0 R
4101 R R IR AR
31930 R LI 41
ap | R — I MR R BT
i WS B Y R TR AT AN AR B 5K E AR B A T i Z 1 T

HE O 35 0 24 0
L2

FOERAG 7 2 ] Y T AR AR O
B SRR TP
A LU W i 3 A S e
PRl £ Y et g o 2

CENECE SER& ik
U H A A 0 3 DR 4 B S fig
% 25 350 B B AT BT A 1A
F) B R B R 7 S

2.4 TIMHTHEER

DU - 44 i i M) DL o 307 9 9 D R 28
PR BE R R FIPG Z 18] ) GWAS R W] ¥ 2 3k
P i A BT UL 208K i 2Z 18] AR U . GWAS

B T R B RAT BOU 1 2 25 Y e R s 4 X

A 5 P A A A B A mT T T 5 A% L . DA T 9T
AR Lee 55 AN JE T DU 7 1 1) F b 1 4K
J T 2 Y DA 2 3 DR 2 A A0 B dle I R L %5 F
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f14y 2 0 7 1 2 A T B4 O LW S AR T 3 T R R R
A . RNA 3% 50 57 7] I F A3k 5 eQTL # 2% 11
VFZ I Y A 85, Schadt 58 APV HEF RNA 3£
TRHE B 00 e 3l O i ) SNP KL PR, 5 L
(10 35 DR 0 AT LA ofE A R I — i 3 0 R A b A A AR
GWAS [ B4 B AL SC B (H i R g FE i R R
58 4038 . 325 48 GWAS GeHH 5 b 21 8 ) 32 A BE
[ A B R F B AL B AL . P G, Wang 88 AP
AR AT GWAS Ge it 15 B A i DL 30 9 2%
S X AR A A1 0BT 50 < 0 B 05 W o 0 AT T AR L 3R B
EANIAE X GWAS 2 5 #1754+ % 35 3 A~ 1k 8
A AT BRIk B At GWAS Bk 52 21 A1)
AR S DA T figt 3 A4 A8 S 0] 52 AR ) A9 R HIR
Zhang % N0 4 R #E =2 DU 0T 945 1) O 1,
Wi iE 2 SNP 5k 3 /A3 GWAS H sty #ik Z 1)
(9 S5 A 06 22 I GWAS Ge i g8 7 D1 i 47 1)
25 11 O 0] R0 2 B HL AT A AR R 1 AR Y S0
E 2R 2. SR P DAL SRL 5% i (90 7 A T A3 4 S AL AR
S 1 DR SR AL 2 A L B ST B s SR i AR A DL v B R 445
R AR AR OC R 4 H DO A F R ] A, R L B
TR B MR HE T L O AR T A R IR R HE W L
ARTF 0 1 bR A L 8 260 35 PR R IR T ) B 0 H 1B
IR A R s 2ORN B9 3 S 4 I 1) 38U 1Y) H A
AR AR, AR T GWAS 2 5%, X &k 0] L
M GWAS Gt B8 v 4 W A 3 s 8, OF Bl
LEIE M BRFA R HLE R SR 3 GWAS 2 5 % fiA
TR 38 45 B A, i 3 N GWA'S v 42 IR 25 437 ik [
A4 3% 2 48 11 52 (Summary Statistics) #4 @ = )2 Il it
T 45 TR g 1Y DL i I 45 R % B A Al 4 SNP
55 M SR 22 1) 1 4% R A OC 2R o LA Ay 4
M SRR W 7 poR HRES T a8 m AR,
SNP 44 S & n 4> SNP, A HAR R T.e T
Kk SNP T4 S, 54N K Bk SNP S,; € S, X T4
A~ SNP S, . A5 4 ST S 43 3 3 7 He R R B A
SN BEMER T (0,10 i 1 RSB H5ER
MRFFAE 0 RR S H5HMMERAAFA. S; € (0,1},
W1 Zn SNP HAT KUK S 6B Bk 0. ST €
{0,1,2) o 0 omali & 4k KU S5 7 3L L 2 om

PEAR B H G SNP 1y = 2 01 37 9 4%

i G AR 1 ROR A T A T @ =ZN
IR RO 45 o B S 2 PR S B e
P(S!=s5)=P(S'=s, | T=0)P(T=0)+
P(Si=s,|T=1)P(T=1).
ST A1 SNP I S 1SS
P(Si=0)?, 5, =0
P(S!=5)=4P(S =1,
P(SE=0)P(S'=1, =1
HR TS SNP 55 BB 1) 4% 1F A %

le 23]:52
P(Si=5|Si=5)=<0.5, s5=1
10, HAth

W 7 A SR SNP S B AN PR T i 5% 104
R H
P(T,=0) || P(S;,=s:T=0)

S/»'j €5,

1T S Psi)H PG |5t

SkJGSk S;\:’j
X TAL TR E S B h
P(s 0= || P(sH x

P(TL:O|SZ:§‘I):

s,esl
DY ] PGHPGH S [ PGl Par(To)).
S;b:,%if S/eSZUSB T/ceT

Hr SRR S AR T 1y SNP, S, KR S ik
Ik T #y SNP, S, £/m KBk T HATE S H iy SNP,
Par(T,) 3R = )2 VUM (M 2% vh A8 58 T, /9 501
. HaEMEAR R SR T, WA & e, A8 5t
B ST T AT AT S R KA s 0 ¢, 1) 2R AR R
PGt ,85,1,)
Pt

W AKX PGl IR EE R P (sihe, 5.1,
P8, T PRl A = )2 DU 307 R0 2%, O o 4
Wi s i r

(1) 25 78 B DR R A PR AR AR 8T, F AR o 1) ik PR B 3
AN §§ = (st a5ty o580 Ho S8 R SNP
1 8 PR A B Tk A 49 3 H AR i SE DR R 4y A
A 2 )P S 1 DL 307 o0 28 4 T H s FL A R
AR BOME R R MR 10 2 36 MR 238 R DA SR i ) 2% o
K 2. SR )G 3t A H A5 ik B B A T B AR B
INIIEE oL

PlsH=> ([ PCGsilss)Plg ).

Q" seq

Horb Q 4R SEBEMER T 1) SNP.
(2) 4 5 HEAR R0 36 TR0 40 . 6 s = (%,
$y s 55 ) FRAE L IE B A0 A7 L 4058 AR PEAR T,
[y — A~ T4 S BLRR AR ¢, 38 2o A B 1) 01 3 I 25

P(séot,|s8,0,)=
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(2 A HRAT O REAR (5 8 1 0 9608 P RS
5 9 R 5 0 MK
P(s#|t,)=

TIP GO ([P GO PGs [58)) [ Pt | Par(T, )

s €Q Q@ Se€Q T,ET,

D(JIPGHPG ) [ PGl Par(T)

@F.Q" S€Q T, €T,
Hh QFRR S T HERA M SNP.
(3) g MR MR HE B, 25 7€ H AR iR AR 2.
ERIN R RE IR
Pty |10 =D P (1o | ¢ P | 1,) s
s

Hrh QB 1 M, M RIKHY SNP 4245

(4) 45 58 F D REFIE AR 19 5 03 4 . 24 H Fr
BEE A AR AT P I AfE DB e 4 S DR R B0 I PR A0 SR
J& T HARAYBER. Boddi & w] LS 1) 4 H b 2k D 7
TESK s A B A4 N R SOHR 4R R Ty 8 R E H
PA RPAR ¢ 19 728 98 e Hoady F n] LABRAS s 1%
SRS Se S RN TR RED ) VAR Rl E R A E0F

P(sé|e,
P (st =s¢ ‘lv):m(&#’
DIPGsE )
i=1

DL B 35 g % A B 44 B0 4 v R0 H bR i 10 5%

B 4y 5 3 DR TR e T IR L 4 S TR 4 I 3 TR
T o 7 P R T P OIR L 4 e R R TR R R A T B
P20 e KRR PR 32 35 F 5% R 4 35k TR 4 S B
FEH L MR SNP S PR 25 1 4 B3 B A8 o6 2R Fy
DU 7 0 265 Hi: W7 25 70 R 5 PR AR, S TG R 65 o A b iR
SR, TE DU S HE W B bR A DU AR fal A4 I A
FRT GWAS Z 535, DL 3074 7 7 125 14 6 it ] J1 2
T 5% R 2% 1 5 T DL 30 I 2% 7 K
TS B0HE 2R A7 U0 25 DA e A A R L R 4T 1) DL Hip
) &%, 3 T B A i b S R S IR 2 O AR ).
2.5 EiRFIRKIEFE

M2 R 46 = 5 % [F A a5 J5 % B vl g 19 oK
W 30 Ao 5 W S i R 2 5 A R AR A A N A
. T TR XU IS 197 2 A 7R (ol A5 L2 g 8 T Ay 7 31
JRURS: 55 e S 0000 1) B 1L AR 0 B0 A B T e R S
S A e R 20 KA

Mastermind J& 7£ W 1~ 2 5 % Z [ 1 [ 2%, 1)
i Tt 4% TN PE 1 2% 22 ) A9 1 28, Goodrich™™ ff 5%
Mastermind X 2 P8 2H %5 4f 19 2oy, 28 D 4 4 i) 3
Bob fifi 1 3& H 41 #4F # Q $iT Mastermind 7% .Q
T A Alice DLRRALOR B 1Y 7 205 Bob fr #2 {1t (1)
Q AT L # . A i 15 Bob & B Q W58 & F 1y, Wiy
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HBAGE P I R A RS A RE . AE RN A
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A8 s S 5 S R R A T B AR 5 O A
B B A 22 18] A 24 45 15 2 7R H A Pk A

3 EFAHEREMSHAES

BT 35 DR 21 R0 A 1 B RO i B W L T B
35 AT ZH 0 3 1 R T 8 DX ) et 3 o ol T B
PRAP A 2 R 20 R dls AT B RA PR 9 B A
e D A AR B AA A S ot AT Aol i PR 2 50
P14 I AR JEE 2 R0 3880 T 52 A ) P s A i 8 XU, A
B RO - ol T 3 DR 4 50 H0e e A B2 5 A AT JEE T
LN ME— R A 1Y U 90 0 25 P B0 SR A
JEE 7 1 H R B R RA B R AN SO B R R L TR



1442 it "

Hl

e i 2021 4

Wi T R o AR 3 A A A T 3 DR TR i ) R ok 3 A R
F1% i DR TR sl 2 2 1l T B R PR 4 T 06 D 18 i TR L.
3.1 EEANERLESR

AR SORE HE DR 2H K B RA BE R S AN IE A
AN E T 0 R B A = 2. AN T M L B A
SNP #5505 5 =22 8] 69 1 2 R i Ak 2 i &
A4 B AR . Tt 3 1 A 1 E P R HE B SNP S [
TR FT A 5 P £ 6 . B B T 2500 = Bk
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e — S = D p e = 2OW, bl Wk ik SNPap g Oy AL B
T e 4SNP AT P 1 T R ¥y SNP e s L R
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Y S H R R A R B AA R IP 0 E TE H 4R
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— VR SC IR A i B TR R I 2% 5% 2R 1A SRk
AL A A e DR 2H B R 0 i 5 ) R T 6
A AE F TR DA b T R o L 22 23 B R O 7 5
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UEPE RIS AT 75 A AL 38 1 220K 3 D 20 3l AS ¢
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AP SR R DR 4 B 14 A R A B BE 0% 4 1E
MR H IR AR AN BE B D 3 o mT DR A P A o 3o 3
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P AT M N . X A EAHE T
5 DR A 5080 2 4 R B R PR B I 3 S 2 ik, O H
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B i A 2 i DR L AL 5 R RN 58 R ML AR X RO 2
ARV P A58 kA TFIY AL ki IR
# . RSA \ElGamal, Paillier F1 Rabin J2 % J f k
XF BRI AR G B i Bl 26 42 T ElGamal fin %
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(Elliptic Curve Digital Signature Algorithm) {AE 4X
8 i A #5054y n] LB 1R AN TS 35 i 55 S At
A 2 2R 08 i A 4 B D 2 0T R B

(2) TR )7 2

% %% (Order Preserving Encryption, OPE)
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PE 588 M A EL SR, Hosseini 28 A 454 AES il
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LB A7 it e TR 5 52 BB A6 52 B TR 48 L N 4% N R R
K3, Huang &5 AU (AR 3 in ok Jon 4 0 352 1) o
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P It Buchmann 4§ A (5 I JG 2% 14 B A& 345 . Merkle
ey o IR OB 25 4 SR DR AP 3CHiE 1 56 8 Ak [ IR DR 47 1L
R IZ T S VR A RN 58 IR B TR 2 v )
ALE S TR I B AN 2 TF » TG 6 4 7 A7 DG AR 4B A7
HAE R BE B ) BE AL 2 et B A B AR A
I R B A 5 17 18] 5 3207 28 SCHF SR S8 B R, DA
B JT 58 P ) %5 Ry ZE E S A SR AR A5 AN 22 4

PID_1, AACG---CCAT, P PID_1, AGCG-:-CGAA, N

PID n, AGCG---CGTT,N PID_n, GGCC--GGAA, P

B2 e A S e e [ BE K A< th H5c 4
ST R (3) MR %
(2) BB B LT A
B SRR E N AR 2 A
& [ CHIDNA T3 PGS

b} (®) BT

(5) ek
| 3]
(7) K& idsg

(6) il
[CRL I
P8 ik PR A R A A

(4) BE A B fls e == 15 R 4

DNA FEAE # 8 E pR R AT 5B 4 17 bR
TN RAE A% i 2ok A P R ABOER L DU A0V T T 1 4 B B Ay
B FAIG R AG B W ILTER] 9 W Cassa 8 N 2 1 4%
AR SN AR A BT VB BN T 5 T BT
AR An] BB B AR TRAT | 2 BH JE il 152 it k28 05 A% B o FH A
BT S0 B R i R X R B T T AR ) S
152 (Sequencing Laboratory) fill 8% 58 %% 1% 3k A 41 )¢
B, 42 W) A4 T o0 (Biorepository Center) fif %
SERE I B 2H 7 41 BB DR 40 A A A i ok AR v
2 NS I AL 48 SO 1 4 A S 0 A R A e
— PR REA RS Y EA S S B4
a2 . GAAGH JF % 3fi2 2 MME (Matchmaker
Exchange) V-5, 1%V & AL VF0F 5 A 53 38 i 2 A B
BICHE P A 000 5 DL st A5 5 1 R 30, A ) L 45 5 5 L
AHOG I 36 A A8 S o AEL R 0 9% N 01 AT e AS D i 9%
T o PR ATT T 4500 2 1R 23 358 8 45 LA I 58 N Bt s
T A XoF B A 0 T A O S B AR, Ay ik e O )
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[ HEARGUA/C/G/TI | itetrartiim[o/1] > sy > mfi s |

Frse s

A

i

SEMAFES | Ry | s |

TF
F IR
HIEBEHLIT
Fedsi[0/1]

¢ i
&

]

etesEn | MEMEs | [Ermbmes] | shuRmn |

[t AREUA/C/G/ T sttt S tRsl0/1] || alstimng || e hueae Emm 7 |

& 9

Oprisanu fl Cristofaro™ #& i % # MME F & N [&
ZAEWMHES AnoniMME , 32 4E 42 3 F FfA 7 B &
RPN 0L B 2 A W BIRF- & L i 98 A3
5l AR X PR 25 A % A i HOA A 98 N B AT et 4 it
pIEAR) FPNE R RV d T gt

(5) B N A BHh wF 52 5 23 A

£ GWAS MR  HFERIP S 5H
1 35t 1 R AU HURAE B Gulcher 58 NV il ] AES
JF % 5 Icelandic Z{E % §7 % 51 2= (Data Protection
Commission) HIEGEM S = % R4 .3 HO
2K N R GG T B R UER TR B h X
FERR WD AL T 32 2 k. AR i
M GWAS # ) 2 FF — 8] ¥ (Next Generation
Sequencing , NGS) 4l (9 #F 5%, % T GWAS 3 1 %5
HA A E G5 B #1778 73 M. NGS BF 5% 55
AL PRI 22 A 1 L L DR A A R TR 2 T R 2 TE) G
B TR A2 4 3ok AR b A7 A 5 A% 1 S Y B FA T B
KR -1 2 NGS JCHE 9V 2 5 K08 T 14742 55
(R A 23 o TR O e 2 A8 4 7 9 7 S 1 B s Bl T X b
A S H AR D UL, AT RE 2 g BR HAR A H I B IR G
Kol A, R, Singh 48 AN 4 i MetaSeq B i
F 2B 18 7 64 3k R Al I 3 B8 1 47 o0 9 i » 5
Xf i A A A 7 0 RS S TR R o O AR R AT R IR E
3« LA I i 2 20 DL P 00 e 5 A7 5 R A0 38 T 0 ) [ 7L
TE AN itk 55 55 057 5 DAL B 3 R B50R0 A B0 T X 0y 45 4
HEAT IC A BT s NI AR AP AEAS B 3. 4% 5 (8 FH X R o 8

Fhe = 7 51 AR 1 2 B 1A R A5 A

5 T R AR S S 1) B 3 o 24 7 28 49 0 0 B A v
T A TR EL I A5 B S 4 i Bt A 23 % 3
5 S AR P o RIS 25 B 6 AR AR IR i R T T
KA Z AT A TE IS S 20 D0 7 R L B ER
AUE BT K IT o B, aniEl 10 Fros s A = ik
55 WEAT NS HE IR 21 43 A 2 va XU 19 PR A N 28
PRI 2 8040 A0 5 NS B s o SRk 1 m] AR I A
BT Zhao 55 AV I AES 21 FHF 0 % A1k
{18 B PR 1 9 i) ol e O Oy ks T ATE A 3 =
AT IR 0 AR R e Ah L B A B 4 G
R B 5E B TC 70 B Je & W 3t A% DG I 1Y B O vk L AR T
H T B FARIAILRG ® A 25 01 23 0 %5 18 MEA AR BT IZ
L HURBRE L BTSN 5L BE A A 5 TAE T AR
FEPRRR BT L 3X W] BB 23 3 205 K I 4k A A R
BH 45 8, A it Turchin Fl Hirschhorn™™ 3 F 2 iy
T W T SE B R B BRORA PR B s Fe R AE RS SR B AR
BAIEMIEN TR ES NS 55, LA KB 5
I BT 0 2 AP [ B R AP U A () A 1R BT Y
SR U, 7E R 2 80\ 38 DNA 43 2Z Hif 132 i
Wi (Read Mapping) B 50 A 7457 51 5 2 %
PR A X 395 R PP A B0 T AL 516 1) 4 8 B
PRI 7 M 25 AR AR I BTl = 28 X A 26 AR A
2B 4 1 3 B & X DNA SR R 19 A R U0,
Chen 28 NV FEIR & =~ SR Bl A e i)
BEEWCIR R T IR G s R A SRR L = A
WA = A e = 75538+ Hf R 2 2% 7 51 19 %

138232 TA 7E 44 5SA ECF2E75C 8E

(2) HMkZHEHL

Amzon Elastic

B E s
4

7E 44 C8 D5 C0 D1 6C BA
18 CB 2A BD 77 C9 B6 CC

-~
10 60999+CA | |18C8 12 8E EF F9 83 FA AN R : " MapReduce
2061795—AA | [C4 A4 06 4C 95 CDF9 AA I T
. i . (3) FAIEX
- FIRIER | |- | (1) HHK yp» RG 4

H Jn#% %1%

() K o RGy,

C4 A4 34 7TF ACFC C9 9D
e

IRl
HER 3) #%K
U D) AR L Amzon Elastic
BFFLA R MapReduce

(a) FEFLFFHIFZ SN

(b) Am b eflR

10 DA ZH AT 1 2% 2 A b 3L
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i 2021 4F

BF I I A 1 22 ) - FRORS A DS S DA K B0 17 3 P 4
AR A 2 DN IX S 7 B Y B DL 3R ) IE B
BCXT A J A - . 32 5 12 A A% H X Bt £ 0 ) T 3
i JF HALE S e 20 50m J seE.

(6 F PR 20 B8040 2 1 5 R

DNA U 7 £ AR F1 N 26 35 4% 27 1 328 20 5 300
S5 RRGE 0 F8y 8 B, e L At o 5 8 5 0 ) A A 5 TR
PERG DN o B8R 3K A 808 AR A N L (R B W mT
Gl AT 3 AE BB A M AE L, L (B
B S BB P v 3 S H G 4 i — 2B L. R It
Bohannon % A5 {f FGFR i Ay n) 2 i 52 BH 7
< DNA $ds i 8 & 5 VS e /) B B AR 0 T8 R
VAR AR & 5 T AE 0 R B8 AR P AT DL 1% 7 Tk R
Wfar AT 2 B DNA i FE L DL A A 1 10 2 A
SEAAT AR IE EA B T H AR AR 5
JAE B B2 LU IR B3 1) 100 B 20 SRR AR 1 TR 24

P25 A AL T R 7 5] 5008 A 8 TG 1 48 UL AT A
WHME B BRAE S @ HEZ MR S E L (5 . 8
Tk 3l ) A ke S HE SR L T J s dn ey 52 3 s
JE A 3R S R & R BN TE B Y DNA K, 2%
HE B3 F 366 350 4 € 60 5508 43 1E 2% BH I 2 15 B
) — P ) R L2 4 P R T s o 1 3 A 1R 1%

(7 e DR 21 5040 4 T 1) 3 9% 3 e 55

KL PR A 54 e 1 0 2 R g5 TR
FARITAT M B2oK  7E ] 11 Naveed % AN 42 H
¥ BB (Controlled Functional Encryption) ,
it FH AU AL 3R A5 19 %6 51 D0 FR 15 i %% £ 1) R
B I HLZ 5 I B YR T 8 25 SC Y R I S 1) A
BILRE) 32 3 1) %85 B 3 oK o DASE T Mg %8 S [ 1) 8 S, 32
RO v] T L AP BE A R AR R
R o 12 S Rl NN SY NS iaN

TEF 12 v UK SRR 3P R0CR 99 5 T8 R B 43 B

| ERA R
; A S
BRI sk Y SH
oy [ I @
i
- _ EHIER C*
L w1 W
P LF
B 11 RO %
12 EFMRMEMERHMZHERABERSMEREH
ik 5 TR T 111 5 T 141 5 35 B (37 R
SCHKC75 ) 3 TR 200 B8 15 47 B R0 8 2L o 3
SepATE PRI % 4 T R R B ) Bt
AR SCRLTT DT 22 A A R 22 A Al I e
O R R 4125 K TR 238 = H oK.
oy A ] SEHAUEC  SCITS2 - 0 36 45 5000 0K i o 4
T W IEINAUT AL B (R4 5 4 e
05— 7 Y 5 0 0 5 lcclang | CHRTSUTIIL P8 15 Tceland BOHE R 17 % B 22 ¢
EEET ¢ R T SE S . S AEIRRE N R G 0 4 I AR AR A
ELAE R 2 WS Py )RR BB RIS e e g oo g B e k0 8 883052 A
W — 15 48] 4 2 X G JEAB R R T 25 45 JE A B2 - . —
Ko R 0 4% %ﬂ;}gﬁﬁg}:,rgg]%g,&j@ W XS PRI T LB o g ifé)}@Si]fa@&gyﬁéﬁfﬁﬁxmZlﬂ@?ﬁaﬂﬂirffz%@
O 78 T ELIE 2 i P SER BRI R 2R R e ﬁﬁfpﬁﬂﬂﬁiﬁg:aﬁﬂ%ﬁﬂu%ﬁ&lﬁlﬂ/x‘ﬁﬁ’ﬂE}
Wﬁm*#; EALA T Ty TR T GO A A A B
%gig;g&mﬁggﬁ P 0 0 7 765 BT A T 37 B A 05
> R HY 724
%) A ek X R B ~itm bk SCHRL86 4 H 3l A T 25 Jy 32 ok o 2 s A~ N K3
A H AR S R e A S DR 2 2 751, o] RLFE S 36 2 b b A7 3 R4 4 4E 1) 22
iR aR®
SCHRT 88 T4 1 4 5 B 85 H R 192 & DNA B
WEE DNA R (L RMR S 7 v S VERR AL A A0 5 A
B ALEC R E CUA AR B — i MO B
FE A BEEE A DNA 2 5 1.
RN R L
Shuffling HL i & ESA F#l
{9 B 0 S8 A8 Encoder BEBL . p oo R
Sl G 06 D B g o {5 Ji9h Shulfing ) Mixnet 7 ypgsg e StRC76 )8y sk % 41 44 9 491808 T 3L
WIS Shuffler bipgbUAE gk 2o D B EERIES g Coota, bl 6 R 19 R

i AL S ) 1 i R RN K
#i5, Analyzer 43 #1 Shuffler
A L ) B PR R AT

TR 5 F oy o T




7 WA ERRARIERA GBS S ikt 1449
TS
ik oy e 1 5 5 105 5 10 (0 B
B } SCHRLTS e 1 F 72 B - Ko 22 A A L AT 0
AL L e BB 5 5.
o K5 1 10 T e , o N
e BTN B Oy L AR AR Ty o e 1 P WAERE SCHRLTO 4R T4 25 (8] AR EURA I 265 10 3 1R 41
PRIPINEE 3t b e i i B o I Sl WAy 4 RS ST ILFE 4 32 4 I PRV 2.
SOV R R R I B N A A K
260 I E B HE [ T T R iR
TRFERINE  HRRO AL R ERRE A AR A T 2 B A
SLHEIE O 8 BCHR 0T LL AT B T L5 B3 B 1
e i ey WRAK  SCRRES3TIET KR (5 B A 2 Rt AnoniMME 42
- JhE S 2 i) . [ B & MME 3 fig.
S 2 R A A BB N e g v RSB FINSCRE MME R
BORMEE R e IR SR HE O A R 2 S A
K% HEJH P LR G R A K T L G e
Ko 22t B 5% 8 S R 5
TR J A P A N I
Wb P (Hiding) # 7R ¥ (5 7RV BE 7R i 7 6 4% 35 1
RAM AR FAMA  REE . B X 1B %
B o 100 G P KA R A O A
iy (Dinding LA (ERERRA RUR o 1T BB R
TR R GRS R FTE AT B o RN T
AR RECE « 19 B (L T By B
BB B BT RS L 5 AR i B B T
BLG 5 5 IRRCHE A A R B
VR G T
U (5 48 7 O ] B 77
e F 300 5 8 3 A 1R
B *ﬁ%{ﬁ%’yjﬁ()ﬁi%ﬁx\f{ﬁﬁm Kﬁﬂ@{ﬁ%ﬁ»iﬁ%éﬁﬁé, 3 PR 2 B SCHRLSO IR H 3[R 21 BB 4 ) 28 4 A7 Ak i e Oy
A R LS e A SN P S P e
. sk i al ST e o
LA B B 7 £
WA 5 = 7 i 5 07
) 0T SR 7 2 R
S0 100U B 65 7 0 46 TR T R R 2
WTHY BN A W R XERSE A T 1 1k 2
A BRI TR T RA ok TS R
SR B A (5% A bE. BT S o T 4
AN B 15 0o f RGN
T LG 2 75 47 12 65 7.
A g e s gy T BB
Ve s P AEL G B B AL 7
ot fl (EREGIORRAIT b s a2 4
(R SE BRI 105 4 50 o U B PR R0 OO 1 & 3%
VL% 2B R B H I B R ELSE I TR H AR
sy VIR A RE RS R T 9 0 B R 5
SE R e LA P L R UEAE PR R EHE £ 16
SR 0 T A AR O B
URBTERWAREE. ERATES. sprape SCTRUS LM IE D ALBCR 19 K0 B %
R E WL Eh e R 0 B R i Merkle 18 75 o 71 B0
HTF Merkle 1 751 14 5052 ’ S5 50 AR T B G S % e TR] IR 4 L
T o 2 A0 B RO % 27 % 05 2t LU
Merkle i — % % 5 Hash % %. BUFW 7 R0 % 218 H
WAR Merkle I A W4T B AT —  RE%E K 2RI %X
WEAKRIGER (RS, A IE T Merkle 1 7 4 9
2 %4 .
11 FH 0 7 56 8 [ I 5 EEREASKI  SCEREST 82 Generypt HI T RR4PVRI LB A 1A K P
e W GEE R R R AR AR R RO g sg e e, EAAE 09EEE DURUN R R R R A o T A Ak
T e b O AT R A BT T MR e L
WE Sl e K 05 L. et SCRRLOL I (69 5 2 1% A% e FLT o g
i LR B T gy OBk
. v e USRI T (5 6 Bl MEALBEE
R T B 0T TR S ACAHILEE RSO WSSO A LR
S sl BB A 0 T KW T M DUPERO S AL R 3
o e TR LA RGP AUECH B AR B
o BRE A B BOAE M (5 B BRAE AT e R

9 S W 58 ) EAUET
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2021 4

X 2 At AR KT R 5 A R At 5 B 2 Uy 5 L O DA 11
Sy S5 RIS [0 3 5% ) PR 4P 850 W6 7 T BG40 B 55 T %o
R 28 0 A X B0 % ey S5 TR A KK A 22 4 R0 B R DR
PR LG T AR R FR 0 R BRI B0 i AR
IR AE AR 2 25 T8 s S BB A TE XT BRI 4% 1) 2% 4 28
e L2 Pk i DR B DR 2 55 1% S B iy o R
HRAA R AR BRI A T [ % A0 B R L R AR
T B g Sk PR RUBCHE . e Ak K X BR o mk Al X
Figohim 28 5 Ath 2 B AR A &5 6 R LA S B PR A 80
(22 A A7 At B AL ) S D RE. 45 5 Ak (R 25 2L 2
WHIOIR S8 O BT 4R R Merkle I Ay 1 45
A TE ¥ NCINY S B SIS EE Ry /TR iR el S /NS
AR IS A AT ] T DR TR R DR A R Y o8
FHEAT B 3 B0 PR ot W] DA 52 30 085 A A R ) o A A
AL b NI 7 91 WS 19 22 4 F0 B A
PRIAP. 3245 R B0 % O E S DR 2 55040 1 s R T
P R T S 0 R A T 19 22 A R BR AL PR A
4.2.2 BTL2ZIHENERN BRI

(D ZEZIHH

ERLZHITAEARTW I NELS 5 ES BB
B A AT G T ORI B TS T R A B R A
BAE R AR W IR — A R A
s — I FFA RN v W7 R A BN TT Y R A
== f (s y) A XU 37 S = Z AMAEAT 45 B
Wb 24 2 07 T A HE SR 38 P IR VA L % (Garbled
Circuit) | [ 2 N 2% (Homomorphic Encryption) .
g = R 2 5 4% B B 1L (Oblivious Transfer
Protocol, OTP) 45 2 it 2% iy £ K. Fb 5 b 52 2 4E —
HZ 5 Rem % i Jr k. B2 5 07 W i
GRS R Dl % & N N G RN DR (I ey
IF AR A B, LB AS y BUAS B WA AT AT
b Coyn) -5 $E 07 R EORAE n iy @b 2= 0
B By Oy LS A R T AL LD R A 5 5 A A 3
EER AR IBCAY i PR B AT 2 A A7 A ) e S BN
XFRRAH  IF AT 2 A e Rl SE B 4 GWAS.

(2) Az Al il

NG AR U Kk T I 2 5N B —
U R B WOT B R R R T R FIE B 4 K ik
WP — 2% S T L e Wie 0 Bk 1 2 Wi 380 % iz 8 IR — 4%
TN T & 3% 05 1 oAt 7 855, G &l 12
Frs ) (1 ) A 28 545 S By 380, & 36 J5 % A TH B
(mysmy oo ym,) B OTP. I T AR 5| (1<
) ] OTP. #2055 N OTP FRAFW B m; AHA T fif K&
P57 WA A B, & 326 7 A H1E B0y #2003
WP — 2% 2.

(my, my, ***, m,)

- iE{l,)Z;“,ﬂ) -

12 A, AT

(3) BE R 2H AR AE 58 5 23 H

H AR DNA 75 AT LLEE B2 Wi is 1% PR B0 . OF
TAMALIRST - (8 205 8 35 10 B AL 3 il = R i 7
FE DRV B A3 A v o T X o 4 ) 2 PR 4 BSa e A T
S [l PR A PRV BT A 1 98 2 5 Deuber 4§
NP I SR AT A 22 300 X 5 oA B TR VA B 4R
HAEETE = B I B R R 98 METIS, i &R 4t
A2 BN ENL B R RFA S I HZ R
BB R A BN 2 S O s e, HE A R
JE 5 i AR 0 R /N T G A5 B i ) DR B
LM O R IR B K A B 43 B o A R GWAS 42
b 25 LG PR ) A B2 (H DR B 2 B LA 28 4011, 5
A2 BB X R A I R T A5 B AR 2 M i FH0 , Constable
SENUHEL TR A AR B 3 P A B SR
GWAS HEZE  ZHEGE A/ o3 A1 X0 &R G2 v 9 P 7 A HL
PAT L 42K GWAS HHH L EALIF & B 1 R AL
o PR L T 55 00 5L R ST BORC S
HE R AE S B &0 & e ) AL GWAS 38 5 T A
A — 7 BN SR T R A 4 A ) B RA PR A Bk
P42 0 AR A3 B )12 W 5T, Fisher i 4 56 2
GWAS 48 15 BEAS 6 i B 22 05 % . Hamada 25 AW
RTEeZ iAW EHT GWAS (1) Fisher 15
0 50 1) e R B AL PR AP B T 2 ) 1 2 42 Fisher £
A E R B O(NY ), Hir N R4 K
N, FE TR 502 2% i O BB T 9 7 0k R I 3 DR 4 8k
P HEAT A B X B 5 T R A ARE ) TR 2 i R
5 R VF 2 R FA N, O b Kamm 88 AW 42 H (i
75 BB AE 221> ST S 22 TR) s 2% 3 =5 1) B e SR
HERY L NE 13 B2E4 GWAS TAERB EEANEIL
B FE G 1 BRFA RIS [ 575 = 5 itk 6 Al 1 LT
HEAT GWAS 53 #r. %4 GWAS i =4~ F 2 B,
BHE R A L Z 0 B TR RN e TR 0. B D 2
g Bt 1) OB T it » 22 4 o B 22 4 0 0T B 4
5 B AT L A4, AE T A7 g8 it o #r. &1 13
Ca) $ii 78 FH 35k DR 280 70 2 U 530408 11 22 4 A7k 1) 79 b
AR FERY 7 58 50 1 IR Hy S5 36 2 ik PR AU K
P AT 22 AR TR AR B i A3 BB (9 17 2L
Yy 2 3R R[] 1) ik R T 2 326 T 35 56 1) i PR R0 ¢
RUBCHE EAT A7 A% - DT BT DA 5 22 04 85080 15 8K
G347 B 13 Ch) F iR ey B 5 52 ) A v B4 7E e A
BRI LT o 5T AT RAAS 32 PR b 17 [R) 6 AL B L DL
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e GA S Sil-wt A
R | A HItEfik AR I RE TR A
| Figem FSELEEE] UiE S i

(a) Bl RS 2 A7

(b) i€ ZEBIANAT R
SNP

Y5l % 4223andMe
FERT(GATGAG )

Ek S0
@ AL S, I, ) o At

R TRIGRBTS p<0.1
ZA 5t R

CES 5|
RUFE T

A

WL

552 HEREEHT 5
e

FEARIFE1 >
A e D, D, | st

SRR/ F L
HiRi% (D,, -+ D,,)

FE R FEn

Wsk2: BT ARk
e A
%Umﬁiﬁlﬁ | ﬁ%ﬁﬁ%

“amirmmap |
3]

BFIL
Pl

B 13 %4 GWAS

1M AT DAJE 15 28 9] 40 Fos B2 . 76 50 5 A2 i R B vp ,
FEN GRAT BOR 5 ) 2 B8, 9 B 2 AL 40 204l H]
A2 T VTR AL SR AR BRAH . B S L AT S
TR 55 JIT e A9 BT ) BB T 3 5 46 o7 Rk DR 3 R PP A
K geit.

Bogdanov 4§ AN il i 1F 8 4b 3 1k 4 )=
(Population Stratification) Fil B & BE K 1) & & 8 1%
25 5 B A DA ORI 58 Y o 6 % A
T 53 4 BT A W AT e PR A 55 30 1 4 55 DA 7 SR %
FR) P DR R R 2 1 L e 7 2 TR 3R A 45 0 1) I AR A
KM s BRIX R 5 VR AR S B 1) e R 28 0 i AR I
B8 I AT 1 B A O 70 1 0 358 v (588 1 5 81 a1
5 IR HEAT F2 23 3 A . LA S B B A 0 Y
B AL LR AP X 5 PR ARG B A A 4R FT BB <3 B IR A A
K FLEE P20 Tk 45 B F 5T O R BEBH 1L 05T A A
B2 AL SR P Cho % AL JEF fb i dt 2
P KA L 2 GWAS W R Z T EA T T
T AN A v AT B A AR A 23 JEALE R I
PRFFIETE S R R AR R DL R T B A B T
BE R e 2n Bl e UL 0 A vl 8 58 I 22 42 1 Ak DY 2 Ak
A3 FRVF A RTEAS 1 58 B AL 1915 O 5 S BiF 5% o0 Bk L
BE D2 R . e AR AU X T SR GWAS AR R
R B REE RN A S 53 R FAA]
AE 23 32 B FH T BO™ E ARG 2R 1 ok Bodhs
(1 10 52 3 3 i R o R e Xie B N 3 s 85 4t
TEHR A A T0 A BT BRI S B R K B 8t A% G R AE O
TEA M 68 A S 5 5 A5 B A 00 1 SR 22 48
TE A A5 A 20 B A A I 5 0 R =2 T ) 35t A%
KIE. BR T A2 DNA b BE 2 AT EAE B 78 MK
NCEDI ) DNAL MA R A9 DNA 4 51K
) DNA —Z . JF Hal LA TH ELit A S h 5
I €/ TE iR QLY R Sy I Vi S (= Pl = i ]

DNA B RAGRS 70 A T B AN RE T 2 ol A= il e 1 5 114
RN T DR SRR My 14 BRA TR, Wagner
N0 TR VA L I8 S B T TR A 43 A 1Y B A R
I SV R A B AT BE B A o T AN Y 5 AT ] B
AFEAR B RRAE T2

(4) 5 DA A Bt =y iR 55

TEARBL S8 3 2 ) v L A R D 2 e Y =
Az AT 2 1 A 4R B At A1 A A A8 25 TR A R R
A JE R I L8 R0 1 B R B a2 1B A0 4R B A R
IRIT T SR AE AR DL 6 A 3 TP BRURD R 114 B T
T KA, R Asharov 28 A7 g 22 4 2 05 3
LA FAGR3 14 J5 20 AT AR B A8 3 A 30 2 1 AT L
R AT LT B e A T B T k. G R
Je AHALL B A A 90 TP BRI 2 R T Y R L AR T e
TV DR 2 AR B B RA i e [ e L 1 22 Bk TN 4 2
R P D BT P 144 L D R AL A A 52 B AR A 1Y PR A
I 14 TR Wang S8 3 HY e 2505 Fs A 1
WU RA Zhv 0 B 5 PR 080 32 P DS 3 TR 4 0 A 0 A A
MR G 22 RN 2 5 - 56 T B R 2 4
I S B 22 A AR DL AR A U O R R A R N AL B R
FAPRIP AR DL A 00 R 5 - BERS SCRAE R MBI 7
A XA 35 R 21 8000 T b B0 6 DR 2 B0 1 B 0
AT R AR A7 A7 B ) BT Ay R e 40 4 e AA AN
U RN A b 5T AE BEAT A0 B0 B K SRR
AR (ENE SIS aE S E R €/ R SN o N B D
2 B A PR AR 55 . R e Mahdi 558 A5 42 1 5E
TR 92 5155k SCRR ALY B A0l i 1
AES HIR 1 HL 3R PR TR R0 B3 AA L A5 360 B RA 11 i H
B AL B AT SR T S B0 I EL X B S AR 3% b A A
Py s 2 i T2 8 A 8. TH AR W 2 v i 2
AT 55 W Bk B A~ DNA CFIUER (5T 51 1 45 1, 1)
il XoF X 48 7 1 44 5 LA 5 52 3 R By 9 HLn]
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i 2021 4F

RE T 8 0 B AR A M5 B I Tha 28 0 2
HEORT A 2500 5 DR 20 5 40 1) B L DR A 58 T A
J¥- 9 2Z 6] 9 2 % R 25 F Smith-Waterman AL 75
Sy B BRFATEER L1 HLX T 43 A U8R % B i £ 8
A5 G R B AT DA S B v 5 B D DR A TRy [
ok B 2 W] 40 58 DNA P31, o7 LA [ 6 0 PR 48 28 2
S EM AR B AL W B FA I ER . O b Wang S ANl
P2 At AR TR U 5 R R A B R DR 5 1 %
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T A H R R RO
RAFA WS A A WRFRILR AL SCHRLO2 4 M 1 MG T ik P81 AL K0 46 1 B AL R 4
My TN R AR AL E A e ATE BURIEM GWAS HERL, AV SR G K U AT
dypegs  (ERTURHBIE TR ALBR R S R AT L% s  OWASHHT A9 GWAS FHOT AR Sl I RLHCHE A8 (3.
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BN 3T, I R B ) S 1 b e AR AT DA B A [
BITERAA. N T FF R EY =R

H AT LA R B X R EERA R BT Hh 2
AR LK ALF 5], T )& Kantarcioglu 48 AN 42
HE o 2H 2R B A% S 2 DR A BCHE A A TS A O R
FERVAL T 51 1 25 1 HE 42, 21 80K [R) 285 %% 1 gk
7 A0 ¢ ) 4 v UL A R L 4 0L T L TE H
PR PRAT A T BT AN A RO I HE SR T DA
A B B B b B A S 45 R B it |
S

(6) F DA 20 o dhs s -5 BGIE

A B A S LAY 8 AL R AL HE 2R A DNA
R ), Horb 2 P DNA ¥4 IR 55 52 44t v
A5 R DRG0 AR B ) A5 =X i e B 4 R R O A
M A S HLIFTE DNA J¥ 51 b X H k47 PP Al 58 B2
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) 4 GWAS i x% 4 it 55 1) FORESEE HEZ2.
. o " o i R Y % iz N
- SR 5 2 gﬁzﬁgﬁgg SN SRL112 4 % 4 A0 GWAS 107 . 76 (i It
BEIks ﬁqﬁ%ﬂﬂ$W%E R B 1032 27 T DR TR O 2 A VR Y BT F A RO0EAT IR K
WRBH AT e SEPRAL SCHRL 113 JHE th e I 0B 1 77 B 2 0 7
BT 0 1R 20 A 1 A 2
SCHRC LA T3 47 L 8 BLAT DNA 48 2 3 77 41
DNASER o S 5501 45 B2 A R 260 0T £ .
SEIRAL SCHRLLL6 145 A f R I 2 S A F A A
WA 2R L Ry 5% O R 46 9.
SCHRL L1932 th o/ o B 0 W 7 5 U i
gy ORI BB O A R
T SORDIZIIN A T A BT R B
IS T A T 9 A e R 4 R i
SCHRL 122 JHE th TP F B 2 9 %2 2 11 50 B X
At BRI R TR AR A R
PR RGN ek [123 75 T ) 25 0 35 B % % 25 BE 7 bt it J
Sl T 2 A £ 07 o
“Rwm WLz % 12
AT 2 K 0
W% 5 ) Hash o8 %, o I\ 3 8 Y 4%
s PUCRRUTICS G, S R MENALHOE  SCHCT2DH S AT R SR S 4
RME BB A T LR Oh 3 RRRCHE R R R IIARE SEPRALIR F B A B M AL %4
AT = W A (5 (B RiE,
REB) Ik AL
S LI % 13
wEReE %12 % 12 IHEZE R SCRRL73 4 5 8 1 IR 4140 A 0 %2 2 A 2
SEIRAUEC T St 2 Ve Tk 8 pe 5 [ 200 KB 0 15 M K
mEmE W12 % 12 o
SCHRCLL5 4 38 1 32 7 B DNA 5 19 L
1 2 B B 1 B (4 7 4 e 2 L

S %% AL GEBE BERE] DNA 8%

AR HE % L1161 A A R I R B W B R
- 5 B e B 1y LR A 598 25 K 4P .
phied e o o SERAUECHE SCRRLILTJHE th 22 4 2 ) 38 18 40 B 26 2 A

RremeE  FR12 % 12 SRR

. . . SERATROE  SCHRLLIS I th 2 4 - 52 16 3 1R 46 B O 7

RiRs R s S IEA LT H .

SCHRL66 T2 th 6 11 2 2 36 14 41 U ) B2 2% Kol
B T2 22 K U 0 R B8 R
SR 67 T4 th 7 B 2 Ko W o -5 20 0 0
I Y 5 W P
sibanms et A DI g e b s e R
X L AN I R e Bt Ty 25 o -
AR T % S B R4S TEE"JWJ?C%E’&ﬁ SCHRC124 T BORL H 7 Al F 38 X 4 8 8 W 10 B TR
pribepAate BRI R R P B T K0 W45 S 51 A 1 6 U B £ .
frfe % hit. SCHRL 125 8 P 9 R 488 10 W P B 0
T A 0 KL W 54
g ML R R T A AL B T

55 A 7 B S A T T 4R A 20 SR Al A A 2
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e i 2021 4

(& F)

Jiik i A

TR BCR

81 i1 ) 5% T8 1) 37 5% W PR P RCR

A 1A BE 5 9K 52

ZE RN o 3 PR LK
P AT AR TR A o 4
VEN 2T E T
TR 2 47 3T B AR
S DR R B0 H0 B R AT £
P FHL

He AT i) 22 5 A IE
Ao PR HE AR
BRI 45 2R L T 7
SEUEALA 2L H iR
PRAIE AE 3L = 45 I 25
SRS TROR 22 it 52
AL BEHIE L.

NIt SCHRL107 T4 1 P AR IE T [l 25 2 7 AR G & 4 1Y

7 58 2K S =5 5 DR 2 B0 R B  45 2R o A A AR

18Ik Mg g ERPRRTISSE G e K e S RO BT A B U 0 B K

BEAS P 0 B R R
BEAT 4 4L OF S s
e PR A0 B 4 4L AR
TR RS W 1) Jim o
R 260 0 41 0 2 45 AT 3R
7 IFRIER A %4 R
A7 3 T A 3 T
8 1) AT D i A

DR £ 3 DL S PR O e L e
ek g e VR g S o 5t o i R 23— A 0
BB R AR ER

7 28 5008 7 A

7 % It 5 28 14 40 B

o o 2 B

I M GO

1 1t 335 P 41

o

LA 0 0 519

78 J T 58 SC5R W JaR A #Y
T Iy 58 . A AE I
ST PR R B H 4 R SR
W 3 H AT 55 =07 N
o Y B AU A o ) O A
A5 Z 8 5y A B AT
KB By e A E
SCRG SR Bk AT LA fii
XA L

ST 8 P 1 7 75 D
.

X in % A PR % A
BT R R BOm S IS A AR A AL B 5 5 IR 55 R AR AN B A A
B2 KL BE R U )

SCHRL126 192 A7 2% B S i B AA DR 37 5 S vk s
W73 %7 ks (B L R B BT A A AT AR

Al B R F A B0 X o %5 Y PR 2 54 AAT B R
Kl KA B SRR 2 5 05 AT L3RS R
R

4o 2.4 FETRSORT N Ak D B AL fR 4
(1) HE8
WE 19 ff 7 AW 0% (Fuzzy Encryption) "
WAL AR (ks s b S8 R LS TF (0L T
T ke R AR FAEXI AR I %5 R % Sk
HHTR) A R ife 255 o 1% 224 7 2 2 &l D ey 22 Ti) 1 L
PEES d () s k) /NTFTUE CHIBIE ¢ B A BB 2. 4n
SRt 25 B RN R 22 18D B DU BE /N T 2 D A
) I 2 b L 7 T gt AR . B, AN R T DL 5 R
AT A A A A B T 2 BH ok A 35 4% 3 O L
IS H AV VAT HL A SR RS AR 5 SR B
A DA AN T 8 AT AT A5 5 00 15 00 T ARG 3 33t 4% 3 0
175 4t A TG 35 4% 305 2 B AR AS 23 3R AR A] {5 2.
[}
]
[
]

d(ky, k)<t

251

figt

m

d(k), k>t

ﬁ{r{

2

ESL

K19 M

(2) H PR 20 25040 v A 5 BGIE

e T U R R 48 5 ) ) 3845 F 5 1 22 40
S, He b — A S A5 1L B T U R R L M Bt
1% SR 25 00 2 WA U 7 10502 OAR i A A R 1 ik PR 4 0
it B FLAF A AE BN b O X B XA R AT LA
DUB E 5045 3 2% 0% & ABLTE i 22 2% J& 5 0y I 7 A [

A 0 BERL TR) . A . He %6 42 0 4 1R BE 0%
FE AN T 5 AT ] A5 56 38 PR AL A 80 A0 1 0 I 4 1 3 1R
8 I J7 ¥ %07 W T A O L TR 2 A R AR D R
Tz B4 A R 35 DR 2 BB o AN T R A B
SC s DAL A A A8 1 B O R A A R
B MR PN AME A R R R IR AR 20 L 8 4%
I o DAL ISR 22 4 G DO Al AT A DG 1Y 7 WS A G 7R
T Bsf 4 e S5 DR 2R AL 1 1, O 8 R 3] O S8 AT
DA 1 5 J8 0 ) 2 e 1 {15 Dy 3R DL Ik 22 )
AR AR B2 D) A 3 D ok B0 SR A 4 BB TR
HooR & M 1 2 8 WA 25 1 3R 7 HapMap
F1 1000 Genomes F& PR 21 ¥4 4 122 A 40036 B L %
2T DU 52— AR AR 38t 1% 00 &R L O HL AT AAE R
PR RA Y TRl R 5 5 = AR 2R — AR YOG &R
WEFEXLRECH FEHR G ETE S ENE
=7 TG R AT 5 o S 06 R A L 1 L
SCHRL128 1 Jmy BR M R SE il 2 MY 3 UL AZ S

RETEIZ 7 W bl L A6 R 0 28 )8 v WL e A2 RO
wnE N5 R A AR R E B R K B
Hormozdiari 58 A4 B A A 1 1 95 A~ 5 4% Y 2
5 — SR A5 R 2 [ 19 X6F R 22 5% 1o F 4 A
AR Z 8] 8t A AR AR S 28T SCHRC 128 TN 7 2%
it rpoRar ) 35 2R % 0GR L T AN 2 R AT o] ) T 38
V2 LA S 1) R PRL2E A R 5 9 FL i A 455 400 0E B AT LA
Rl 2] £ 38 5 ACH I 3, i8N 1000 Genomes J A



7H XA RN ARUE AR e 50T Ik SR IR 1459

2B B R A B R G R B S AR, O JL T
ARSI 5 5ok 6 A~ 4, o FH AL S 1% ik DR 4 4 B ] ) D
KA R 1 SR

28 DI N i S R | ED O T 1 o | s o S
TR RCHIE 1) A BH 00 00 S AR FABH L T AS A0 AR
[vi) F 5 B BR in 2% W] AR Ok S B R o RONER A
[ 42 4 TG B L 3k S AT BR AL DR B 1 2 JE TR i i AR
filt. 3], TR 16 35 A S 2% O AR RO RS I L SCR (128 Jfe
AN A RE 8% 7E AN Mk 82 AT o] A5G Ik DY 26 5 5 A9 17 00
T BLAE A SR R . A T ) A 5 DL A S A gt
FRGEF L SCHERL127 TN e $HiE o 4 I i st 4%
RGO F A 2 e AT ] ) ] 5 e AR A8 S Y
HEHRHAGFL.
42,5 BT I 1) ik DR R RA DR A

(1) s e

Sf Tl 25 hn %% (Honey Encryption)™ R % #
P o AT 7, NTH B 25 1] M BEL R AR T S om, Il
A k€ K 04T %, DL ™ A % 3 c€ CL i
RIEH B & (R k) fif 5% % 3C ¢ WAl LS i 7,
FEARIEB T B m . E L G i, 2 0
TR 1Y) 5 B A % 8 SO G 2 SRR TSR T R L S
i mT DLE ok 2 ) B0k 8 B ¢t AR R B R 00 % .
SR o 76 e I 2 oy o (o R R 10 25 81 A 5 %% S ¢
i 3 AR DA T3] 43 A e, B4 Bt AL SR A 1 8 m s T A IR
7 AN B A 2% ) WOl AR A B SIS i G PR i
I S B S R Bk B E A RIE. S5 S
R DR 2 5000 1) P o o e 4 T B DR 2 B8 1Y
LA HOOE T A B AR T B A T A B
A E I B A .

(2) J R 20 R 30 D00 )y 5 77 i

HE TR AH B0 19 4 A A il B T A L AR
JH 358 1% 5CH I 32 3 fef7 FH 11 4 R A )0 4 %85 4 237l R
R S R) A 55 1 4 AT RE A N G a1 8K
I o AH 7% 18 3 g A% B 1K 0 B0 4 7 i, BV 4 F ik
12> R A I 2% o] 58 3 B0k 8. I, Huang 55
NP e S % 2 ) GenoGuard Sy 4 KK ]
F1%) 6 PR 4 5 Hk 4 it s A Ty i R AP R LA Sy i 4 Rk I
B P AR 28 W AL R DR AIE R T = SO 5 A%
b, G B K PR R 4 A2 S R g R TR A1) AT Al
APk TR A B4R 1 v BE AN 34 5 M 38 A FRR Bk 45 4
TE R AN 0 2% 9 it i1ty 5 DR A1 B0 O A7 il 7
FERE b LA B T R T35 68 ) Bk 5 78 AN IE )
18 % BH T X R PR SO AT il 9% 23 77 A R RV AL )Y 91
B IE G BRI AT A R L IR 2 R B Bk E

R4 A 1A B AR AE 1 B {5 B > GenoGuard 7] By 1k
I P 3 DR R R G Ok B A IR R LSS SR R AL
GenoGuard = & i ] T Ak 55 4 £ 7 48 41k 422 1 1)
T4 98 M55, DL A b A7 A 1 () R IR A BR T B
] DU FH &R 22 4 3 A7 il 18 38 i BE R AL OF A LA
S A Z b DA P TR 2 % O 22 R LA T TR
AR 52 BRI AE A 40 A 5 5 1 TH B . 1T GenoGuard
fiff DA ] 285 o 28 R T 38 1% B5HiE I 0 1Y v IR B
SYHEFE A7 1 ()8 AT DAGIE B AR AT ] 25 61 19 1 2% 4
S AE R 4F 81, 3 H GenoGuard $2 4L B
1B 7H B R Mok 115 B BRI 2 e PR IE. 7 3 PR 4 508
fEfe A Z b, & 20 2 5L T 1 % % 1Y GenoGuard
PR ISL P 556 DR A 5000 1) 28 A AP A AR L R R L
A R AR B A 25 00 T v o [ B 3 45 A N % R
D rf ot HEATHET 2w 5 RN, SR 5 5 %5 S0k 3% %)
FEH . fE R R CGROE sl 8 A i SR i
SCAS X HAE AT 2 $5c S o H AT g A DA R AR SR LR
J¥ 5.
(7) BX

(6) R

(8) HET L&A
(9) PEfg

@) W — -
(3) Y P L

(4) FEFOLn= .
1) ETREE, A
Bl 20  GenoGuard Bpi

e T % T R R > R SO S T A ) B B i
INf L 25 2 7 oL R A2 AN IR A B S PRt L e
B O 42 G 3 e 7T % 4R ‘B R B 19 A A R A
17T 7 A6 Ak PR 8040 Oy o s ik D) 7R 0 40 32 4B 1 b
AORA 2 IR e B N 3 SR AL By 11 2 0 i o
8 7 1 Ao LA PR A B 5 v B RR R A (L. T [
B TR 20 9 A ik SCHRC129 ] 42 Y GenoGuard
SR R PR 2 B A A I PR AP, RO 3T SRR ) TR
%) Aot 5 TEAS TR 1 25 B T X B PR 4% S AT i 2 1Y
B P ARG i E AT 2 W] A5 1.
4.2.6 LT SGX 3L P BaAL f 4

(1) SGX

SGX(Software Guard Extension) i 1o 2¢ 4 hifi
A TR A AR 25 G R 2805 90 U B (R AT AT 42 420
BT SGX A i B R B % 4 X 3 (Secure
Enclave) , DA R UE S0 1Y 50 B 1 R0 BL 35 P L O 58
POV FE R RO - 3 115 SGX & Intel 4b 2
KRR L2y . nE 21 frR 5T SGX 11
FHFEFF o B s 45 3 A AT 1 2 e 55 3R A1 g -2z 4
DX ZE . 4G B A 38 0 G R UE ] (Remote
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Attestation) it FEEE AN AT {5 CSP R4 1 %2 42 X 8.
SRIG B 35 A AT DL 22 4 M ks Biodi B 4% 2 CSP.
1E SGX v, it A fife %% 1) F % 2 RE d1 B AU U7 0]
FAACHS WAL T 22 42 DX A B SCHRF 1 5 ) 42
FRBEOR EAC A FECHE AN BE B 22 4 IX 0 2 S 3R A U
) B A . SGX i i i 1 20 /Y 22 4 e mT LA AR
TR ZREE. BN, 32T SGX AR 1) %2 4 B 1 HE 42
P20 B 53 A 2 A [) K il 8 27 UL 9 38 1 B4 1
eI B UE PR AL 2 B0 355 & A0 4 XA
LIRS T R S R e R Y R W B
R I AR Ak 3 DX e A o S B iR s T 4 R
DLW S 50 B B 9K 05 % A A BOHEAT 4L B DA
[F) s 2 DX AT KA SNP B $5 58 87 19 22 )R BA
B XN B BT A B AR AR it SGX R I i Jim A% 4
{14 77 20K 45 R 114 155 L AL %5

SERPET.

| gmmpas |l Emem b wexm |
CSP
| s ] Bl |
[ ZERKH

|
| BERSE | Balchlas e

Bl 21 SGX

(2) FE R AL 55080 T 1 45 -4

FEREH 1A 548 2, Mandal 58 A" i Intel
SGX 4 5 S F 1) L B RL ) S 28 30 1 2 R 4 A 5 4
KEE EER UL, % & 2017 4F iDash BRAA 5 %
£ W iF 4 (iDash Privacy and Security Workshop
2017) SEHERYES 2 A T B 45 BV 0 3 23 £
Bl R BA S Gt 098 = SE BRI R ey
ZARH A AEA & N A7 38 5 (Memory Oblivious) ,
X AT REAE SGX ) 32 5k T N A7 F G2 A 1 A 1 1 i
Mandal 45 e 8 Hb & 103X Fh i s . DL— & i 3808 AR
Hr SR G HE B 0 9 AE B i SE BE. %T
FRL AR NAFBR I L8 1 B H 28R
SEILFY. J E H2 th 3 A9 5 04 9F (Oblivious
Dictionary Merging) i & S FIFL R, HAA 17 p% #
WE .

(3) B N A B Hhs wE 52 5 20

2 GWAS v, 37 28 A [ ok I8 19 %4 I
AR DR 7R G B 2 DA B 35t % 728 R 5 R 2 ) 1Y) %
F o FEPROE LR AR 19 J7 U5 1) 24> 5
LB A7t P AT BIME AT T . T i DA 2 080 1 B

A IR] R AN ) [ 58 22 (8] 55 it i ] 5 2k D)) 2 8 40 3t
ERE ERR AR EOR. Ik, & 22 BTR . Sadat 5§
N R A HESL SAFETY , & Al LA [ 45 i
PRI R AL N A B AR b i e M AT GWAS, Jf
HGI A SGX ()% 2 b R 2144, DAl £ v R00H: B A
PE. Chen 48 AW 2t B&ORL f£ 47 B PR 4 1F HE 28
PRINCESS, i 743 87 73 A5 72 A [5] I 19 2 UL 95 9
L 8. PRINCESS F| ] SGX A f# 4 i 47 7] ¢
M5 5 4% 48 i [ By 4 B B8 A 6] . PRINCESS
PRGN ) B DNA 9 31 0 42 b T B0 0 A
FEAE F AES-GCM in %5 1 804 b AT 28 42 43 1 X
TEEE DTt 2 DR 4 e e £ 2L A BORRITE .y 1 42
HEA SR PR B AR A DX 2 O3 B TE S AT AR B B 3
Berh, Kockan 48 AW 3 4 42 X3 5 4 i 1Y) 52 &
1% (Sketching Algorithm) , X} 2 A4~ HLAY B 55 K 26
s ok DA AR AR 2 A B0l P AT B
S AT AN B TS AE SR 5 Al ] T A R A R
71 DR 20 B8 43 A B HOR S [ i AE 2R R ] SGX 3
FF 022 4 DX I L i2oE 22 4 8T I B0 45+ ] DA
T A A D T T AT BR N A LA IZHE SR RE 6S
PR A b 0 ] 4 E 1 SNP AR 5 5
THAH G B 2% SNP, 3R W58 oF SGX Xf K& [ 41 I 2%
HEAT 2 A R B A DR AP S AT AT

[55A Sfe—>] Pl 5 2 (SGXO [ | Bty #1 o] BudlisE1 |
3 4 PGSR H i
HYIR t———~ﬁﬁ%ﬁﬁ%nkﬁﬁ%ﬁn

A9 s g 20 $

Kl 22 SAFETY BIRIE R L5

(4 ) e DR 20 s 426 1 17 1 2% 3 R 55

DNA U Py £ A 1) 25 fie 2E R R 2 22 A o 3 PR
¥ W 55 A 1k 2 9y B S A 5 U i B )2 L AR
BRI 22 4 TR 8 22 1A R P 2 7 5 Ak B A R R
LB PR, Chen 58 N AL T SGX 122 42
M, 3 R A I HE 28 PRESAGE. 122 HE 22 1) F % F%
BT R/ 58 R A A B UE R 55 B
B QN7 U € 1 DX e R I TN S o T i~ N
15 25 R 2 4 e R A DR A a0 R0 2 4t 5 — i i v
e

TE# 15 v, SGX W] DL AT T 5 A 20 % I e 5
F7-Aif BIE TS5 20 A LR T 1R 2% IR 55 1 e AR
AR i 2o 8 ] SGX i s K PR 2H Hi 4 42 42 1 e AL
PRI SR RTAT IR R SGX 2 40 A 1155 fE
oK g3 A 5 DN A B A A T B e 55 M R 2 BE




7H

X1

A SRR R AA R I G 5 7 IR 4R IR

1461

F15 ETSCXHWERAHFELLMEFARE

ik 5 T aCR T 1) Y 5 T 6] b 5 1 4 BT
1SGX B Inte g SCXAVFRNEIFAECPU SCHkC 131 T4 I SGX A4 2 5 FH A L B RAFY
o e WE Ry K s EVERR o s gk,
Xy DL e e VR e 7t
#0s p Ao g IR A = S— S R
A, B SGX 5 2 7 - £J$‘ ,\j:‘ H: N MG [ Br A 1 5 I iﬁ([zljﬁﬁ PRINCESS 4‘]%_*7%}}14'%*[\1%
S6x W3 B T 0 SOX g DCRMEVIFIR R0 b R A A5 LA 4 0 0
SRR AR T o D OB I (133 4t I T % 4 K B a%
LD A G Py POPRBEIRSR 5 4 X ) SCHRL 1834 h 95T % 4 X 3k ) 14 400
Gt (v gapy P RORCE R MR MBTEEESI TR A F ) LT
e RO R K SR AP LD LA BT R B)R GWAS)
AR DA R 20 O 4B L2,
e o _ WHERBE R SCRRC132142 th i A HE4E SAFETY JH T 6
BESIE AT ESE! Il 14 GWAS 3B % 2 AT GWAS B9%iH Kl
MFmE W4 12 EIE
Brss Fkl2 M3 12
SGX ;{Tﬁi%ffgz(ﬂﬁ Xﬁ’juﬁ iﬁﬁ?%ﬁiﬁ SCHRC 130 14 s 35 P 400 036 45 HE % PRES-
Fodsgse ) WIRATREL GO vt A R RET g AGE TR A A 2 o 4 A 2 P ALK
w2 HG)=HG) B HC - ALRTREE . P3P 2 A TESMELTE L A B 8 B
g WS AL R EE R AR R0 A (A T
A R 19 7T R HE AR
W ER % 14 il % 14

4.2.7 S BRALR Y B RS 2 TR LU A A

St R T 5 A B T S R o R A A bR, B o
FRANE T 32 592 B X 40 300 I 7 5 774l L 3k
IR AR DR 3 DI AL B 0L P R 4 A R AR .
454 R FR Jin 2 F0GR E in % BT LA S B 3 DR A B B A
it KL AL FE Y 2 SRR FABR . A3, X F R H
L0 A e 4 1) 3k R 2 B0 & 58 P X R i 288 A7 7 %% 41
I T A L DR f4 ) AL DR b L AT LA AR AR o
R HEAT R B YRR 5 A X AR n 2 R A X AR O 2% S B
R DR 20 B0 1 22 4 R R RA B B o Al AR o A B
A0 B R 454 n] LS B D 4 808 3L = 19 22 4 A
BRAAPRA . i 2 45 5 R b B R R T
W R — R — L DL RSSO E 4 R
2 \Merkle W 75 16 45 25 A% R AT DA SE B [N 41 508
FEA# 10 7 A e 4. R T 25 4 I Iy i AT LA S B R
BRI 58 5 43 b B 2 A R BRORA R 4. 7 3 TR ARG
e 38 5 2 8 eR B0 4 AT DSBS PR I 2
FECE ARG I L 5 1 4 2 R 2% 5% R A T R Y B
FOBRYT. A2, B (i 3 B 2 A 4 R AN T kAT 5
DR 4L 5000 2 97 IR 55 B9 26 4 T B R B ORA DR .

YA AN R 45 B A SE D ALB0E 1 B
o &0 RIS R Wik, kT4 eX
J5 VEEE AT DL S B D A B0 0T 5% 5 4 A L R T RS
55 IR 0 B T ) 9 B R S5 0L R ) 2 4 R
BRI 7255 AU BRI 98 S5 40 b7 b 3 TR B H
T DA S B DR A B 0 5 = e B B
PR 41 BOHE 4 1 22 4> GWAS AT R 0 i e F 5% 1
A TR ALY S LA A B A8 38 2 ) I BRFA DR . fif
FHA 25 52 S IR HIBE GWAS 928 2 Fl R FA LR 4.

FE B A 1 T 5 M5 b IR TR & AL i S R
T2 AL %0 P R % e B RAR . R, e 4
2 7 T B A AR T RGE (T B B .

117 ) 25 Jom 2% 0] DA 8 SR AT T A R T kAT
S A= A5 . BRI TR s Tz 3 1R 4 4k
FE 5170k I 5 IR AR L DL TR R Y 2 4 R R AL R
e Ah A RSN  — R — % O BOAUERS AR
283 T L S ER R DR A RO AT A I Ok A R A 4
G IR 2SN Al B A e A AR Y I S A S s
118 35 R 2 KA Ak B 4 R R RA B . DA TS
PR A A RN & A% B RT DL SE B DNA 48R 1
AR AL CR T . (5 AR 5 Jn %% mT LS 30 3 DR 4 K
P FE AT 5 A 2 4 0 EORL AR L e R YR O R S S
TR DR 20 B0 10 48 4 A0, 5 5 R B R N o S B R
W5 5 ARG I Y B AL AR AP 45 R A5 45 44 FLR 4 4%
20 2 B 55 R S5 A i o 5 DR A SR R A
25 S 0 R A PR AR]853 k. R R T R M 0 R S
T wT LA S 0 LA B 1) AR R D 1) 45 A0 g
S A ARG T 1) B RO 4. AN 3 A ) 25 4% g 154
O % BE VR TN 4 18 S AR 3 DR AL BOHE 43 A
i) = 7 32 Wi FG 7 DR L TR 285 2% AS R F 36 4L
s BT IR 55 vh S2 B A MR AL R 3.

G Ab AR 3% ] LS BEIE KNS B 24
PAE 5 T ik PR 4 0 vk A S BB v st A SR % G
FRKG T ) 2 4 B ORA PR B e R N 4 8 P AS DE B A
B A 2 R R DA B SO IE A Y B
SC, PR AT DA B 1k 25 %6 Moy, B T 35 9 AL 80N A7 6%
YRR B AR TR SGX T 48 4 X 30T DA s 3K
HPRATATATT 15, DA b 35 R A 00 0y 5 A
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fitt IR SE 5 43 A L L 1D ) 3 2 S5 TR A B
AR A6 5L R 4180 7 5 A4 BT SGX 5
PRI PR AR 4 2R 1) 2 A T BR AL DR . A ik DR AL B d
WF9E 540 M b (8 SGX 52 PR B & 1 55 UL B0 43
Bt U ) 3 DX A 8500 o0 BT 1 e S MR FA R 4. 25 &
SGX F[E 25 %% ] LASE BB IR 3R B o GWAS 194
MR R ORI AR A I A RS S
SGX W FR N %5 B2 44 B/ 58 55 G A AT 20N
AF A ST B PR A 0 1) 22 4 R B AL DR AP

4.3 ETEZNEEALHERARR

FEAUBBE 1 B R DR AP b, B LS
T i LML HIG 7 5B AR AT E 58 = 5 AR
THOLT % )5 AR5 B S0 S 8UBIR IR P AR 2.
WA TF 5 52 A B R T A O 5 S % 8 2 O7 V5 R R
B, AE B S ik I R R R R — P
A3 AT AR o s B 22 K A B (R RE R R R T R
I7 B X B DR 2 B0 1 PR 43 BT T BE 44 7 Tkl
SURERVQIRPR A O T E o IR NIRRT N
S FEGEIR MR )L Ry B, B 44 7 ik BT TR
AR TR A 540 1 B RD DR AP T TR A 2 S I
Z R SR T s B T AL B B AL R B i 2
HTAE.

(D E#

k-V& %, (k-Anonymity) %2 3K 48 4 45 4510 5%
5D k—1 ZFHAbC 5% H A A 0 #EAR I (Quasi-
Identifier) Jg P4 (8" o H b bR SR AT 2 S 90 A 1A £
B —AE . k- B 48 35 T AR LR M 1 A 1Ak
Fz 2R L 0 90 5% P BE SR BRI S 1/ ks T L] D) B Ak
S0y 5% S8 k AR ALY B AL DR AP R EE L T i AR
WRAMERBGE. BT Wik k-1E24, 1 BN AR
PRI 2 S

EX 1. YERRRRF. R T(A LA, AD R
THER.T MUMERS R R AR R R S
(AL A, ADCT(AL LA, A,

EX 2 kEA K TALA - A)ET
HR.Qlr G Z KRBKMEAR RS, T Wi 2 - EAY
HACYX F N ER IR QIe Q. TLQIIH{H Y
2/0H B kK.

B0 o o i T A 5 IR 0 R AT 2- 44 12 A h T
WA T 65 W ) i e W R DR T E AT 3-BE 4412
A W WE TR o TR MR A T R NE R — 2P 2-EE R
P A AZ AT IR » LA LBl 3 1T LA 5- B8 4437 1k 4% 1 TR
it k- B4 AN RE B AR T8 P B 0 O e BRRA R
PO - %2 BE P (& Diversity) ¥ 88 1, Bk B0 46

TR EAAE DA E ¢ AEUR)EEE . -3
1 (2- Closeness) J& 75 — i (R 97 B4l 4 52 Jm 1 1 5%
Wi i B AL DR PP R 5 7E BR ) B 44 20 v U s
L A8 ABE 25 0 A1 R A K80 4R b R R P R AR 0
Aii 2Z 18] (4 BF S L B 11 B0l 2 2 2] 58 T K 48 p A ]
IR A A ORI P A5 B k- BE 44 T - Z A
HRAS SCHFTE AR A B J5 2108 A SRR s S (5 - A
AP Gn-Invariance) 43 R4 H R il 5580 & A f00U8CHE 19
I R Yl 28 DR

(2) J& PR 55080 I P 5 17t

T RE S TE A5 HE AR B 1 B 0T 40 A AR
I+ TSRO0 R PR 2 A O B A DR S b R R
J 2 AR A i TR A 5000 o o A T B T HLAR 2 5 i
AT IO 14 B A T B 1) . 72 — AR o, B
ot B 24 BOHE B 7 ) R TR 3 A R A B A ik
i MUK T AL 38 T 38 DNA AR Jy &l 7 i 4R 75
9 T 9 ke BN 2R 98 0 B B0 B P ZHREAS
T2 Loka % NP7 Prilive, fEM T HLIZ 150 H
S NI B KA | i T ot S B IR 2 ) e e R e
BaAA PR DL N 38 e 91 0% 5 8 FT LA TE 56 42 7 A
ZH ARG AN RS B XA B TR ST R ) B DR A
PR s HOE T 808 O 47 LA B IR 35 JL T AN T 3
JE IR FEAT HE— 25 3 A 09 10 A R A 2 D I R A
T BERE TE A5 T WF 58X G B AL B 1 O T 23 B Bk
s WA S DA B 2 R TR 2 B v s R bR R B
735 I Lin % M 857 % 46 (Binning) £
JE A 53 SO AE ) 3 > 1A 3 IR IS R R A 5 5
o R B I A ] SOR FEAT AR AR L LA ]
DA 25040 2 A 3 AN ] 10K B2 20 1) o O T A 1 R
JIN R A2 ) B FA RS A 6 R P 22 () 0 AL AR Ok B 2
AAEEE DNA JF 51 19 B Al A7 7053 BT X 4 ax
BEFE 5] B %) WL A B 43 B ™ IR A Bk A e e R
AR DNA AL 4B DNA R IE A4 14 B 1 S
By Btk 3= A DNAFe 71 4 I8 /9 0 5 5 AE . T2
Malin" " 3L F k- 44 42 Hh AR5 2 AR 1 DNA £ dis
A &G E 405 )7 DNALA (DNA Lattice
Anonymization) . {ff ] 1% J7 1 A A] B WL %€ 51 1 fif #4
— DB FANIE R k— 1 A HARIC 7 X 73 TF ok 1)
FRAE o folf R &0 Al A R Wt 2 50 A% IR DX 4l rp 7
AL 2 (8] R BE B L O P A R R 4 A e AR LAY iz Ak
MEA& 1) i R 0 5 I #2208 DNALA Jy 12
VPR AL 50X 8 22 1R 1 91 6 2Z 8] dx /)y
BB 10 4 O o R A A L A 92 Ak 7R BT A K
DNA B4 PR I 5 Wb 250 18 24 1 B 44 P DR IR £ A BE



7H XA RN ARUE AR e 50T Ik SR IR 1463

5 ARG DNALA J& DNA 7 41 & 44 46 19 1 )
J5 ¥k SR T B A T ARG I 1) 22 17 3 B Ok FIRORS B2 20
RRE I H DNALA RJE7E R B ik, S 50 1%
Bl BT B, TS RE DR 25 R, e Li AR A Bl
H#E DNALA J5 vk i i 554 22 17 9 L X o 42 Jm) XU
1) R LA 48 st (8] L 9 B3t B B KA UE it (Maxi-
mum Weight Matching, MWM) 5 Fl 7 2k & vk 4H
BCHIR & B R EE A2 DNALA Hhilt 7 MWM (5
12 L 500 R B A 1 EL A AR [R] A I ) 5 2% 2
ft B A R H AR B T B R Y BB B e T LA S
RSB RS 1) 26 ) B 24 IE 50, B SR DAl 2 97 LAY
PLAR AR PR Y B 2 I =2 5 e 54 L B4 0 2 A5 A i/
PRI AH I ) 8 5 A A A0 B TR A B 4 ARl IR
B 1) BOR AT B8 23 % WO i AR E B 1 RE A
AL PR 3, T2 3 T k-FE 4% Heatherly 45
NP R S R A MR A B 4% R I T RE
TE AT GE WY 8GR A% 16 T 20 0 I DR Bk, R R A 1Y
PR AT B AS I > e 45 ik PR 2 50040 A A S8 A A 1Ak
e oK ARz N L O BRI 2R B AE S LB
JErp Sk RS 58 1 B ) 18 X SR i b e B
2 AHA AR I SRR A3 9K AT A I8 ok
Hoh o 2 o2 26 )8 C &R L O ik Kale 58 AN B
5 PR R AE AR R S 45 60 BE R T 2 R BOR R B
AOUHE & 1Y IR AR AR K] 23 v B2 H s R PR 2 3l A1) P 3
SERSCHE 1) [ I DR AP 05 S B A B 32 T XU 1Y) O 1k
7 F G U I /N FR S 114 ik DR A B L DA B
B S 5 RSN B B P b 2 R A B L
B AL S 0 A TR) R, A 32 1) e SR R Y £
i E B AL BRI A9 29 R S /B LR K BE R R AN
Bl . WF T 2 R W [ s G AL B R L ) B
o3 HOR B B AN 0w XURS: Sk 50k B A R
o R BSCHIE 3 2 A e A s GREE B ) B 3K IR
W R XU 7K - 0 2 = B 4k 1) 8T A AR R . H i
%) 2 R 2 B840 B A R 7 RO T 25 A IR AT B L o
B AL PR AP 55 B0 ROH] A & R B B AR 2 i 2
Erlich % AN A5 AT et 3 AR Sk il i 58 A
2 5 5 #0758 5 3d o 51 A3 B ) 3 1R
Find_family ()

Bl e
y HRR | ]

8 g_; 83 8 g,',, ?_.
] f
o
g
Ealb e
SN
O\E[I O&D ‘ 2. FSNP)
£ e .

WS
[ 23 CRJR B BRI AE SN

AT o0 588 ) 48 8 A A R A R A A = A S0 £
T e DA 20 e AF 7 F) £ A » O A 3 1Y 7 A T
JEE DU LTl b A HE S 5 i LA AT R O A E 2R B 1
YRS i R T 5 (o AL B AL S e S S AR B
e g L UE 5.

(3) J R Bl 3t == 5 R 4

T 5 R A R 3L 5, O T S B R PR 9 A K
A A5 i S BRORA DRI LR 2 A DX TR) A D i e
A Je BLAE A i 1 R AT LI G 1 24 Ca) op ) g ol
A AR S A DT ofe P — i s R R B A DU 2 A i o A
FAT BORD B3 et 385 G0 11 i 36 0 A1 11 48R 25 4 T
A BUE SOl # R A e R Pr X, I I S A 5 3R
5 v Wl A A R PriX =alY=y]
AW A L H R R
PrlX,=a,Y=y]

PrlY=y]
PIE S 9 7 A BB DR 37 T S A A B i i, A 1] 24
(b) 1 Kusano 45 N0HE kA7 X A A i il il AS S
i AL S SCZALHI ey M. R—1, Mo T2 % 4k
F S5 01X A 8 5 ok 2 8 P A A B8 BT R
ST UG 5% F AR I8 1R 1 )5 56 o0 A HL MOEA
AN EAE T, AL MR Sl e
AT An i A M P9 D 38 (L 1 8 I R R A — € K 1Y
B TR AR B ALY SR L AL M T LR A
5 FL S ) R DG DX 18] AN L BLR TR A AR
d MR Horp d ol AR RS

[EY RPN ER RN
[Pr[X,[Y=0.86""-, £ 1-Pr[ X ]|

Pr[ X, =a|Y=y]=

(1) KI%FBA,
SNP#f

(2) A 5)
AT

y
0.8642-+

"3 AT
P
() FfsHOR AT

(1) Ki%BA,
SNP##fz

BaAAg N\t = 10
[P X, [Y€[0.8,0.9]]—Pr X, ]|

(b) BAX A At
Bl 24 ToAe sk AR FIX ) R A

SCHRL70 175 R B A~ bR KA DX 1] 42 A T 22 A4 bR
SACH DX T8] A A1 38 S S B I P BT A 8 9 B R X
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Hl

e i 2021 4

JUF R UL 1 Ty et . FE X Rl G 00 i AL i 75 2L
iy R R B R R AR SR e I M i A ) S
LU 35 P DX (8] & A [ 3851 IR 375 2

(4 ik PR 21 50908 4 T 1) 3 9% 34 R 55

LA 6 T B 2 1A 3 DR ARG T 6 A BB T R
T B CHEEEA I N T R B 2E I A Tk
R R 22 ) N TE W 4% b A A AT Y R PR A R HE L A
s DAt AT 1) B S B 3 B A ). SR 3 AN AN S B At
1A C A BRRAE R o 2 1 il A] 53% J 11 Be RA T 25
BRI s 5 R 0 3 R 2 g A DG, — S8 B il b3 m)
AE X 325 2 AT ] R B 1 2 PR A i . 1A 0 - Humbert
S NPT g R AL R RO SRR RA A B ) A
SEVE I A SG ) SNP AR S 2R, i [ 25 B 7R 2 5
I B AR P HEZL. 5 RSN SNP 43 k3L
FEER UL SNP (45 B . 7 H SNP #H B SCHK. It
Hb AR SNP 78 B= 2 0 58 T A AN W) 9 A 3 L O HOXF
AR B SRR AR B R [A]. Humbert 28 A3 IR VB HL
il s 32 ML AR 8 4 A D Ak R0 RE 5 T ARE 7R R I 1E 2
FH N5 2 BRFABESR , A 5 R BIR J3E H J% #5 0F 98 30

[ Fsf £ 47 A A T Jo 114 e D) 20 0 it B B A G 5 ol
WY AP0 L LASE AL B SNP 22 [ 9 AH 5GP
1 A A S 24 TR TR) AL L A i R BIR BE 1
DR AHLATE S o 16 2 58 T % 11 B R PR A

FERam || EEm || RERRm || 0%
i i el || 200
N RN T BRSO | ><E D>
Epial Ll \
SR | paR Rl RESAA M o

FIR T

L

B 25  FE DR 41 BB RAfR BrAE 22

B A TJ5 I W R R ORI RCR S T ) 35
PRIVCR 3 16 X BE A B FA DR 37 (19 s 4 T ik b AT |
B P A% Tl B 44 7 s AT L S B DR 0
A7 IR SR CH IR R 2 RS R
FADRT . AN o B 24 05 36 B T % 1 B e SCRE
AL TE ] B L PR 4 A0CR . 5 3 B e i [N O
it 2 {0 1 TP A Tk 5 B 3 AT 2 M08 Y
TAPR .

* 16 BEEARERMARPPNERFELER

Ik oy R W5 R T 55 0 10 7 R R
TEW Y BLIZ 170 F1 S0 BR GO R % 4 52 B i a5 L N
e R UT R AT BRI R I S gl T st
R ESNE S SRR R R TIURE K Ry RTINS g
= D SO 50 0 W R 0B R 20 < 7 £ 0 A o g e
10 (R AL, R
g
om0 8 AR AL CH SCHRCT38 T3 i 2232 1 9
b e SRR e AUHCOR P 5 X 5
bR R e g 5 LR S R PRI e b 200 s
IR T T it S I R 1 4P A BB
PR T4 . I ZHER 2 i f L
IR 1 4 0.
SCHRL139 T4t 2 T k-1 24 1
DNALA J7 3% » ¥ J % i 1 {3
DNA 81 GEA-FK 9 DNA ¥ 51 5 54 Bl
% A 0 HCHR B 55— A T R
9152 40 o AR B .
SCHR[140 ]k i# A~ & DNA J7
PRI 4 AR M2 TR LA 2 T Ao DUH Ak DNALAEIEE
A PN ZERERTAL, ARSI - R [ R R sl T
ST ICHETHIN 932 1. S5 I A . R L B o FIE T Ji K %
BUIC e 7 2 0 B R A
A T 1 R
SCHRL 141 220 3 5% FF 06 8 i
SEIRAURCHE T 44 O 1 1 B 6
fE ATREI BT O 4
I R 5% et
LT g M0 BRNE] A 90 e  F  pk s
TEWRZ) SOV 2 (MO I oh A sl S AT 6 T 8 O 1 £ ST
SCFHR SURIR . OF LR SR, R IE R (B TG R e
FEEF DRSO WAL LA (3 AT L H A A b ey s
A R O TR BV R AN B B R S O T LR ’4%7 A
KR R R A, W R BB GR 2 e LB R E KA A 4R
o Ja R TR L i 8, i O R AR R AR
MRS R BT Y g BFT  SeH R L B I 9 K ) bl Mol
BEPI R ATROME I (A2 X R 6 R AR o B £ R R
SCHCRE ek RE A S (LR LA S R o A BT 58 A ERAABRE.

TEEINT R K R I 2 HA S ).

L FHTE AR Y H AR




7 X VA 5RO R RA R B B S O IR SRR 1465
T
Ik A PR EEE 5 5 R R T
AT R 2 W BF R B
BURE A 0 B AER R E0E  JAE 3 U LA £ 9 B 5 A X e s
TG E AV E S SHLE R AT e e R IE b A
. 1525 1)t d AUV EE SR MORURRAT N b g oo e B R SR 0T F52800 ARS8 A
TEEERON  RIFIEA SIS B IE B0 bufs (b oy L SRR TEIBIEUTIEEUA - BT L
SRR M R S R BRI R L e e i =
SEEEATEM A RGBT, AT O FAE TR R AT N s TR ' o
0 5 4.
L A4 B LS (9 X
) T 2 TS ik o R 240 A R . » e g
K14 AR S B BON DR AR R R T o (O RGeS
> i 7 b o . o g 2 S s N %gﬂﬁ% "Zi%ﬁ@‘ﬂﬁ%!ﬂiutﬂﬂi’glﬂ' ‘)&‘lfﬁﬂﬁﬁﬂ“,
RATKE RN AR L g e st sy VAR B BOAESIEOEE. S
SRR BRAAZ R T DR B A T RERE B AR E X ) e ﬁﬁé% e AR oy
U ORI I AR R S LI :
BB %A 47 T 1
e T ADRCNE 10 B PR BE 49 4108 B 5 TF L T s 16 A TF
WA AL O M A B BFIC . I 0 SR oA e e ILBERE i g
WARBLE  SNPRRKRUEM AR R AR b e empn  AUERIERET T IE sap e g
FI TR 457 F1 R0 S 996 S0CIE B9 SN, ) B 2 K s it S
PR 25 44y 4 EL R B K AL . AR R B
4.4 ETEZEHSBRANERALBIERTARP NI EEES.
BB SR A R B 44 07 1k AT DA S BB 1) B RA PR EE L S4B R M. X >R (e,0)-

P A AN RE AT BR A PR 3P RIOCR AT ™ s 1 B E e
G X T W 0 i B A T A R e R 22
OB AR L TR T A 8 25 B RA I S R L S
IRALH . LA K B w22 23 B RL T 2k B 20 B0 B R Ok
IO TAE.

(D) 2257 A

TEASCH X 3R e A vl Be E0 40 122 1 s 1Y
A o FORZ BRI R B . B R SRID SR
B = (x1s20 5 s EX S HP REN, 2, Ex
SERRE « W5 1 SRIC TR (TR, BUREE « F
y BA R RN IF HLBR T 3 58008 10 5% A At 5
SR A 28000 P Ty 2R 3 B . TR e, 4
TR o My (DU IR d (s y) =1, 22T 400E
B R S, 255y R ARM I 8 LSS AL an T
HAEEHLALH M i 4 25 8] 7R i Range (MD.

EX 3. 225rBafh. WARX T Frfs S S Range(MD,
. yEX L H d(x,y)=1.ff15

P(M(x)€eS)<eP(M(y) € S)+5,

BB 2K T Az 8] Xy BEALAL S M J2 (e, 0)- 227
Fafh. AR 0=0,J84 M j& (e, 0)- 2257 Fa Fh.

72 03 B AN S7 TAT A A A 02 1 A AR T B0 R
e DT R TIE e 7 A 76 P9 5040 A 55 T R Y. AR A 22 43
BRAARY 28 3L X5 T i A 4B UT s e« F y o BEHLAL
M DL ED 1 =8 MBER L e- 250 A, 250 A A
AR A D £ 45 G Ak B (Post-Processing) |
BEAH 2 A (Group Privacy) #1731 4H 4 (Sequential
Composition) , LA & B A 34741 A (Parallel Compo-
sition) " MR T AEAR B SC I JE 828 4 £F 5 R 3

Zor kM, H f:R—>R BT ERENLBLGL IE 4 fo M.
X'—>R' & (e,0)-Z 0 EAL.

B 2. AT WRM WL (e.0)- 250k
BT SCRange(M) 2, y€ X', H d(x,y) =
¢t Afi 15

P(M(x)€eS)<<e“"P(M(y) € S)+te" Vs5,
25 FHEA RN Ry ¢ (BERLHLTER M (re s et 0) -
Z20r B AL, AR 6=0., X THEL K/NH ¢ 1 FEALHL ]
M J(1e.0) - 253 BaFh.

EE3. G WERMEE . 0) -2k
BB AEH M(x) = (M, (x) , M, (x) M, (x))

B (Des0)- 2450,

EE 4. T A IR MO (e, 0) -2 5
Fafh, H o 28 1 o AR R B F 484
A M(x) = (M, (x;), M, Cxy)y oy M, (2,)) &
(max{e, } .0)-E 4 RFL.

TE 22 53 B RABIL ] o o ABE 238 0 A 15 2 Xk 1Y) 4 X
Sy A, X T BB B, [ A Laplace #L#i] . Gaussian
HLH A5 B Laplace AL AT RLSE 30 22 43 B fA. %
T3 2B A R OIL ] AT RS 2 A B AL

B T A b B8 4l 45 B AN AT R A R A T R ), ]
A A Hi A 22 3 B R S5 B0 R RD AR 9 R i b
22037 B AL s R LS AL 40 T

EX 4. AHiA 2250 BFA. TR X T 4F 2 nT Ak
it € Range (VD HAT B W A5 A b1 50, L fH 1

P(M(b,)=p)<<e&P (M(b,)=p)+5,
B2 BEHLAL ] M & ey 0) -4 1k 22 43 B FA. R

el

-\
am
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i 2021 4F

Y,
&

=024 M J2& (e,0) - A i fk 22 /3 B Fb.

Wi L ) 07 s S5 LA A 22 2 B R ) SER Sl Bl
il e K AL N, AT RSB Ce s 0) - AR Ml Ak 25 45 st
FALY Y o=0 B, TR I 2 AR B T L
S (e s 0) - A b AL 22 43 B AL L DU ST BE AL W) Y s, 7T
PASEIR (e 0 0) - AS Ak 2 43 B AL 22 SC B AL e o 7T
PASEHR (e 0) - A AH 22 43 BRRA -

Bhn . £ GWAS i, i g g AP Bl I 2 A5 07 S
PR3, DA R i s 4R 3l e ik F p-1E L SR ) 15 A A
2257 B A GWAS Hidhs i A it % 4> (A B A

(2) B& N A B fls 3 5= 5 R 4k

TEHE DA A B e 5 AR R R AL R WIS v i
TUE A4 T3 A TS R AR W B FA DR P8R L T
H o T Al 2 T B0 46 ) 1 52 3 B AA i 8% 1)
BB U ELA RS B0 B 22 4 B RL O Ak
P ALl B A DR 37 Y BRI BEXE GWAS iy A
PRE YU s L Li 8 N0 5] A B 5y B RAE 28 L 1% AE
B4 5 1E % 5 B FA (Positive Membership Privacy) ,
B 1F Vi i o S 5 4 o HG ) B S A A e A Bl B b
WIRE 71, LA K B B 51 B FA (Negative Membership
Privacy) By 1k B 51 it 8% ZHESE th — R 5 40 4 &
Bl o 3 88 73 A 4 P2 B 0 Y SR L RERS 1 4%
AN [ B 73 A 5 ke S5 91 A T 5% B A » A 6 A P 37 0 8
I S0 Z 1) 4 it B 4 g AR o G2HE 20 4 A1 it B
18 7 15 ok T T 1 B RO ARE & DA kg mT LA S 3 B A 1Y
ROH. X5 B B AL U L 22 70 R A 8 35 52 ey 0 22
ROW . SCERL152 5] A 51 R AAHEZE B Y 2 B 1k B A
HE 38 0 A1 IR S 0 0 VA i o T R AR S 5L B Dy
FERL G R AMME SR T Tramer % AV 58 1 % 18 e
3 A KA AR B B R R I ST B Y 25 0 B
A A [6] 1 B AL 058 T 22 43 B AL AT T 52 B 4% b
Tt P05 14 o8 5 I AR o DT A A PR 37 0 8040 %5 ]
2Z 1) SE A R A I L EE B PP AL AE A R4 G
W5 Al 22 4 B R S F 0 O il i
Laplace M 5] SNP i 0 1 52 5] 20 F8 & %5, I ff
FHELAG e o B B 43 B0 i HOPL i i b 2 Y
SNP, & B AJ A3k 31 555 19 % HT - ] s 76 A1 5C 1Y P iy
IRBE AT SR ORUE B 03 B A, B D ] T BH A5 A 4% 1 5%
PR 20 B3l e =, DR G Woang 45 CH 1 BT I 1% 5 ik
PR 2H K540 1) 753 o TR) I s A2 22 03 B R S 0T R LG
BLREH P 5 4 R, 8 T X R T A 4) L e
TETHBCP I A 75 LA 52 B0 B AL DR 7 BT i A 8 12
HA B i BRI L BB DR 47— E A B AT =R 2
Py & 2 E TS R I P B 8 K 5 R T 22 35 Y B FA TR
R, AL A5 TR R A R bR A A Bl i an ik 22 4

O 5 DR B 2% | (0] U9 R 0, 25 43 B RA J ¥ AT LA G 2o 42 41t
A 7 BRFA PR3P K AR 3 [ A (H AR R AR K
b P % R o BT A 25 S L IR L Simmons 2
T 9% 16 AN 40 9k 22 4 B R o i 1k A 1 DL T E B A
SNP 1 Y2 45 A7 e PR 32 S i Laplace WS G
i K B /NPl i 5 UL gE T R B R AT e AR SRR
% (Markov Chain Monte Carlo) $ AR AH45 4 3k S2 31
B R DR AP 10 55 IR 4 B 4l 2 == SNP 3% 8 A - fiy
B BURH M BRFAME Bl EE . A S & SNP % 81
RSP 5 R A 7 26 Hp R i AR N i 22 4y
B RAIL Tl %oF 35 R 2 %5 B F 47 B AL 4K 3l . DAt 52 3
HE DR A B0 A e = B BR AL DR AP IR AL ] D) S B SNP
AN PR 4 B8 B RA 5 8 B AR Ik
SNP # 8V T 0 58 N 22 7 R AR wiF o o A
e AR . #E— 20 7F CHR T 91 R %5 &5 B SNP %
LA S i, 38 33 A5 HE 1k M 22 (Normalized Entropy
Difference) &1 55 i SNP & 8 AS 7, {# F] Pearson
HH & FR B0 8 7 B0 22 6] 1 S G L L 2 0T 3
22 5 E RA S 30 A PR 2H 0000 [ AL DR 4 -5 08k &8O =2 1
FIRUAE. Ry 1 A i TR A s 3L 2 GAAGH gy
Beacon R4t . 5 76 DI 5E N 51 4% 2 %8R 55 415 48
MR %. B HATH Beacon R4 H X FF A4
B B At 28 AU (0 A W BE 22 BHE L Gn DNA HT
b % FAR A WA B 2 s B A 58 FN R TR A R A AN
A/, i T H AT R R 4] Beacon b 32 i 51 #E W7 B0
s H DNA H 5L b 55040 5 B2 U [ Hagestedt
N DNA 3 AL 5045 35 5 Beacon R 48
MBeacon, MBeacon [ #% 0 41 {4 42 1 J& 22 43 B FA 1Y)
IUF B ) 12 B2 AR (Double Sparse Vector Technique) ,
M B 7] St F AR AE 5 10 B0 A =2 i ) i A A 9 4R i
B PR 22 43 B L LA L BB A% 76 AN 1 2 0 O 1
0T RS Py b o AP R 1 o R i 2 R 3 T 22 4 R A
Fienberg % N"7 # & i B4 GWAS %04 i A
Tl 5% A 1A B RL 18 BT T ik 1% 5 il S W i Laplace
Mg P 38 R A A6 R PR R X R pEL R A X
S B Gt S B R R B AA R B, OF LR 4 T
& 7] 2 %5 0] 19 (Penalized Logistic Regression) [ 25
rBRFNTT b AT 4 R R 4 S B 5. 7 Homer 4§
NP R F X GWAS B i ik 2 05 . 7 GWAS #
o DR R S B R — R A IR B ORI Y
FEAE, T Yu S8 NP Fienberg % AR J5
2 AT S B0 1 58 401 R o) B 2H 0 5 e A 22 40 s
R GEATE B LA T & AT 22 43 BaRL 55 0 58 R
B Ge 5 B T E A B A AR Y B A L S R B AL A
MG Z 18] B AU » AT A B T2 & A 1 55 4
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Biff 72 38 2 B BRRA DR B G ). e T 3 R A B e SR AR e
R A R B A5 )8 . Simmons Al Berger " 3 i
Xof YR L A A 5 DR 3 A0l P 2 4 B A L T E 47 B AL AR
l1 S DI DR AR AT 9 Hp A A 1) 2R 4 5 40 B2 1L mT O B
A BRRL AR 3. (ELJR: 22 0 R RA B BRRA R 7 5 3 24
) A AS A S B0 A 9 HE B8 o A i 5 1 ) L S It
Liu 28 ANV H 245 B [ 38 N 22 43 B R AL . K
SHE P T e DR ] M 3 5 v s B B R R A 2R
Kot RO

.

SNP A | ety SNPERAF | | e | [
L 0152 [->{ 6 R (ol D
Yl R | e

P 26 SNP 3 G5 1) 25 20 B AA R AL S8 3l i 1

(3) PN 4 B Ha WH 58 5 o #r

GWAS B 284 73 Bt DNA J¥ 51 DL % B3 % e
G I IRAT TR AR E I GWAS 45 R R gt
BT LR RSN 2 5 RS MA. S 1 B 1R B L
ity o L 2SI R A 8 45 2Rt N2 SRR 12 O B
BELAS A 98 N D3 % 5080 1 7 1) O BELAS PR i 5. A
R DRYT GWAS H AN H T (8] 2 5 1Y [] &L 49
g e SNP X Z B ARG X745 3L B GWAS
A 43 Hr o TR S ST AN i IE 25 R MR £E SNP, B
o MR8 G 4G L % T 45 5 1) B dis S A £ /) SNP
REEMWEL. K, Johnson il Shmatikovt'** # H4
ST B AL B GWAS B 12 80 53800 L SR
FAERAE A Horh oy A e A E 2 TR 2 D
WE st SNP, £ T 22 73 B FATH 8 5 % I 3 A G 1y
SNP [0 A7 E  SNP 5 595 2 [ AT i) 58 146 56
(4 1 2 P LSNP 22 [] AH 56 P 00 AT o] J32 6 DA S AR G 1
() BB 8 TE DR TIE 2 43 B A 1Y) [R) B 7 A= o8 i 1 1 45
. EH TR A TR R PR 2 B84 ) U TR) AN PR T 2 4k
AT A L Ry B AT X A 1 B8 2 T 58 5% e, T 2
Simmons % AN 4R 22 5 BB GWAS [ 3 55 HE
2R 22 43 B AL DR 4P BURR SR B A L[] A ARG T e R
G7)E ZNESLIE T B W A EIGENSTRAT FZk
TRA A (Linear Mixed Model) 4t 315 B 4 1% fa FA
PRY GWAS Z5 0L, DL RE 8 75 3R [l A7 & L GWAS
25 1 [R) I OR AP B A, i 3 B AL PR A B e R U 1
5 Bl B A o3 0 & AR AR B E B AL B B0 T A Rk
Pilal AN 2E 56 IR 20 509 42 » Zhao 46 A0 () 32 2 AR
Je b BB BT A & A — AR TR Y 22 23 B FA i 5
s s B P Rl DUE G A D 2 A7 4 1 O 1Bk A
IR A48 BN BT A 3 SO L A IR S A s L
TR B AR R R b A TN 2R AR PR P Y AN T

i ke DA M 1) R8RS B B R S LA B a8
(ELAS B P DA s BE 15 VP A i 560 AR 2 S 5 1
(BRI B A BE H A TR R B A E R
WA sk K 41 B A T me 0T B A R PR B
JAa] DL3dE 24 5 80l i AT 5 18 2R . LA AR AT R B8 /Y U5
[m). ) 5 Fio Ak BL2E 5 B Al S 4005 7 SNP | T A
5 AR WA M B B 88 U T R A AE R B
It Simmons Fil Bergert® 3t T4 3 BF 25 (Neighbor
Distance) J7 i BiE 22 73 B B GWAS Sk e iz ik 26 [
il s AT BE A8 7 Az B n] A7 f L. 2 A bl 1 i A
P2l A B 350 1 57 vk ok v IR E A R R) L T L
TF RS2 BUIE T 0 73 A 09 5303 o A [ i I E) A T 5R
A~ SNP 4RI IR 25, 5 IR 4B 3 R 26 3 i 32 21
B X T 45 7E 19 SNP B s, 50 il s, 43591 g % B 20 vp 2L
A 0.1 5 2 MREEENLEEF A ANREC ro o B 7y 53031
HFERBIH TR RA 0.1 B 2 A YA B P 4> 4
B x=2r, i y=2s, F s QR 2 F y B
v BB EHE I AU Ry |2 — 2 [+ [ y—y [ <2.
ik xy, =a+ Lap(2/e) F voy =y + Lap (2/e) . N
(ap s yap) T s ) W R e 2250 B R, U A 22 43 B
NI YISE L e WA )

_ ZN(‘Z'JPS*_}),[/)R)Z
RS(xyy T yu,) 2N—24, —yu,)

Horb, S R B R 3 AL N S5 B

(4) IR 20 B dla B= 97 i 55

2257 BRL L Bl 12 I T Bl 55 5 B R B A
PR Fredrikson 4 A0 22 73 B RALAS 27 ] 17
T 5T B R SR BRI 54 T R . il
A Laplace M A 31 £& 1 (0] 5 R R 44 % 80 DLtk 52
L2y KL I AL 2 0 5 v B8 B AL R 3 9 B A A 1 Ak
Warfarin 7 5 6F 5% o 92 LR AL BR AP o AN i 71 22 7%
B RASE DL PR 35X 36 Ok 7 A 2 77 T B2 Wi . AE 1k
PR v B J7 05 1 22 03 B RA 27 > 9F AN BE it
A AT AT RS /N4 B2 1 B . Honkela 55 A fif
22 53 B AN L A [l U 5 50 52 B 245 9y Al S v 900 14
AAGRYT B W 7 A B KO ot B i e it
fi ] Wishart HLI 3l A P J5 22500, i ] Laplace
HLHPE B H AR A1 52 822 50 B RA - 12207 3% T AHHE
J B0 A B TN PR 1 O ELR I — SO R B
FAGRAF 5 1 [R) I B 7R A BRACHE b 3% 3 R4y o 5 %
IR 24 2 BIR i B A A5 6 A9 36 52, O i o B 2 S {EL LA
SR A W (PR R NTRAY R UL S Ve R E i
[F) 147 B A 0 T R AT: R 1) A R S0 280 . AR T
TR 10 1R 4 AR ) RO P AR 23 26 B B R 26
BRI AE B b G T o o) 1 B 2P AR 2 %

Y




1468 it <A

Hl

Y,
&

i 2021 4F

AT AR R o NG B S R 6 204 T 200 Hb 25 5 38 SUIRHIE
DL3kE B0 ok BEA0L . AR R L 2 AT T4 R T 22 03 e A
FRRFAIE 1B 5 7 15 B0 22 43 B8 AL BE AL 2% Ak (Random
Forest) f1 7] T /5 #3542 (Reusable Holdout Set).
SR FEAE W15 B, 2 S R A1 280 i 38 K T W 48 4k
L HZESRA TS SRS ERE, I Le
& \ 19838 55 2% 43 B2 FL Evaporative Cooling 52 # 4~
PR 43 28 1) B RA PR 37l P 45 WL 1 b6 BL i 113 )
P ] Relief-F A7 FRAE 45 o 40 T BB AL 2R AR 47
B D OR3P 43 25 L 3 1T B LB 3 FE UG o B RA DR 4P B
HLif 5 #4472 Maxwell-Boltzmann 73 ff Bk & i 3k .
b B AR BAFA R, A ) < i& Evaporative
Cooling 1Y #4581 ¥ B ME & 3E A7 S ) 2 25 B A )
PORFAE S BF L 76 8 M Z 18] B A AR T, 2% 43 B A
Evaporative Cooling $&ft 55 /& 19 43 JEK5 JE , T A 2
FE T ST Y B E AR BUS LA

2207 KRN A A 19 B e SCRTE AL IE A 11
BRI APOR I BLBR T A AR IE b, 22 0 AL 5 I8
B 1 S5 . i A i W e e AL 3h ) O ik L 22
0 SRR 57 T AT AT A (AR 15 A7 A8 T R0de b AR IR
Wi 17 5 ) ) A S A AT RE Y. RS 17 R AATRET ) 37
S SR YRR BT TR EE 23 M R T 22 0 B AR
F1% 32 DR 2 540 B RL O 9 1) A9F 9 AR 25 23 B A
PEATREALIE B » 753 N 20 Rodle It = 5 R 4 R IR %K
Pa b7 55 00 Hir 3k D A 5000 B 7 IR 55 o mT LS BRI
FAPRA 5 B0 AOM 22 1) 9 AL o (H R DR D 945 o e
e 5 M) I 5 2R ik DR 2 S0 90 80P 1 O 2% » 0E i 7 R R
Wi 3o 5 R A WSS 0 M L BT IR A5 A R AE 2
r BERA FR S BN 14 BEURL TR T B IO TR 11
B RA TSR 3 B R AA T 8. DR 0HG  7E AE PR) 2 0040 Y 22
FRL PRI S o o 2 i DR B R R 3 5 B S 2
[ 8 22 147 o A 3o 32 O i 11 Bk A

£ 17 BEFENRUNEEAMEBLEY
WA W17 10 G0 R KR
SCHRT 152 55 B B HE 1 5 W i 1 T 2 . 5 i B0 5 U €l A B 10 130 50
B A I 5 34 BT 5 R A A 19 5 0
SRR L5306 i 5 A A T 1 8 5 B R LA Fe 30 50 K BRI 0 R i X1 T
06 B ST 22 R T BP0 RS 0605 Bl WL T BB R R P2 o L.
gy LIS 1L B B0 s 0SS0 DL A RS O T 6 1
L B RO AU U910 5 R B
T CHRT IS e R W 5 06 T 5 T35 22 A e 5 B R 9 A A 106 D 0 B 17 2
SCHR 156 T4ty SNP 6 BUR -8 10 5 4 2 (R 20 . 56 B8 S0 0 40 850 5 45 P 1 IR - 65 19
B 0 5 38 BB RO 2 I 00 6L
SCRRCI57] {5007 915 By SNP 1 B T 1 55D 2L G 4 70 2 A2 22 7 W B 08 A 4
O AP 2 ] 10 L.
DNA M3 SCARLL5SJIET % 4B B 36 5 DNA GO Beacon 5% MBeacon. B He DNA. 13 L KU
PRI R BRI PR .
SCHRLL59 T 2% F B 0 B B 2 (S SR S o (L
B GWAS ™ SCRRL160 it {6 MK - IRIRA ORI -2 5 O GWAS RIS BB BUTRB T RN Z I
O LA % T B 400 BB 4 3. i
JEDUATECHE  SCRRL161 8 35 T BB A7k Priv AR BLEC Jy ML I8 400 75 9 79 1 5 46 08 B0 0K % 5 0
4 U AL T 09 B A
SCHRC163 5 B A7 o 75 B M50 B GWAS i BRA B0 530 T FL 60, 0665 317 O 3R 910 7077 79
GWAS B 0 59000 341 10 SN IBCHE (A0 p (R L J e R B 6 31 6 B 0L A 26
SCRRL164] i BT H G GWAS 7 - I 2 1A 1 0 2 9 B - T 2 5 M 112 17 R T
SEEAUAE  CHLI65 150 h 22 0 WacRl S R 2 A K e FLAT Y (PP BRCR 55  09 t  0 A 26 3 P 4L 5 5
g 5 TR R 2 0 6 - B AT 2 RIS B3 5 A6 PR AL B S 6% 2 B0 .
B SR04 03 B 8 8 SR 0 B0 DA% 20D GWAS,
LA SCRRLL66]fE BT LA 2 4 BRI 7 0 B30 BV I 22 0 KR035 A 96 % Warfarin ¥7 70
AETR KT BRI AROR 2 0 0 L.
PSR ST 1670 1B 0 225 i R P B0 O 262 3 9 R 6929 0 A .
AR SCHRL 168 142 t 22 43 Kot A Evaporative Cooling 559%  ff Ji| Relie- F 47 F-AE 2% , I FH B WL AR AR AT B L
ok AP I 3 1 3 9L £
PRSI 162 0 5 0 38 5025 B DL T 955005 9 2 S B R0 5 AT 2 0 4 B

4.5 ETREAZNEEFAHBERFRE
e SRR Ve Y NS A R I S N A e

Jr e EAR m TR A 2 B R M) T TR A R Al
ST S A T B 4 £ R 2 DR A B 4 28 O B AR ) B o



7 X1

KA T BB FA M B8 L I 22 43 B FA 23 PR T A/ 1 B
AT 2 BOSH RME [ Z IR 8K. it 38 5 45 6 %
fh 2 | B 44 22 01 R R D 5 R FH 45 7 s i P 7
DR 21 540 B AL DR B b ke 3 4 KR e R L DAL
S0 b, S B DR 2 B O BR AL PR A

(1) 5 DA A Bl 00 7 5 47 i

JE PR B0 e R R AL Y, BAE R IR 2
[i] 2 2R 5G o PRI AS R e 7 2 i 487 L0 £ 474t 1T 1Y
H R 20 B4 e 2 00 B L1 L TR QAT R A A2 A 4R R
AT Y i PR 2H 5 i [R] — > R E Y 53 ) BE A AN [
(7 W . Humbert 25 A 3% F 18 28 398 19 J7 35 K iF
FURX TP IR OC R B A ArE 3 R ) K
J 5% Z 8] R RH LA T 38 53 B 2 8 TR R B A AR AT
I T I AT 3 S 14 L 5 HoE O [RAEIE T 19 1
Xt B, 2 AEY RIS N A~2 5
H L RERE A RO B A AT A A 3 SOFA B2 T
FOERABRFA IR T AR R m B S 5%
TR B e DR 21 5 R £ 22 TA) Y 2 S OROR R A A
S F1hy S 225G W 33K T SR BE ST 7 AR TR TR A B
FO ORI FE A e = 22 B) 3 oROP A 0 Y A NS A
s B I F PR — LA W5 1 R S S
BT o T 2T 114 A 1 5 A SR fige e 8 0 08 XS A
R P2 40 1 ik 5 R Skt Cogo 45 AT A
JFH TR0 5 A BIURRAZ TR R 28 5 TR 7 91) 1) SRR e S B
It R AR R 2 i ) A 3 s R B
AU A R N B TR T 4 1) AR BUS R AE h 25
AT LA g8 1R I B ok A Y B RA U DNA
J BB A T VR VS N B AR A AR L AT DR L
Tt | i RO B AL DR A i TR 7 28 L TH R 5 dR s & AT Y
BE T HR I AT 4 i A O R R A PR 4 A
F14) R 2 B o A oG B g . H R OC T NE R
Ay BRAR LW % 0y 2 A] LA BP AR 15 42 T 1Y 4K
2 W A 5T 4 B RL SRR A1) 1 U i B P AT LA
B sl kA X oK ok 19 Bt . otk Ab s dd a5 ] Bloom
ok A AR B P I Y BIL L 38 T a2 A I 5 v T
PLS TR — A0 A= 7= i S0 AH DS e A8 TR R SR 1
PR AT LA Ryl R AIF 50 $ 41 KR 5 2 » 48 T 24 B
FEN B B ) B DR 20 5040 1) o B A A 22 4 [ R
EERERT . 7R A 27 T Raisaro 48 AN 7E i2b2
(Informatics for Integrating Biology and the Bed-
side) HEZRLZ b, M) FiT [a] 25 10 5 A1 22 0 B AL 52 BE i2b2
K R 20 Bt ) 2 A AR AL DR L 12b2 17 37 48 LA R
A A BRAR ) T 58 85 SO R A AR 4 Y
Vi ) AL RR S FE TR 25 0 B VR e A DA A2 22 43 B R

(2) HHH BRI = 5 R

W, FERABE R RIS S ke 1469
k2% A%
(3) ZAIFH
(4) URfnngg =
(5) Mo
i2b2 IR %5 %%
PR FE B e
R 55 25 @) B
(1) Btk B4 R (6) HAEHIRIN
RN RO s (7) I

27 i2b2 FEHAKE N RBME R RS

AT T 1 SR S 500 25 52 B HE W ot R Ot S A
FEN GUTE 4 H PR OB T 43 A o 3 S 00 90 5080 i 23 1
PR RL 25 ) 2, 7R 1] 28 Hh Huang 28 NN 45 & %
42 7T 22 07 B RA 4R 1S 42 42 o1 £ 45 4l (Secure
Quality Control, SQC) Hpi , 38 15 % il Gaussian M
7R Z TR NG T AR X I RE B E A 1)
T AE Bt 1 57 BUSAE B IS 0T LR AL CR B Y
A AT BN B . DA S B DR 4 B R R R Y
FaAh frdr o [ X J3RoR X By, A28 5L K 41 7] A
F R BURAE B OF B R AW AE 0 TR Xt g |k
AR R R ASE S 252 1 2H B4R %) B A R 22 4 ) 830 i) 0
e PR A 25 FO Ak M 4% (Decentralized Network) Hr
Zhang % N F RN A L2 07 TR 25 4y
e RA F2 H T B M 1) 2 ok 532 Bk PR H B s = i B
FAORAP, DAGE T4 58 R 21 SCBR W98 7E 2 LI 2Z [
SR R 14 T AR R R] 2 500 % TR T R 2R 1
Pl XEE HEIA MR T BRI
S BESK W5 1 B RL RN e A AR B UG 5 TR Y
TR A Bk ) T # L Raisaro 8 AN 25 4 I
A2 4y R 1 MEDCO 2R 45, 38 2o i
Laplace M 1R 1A [W] 8 M % 19 8 3 1140 MEDCO
FOVF—2H i R 3l AUBR B IR SR AR DR P e A i B dE L DA
55 5 M IE TN L L EAT AN 2 FH 0 % 4 F R
A M) 2 18 A A 2 BR BT T R RIS i PR 20 s At
ERRAE L E T X YE B A 0 i XL E 56 =
J7 R AT ) s Ry DR 2 B A e SR DG 1 4
ARG B Pk B A e e J7 52 DA S P AT B U ) B
WO AT 7 b 8008 T A A3 A 280y O v A I
Shabani' ™ 3 F [X B4 52 B 3 P 41500 36 52 09 BeURL

RARHL D A HE [

X1

1__y1 1
X' =Xi®X; %
PP )
2| e xtex: [Request] =>4 Hr#
RER ALY [Result]
Wtk

X'=xtex}t

P 28 e DA 2H Jc o 4 4 oA 4 o) AR AR Y



1470 it <A

Hl

e i 2021 4

PR o LA X 3 PR 20 25030 36 =2 om0 BB A i X
B 1) i R D 58 AT LA AL 11 2l A B dhs 15 1) 42 ) i A
FRBIL 2 o 312 g i DR 2 800 1 ) 1 3 B 8 AR 1 1P

PR DAy B 42 5 vk AN 2 A R AR Y 5 i HL 5 52 2
PRI L. R 18 AR T R8s L R U

P BRI 24 22 07 5 R A L 22 2 B AL AN
DX B 45 07 05 19 4% 11 4R A T AR R 5 7 i 9 B
e DR A B8 D00 e 5 7 6 DR 2 il k= 5 SR AR o
A B AL PR 4.

*18 HEEAKERLAEPORSTELE
Tk i TR T 121 55 B T 11 57 5 10 P R SR B
4 B BB 7 P 26 o R SO R R 5 SO I SCHRL169 BT 5T 5 B2 A 53 1 22
ikl 1 =X R 25 /A A 1T A L 4 2%
G 2 W0 ROAR A T JF BN 20 B PO 2 A A 0 45 30 L WHTHASDIALL R Aty
gl NS P i e WRBIITEA B IR BB 5
s o B e — A FE MRS A R B A R (b LIVAFNE R bRs!
LR AN ' e 1 - iy ZAJT MR IE R ENEZ
IR TS T R ERGEZ AR TR o (b L 1 b
RT3 % 0 DR 2 O 0 5 AR R I RS2SR L 0K X R o gdvgiiten
et el AP B 2 i 10 A4 7 R 3
o - S fibfr1 e 2 BERAS F 1077 0.
i WA B R B D R
bR 22 2 4 AR oL T L) 4R
HE RS fde Rk LB fi )
ST 0T 9 %g%&ﬁﬁgﬁ@gﬁﬁ
TR R IO [ A 4 [ 2 7 5uﬁ%%ﬁ%ﬁw%ﬁ§@ SOOI BB IF S
TCDULEET U T ST L e veialisainio i D U TS ESRTNE VN Saets
SULRRIF A B AR L T R gy 0 AL R Sl AR S o SR T R DNA RS o
sl S L& o TR . B 3 1) T R k iR
MAVLE  IF LT DNA 33 1 B Fh T Y g o I5 .
I [ 2B JF 3 A AT LR AT 4 T Y
AR L WAL B0 35 B Xt
SRR BT 24 T 5 i 65
L 2R — £ 30 B A 1 78 30
r"jﬁ_? []5“‘: H 3 14 H 32 14 Y@E[lﬂjiﬁﬁ\";@fﬂfﬂ%ﬁ%
R il SERGEGE %4 B KR R Py
14 % T 16 S B4 1 b B R
2243 B A 04,47y 04,4y %%lﬁléﬂﬁ}\ﬁﬂ{ SR
o e L SCHRT 172 T 11 4 P 24 7
N G 13 Gi 13 1 8%
g ME i ST SPBTIRN G A R R L ﬂg&
Ju BRIy Sk s e O
EieR R4w W4 R fet e o ]
_ A E P
BREN L, % 13 SCHRC173T0E 22 AL R 4 o R AT A
KL EEAEEE R IS R R
& FE 14 [7] 3 14 e PR TE A 1 5 B GWAS JE AL
PN W TRWES FRL 4L B 1 B A R 47 3t 5
— e — — kL1174 148 1 MEDCO &4
) 2 a8 G 1 Gi 1
REmE  F& 1 % 14 SEPALEGE  AE4S S TR 55 IR %
A o i Je JEEE AT B LR W 4
ZOTRAL A4 W4 {9 77 2% 1 i BE 7 B S
I e 41 8t 43 4 38 4048 4 3 o , SCRRT 175135 T [X He B o 3 N
R BTy DLty e o EE A TS A RABE S LI
e BRI U UCROBCI A AL HIEPERC RIRALIY e L RAMBRAS S 5% S
I He b v I P 5 T LA KL R B e X HAMZ I8 W
R S E NS L 1 L E i Bheion Sz BEOS S KRR kSt O
HEE R g S R R g e e IR DAL A f B W (R0 o e A g ATEEE
- ST RSP S B . ’ B R A

W e (A A ey 5

R HfE.

5 ERERAMRIFTESWNISRE

o0 8 B 2 L B 4 R SR8 AT L 5 B T 1
Py 547 Bk b A B RA R . (EURE L 25 18 2 [N 20 i dle
HAT AN BE I 1132 4 B0 4 a5 s LRt 2 PR 2 0090 o
PEFBILEE LY 2K L i EL I 44 07 2 A7 1 JE ™ 4O 5C
PR A5 T T B 22 7 0k A R T ik S
TR I8 A SR s S B0 PR A 80 00 e 5 7 A o A 3B
LA AR AADR AP 703 N B S == 5 R A v AR

FE DA 8t 9 B T HAY  RT LI R
B 44 0 22 23 B RA T o L R G T 15 S BB TR 414K
i B BRA PR3P 25 Rk DY 2 B0 Y S BBV A o 3 3L
W R Tl S+ A R DR TR ik DR TR0 TR 0 5k A 7R -k
DRI 58 S 6 1) i DR 28 5000 AF 9 45 2 A vl o
2 A 22 03 B AATT 4+ LA R TR 3 T ik 5 B TR 41 %
B O BRD B 3. R R DL 2 A ) IR N 2 I 25 )
HE D21 22 BT L 245 W SRR T AL 0 2 L LA K
PEFTAPEAR R 2736 7 1 JE [ 4RO 27 I 55 b 7
SO VRS A 0 56 DX L 0 75 R A 22 2 2 R



7 X1

A SRR R AA R I G 5 7 IR 4R IR

1471

7R GMEPE Y S5 R i T 22 20 BORA O vk il o B ML
By 1M 5% B S AA PR+ [A] 1k A 5 TR A 080 12 0 i 55
DL 2 7 1 R DR R 2 DR 2 e 1 o B
I H S BB AD AR X T 2 7 4 Al OIE . /5
T K A R 1) HE A7 ORS  B4E KL DT I M A R (Rt
A5 K& DR 20 880 Hh 12 A 5 JBCIE o P o o e 5l 2
J7EACAT APRGIERS B 4% 28 L V8 i A0 360 i H ol L
S B3 DR 20 K00 1 B RA DR . A ik R 2 S0l 4 T
T 1 B 2 1 55 o« DRSO 7 B O b 1 gt AL 55 L PC 1
LA PR RN A O BER 00 AE ik 55 3 py 220K
AT PR B 194 2 DN 20 Bl DRI o T 2 T ik
T AR I A DR 2 R Al 4 S0 R A O LS B
e A 0 A0 L T 1] 9 9% IR 55 B4 B RL PR AP

NS DR 20 50 I ) 5 A 0 o 5 R AL B I
LRI T2 I A4 3 R 2 B ik e 5 0 A R
I MR 55 R BOIE A B4 1 1) 3 2% 4 IR 55 - AR X A
SR A R GE T iy T 25 DR 2 R8s [T A 1Y
BRI 5 R N S T HL0 1) SR i 8% 1) R Dt B T

FSREE FE MR 8 A1 H AT Ao AF 9 2 28 0 T 2 A
2O RS AARIR A J7 i Ak DR 1 2 TR 2 i dl
A 35 ZR G P AE TR B RA T 85 I AL SR TR 5 8 A 2
1 A AT 28 W 0 TS AT e T OF HLAE R AT
fR28 = AP AE Y% DL T i 5 )5 2 5 T BOREORD it B
e s i i 368 o SR B O A RS0 B 7 o 1 ) i e T
i JEAN AR B M B IR B B A SR B A )
B HE P T B 2 43 B AR AT A SE B A
T AL RS AL PR3P (R 22 40 BeURD FL AT R A28 .
AR B BT 8 /0N 1) BEARD T3 A 5 = BOUT K
X TS 1 B RL T 2 5 3 SO RA R
I .2 R (4 QIR B A 25 0 B FA R 5 T 3L
B A THE S 7L PR 2 KRR Yy i TR £ B8R L A
e e DR 2 5 0 [ A ) BV AR A7 1 9 B RSB
TE2E 19 Ff AR 303 B 2 DR 4 B0 22 4 5 B AL fR 3
AT 5E Bk - 45 B4R 3 5t L AT A 07 3 S BE H AR
AP DR 1) S BRERE 27 1] L 4R R o g H B AR R 1Y
F T PE AR LA T R 2.

19 EEHAHEZESRARPTFR/R

RO S R 5 T ik A ir I
A VR AL A R AR BRI
e R AL i :
b DNA ~ Jik 2H B &k Wb 1 =L g
LB s e USRI ORI AU
51 DNA 7519 5 Bt 5 FTA DNA B Z A MRy ,
DNA $UH 77 BRI w0 DNA Bk adie v AR T
e S LB S 0 % A
A
9 P 4 e Ot i KA R B b 2 8 AT
e 7 &5 % 4 SRR T T b TAERE AT A
S P ABCR 2675 5 A Y AT 36 $ 1
SR ALRR SE T (5 B A K B 5 U T B 5 01 24
S 41K B 5 ﬁgiﬁg% EEASORA % AT BLEHE e b AT
5 2L AR . e e rmen
RSB e I AL e i BRRENAERORAR  BUF P 58 b ] A
s % A %Kt B 5 - I 5 T 2
o # 138 # DNA 741 T N e o ,
ST 4B T TR DA BRI R LTI AR R BUEERE e TR A
e ETERE e EPARREEGRGE R
S R 4L HCHR 3 £ 5 E S N S B B ) Iy % Pt il BLEPE 52 48 1 T P A
0 0 P AL
S [ 4K 4 1 Elale L B SEFABARAI RIS o ,
e S R ALHCHR A 4 IR g | DU S AT

i PR A6 45

(L) e DR 2 5l 00 55 7 14 B A PR 3

A 1 I P R AR A AR AR A TR 2 R L T
LR M — PR A A I 5B | I % 56 &R L DL AT
] HC At AR AR R ORI TR I 5 AR A A R A R
J A DR 2 5800 1 B RO L. {EL IR A W R A 1 ) B oy
P T 28 A A LRI A B REAS . X Ty S I
Bl 5 ZBT B S AU U R 7 0% S A

LR IUOR P D00 P 2 DR Bl A B R ol T R L1

2 16 e DR 2 B T A A e 2 T A SR O IR BT
S 3 2 MR 55 B A R A s o A 2 0 £ B A B Y
FAGRAP AL . DA DAy i D9 2 R dls A e 1 A B I TR
1713 A2 A o % DR 2 50408 v A SR 1 38 0 R O T RE B
IR B - © A AR 1 D Bl K A % 207
T8 FETAR Y 55 A5 15 A A7 A AN 2 o BRI JC FR M 1 i %%
UK BE 72 52 B pout T B A B0 R G AN T AT 1Y
[[IRER: R NS PR e N R R TS Wi h e R i &2



1472 it "

Hl

Y,
&

i 2021 4F

HAPAE 2 A 0. P T3 SR s Pl it ok R %
2 TR UE 35 R 2 K00 ) Ak R 2 4

(2) B 4 a3 2 5 R M A OR3P

HE TR 2 B e AR R 2 W B 2 A N SR
A B0 O I O A 1 B RA. B ASRA A T H
1 5 R 2 50 G J2E ol 03 2 T 2 DR A i 4 2
T8 ¢ T IZ M 0 R S e o, e R PR 2 A
T h 25 S L ) G S 7 Ik AR DL R S = S
RI-F BRI R, B GWAS G5 B, S S84
PREE U I HLAR A AN R I L 2% T8 19 50 5 I B
G B UL, 5 223 T 3 0 2% Jy 1k S 94 Y A 8
LR R AL ORI OB 22 20 B AL P T B TR 20 8090 0T 5
R GE 1T % A A5 B S BRI IE B i BRFA PR . A, 2253
W R AT B A T 5 3 /N T 3 S8080 ) M TR e 5 Aol
FH W & B D 15 25T H 7 1) 22 43 B RAPIL ) e 52 R TR 4
R M BURGE T B 7658 A B0 = AT
i VE AN R A IR 55 45 PL 7 A R AR A5 BE ALY 1% 0 i T
FERABIE R L T EE SRS S L MBS A4
SEIEAE 4 A] {5 P R R 55 R AL B R B AAT S T B
DR BEAN R T T B AL | b XN E R (A
HEAT A B2 A5 o 9] 200 ) o 2 DL 9 9 43 A & T B R
A8 R RIS I R 21 85 4 (H PR 3 DR 4 e 2R 4 1 i 55
PR AN AT 38 5 OGRS T R] I 2 B A a5 3K
AR FE R T AR AT A A o] BURAE . L
T 2 4 22 Jy T R L TR A T S B R A ik R A 4K
P 0 AR B I HL S DR 4 500 3R 4R Y B RA PR 3.

(3) FE IR B B 58 5 43 A 1 B FA DR 4

T8 PR 2 5080 5 92 G R BE 9 o b2 R s
255 wF 5T N R P e RA ik DR 08 I3 2R A7 43 . AR
KO PERE A 3 F00 A R BURE B 8 L S B 1) B 5T
N B3 A T SR AR AR A 3 45 S L i L T R 25
55 4 BIF ST N B BB A BB AE R R TP RO &
I Z 117 %48 I 1 A0F 9 R 285 7 S R Al B0 di A o 5
Brrb o B T 2 ) A BIL M =2 A o i R B IR AT A
P B AN i 32 B AR Y. DR 75 L ) 2% i = 52
IR R A 50408 F 55 5 43 B v e i) B e ) 45 R 1Y B R
PRI B Ah #2058 N LR A i B 5T 45 2R, i
GWAS Gl it iz ST 45 R & ok 2 534 19 R AL
i AR, R UL, T 25 40 B A S B TR A B HR o 5
Vi XE R 0] SV N AN EP RNYNE <8 STS DR EPN
05 4 2 R [ B T BN S A T A 1 DX 3R T 35270
T LR M 7 R A D B SNP Y 25 4 B AL R 4
SEANYISEFR Y. B, T T B RA 5 RO Y
(122 43 BRAAMIL ] » FH 3 81 20 85040 k55 55 40 A b 4
112 5 1 e R [R) i 4 - 400 S50H

(4) PR 20 040 B2 7 IR 55 1) B RA R 47

e 3 R4 5000 P 97 R 55 o s BT AR S5 BRI A
W 1 DNA J 31, DLE 542 A Ak B 7 i 55
P 97 M 55 B A48 3 o 366 PR 4 5 110 60 17 0 R 4 5 LA
PRAP R ML ) I B 7 A 55 4R 4k 3 A BE 3R AT
B U B B e BRRAR S R BT IR S AR
AJ DL3E i A A0 R I B FA DNA T 4 L A 5 A
T £ R 000 1 R RA I TR 2 B dE . o T R
UF A PRI B T I 55 B2 7 MR 55 3R 4k 25 A s 3Rk 01
THE B 170 35 PR A B0 17 9 7E PR 4 R 3 B A 19 [) Bsf £
FrEECHE B RO . BRI , BT A 2 4 2 7 TR S B
PR 20 5000 = 97 A 45 P ) 9 B A R AL ) 4 48 2%
AN 5% FEE T B RA o [ B PR 47 B2 7 IR 45 4 pt o 1
I BRRA. ER TR 28 42 22 05 VT 5 A7 A 1T R £ F
B 1R T, 2 PR BR h m a BR YT IR 55 R
RO % 4 22 )7 TR U OR T 3 20 5000 B T 45 1
BRALE .

(5) Jk D520 B0 a0 2 A 5 JBGTIE 1) B RA DR 3

SEHAEIET ZHTETXRREE . S50
A K A C 1 DNA K% 4558 = J7 il BE& ™ 5 3%
Wil AR R B AL BB A . 3 R 32 F T S WL
FE QAR B BE N IR ML 38 5 RT LA TC B 7 1R DNA
Bl I L B350 DNA Bodis i 30 1 B 4% 3% 75 e Ath
AR A S AL 5 5 i DR BOHE P R 7
PR 20 B0l T A S BOUE R 36 T % & 2 15 AT LA S
WS 55T E M RBERARY . AR = B
FE AT AT A5 . 7E PRI B AA A0 A0 5 e S I L £ %2
L2075 AR P DNA Bdls 7 of Hofth A4 1A i B2 R
FRUE DNA s 22 1 ¢ 3 vk 78 56 DA 8Os 7k A 5
TEM BRRAGR Y v, AN 75 2 25 R A 10 B R {1 45 ] i o
25 5 i B AR FB0E T 450 R I K DNA B8
JE A FH B 2 D TR RO AR, DR R BT e A
Py 58 S B R 2 BN VA A S BUIE Y B R R 4.

(6) J X 21 B3040 42 1 1) 114 2% 3 1 55 1) B L A A

Al 55 42 A3k 7 A 30 A A A 35 R A B0l L OR AR L
2 10T [ 3 2 o 1 ik PR 2 2 IR 55 0 368 AL 5T L O IR
P I 25 56 2 R0 S A8 R AT B AN ARCK B O
PR 20 B4 2 32 B IR 55 HR AR T I 55 i 4L 7 2R 7 4H 2
P B | I % 5 R A A T A T 45 S T A
RTFREGE N A A, (B NS H
AR A W) 2 1 B AR B RA £ . 1) 3 PR 41 B
A B AN MO 75 A R R S 0 1 B B 3 PR 4 B
T i 5 X AR 58 8 1 B RA LA R R . T L IR 55
A8 7 A 1 A S PR AL B ) T B0 e L i
P Sy 5 DL 0 25 SR B Al S 306 AH 5 2 B SRR I 2%



7 X1

A SRR R AA R I G 5 7 IR 4R IR

1473

SR A% FIHC it i A P 2 U B T RE B B A
P14 B R i 5 XL AT e 7 4 B g AR T L S B A
Y LR T 1) 9 2% A IR g5 R A A AR e
A B PRGN 45 2R Y B ARA PR 37, AN s DR s 22 07 3k
TS 2% R i BB R 2 2 S 07 SR T S B
e A 2 0 30 42 T 1) 9 9% IR 55 Y B R FR 3

6 2 %

A SO e S A R B AR A R e
e [N A 00l A 25 A 8 T A ORI i AL LU, F R
G K 5 DR A KA A7 7 1 B RA B+ A B B PR A B
BELRA I FH JE . AR o 6 BE Bir 32 PRL21 2080 14 3 1
B R PR AP 7 vk [ I o AR A0 i TR A B0 A 2R S R A
X EE 0 A 5k D A R a0 O S5 7 i L S R AR RS
I3 VBT S5 i S OUE DL e B T 1 3 2R
# g5 B AADR S B AR SC B ST R B L Tl 0 He A
o Hr B B D AU AR PR 37 DT 35 A L i 3k
P20 A2 25 R e b B AL DR 3 F 58 O Bk R A BRI
AR g T e 2 DY 2 KA 1Y) 22 4 R R R B 3 T
G 1 TH A R e DR 2 5000 1) 22 4 0 5 A i 8% () R

2 % X #

[1] Christensen K D, Dukhovny D, Siebert U, et al. Assessing
the costs and cost-effectiveness of genomic sequencing. Journal
of Personalized Medicine, 2015, 5(4): 470-486

[2] Naveed M, Ayday E. Clayton E W, et al. Privacy in the
genomic era. ACM Computing Surveys, 2015, 48(1): 6

[3] Ayday E, Cristofaro E, Hubaux J P, et al. Whole genome
sequencing: Revolutionary medicine or privacy nightmare?.
Computer, 2015, 48(2) . 58-66

[4] Raisaro ] L, Ayday E, Hubaux ] P. Patient privacy in the
genomic era. Praxis, 2014, 103(10): 579-586

[5] Akgiin M, Bayrak A O, Ozer B, et al. Privacy preserving
processing of genomic data: A survey. Journal of Biomedical
Informatics, 2015, 56 103-111

[6] Humbert M, Ayday E, Hubaux J P, et al. Quantifying
interdependent risks in genomic privacy. ACM Transactions
on Privacy and Security, 2017, 20(1): 3

[7] Hudson K L, Rothenberg K H, Andrews L. B, et al. Genetic
discrimination and health insurance: An urgent need for
reform. Science, 1995, 270(5235): 391-393

[8] Stajano F, Bianchi L. Lio P, et al. Forensic genomics: Kin
privacy. driftnets and other open questions//Proceedings of
the 7th ACM Workshop on Privacy in the Electronic Society.
Alexandria, USA, 2008. 15-22

[9] Katz J, Lindell Y. Introduction to Modern Cryptography.
Second Edition. Boca Raton, USA: CRC Press, 2014

[10]

[11]

[12]

[13]

[14]

[15]

[16]

[17]

[18]

[19]

[20]

[21]

[22]

[23]

Samarati P, Sweeney L. Generalizing data to provide anonymity
when disclosing information ( Abstract)//Proceedings of the
17th  ACM  SIGACT-SIGMOD-SIGART Symposium on
Principles of Database Systems. Seattle, USA, 1998 188
Dwork C, McSherry F, Nissim K, et al. Calibrating noise to
sensitivity in private data analysis//Proceedings of the 3rd
Theory of Cryptography Conference. New York, USA, 2006
265-284

Dugan T, Zou X. A survey of secure multiparty computation
protocols for privacy preserving genetic tests//Proceedings
of the IEEE 1st International Conference on Connected
Health: Applications, Systems and Engineering Technologies.
Washington., USA, 2016 173-182

Shi X, Wu X. An overview of human genetic privacy.
Annals of the New York Academy of Sciences, 2017, 1387
(2017): 61-72

Hasan Z, Mahdi M S R, Mohammed N. Secure count queries on
encrypted genomic data: A survey. IEEE Internet Computing,
2018, 22(2). 71-82

Aziz M M A, Sadat M N, Alhadidi D, et al. Privacy-
preserving techniques of genomic data—A survey. Briefings
in Bioinformatics, 2019, 20(3). 887-895

Mittos A, Malin B, Cristofaro E. Systematizing genome
privacy research: A privacy-enhancing technologies perspective.
Proceedings on Privacy Enhancing Technologies, 2019, 2019
(1). 87-107

Yakubu A M, Chen Y P P. Ensuring privacy and security of
genomic data and functionalities. Briefings in Bioinformatics,
2020, 21(2): 511-526

Weidman J, Aurite W, Grossklags J. On sharing intentions,
and personal and interdependent privacy considerations for
genetic data: A vignette study. IEEE/ACM Transactions on
Computational Biology and Bioinformatics, 2019, 16(4):
1349-1361

Lin Z. Owen A B, Altman R B. Genomic research and
human subject privacy. Science, 2004, 305(5689): 183
Homer N, Szelinger S, Redman M, et al. Resolving individuals
contributing trace amounts of DNA to highly complex
mixtures using high-density SNP genotyping microarrays.
PLoS Genetics, 2008, 4(8): ¢1000167

Jacobs K B, Yeager M, Wacholder S, et al. A new statistic
and its power to infer membership in a genome-wide association
study using genotype frequencies. Nature Genetics, 2009,
41(11) . 1253-1257

Wang R, Li Y F, Wang X F, et al. Learning your identity
and disease from research papers: Information leaks in
genome wide association study//Proceedings of the 16th ACM
Conference on Computer and Communications Security.
Chicago, USA, 2009; 534-544

Lumley T, Rice K. Potential for revealing individual-level
information in genome-wide association studies. The Journal
of the American Medical Association, 2010, 303(7). 659-
660



1474

it "

i 2021 4F

[24]

[25]

[26]

[27]

[28]

[29]

[30]

[31]

[32]

[33]

[34]

[35]

[36]

[37]

[38]

Zhou X, Peng B, Li Y F, et al. To release or not to release:
Evaluating information leaks in aggregate human-genome
data//Proceedings of the 16th European Symposium on
Research in Computer Security. Leuven, Belgium, 2011.
607-627

Cai R, Hao Z, Winslett M, et al. Deterministic identification
of specific individuals from GWAS results. Bioinformatics,
2015, 31(11): 1701-1707

Sankararaman S, Obozinski G, Jordan M I, et al. Genomic
privacy and limits of individual detection in a pool. Nature
Genetics, 2009, 41(9): 965-967

Visscher P M, Hill W G. The limits of individual identification
from sample allele frequencies: Theory and statistical analysis.
PLoS Genetics, 2009, 5(10);: 1000628

Shringarpure S S, Bustamante C D. Privacy risks from
genomic data-sharing beacons. The American Journal of
Human Genetics, 2015, 97(5): 631-646

Tramer F, Ji Z. Addressing Beacon

Raisaro ] L, et al.

re-identification attacks: Quantification and mitigation of
privacy risks. Journal of the American Medical Informatics
Association, 2017, 24(4): 799-805

Backes M, Berrang P, Humbert M, et al. Membership
privacy in microRNA-based studies//Proceedings of the 2016
ACM SIGSAC Conference on Computer and Communications
Security. Hofburg Palace, Austria, 2016 319-330

Im H K, Gamazon E R, Nicolae D L, et al. On sharing
quantitative trait GWAS results in an era of multiple-omics
data and the limits of genomic privacy. The American Journal
of Human Genetics, 2012, 90(4). 591-598

Backes M, Berrang P, Hecksteden A, et al. On epigenomic
privacy: Tracking personal microRNA expression profiles
over time//Proceedings of the Workshop on Understanding
and Enhancing Online Privacy, Affiliated with NDSS. San
Diego, USA. 2016. 10-18

Erlich Y, Shor T, Peer I, et al. Identity inference of genomic
data using long-range familial searches. Science, 2018, 362
(6415): 690-694

Lippert C, Sabatini R, Maher M C, et al. Identification of
individuals by trait prediction using whole-genome sequencing
data.
2017, 114(38): 10166-10171

von Thenen N, Ayday E, Cicek A E. Re-identification of

Proceedings of the National Academy of Sciences,

individuals in genomic data-sharing beacons via allele inference.
Bioinformatics, 2018, 35(3): 365-371

Malin B, Sweeney L. Determining the identifiability of DNA
American Medical

database entries//Proceedings of the

Informatics Association Annual Symposium. Los Angeles,
USA, 2000: 537-541
Malin B, Sweeney L. How (not) to protect genomic data
privacy in a distributed network: Using trail re-identification
to evaluate and design anonymity protection systems. Journal
of Biomedical Informatics, 2004, 37(3) . 179-192

Malin B. Re-identification of familial database records//
Proceedings of the American Medical Informatics Association

Annual Symposium. Washington, USA, 2006. 524-528

[40]

[41]

[42]

[43]

[44]

[45]

[46]

[47]

[48]

[49]

[50]

[51]

[52]

[53]

The effects of location access behavior

Malin B, Airoldi E.

on re-identification risk in a distributed environment//

Proceedings of the International Workshop on Privacy
Enhancing Technologies. Cambridge, UK, 2006 413-429
Nyholt D R. Yu C E. Visscher P M. On Jim Watson’s
APOE status: Genetic information is hard to hide. European
Journal of Human Genetics, 2009, 17(2): 147-150
Humbert M, Huguenin K, Hugonot J, et al. De-anonymizing
genomic databases using phenotypic traits. Proceedings on
Privacy Enhancing Technologies, 2015, 2015(2): 99-114
Alser M, Almadhoun N, Nouri A, et al. Can you really
anonymize the donors of genomic data in today’s digital
world?//Garcia-Alfaro J, Navarro-Arribas G, Aldini A, et al,
eds. Data Privacy Management, and Security Assurance.
Cham: Springer, 2015.: 237-244

Li S, Bandeira N, Wang X, et al. On the privacy risks of sharing
clinical proteomics data. AMIA Summits on Translational
Science Proceedings, 2016, 2016 122-131

Harmanci A, Gerstein M. Quantification of private information
leakage from phenotype-genotype data: Linking attacks.
Nature Methods, 2016, 13(3): 251-256

Malin B A, Sweeney L A. Inferring genotype {rom clinical
phenotype through a knowledge based algorithm//Proceedings
of the Pacific Symposium on Biocomputing. Hawaii, USA,
2002 41-52

Cassa C A, Schmidt B, Kohane I S, et al. My sister’s keeper?:
Genomic research and the identifiability of siblings. BMC
Medical Genomics, 2008, 1(1): 32

Gitschier J. Inferential genotyping of Y chromosomes in
Latter-Day Saints founders and comparison to Utah samples
in the HapMap project. The American Journal of Human
Genetics, 2009, 84(2): 251-258

Gymrek M, McGuire A L, Golan D, et al. Identifying
personal genomes by surname inference. Science, 2013, 339
(6117): 321-324

Samani S S, Huang Z, Ayday E, et al. Quantifying genomic
privacy via inference attack with high-order SNV correlations//
Proceedings of the 2015 IEEE Security and Privacy Workshops.
San Jose, USA, 2015.: 32-40

Backes M, Berrang P, Bieg M, et al. Identifying personal
DNA methylation profiles by genotype inference//Proceedings
of the 2017 IEEE Symposium on Security and Privacy. San
Jose, USA, 2017 957-976

Humbert M, Ayday E, Hubaux J P, et al. Addressing the
concerns of the lacks family: Quantification of kin genomic
privacy//Proceedings of the 2013 ACM SIGSAC Conference
on Computer and Communications Security. Berlin, Germany,
2013: 1141-1152

Deznabi I, Mobayen M, Jafari N, et al. An inference attack
on genomic data using kinship, complex correlations, and
phenotype information. IEEE/ACM Transactions on Compu-
tational Biology and Bioinformatics, 2018, 15(4) . 1333-1343
Lee S H, van der Werf ] H J, Hayes B J, et al. Predicting

unobserved phenotypes for complex traits from whole-genome

SNP data. PLoS Genetics, 2008, 4(10): 1000231



7 X1

A SRR R AA R I G 5 7 IR 4R IR

1475

[54]

[56]

[57]

[58]

[59]

[60]

[61]

[62]

[63]

[64]

[65]

[66]

[67]

Schadt E E, Woo S, Hao K. Bayesian method to predict
individual SNP genotypes from gene expression data. Nature
Genetics, 2012, 44(5): 603-608

Wang Y, Wen J, Wu X, et al. Infringement of individual
privacy via mining differentially private GWAS statistics//
Proceedings of the International Conference on Big Data
Computing and Communications. Shenyang, China, 2016.
355-366
Zhang L, Pan Q, Wang Y, et al. Bayesian network
construction and genotype-phenotype inference using GWAS
statistics. IEEE/ACM Transactions on
Biology and Bioinformatics, 2019, 16(2): 475-489

Goodrich M T. The mastermind attack on genomic data//

Computational

Proceedings of the 2009 30th IEEE Symposium on Security
and Privacy. Oakland, USA, 2009. 204-218

Wan Z, Vorobeychik Y, Xia W, et al. A game theoretic
framework for analyzing re-identification risk. PLoS One,
2015, 10(3): 0120592

Wagner 1. Evaluating the strength of genomic privacy metrics.
ACM Transactions on Privacy and Security, 2017, 20(1); 2
Cristofaro E, Faber S, Gasti P, et al. GenoDroid: Are privacy-
preserving genomic tests ready for prime time?//Proceedings
of the 11th ACM Workshop on Privacy in the Electronic
Society. Raleigh, USA, 2012. 97-108
Chen Y, Peng B, Wang X F, et al. Large-scale privacy-
preserving mapping of human genomic sequences on hybrid
clouds//Proceedings of the 19th Annual Network and
Distributed System Security Symposium. San Diego, USA,
2012 1-8

Jha S. Kruger L. Shmatikov V. Towards practical privacy
for genomic computation//Proceedings of the 2008 IEEE
Symposium on Security and Privacy. Oakland, USA, 2008:
216-230

Wang X S, Huang Y, Zhao Y, et al. Efficient genome-wide,
privacy-preserving similar patient query based on private edit
distance//Proceedings of the 22nd ACM SIGSAC Conference
on Computer and Communications Security. Denver, USA,
2015: 492-503

Schneider T, Tkachenko O. EPISODE: Efficient privacy-
preserving similar sequence queries on outsourced genomic
databases//Proceedings of the 2019 ACM Asia Conference on
Computer and Communications Security. Auckland, New
Zealand, 2019. 315-327

Wagner J, Paulson ] N, Wang X, et al. Privacy-preserving
microbiome analysis using secure computation. Bioinformatics,
2016, 32(12). 1873-1879
Ayday E., Raisaro ] L., Rougemont J. Protecting and
evaluating genomic privacy in medical tests and personalized
medicine//Proceedings of the 12th ACM Workshop on
Privacy in the Electronic Society. Berlin, Germany, 2013:
95-106

Ayday E, Raisaro ] L, Hubaux J P. Personal use of the
genomic data: Privacy vs. storage cost//Proceedings of the
2013 IEEE Global Communications Conference.
USA, 2013. 2723-2729

Atlanta,

[68]

[69]

[70]

[71]

[72]

(73]

[74]

[75]

[76]

[77]

[78]

[79]

[80]

[81]

[82]

Mohammed N, Wang S, Chen R, et al. Private genome data
dissemination//Aris G-D, Loukides G eds. Medical Data
Privacy Handbook. Cham: Springer, 2015: 443-461
Simmons S, Berger B. Realizing privacy preserving genome-
wide association studies. Bioinformatics, 2016, 32(9) . 1293-
1300

Kusano K, Takeuchi I, Sakuma J. Privacy-preserving and
optimal interval release for disease susceptibility//Proceedings
of the 2017 ACM on Asia Conference on Computer and
Communications Security. Abu Dhabi, United Arab Emirates,
2017 532-545

Chen F, Wang S, Jiang X, et al. PRINCESS: Privacy-
protecting rare disease international network collaboration via
encryption through software guard extensions. Bioinformatics,
2016, 33(6): 871-878

Teruya T, Nuida K, Shimizu K, et al. On limitations and
alternatives of privacy-preserving cryptographic protocols for
genomic data//Proceedings of the International Workshop on
Security. Nara, Japan, 2015. 242-261

Kang S, Aung K M M, Veeravalli B. Towards secure and fast
mapping of genomic sequences on public clouds//Proceedings
of the 4th ACM International Workshop on Security in Cloud
Computing. Xi’an, China, 2016 59-66

Wang X, Zhang Y. E-SC:. Collusion-resistant secure out-
sourcing of sequence comparison algorithm. IEEE Access,
2017, 6. 3358-3375

Senf A. End-to-end security for local and remote human genetic
IEEE/ACM Transactions on
2019, 16(4).

data applications at the EGA.
Computational Biology and Bioinformatics,
1324-1327

Hosseini M, Pratas D, Pinho A J. Cryfa: A secure encryption
tool for genomic data. Bioinformatics, 2018, 35(1). 146-148
Canim M, Kantarcioglu M, Malin B. Secure management of
biomedical data with cryptographic hardware. IEEE Transactions
on Information Technology in Biomedicine, 2011, 16(1):
166-175

Ayday E, Raisaro J L., Hengartner U, et al. Privacy-preserving
processing of raw genomic data//Garcia-Alfaro J, Lioudakis G,
Cuppens-Boulahia N, et al, eds. Data Privacy Management
and Autonomous Spontaneous Security. Heidelberg, Berlin:
Springer, 2013 133-147

Huang Z. Ayday E, Lin H, et al. A privacy-preserving solution
for compressed storage and selective retrieval of genomic
data. Genome Research, 2016, 26(12) . 1687-1696
Braun J, Buchmann J A, Demirel D, et al. LINCOS — A
storage system providing long-term integrity, authenticity,
and confidentiality//Proceedings of the 12th ACM on Asia
Conference on Computer and Communications Security. Abu
Dhabi, United Arab Emirates, 2017 461-468
Buchmann J, Geihs M, Hamacher K, et al. Long-term
integrity protection of genomic data. EURASIP Journal on
Information Security, 2019, 2019(1): 1-14

Cassa C A, Miller R A, Mandl K D. A novel, privacy-

preserving cryptographic approach for sharing sequencing



1476

it "

i 2021 4F

[83]

[84]

[85]

[86]

[87]

[88]

[89]

[90]

[91]

[92]

[93]

[94]

[95]

[96]

[97]

data. Journal of the American Medical Informatics Association,
2012, 20(1): 69-76

Oprisanu B, Cristofaro E. AnoniMME: Bringing anonymity
to the matchmaker exchange platform for rare disease gene
discovery. Bioinformatics, 2018, 34(13): i160-i168
Gulcher J R, Kristjansson K., Gudbjartsson H, et al.
Protection of privacy by third-party encryption in genetic
research in Iceland. European Journal of Human Genetics,
2000, 8(10): 739-742

Singh A P, Zafer S, Peer I. MetaSeq: Privacy preserving
meta-analysis of sequencing-based association studies//
Proceedings of the Pacific Symposium on Biocomputing.
Hawaii, USA, 2013: 356-367

Zhao Y, Wang X F, Tang H. Secure genomic computation
through site-wise encryption. AMIA Summits on Translational
Science Proceedings, 2015, 2015 227-231

Turchin M C, Hirschhorn J N. Gencrypt: One-way crypto-
graphic hashes to detect overlapping individuals across
samples. Bioinformatics, 2012, 28(6): 886-888

Bohannon P, Jakobsson M. Srikwan S. Cryptographic
approaches to privacy in forensic DNA databases//Proceedings
of the International Workshop on Public Key Cryptography.
Melbourne, Australia, 2000: 373-390

Naveed M, Agrawal S, Prabhakaran M, et al. Controlled
functional encryption//Proceedings of the 2014 ACM SIGSAC
Conference on Computer and Communications Security.
Scottsdale, USA, 2014, 1280-1291

Kamm L, Bogdanov D, Laur S, et al. A new way to protect
privacy in large-scale genome-wide association studies.
Bioinformatics, 2013, 29(7) . 886-893

Deuber D, Egger C, Fech K, et al. My genome belongs to
me: Controlling third party computation on genomic data.
Proceedings on Privacy Enhancing Technologies, 2019,
2019(1): 108-132

Constable S D, Tang Y, Wang S, et al. Privacy-preserving
GWAS analysis on federated genomic datasets. BMC Medical
Informatics and Decision Making, 2015, 15(5); S2
Hamada K, Hasegawa S, Misawa K, et al. Privacy-preserving
fisher’ s exact test for genome-wide association study//
Proceedings of the International Workshop on Genome
Privacy and Security. Orlando, USA, 2017 99-102
Bogdanov D, Kamm L, Laur S, et al. Implementation and
evaluation of an algorithm for cryptographically private
principal component analysis on genomic data. IEEE/ACM
Transactions on Computational Biology and Bioinformatics,
2018, 15(5): 1427-1432

Cho H, Wu D J, Berger B. Secure genome-wide association
analysis using multiparty computation. Nature Biotechnology,
2018, 36(6): 547-551

Xie W, Kantarcioglu M, Bush W S, et al. SecureMA;:
Protecting participant privacy in genetic association meta-
analysis. Bioinformatics, 2014, 30(23);: 3334-3341
Asharov G, Halevi S, Lindell Y, et al. Privacy-preserving
search of similar patients in genomic data. Proceedings on

Privacy Enhancing Technologies, 2018, 2018(4) . 104-124

[99]

[100]

[101]

[102]

[103]

[104]

[105]

[106]

[107]

[108]

[109]

[110]

[111]

Mahdi M S R, Aziz M M A, Alhadidi D, et al. Secure
similar patients query on encrypted genomic data. IEEE
Journal of Biomedical and Health Informatics, 2019, 23(6) .
2611-2618

Wang R, Wang X F, Li Z,

et al. Privacy-preserving

genomic computation through program specialization//
Proceedings of the 16th ACM Conference on Computer and
Communications Security. Chicago, USA, 2009. 338-347
Jagadeesh K A, Wu D J, Birgmeier J] A, et al. Deriving
genomic diagnoses without revealing patient genomes. Science,
2017, 357(6352) : 692-695

Katz J, Malka L. Secure text processing with applications
to private DNA matching//Proceedings of the 17th ACM
Conference on Computer and Communications Security.
Chicago, USA, 2010: 485-492

et al.

Karvelas N, Peter A, Katzenbeisser S, Privacy-

preserving whole genome sequence processing through
proxy-aided ORAM/ /Proceedings of the 13th ACM Workshop
on Privacy in the Electronic Society. Scottsdale, USA,
2014. 1-10

Atallah M J, LiJ. Secure outsourcing of sequence comparisons.
International Journal of Information Security. 2005, 4(4):
277-287

Shen L, Chen X, Wang D, et al. Efficient and private set
intersection of human genomes//Proceedings of the 2018
IEEE International Conference on Bioinformatics and
Biomedicine. Madrid, Spain, 2018: 761-764

Gentry C. Fully homomorphic encryption using ideal lattices
//Proceedings of the 41st Annual ACM Symposium on
Theory of Computing. Bethesda, USA, 2009: 169-178
Ghasemi R, Aziz M M A, Mohammed N, et al. Private and
efficient query processing on outsourced genomic databases.
IEEE Journal of Biomedical and Health Informatics., 2017,
21(5) . 1466-1472

Ayday E, Tang Q. Yilmaz A. Cryptographic solutions for
credibility and liability issues of genomic data. IEEE
Transactions on Dependable and Secure Computing, 2019,
16(1) . 33-43

Lauter K, Lopez-Alt A, Naehrig M. Private computation
on encrypted genomic data//Proceedings of the International
Conference on Cryptology and Information Security in Latin
America. Florianopolis, Brazil, 2014 3-27

duVerle D A, Kawasaki S, Yamada Y, et al. Privacy-
preserving statistical analysis by exact logistic regression//
Proceedings of the 2015 IEEE Security and Privacy Workshops.
San Jose, USA, 2015: 7-16

Wang S, Zhang Y, Dai W, et al. HEALER: Homomorphic
computation of exact logistic regression for secure rare
disease variants analysis in GWAS. Bioinformatics, 2016,
32(2): 211-218

Zhang Y, Dai W, Jiang X, et al. FORESEE. Fully
outsourced secure genome study based on homomorphic

encryption. BMC Medical Informatics and Decision Making,
2015, 15(5): S5



7H

XA RN ARUE AR e 50T Ik SR IR

1477

[112]

[113]

[114]

[115]

[116]

[117]

[118]

[119]

[120]

[121]

[122]

[123]

[124]

[125]

Lu W, Yamada Y. Sakuma J. Efficient secure outsourcing
of genome-wide association studies//Proceedings of the
2015 TIEEE Security and Privacy Workshops.
USA., 2015; 3-6

San Jose,

Kantarcioglu M, Jiang W, Liu Y, et al. A cryptographic
approach to securely share and query genomic sequences.
IEEE Transactions on Information Technology in Biomedicine,
2008, 12(5): 606-617

Blanton M, Aliasgari M. Secure outsourcing of DNA
searching via finite automata//Proceedings of the IFIP
Annual Conference on Data and Applications Security and
Privacy. Rome, Italy, 2010: 49-64

Troncoso-Pastoriza ] R, Katzenbeisser S, Celik M. Privacy
preserving error resilient DNA searching through oblivious
automata//Proceedings of the 14th ACM Conference on
Alexandria,

Computer and Communications

USA, 2007: 519-528

Security.

Shimizu K, Nuida K, Ratsch G. Efficient privacy-preserving
string search and an application in genomics. Bioinformatics,
2016, 32(11): 1652-1661

Aziz A, Momin M, Hasan M Z, et al. Secure and efficient
multiparty computation on genomic data//Proceedings of
the 20th International Database Engineering & Applications
Symposium. Montreal, Canada, 2016: 278-283

Hasan M Z, Mahdi M S R, Sadat M N, et al. Secure count
query on encrypted genomic data. Journal of Biomedical
Informatics, 2018, 81. 41-52

Cristofaro E, Faber S, Tsudik G. Secure genomic testing
with size- and position-hiding private substring matching//
Proceedings of the 12th ACM Workshop on Privacy in the
Electronic Society. Berlin, Germany, 2013: 107-118
McLaren P J, Raisaro J L, Aouri M, et al. Privacy-preserving
genomic testing in the clinic: A model using HIV treatment.
Genetics in Medicine, 2016, 18(8). 814-822

Baldi P,
GATTACA: Efficient and secure testing of fully-sequenced

Baronio R, Cristofaro E, et al. Countering
human genomes//Proceedings of the 18th ACM Conference
on Computer and Communications Security. Chicago, USA,
2011 691-702

Djatmiko M, Friedman A, Boreli R, et al. Secure evaluation
protocol for personalized medicine//Proceedings of the 13th
ACM Workshop on Privacy in the Electronic Society.
Scottsdale, USA, 2014. 159-162

Barman L, Elgraini M T, Raisaro J L, et al. Privacy threats
and practical solutions for genetic risk tests//Proceedings of
the 2015 IEEE Security and Privacy Workshops. San Jose,
USA, 2015 27-31

Danezis G, Cristofaro E. Fast and private genomic testing
for disease susceptibility//Proceedings of the 13th ACM
Workshop on Privacy in the Electronic Society. Scottsdale,
USA, 2014 31-34

Ayday E, Raisaro J L, MclLaren P J, et al. Privacy-preserving
computation of disease risk by using genomic. clinical, and

environmental data//Proceedings of the USENIX Security

[126]

[127]

[128]

[129]

[130]

[131]

[132]

[133]

[134]

[135]

[136]

[137]

[138]

[139]

Workshop on Health Information Technologies. Washington,
USA, 2013. 20-28

Namazi M, Eryonucu C, Ayday E, et al. Dynamic attribute-
based privacy-preserving genomic susceptibility testing//
Proceedings of the 34th ACM/SIGAPP Symposium on
Applied Computing. Limassol, Cyprus, 2019. 1467-1474
Hormozdiari F, Joo J] W J, Wadia A, et al. Privacy preserving
protocol for detecting genetic relatives using rare variants.
Bioinformatics, 2014, 30(12): i204-i211

He D, Furlotte N A, Hormozdiari F, et al. Identifying
genetic relatives without compromising privacy. Genome
Research, 2014, 24(4). 664-672

Huang Z, Ayday E, Fellay J, et al. GenoGuard: Protecting
genomic data against brute-force attacks//Proceedings of
the 2015 TEEE Symposium on Security and Privacy. San
Jose, USA, 2015: 447-462

Chen F, Wang C, Dai W, et al. PRESAGE. Privacy-
preserving genetic testing via software guard extension.
BMC Medical Genomics, 2017, 10(2); 48

Mandal A, Mitchell J C, Montgomery H, et al. Data oblivious
genome variants search on Intel SGX//Garcia-Alfaro J,
Herrera-Joancomarti J, Livraga G, et al, eds. Data Privacy
Management, Cryptocurrencies and Blockchain Technology.
Cham: Springer, 2018 296-310

Sadat M N, Aziz A, Momin M, et al. SAFETY: Secure
GWAS in federated environment through a hybrid solution.
IEEE/ACM Transactions on Computational Biology and
Bioinformatics, 2019, 16(1): 93-102

Kockan C, Zhu K, Dokmai N, et al. Sketching algorithms
for genomic data analysis and querying in a secure enclave//
Proceedings of the 23rd Annual International Conference
Research in Computational Molecular Biology. Washington,
USA, 2019: 302-304

Machanavajjhala A, Gehrke J, Kifer D, et al. (¢-diversity:
Privacy beyond £ -anonymity//Proceedings of the 22nd
International Conference on Data Engineering. Atlanta,
USA., 2006 24

Li N, Li T, Venkatasubramanian S. z-closeness: Privacy
beyond k-anonymity and ¢-diversity//Proceedings of the 2007
IEEE 23rd International Conference on Data Engineering.
Istanbul, Turkey., 2007: 106-115

Xiao X, Tao Y. m-invariance: Towards privacy preserving
re-publication of dynamic datasets//Proceedings of the 2007
ACM SIGMOD International Conference on Management of
Data. Beijing, China, 2007. 689-700

Loka T P, Tausch S H, Dabrowski P W, et al. PriLive:
Privacy-preserving real-time filtering for next-generation
sequencing. Bioinformatics, 2018, 34(14): 2376-2383

Lin Z, Hewett M, Altman R B. Using binning to maintain
confidentiality of medical data//Proceedings of the American
Medical Informatics Association Annual Symposium. San
Antonio, USA, 2002. 454-458

Malin B A. Protecting genomic sequence anonymity with
generalization lattices. Methods of Information in Medicine,

2005, 44(5): 687-692



1478

it "

i 2021 4F

[140]

[141]

[142]

[143]

[144]

[145]

[146]

[147]

[148]

[149]

[150]

[151]

[152]

[153]

[154]

Li G, Wang Y, Su X. Improvements on a privacy-protection
algorithm for DNA sequences with generalization lattices.
Computer Methods and Programs in Biomedicine, 2012,
108(1): 1-9

Heatherly R D, Loukides G, Denny J C, et al. Enabling
genomic-phenomic association discovery without sacrificing
anonymity. PLoS One, 2013, 8(2): e53875

Kale G, Ayday E, Tastan O. A utility maximizing and
privacy preserving approach for protecting kinship in genomic
databases. Bioinformatics, 2017, 34(2). 181-189

Erlich Y, Williams J B, Glazer D, et al. Redefining genomic
privacy: Trust and empowerment. PLoS Biology, 2014,
12(11): 1001983

Humbert M, Ayday E, Hubaux J P, et al. Reconciling
utility with privacy in genomics//Proceedings of the 13th
ACM Workshop on Privacy in the Electronic Society.
Scottsdale, USA, 2014. 11-20

Dwork C, Roth A. The algorithmic foundations of differential
privacy. Foundations and Trends in Theoretical Computer
Science, 2014, 9(3-4): 211-407

McSherry F D. Privacy integrated queries: An extensible
platform for privacy-preserving data analysis//Proceedings
of the 2009 ACM SIGMOD International Conference on
Management of Data. Providence, USA, 2009: 19-30
Ghosh A, Roughgarden T, Sundararajan M. Universally
utility-maximizing privacy mechanisms. SIAM Journal on
Computing., 2012, 41(6): 1673-1693

McSherry F, Talwar K. Mechanism design via differential
privacy//Proceedings of the 48th Annual IEEE Symposium
on Foundations of Computer Science. Providence, USA,
2007 94-103

Duchi J C, Jordan M I, Wainwright M J. Local privacy and
statistical minimax rates//Proceedings of the 2013 IEEE
54th Annual Symposium on Foundations of Computer
Science. Berkeley, USA, 2013; 429-438

Warner S L. Randomized response: A survey technique for
eliminating evasive answer bias. Journal of the American
Statistical Association, 1965, 60(309): 63-69

Kairouz P, Oh S, Viswanath P. Extremal mechanisms for
local differential privacy. Journal of Machine Learning
Research, 2016, 17(1): 492-542
Li N, Qardaji W, Su D, et al. Membership privacy: A
unifying framework for privacy definitions//Proceedings of
the 2013 ACM SIGSAC Conference on Computer and
Communications Security. Berlin, Germany, 2013: 889-900
Tramer F, Huang Z, Hubaux J P, et al. Differential privacy
with bounded priors; Reconciling utility and privacy in
genome-wide association studies//Proceedings of the 2015
ACM SIGSAC Conference on Computer and Communications
Security. Denver, USA, 2015: 1286-1297

Wang S, Mohammed N, Chen R. Differentially private
genome data dissemination through top-down specialization.
BMC Medical Informatics and Decision Making, 2014,
14(1): S2

[156]

[157]

[158]

[159]

[160]

[161]

[162]

[163]

[164]

[165]

[166]

[167]

Simmons S, Berger B, Sahinalp C S. Protecting genomic
data privacy with probabilistic modeling//Proceedings of the
Pacific Symposium on Biocomputing. Hawaii, USA, 2019.
403-414

Liu Hai, Wu Zhen-Qiang, Peng Chang-Gen, et al. Genomic
privacy preserving framework for SNP linkage disequilibrium.
Journal of Software, 2019, 30(4): 1094-1105(in Chinese)
X, 2R, KRS, SNP %8R P4 T 93 K AL
TR, BopEaEA . 2019, 30(4) : 1094-1105)

Liu H, Wu Z, Peng C, et al. Genomic privacy preserving
framework for high-order SNPs linkage disequilibrium on
correlated sequences//Proceedings of the 2017 International
Conference on Networking and Network Applications.
Kathmandu, Nepal, 2017. 125-132

Hagestedt 1, Zhang Y., Humbert M, et al. MBeacon:
Privacy-preserving beacons for DNA methylation data//
Proceedings of the 26th Annual Network and Distributed
System Security Symposium. San Diego, USA, 2019. 31-
39

Fienberg S E, Slavkovic A, Uhler C. Privacy preserving
GWAS data sharing//Proceedings of the 2011 IEEE 11th
International Conference on Data Mining Workshops.
Vancouver, Canada, 2011.: 628-635

Yu F, Fienberg S E, Slavkovi¢ A B, et al. Scalable privacy-
genome-wide

preserving data sharing methodology for

association studies. Journal of Biomedical Informatics,
2014, 50 133-141

Simmons S, Berger B. One size doesn’t fit all: Measuring
individual privacy in aggregate genomic data//Proceedings
of the 2015 TEEE Security and Privacy Workshops.
Jose, USA, 2015. 41-49

Liu H, Wu Z, Peng C, et al. Adaptive differential privacy

San

of character and its application for genome data sharing//

Proceedings of the 2019 International Conference on

Networking and Network Applications. Daegu., Korea
South, 2019. 429-436

Johnson A, Shmatikov V. Privacy-preserving data exploration
in genome-wide association studies//Proceedings of the
19th ACM SIGKDD International Conference on Knowledge
Discovery and Data Mining. Chicago, USA, 2013: 1079-
1087

Simmons S, Sahinalp C, Berger B. Enabling privacy-preserving
GWAS in heterogeneous human populations. Cell Systems,
2016, 3(1): 54-61

Zhao Y, Wang X, Jiang X, et al. Choosing blindly but
wisely: Differentially private solicitation of DNA datasets
for disease marker discovery. Journal of the American
Medical Informatics Association, 2014, 22(1): 100-108
Fredrikson M, Lantz E, Jha S, et al. Privacy in pharmaco-
genetics: An end-to-end case study of personalized warfarin
dosing/ /Proceedings of the 23rd USENIX Security Symposium.
San Diego, USA, 2014 17-32

Honkela A, Das M, Nieminen A, et al. Efficient differentially
private learning improves drug sensitivity prediction. Biology

Direct, 2018, 13(1): 1



7 3 XA B AR R R ENE 5O R 1479
[168] Le T T, Simmons W K, Misaki M, et al. Differential privacy- Web Search and Data Mining. Melbourne, Australia, 2019:

based evaporative cooling feature selection and classification
with relief-F and random forests. Bioinformatics, 2017,
33(18): 2906-2913

[169] Humbert M, Ayday E, Hubaux J P, et al. On non-cooperative
genomic privacy//Proceedings of the International Conference
on Financial Cryptography and Data Security. San Juan,
Puerto Rico, 2015: 407-426

[170] Cogo V V, Bessani A, Couto F M, et al. A high-throughput

method to detect privacy-sensitive human genomic data//

Proceedings of the 14th ACM Workshop on Privacy in the

Electronic Society. Denver, USA, 2015: 101-110

[171] Raisaro J L, Choi G, Pradervand S, et al. Protecting privacy

and security of genomic data in i2b2 with homomorphic

encryption and differential privacy. IEEE/ACM Transactions

on Computational Biology and Bioinformatics, 2018, 15(5):

1413-1426

[172] Huang Z. Lin H, Fellay J, et al. SQC: Secure quality

control for meta-analysis of genome-wide association

studies. Bioinformatics,s 2017, 33(15): 2273-2280

[173]

Zhang Y, Zhao X, Li X, et al. Enabling privacy-preserving
sharing of genomic data for GWASs in decentralized networks

//Proceedings of the 12th ACM International Conference on

LIU Hai, Ph. D. His research interests

is privacy preserving.

PENG Chang-Gen, Ph.D. , professor. His research interests

include cryptography. information security, and privacy

Background

This paper surveys recent advances in the theories and
methods of privacy preserving of genome data, and discusses
some challenges to the future research. Genome data can
uniquely identify an individual and closely associate with
inheritance, health, phenotype, and kinship. Moreover, genome
data don’t change over time. Thus, genome data will bring
about privacy concerns in a wide range of applications, such
as scientific research, healthcare, legal and forensic, and
direct-to-consumer. To solve this problem. in addition to the
supervision of relevant laws and regulations, privacy preserving
technologies are also used to achieve the privacy preserving of
genome data, such as cryptography, anonymity, differential
privacy, and hybrid approach. At present, privacy preserving
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of privacy preserving. Recently, some surveys have been
studied on existing work of privacy preserving of genome
data.

For example, “Patient Privacy in the Genomic Era”
discusses the important privacy issues related to genome
data, and discusses the methods of protecting the privacy of
genome data from the perspective of cryptography; “Privacy
Preserving Processing of Genomic Data; A Survey” is a
survey of the privacy preserving of query processing of
genome data; “Privacy in the Genomic Era” is a survey of
privacy preserving of applications of genome data; “A Survey
of Secure Multiparty Computation Protocols for Privacy
Preserving Genetic Tests” reviews the research on the privacy

preserving of genome data based on secure multiparty compu-
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tation; “An Overview of Human Genetic Privacy” surveys
the research on privacy preserving of genome data from three
aspects, including access control, differential privacy, and
cryptography; “Secure Count Query on Encrypted Genomic
Data” summarizes the existing security solutions for outsourcing
genome data to the cloud; “Privacy-Preserving Techniques of
Genomic Data—A Survey” discusses differential privacy and
security issues on genome data; “Systematizing Genome Privacy
Research: A Privacy-Enhancing Technologies Perspective”
systematically reviews the research on privacy preserving of
genome data from the perspective of privacy enhancement
technology; Considering the semi-honest and malicious
model, “Ensuring Privacy and Security of Genomic Data and
Functionalities” discusses and summarizes the privacy leakage
of genome data and the relevant privacy attack methods, and
classifies the latest privacy preserving schemes of genome
data to mitigate the existing attacks, and also discusses the
challenges and future research direction of privacy preserving
of genome data; “On Sharing Intentions, and Personal and
Interdependent Privacy Considerations for Genetic Data: A
Vignette Study” has shown that the institutional trust,
concern for family and friend’s privacy, and the likelihood of
sharing genetic data are closely associated with factors, such
as carrying a genetic marker and the institutional type of the
data requester, as well as the demographic factors, such as
age and ethnicity, and this work is good for developing a
comprehensive explanatory model for the intention to share
genetic data.

However, these surveys do not systematically summarize

and analyze the theories and methods of privacy preserving

of genome data. Unlike these research surveys, this paper
systematically summarizes and analyzes the theories and
methods of privacy preserving of genome data following six
aspects, specifically including the ecosystem of genome data,
privacy concerns of genome data, privacy threat of genome
data, privacy and utility metrics of genome data, privacy-
preserving methods of cryptography, anonymity, differential
privacy, and hybrid approach, privacy preserving of genome
data in sequencing and storage, aggregation and sharing,
research and analysis, healthcare, legal and forensic, and direct-
to-consumer. Finally, this paper compares and analyzes the
existing privacy-preserving methods of genome data, and
discusses future research challenges to privacy preserving of
genome data. This work provides the basis for solving the
problem of privacy leakage of genome data. Furthermore,
this work is helpful to inspire the research of security and
privacy preserving of genome data.
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