$39% A2 it A HL =5 Eire Vol. 39 No. 2
2016 4F 2 A CHINESE JOURNAL OF COMPUTERS Feb. 2016

—#E T Bio-PEPA W5y s EE UL R fiE 55 1%
i R R

BER IEBR MRFT BRA AT

AR TR SERURL S A BE WURBE 150001)

OE S SR S R s e A X 5 e G AR R R i A S TR T X 3 ik D TR A
WEJE. % SCAR ) — i 20 5 SE AR A oA M 400 A 2% 408 I 59 P FOASE 20 ol o TR 3 0 MG 359 A 2 L Y O ) 3
Fr 005 FLUK A T Bio-PEPA 25 73 2 45 14, X JfE 585 P 0 % D9 7% 1) A% 40 o LA R A58 [ O 4% v Al i # i A7 s 4. i
¥ Bio- PEPA BT B AL Sy 4 1003 J5 RE R o 23 A 7 A 2 e 004 28 490 e 583 1 9 T80 o900 A0 o 0 ML o ol 0 T A% 2 00 AT U
T AR 25 (] A3 0 (R S 30 495 R S 7 o AT LA S 4R T AR e 8 S RE 7 e A AR (] A 47 R L /I A% (] 78 T T R 40 o
A XM FULAE AR T B I S B

R M VE T WS PR A U UL R 5L Bio-PEPA Z iR
HEESES TP309 DOI 5 10.11897/SP.].1016. 2016. 00391

A Vulnerability Propagation Model of Distributed Virtualized Systems
Based on Bio-PEPA

LV Hong-Wu WANG Hui-Qiang LIN Jun-Yu FENG Guang-Sheng GUO Fang-Fang

(College of Computer Science and Technology, Harbin Engineering University . Harbin 150001)

Abstract  Vulnerability is usually the essential reason of security and dependability. Recently,
enormous amounts of third-party applications appear on distributed virtualized systems, which
bring out a lot of additional vulnerabilities even more than the inherent vulnerabilities in the
systems. Meanwhile, the vulnerabilities are propagated rapidly by frequent interactions and
unreasonable trust relationship among nodes. Vulnerability propagation has grown up to be a
serious problem. Different types of vulnerabilities and vulnerability evolution have a significant
impact on the process of vulnerability propagation, but the existing vulnerability propagation
models have not considered these issues. In order to make the model more reasonable, we
propose a new vulnerability propagation model for distributed virtualized systems based on
clustering. In this model, the same kind of vulnerabilities is regarded as in a single cluster, and
then the vulnerability propagation in/between clusters as well as vulnerability migration between
clusters is modeled by Bio-PEPA (Performance Evaluation Process Algebra) in a static hierarchy
manner. Besides, the Bio-PEPA model we have proposed is converted into ODEs ( Original

Differential Equations) to discover the law of vulnerability propagation, avoiding the state space
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explosion existing in traditional analysis methods.

The experimental results show that the

vulnerability propagation progress can be retained by enhancing the recovery capability,

decreasing the rate of vulnerability propagation and reducing the rate of vulnerability migration

between clusters. Our works provide an insight into the nature of the vulnerability propagation of

distributed virtualized systems, and it is useful to improve the security of the systems.
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Background

Vulnerability is usually the essential reason of security
and dependability. And all the researches of vulnerability are
generally known as vulnerability analysis, which is always a
hot topic in the domain of software development and system
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there are enormous amounts of third-party applications now
than ever before, which have more defects and holes than the
operation system and the original software. Thus plenty of
additional vulnerabilities are brought out by interactions and
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virtualized systems. Moreover, it is reported that the number
of these new additional vulnerabilities is even more than the
inherent ones. Vulnerability propagation has grown up to be
a serious problem.

In the field of vulnerability propagation and forecast, a
preliminary study on the process of vulnerability propagation
of WSN, object-oriented program and some information
systems has been carried out. However, these traditional
models ignored too much information about vulnerabilities, and

there are mainly the following three aspects of shortcomings.

(1) The vulnerability propagation process is usually
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treated as uniform distribution, that is, the differences of
vulnerability propagation between different types of vulnera-
bilities are ignored.

(2) For a distributed virtualized system, all the computing
sources stay in the remote cloud owing to the technology of
virtualization. It is impossible to predict the vulnerability of
the connection object beforehand, and it may choose anyone
in the virtual resource pool. Thus it is difficult to accurately
describe this random selection based on traditional log analysis
methods.

(3) For the huge number of nodes in distributed virtualized
systems, the analyzer may suffer from a problem of state
space explosion while the traditional vulnerability propagation
models based on state-transition are solved.

According to the existing shortcomings, we propose a new
vulnerability propagation model for distributed virtualized

systems. In this model, the same kind of vulnerabilities are

seen as in a single cluster, and then the vulnerability propa-
gation in/between clusters as well as vulnerabilities migration
between clusters is modeled by Bio-PEPA ( Performance
Evaluation Process Algebra) in a static hierarchy manner,
avoiding the state space explosion existing in traditional
analysis methods.
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