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Abstract  The blockchain technology is the basis of digital cryptocurrencies like Bitcoin and
Ethereum. With the development of blockchain technology, the security of the blockchain
technology has been seen as the top priority and been widely concerned by the public. Generally
speaking, a blockchain consists of six layers: the data layer, the network layer, the consensus
layer, the incentive layer, the contract layer, and the application layer. In recent years, researchers
have proposed many attacking strategies in all six layers of the blockchain. The data layer is
threatened by exposure of nodes’ identity and disclosure of private data. The network layer, the
consensus layer, and the incentive layer face many well-known attacking strategies, including
eclipse attack, routing attack, selfish mining, stubborn mining, and block withholding attack.
The smart contract layer is threatened by the code vulnerability in smart contracts and is vulnerable to
attacks like ‘ The Dao’ attack. The application layer faces the problems brought by the vulnerability
in decentralized applications. There are both correlations and differences among those attacks in
the blockchain. For example, selfish mining and block withholding attack relate to the same
layers of the blockchain, but there are some significant differences between them. Meanwhile, an
effective way to optimize an attack in the blockchain is to combine it with another attack. For
instance, selfish mining attack can be combined with block withholding attack, and the combination
of selfish mining attack and block withholding attack is named as fork after withholding attack.
Analyzing the attacks independently cannot help to reveal the correlations and differences among

attacks in the blockchain. In our work, we analyze well-known attacks in the blockchain and
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propose a novel method to classify attacks in the blockchain. Our attack classification method
preserves the correlations and reveals the differences between different attacks in the blockchain.
Our attack classification method first classifies attacks into four types: attacks in the data layer,
attacks in the network layer, the consensus layer and the incentive layer, attacks in the contract
layer, and attacks in the application layer. Attacks in each type can be further classified according
to some principles. For example, attacks in the data layer can be further classified according to
the attackers’ aim. The attack classification method proposed by our work helps to summarize
the characteristics of the attacks. With these characteristics, the preventive measures and
detecting measures of each attack can be concluded. For example, some attacks in the network
layer, the consensus layer and the incentive layer including selfish mining and block withholding
attack can be prevented by designing reasonable parameters of the blockchain. These attacks can
also be detected via monitoring the valid computational power in the blockchain system. Some
attacks in the contract layer can be prevented by some smart contract security analysis tools such
as OYENTE and can be detected via graph analysis of the blockchain network. Our work also
points out that optimizing attacking strategies in the blockchain, developing efficient smart
contract security analysis tools, and regulating the blockchain through anonymization are three

promising fields in blockchain research.
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RO AT R A P R A A AT R

BAREETUBBAEEET AT FRE



44 XD - X P o Bt Oy Xt e 793

AT EAEEDERHGE M 4. 50 &S 2%
Tt 5 BT A G 0 SR R 45 3R] LR )
DX R . 0 L AR T e BRI )
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Jil. FETCE F S R AR TR R L i G R A
(1 X B A 2 e 20 IR IRER A LR, Bk & 7 i 3
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b B FAPE B Bt b () P [RD AR B0 TR T 0 E
4 X i 2

DX He 8 B8 1t 1 S R IR AT AR R
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AT 0 A IX L I 25 1) I A7 19 e 38 52 5 2k ) A2 ety
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0. 75" ARVZH Bt IS B (51 Yo ik X B
WG Xt R TR Z 8T S8 c Flwe 1Y
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BRI ). il 30 W] DL 5 S8« B e PRSI I
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B i il 38 53 BGP(Border Gateway Protocol)
Bl a5 Ty 2L FIRLER 23 X Pk 15 5 DX B BE R 2% 11
AR, B BE w2 5 L A 52 X ek 3R
IZE 3¢ AR

H b B0k 95 S B8 X S RGE 4y W i 5 X
828 TR v 17 Bl = 1 B 1 DL i e 2 i
TN T B R G 4% R SR Y
LB I3 A AR AT VB A A T AR Y R
O 5T R R B AL L R S

1 XY Bk b, Bl A el A KU BE R ¢
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B — 22, X BB R 5 2 S 1R oy X i i
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X PRk B 292 i B0k 5 X HsE p DL A 80
VIR R &R, 5 X He i S 1 )2 045 2 80 )2 o 1
di AN IA] S B 24 )2 b Yot 1 Yot 3 0F AR st —
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X AR T TF & E AR AR AR AR & R A
AT L

A YR ] B O - R R A 2 T R A
—MERGAZE R E AL R FReh
LYLETF Rk B v AN ATk o b A AR TR B R R
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