$38 % A5 it " HL =2 Eire Vol. 38 No. 5
2015 4 5 A CHINESE JOURNAL OF COMPUTERS May 2015

— T [ A %R O B AR A U 2 1R 5
& 5 46 3 75 ik

XER BEXW ETHE

GEERAT AP ESER R JLat 100084)

W OE AR RO RIE R R A A UKD, F T S A AR A G B0 B L S S R 1 P TR R R Y
I 40 B TS A2 30 H) ha AL 4 RE N B SR 5 A BE A BT 5 9K 50 76 Jon 28 A Y 345 0 ON A D 2R A AT LA R IS
SR BRI 25 3 S A% g 2 N A% A T T L S 303K 3l vh A A R Y e O T 491 R e TR B K R 2T
BRI SEIZ AT, SCH R R T — Rl IR 1) A A% A 10 A T AR T 4% 9l 55 5 491 46 T 5 125 (SD-Miner). 3% J5 ¥ 25 4 3K 3 IR
% 1% 45 A AR i X 3K 5l RS {68 PR ) P A% e 10 R AT G T A7 425 40 5 482 TP A2 10 ) BT A9BSR DA 3+ R0 T 488 3B A
DG 0 B A ) 4K Sl YR T w4 {3 ). SD- Miner X Linux 3. 10. 10 #1 2. 6. 38 9 YR 2l 5085 73 5 #E AT 1 ML 42 4 A
TGN %) P A 25 SR K L 7E 2. 6. 38 HRASIN A B R P LA 64 ALTE 3. 10. 10 H A E] T EIE. SD-Miner 45 Al
73 #r Linux 3. 10. 10 (9 3781 3 IR 2l 145 FEAXHFE 2% 5 min, IETHIR IR 1 220 AN 4OM5UAR 5% A ¢ 106 A R0 L 5 A
W] 756 A O] AR R 50 MR IS TOT R BT 25 AR B X 20 A A BT TR SEE
45 AR W], SD-Miner B8 45 A7 %5 254 P9 A% 43 10 169 TP A0SR UL 5 A6 00 ey 6k 1 e 491 3 T A By O 2 5% X 5K 5
HEATAE TE Ok $2 oo B 5l AT SEPE. st A o R0 OU) 9 42 40 2 i 1 IR Bl B0 45 4 1 B RN T 05 L AN T B T R AE TR T o 4R 1L
SN R SRR i

R IR R B T2 o R 5 T SR )
HEESEKS TP312 DOI 5 10.3724/SP. ]. 1016. 2015. 01007

A Method to Mine Sequence Dependent Rules and Detect Violations for
Kernel Extension Interfaces
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(Department of Computer Science and Technology, Tsinghua University, Beijing 100084)

Abstract  Kernel extension functions are provided to drivers in the form of interfaces, to manage
devices and resources. There are many sequence dependent rules in these interfaces, like the spin
lock must be initialized before being locked, and then unlocked; the memory allocated for probing
the device should be released when removing the device. However, due to driver developers’
ignorance or unawareness of using these rules of the interfaces, a lot of violations may occur, which
harms the reliability of drivers. This paper presents a method to mine the sequence dependent
rules and detect violations for the kernel extension interfaces (SD-Miner). SD-Miner associates
the structure of drivers, and exploits the statistic method to mine and extract sequence dependent
rules, and it detects violations on the source code of drivers with extracted rules. SD-Miner has

checked two versions of Linux 2. 6. 38 and 3.10. 10, and 64 bugs detected in 2. 6. 38 have been
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fixed in 3. 10. 10. 220 sequence dependent rules have been extracted from 3. 10. 10, and 756 viola-
tions have been detected as well. It only costs about 5 minutes to mine rules and detect violations
for Linux 3.10.10. The selected 50 bugs have been reported to the developers, and 20 bugs
(among 25 replies) have been confirmed. All the experimental evaluation results show that SD-

Miner can mine sequence dependent rules for kernel extension interfaces effectively, and it also

can detect real violations from the source code of drivers.

Besides, with the help of SD-Miner,

programmers can improve the reliability of drivers, without adding special notations to drivers.
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231 static int dw8250_probe(struct platform_device *pdev) {

253 xxx=devm_ioremap( & pdev—>dev, regs—>>start+++);

258 data=devm_kzalloc( & pdev—>dev, sizeof( *data) +=+);
263 if (1IS_ERR(data—>clk))

264 clk_prepare_enable(data—>clk) ;

287 data—>line=serial8250_register_8250_port( & uart) ;
293 pm_runtime_set_active( & pdev—>dev) ;

294 pm_runtime_enable( & pdev—>dev) ;

297

299 static int dw8250_remove(struct platform_device *pdev) {
305 serial8250_unregister_port(data——>line) ;

307 if (1TS_ERR(data—>clk))

308 clk_disable_unprepare(data—>clk) ;

310 pm_runtime_disable( & pdev—>dev) ;

311 pm_runtime_put_noidle( & pdev—>dev) ;
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USB 8§ 3l 5 5 T 35 % » 3 HL.5 5K 3l in 28 Fn ) 4 1 26
P A S AR 5 48 T A 3K Bl 51 % AR AD L i &R
3 A IEJ& SD-Miner (%) 5 5 £ 0% 42

PCI 3R 3h il USB 3K 2l #f T 245K #5151 2k + 28 5]
RGP, B A R 45 IR B AR R S — A G —

D R O P RLE T — 2 P A/ER R $#4E.
W 3 B s Bk PCT B 45 9K 8l 4R 7y 22 5 B — 4>
pei_driver X gl 4544, N AR AL 5 N (probe) P ek %
841 H2 (remove) R pRECFS 4T,

struct pei_driver {

int (x probe) (struct pci_dev *dev, +=+);
void (% remove) (struct pci_dev *dev);
int (* suspend) (struct pci_dev *dev, *+*);

1
2
3
4
5
6 int (¥ resume) (struct pci_dev *dev);
7

8

B 3 PCl R IR 25+

SD-Miner AR 45 &3 £k 45 ¥4 %5 9K 3l 19 45 #4 17
B FAE S 5 2 057 B 9K Bl o W 1 P 3R R $4E R
#. SD-Miner 45 pei_driver B Z5 4 5 1E , 42 BOH:
H (1) probe Fl remove PR . K pREIT 7E (1) ST F R
BARICHRE O, F O, A4 . USB 9K 5l [7] 4 47
TERCHT 0 45 R0 FRAE a1l 4 Fr , B> USB % & s
B SR PR AR DRI S B B0 2 Y A R ) 2 T
HE . % i usb_driver i) probe Fl disconnect PR %X 8
BE 2 ERSI0 b 3A eR ECHR B o0 OBE I BT KA 1Y R
ERIE SN SD-Miner 6l (% 4.

struct usb_driver {
int (* probe) (struct usb_interface *intf, =) ;

int (*suspend) (struct usb_interface *intf, =) ;

1

2

3

4 void (*disconnect) (struct usb_interface *intf);
5

6 int (*resume) (struct usb_interface *intf);

7

8

[ 4 USB K2R h 45

¥ 1 USB.PCI 3K gy . it A 1 2 9K 3l 17 72 3L [7]
2 ALK, I platform _driver ¢ 3K Zfy. i 1 43 A 5K
Bl URRG L 45 G 3K B I 25 R R AE L DL R R £ 44 P R
(BB 7 DU O & AL B AR 4R 72 SD-Miner i i
8 28 PRAT A B B R 2 R Y R B BT an iR )
“probe” . “remove” #l“disconnect” 5% & g8 7 , 3 4l LA
O I0FE AT 1y Wk 0 0 3K 0 ) R 4 11 2R R g v
K By Jonn A5 R ) 2 R 0 I A B0 1 45 4R bR B i B
P.R #:/E%.

—XF P R #:4E 28 H — R 50 104 10 R B0k 58
B E W DIRE AN AE P BRAE b DB VE AL A R i
WA A A 5 8 SO 400 o 1 TR I & 45 T 7E R
PR b H DR AE OGP R A% A R i 1 RS R X
B SO RETBCPN AF S P TR P 0 42 10 o B0 A X1
PR, T O R 2 T RE A S 2 OB Bk
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PA] I A P R 00 TG 325 H 42 3K 1%, SD-Miner 229X 45 &
SE R R AR RN GE T S BRI 11 v K5 e A o TN

P E:AEA R B2AE M DI REAR 5. PRI AE 9/ I # 11
BRI A SR AR S TR ARCORSE DU A 8 U B 6
P 205

YR 1. 76 P HAE S AT B0 O AR 56 1Y)
F2 171 R B, HOWHHE B BT R BB A Hh S S AT

T PRV R B85 01 50 5 A 4 ST A
PR PRLICTE R 454 v x5 o 55 1) o > 30 O 97 O
ANOE— o U A7 AE MR ARORE 4 2 11 bR BR7E B H4 H)
T 0 A 29 1. 3. 3. 2 XS PR #8AE Z 6] /Y
PC T bR A7 48 AT A 40 M AE SR 3. 3.3 1 TP XS R
B A 5T DU B e E AR U IR T LA 4.
3.3.2  GEit P/R #AF Z 18] 1 T 0 AR 0]

REB 7345 11 eR RS & th NAZ T R B S . It
T2 11 R BRI i 24 O A L S5 6 R B 44 RS 8L
AL AT oK AR B g 2E 17 3R . SD-Miner i 52 $2 B
BRIEI 4 T T I DG B S BURRAIE R DR SR PR B L R R
PREL F 7 D RSB

Xof T XS B 4 e 0 U SC B AE T At AT
S IIRERIIETERC X R 5. 2% — S 2 M BE5E L
VRN B 5 R SO LR L 4 T 0 42 i 1) O 3k T
L7 LA P4 AE A0 R 454 v an 2% 30—
HF QBT . HAE FIAE R ZE X 42 B 32008 s BOR 90
AF| P, b Jf H A0S0 R E 2 AT IR AT
BEm 1.

I AR PR 2 1 46 7 DL L
PR e 1R S VR A I TC X pR AR R P OHRAE LR
PErR 23 S T — A4 170 ek 550 U P A ek B B A
5 X o) 5 . B

Jlen(C)) =18&len(CH)=1=
P,<P,U{(C[1].CI[1])) (14)

[ A AE P [F) S48 4 2 1R /Y 22 (B —
ANERE LU C, CL R CLLCr Ry il 51 A I B 4R A
CL=Ci—Ch.CL=Ci—C".

Jlen(C,p"H)=1&len(C,r') =1=
P,<P,U{(CLI1].CL[1 D) (15)

A N ADO RS X B4R Z ML E A A
Z I HEAT 2 s 5 s S A ek 2 =X (15) R ALY ]
FE 23 BT T 1 TE X bR B B v

A AR B WA R XS BR BB IE SR AE P, AR
LR IEE T C, M C, L Giit P, b i v 78 B oR 80 a
Xf B R R BRI FON P, EAT TR

3.3.3 Gt ok B AR A% eR P Y 0GBk

A T 0 189 G A DG R 2 AR BT 422 11 e
AT B2 58 T . AN BE A SOIE Z H . T ST N
FEDRAE T A5 1R 5545 2o IR I A7 78 I AR . 7
PR B AE PIFE, #4776 07 A8 B SC B, B F R
AR MR 5 P #R AR A B I AR G &
FETE T, B G SD-Miner $4 (0] B 55 4 ik T P 4
A PR PR 178 T A4 8 0 ) 452 B PR 454 22 (8] 1 i
Xof bR AR 4

e 1SR 18] 1Y 38 KT R RAFTEZ TR O
WS s s B R R TR DL 1 R A TR] AR
R B a~g Fnge k% B 5 ik T
1E P A b B o T 2 1 ok B 7 4 O G
F IR U 58 o A REE T 0. AL 2. %)
FAZHN AR 1 R IR a~g Y
ZBCXT Y BRI I B R PR Pa~P Bl a 55
P & —XFHCXT oR 0, DL 2 HE W AE R #AE Hh i o
FH G M — . an & 6 (a).

(b) P2 FPEI I (c) Pr PR
B 5 P 4RAfE AR IR R 6 R

B Sy PEAERIAE ] T pR%la ~g 0
JE PR ] R A OGR4 BSAE 3 AR M R 22
o B P ARAE AR BT I VR 40 S ORI B Ak R
DA 1 TR 22 (R AT S e e AR ek B o 2
AL R O FIPREL ¢ Z BB L 1 5 R AL d e f
g MNLEIJCK. RFE ARG A A 1 AR, 7 R #:1E
N R AR AE L R 2 AE A ] a ~ g A TC R Y 42
F R P~ P, B UG ST 3 4% K Ia) A8 98 0],
B’ 6(b) .

(b) R 2 3 ST 51 (e) R EMR A
6 RARAE 1 JF ARG 7 A
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L
&

TEE 5Co i, P AR Y o6 50T 51 2Z 18] 1 41
W R B AR IR R SC R L 52 B I 5 ()
FIEL 5 (b) J&: & 5 (o) Hr AR O RY 45 1 » 7 8t SD-
Miner 75 5% 8T 48 125 98 15 88 7 R A7 % )7
1 R A ARORE OC & AR AR A5 29 3 1 I 30K L R H8AF
T FH 4 e 810 1 2 T P 6 (o) Y 245K

X 5 (a) ~ (o) FTE 6 (a) ~ (o) AT DL &
ML E 6 Hry I s 2R S IR sm L 9F HOR
BRI TR 50 20 L 1 6 s Ry B R
— M IEB IR A, #e5 Z s 2 PR
PR TP AR 0] B0 R AR AFAE LR 2038

23R 2. A R AP AN D KT8 & P
A B RO C 2 BT 19 B 1) 8T R — > 30 SR 9
328 9 2 B TR .

Z U, SCHE ) U T gt AR B PR AE
e AR IR AR R D). AR 18 T R 81 o A R a0
FEH a 5T 6 B P ARAETE T a6 40 BAF7E SCHR
ZIo FEAFAELAT 4 FhOCHE : (1) B4 a 193 [BHE
o (2) BB a0 S EAFTERIRPE s (3) B8R
B a b BYIR BHEAFTE SRR s (4) REL a0 W1 ]2 55
EAEAESE)E . Forp A 1~ 3 BT DUE i SR PR AR
rh oz 1 eR B SR BB S50, 3 1T 43 BT R TRE F 2
NP SN IVE RIREPSE 30

LA 1 M5, 55 258 478 devm_kzalloc H
T PAE S ] 0 2 4 3 [0 1) A A 5 T S 0 b il A i
1 data $84F 45 H W ;58 264 47 clk_prepare_enable i
B S T data By R BB T 1 FhOCHE, RI
devm_kzalloc PR EL 4% F clk_prepare_enable pR
B m . 56 287 4T T R %Y serial8250_ register_
8250 _port, iZ R B A& MIE  FH 3] T data i AL
SR, % RS devm _kzalloe 77 7E | ik
55 3 POk, I H IR #4200 S5 )8 ] devm_kzalloc R
B AH g R4 clk_prepare_enable bR %5 5C K 1
serial8250_register_8250_port fE1E5E 2 Fh & He . {H
2 2 B A FH R IR SR A 1 R AT T

1607  static int twl_probe(struct pci_dev *pdev, )
1632 host=scsi_host_alloc(+++);

1679 retval=scsi_add_host(host, & pdev—>dev) ;
1724 scsi_scan_hostChost) ;

1754 }

& 7 P ¥:AE twl_probe R

265 4 ol IR I A BE T4 3 5 o 0 P 98 ) 8
KATLUEWAHES . 1t SD-Miner 8@ i3 48 71 o8 %

a b Z 8] A 5P S A3 K0A B2 IO e 440 K 0.
K 7 Fi7s, BAZE twl_probe ¥ T scsi_host_alloc,
scsi_add_host, scsi_scan_host £ pR 0, H 7 scsi_
host_alloc FlJF P # 77 7£ 1% [EE 5 2 502 1] ) B %
MK H I R T scsi_add_host F1 scsi_scan_host 2Z [A]
J&T5 4 RIS ) I A7 7 2 BOCEK . SD-Miner 48
THPE R SE G LR Y Bt BT 39 WL I &
P AH TR ) 2 8029 31, sesi_host_alloc, scsi_add _
host.scsi_scan_host = # ¥ i T — 4% Il J¥ #K ¥t
2R

SD-Miner 1§ 56 2 — 4> P # 4 ok 504 55 98
8 i A T RR B AR 1R 4 AR A T FRAS BRI
1 26 A 1] L 255 g 5 B AT A 19 56 2 4K
Ve v i IO 5 v I e A R ). 9K 5 AR i P 45
B rh B IR AR DG 2 160k g R #RAE 1Y e 41 02 75
T2 S P B A v P A 5% AR LY B T BT Y — A
SR D0 TR
3.4 EfN 5K

SD-Miner [ 2T 55 Z — J& 5 i 58 gl v (1 fiff
JHAE ], B4 3K 2l o i S 0 40 R U ) P 4.
T AL AE PR AE e A IR AR ) 1 15 P 3 41 L PR
VEFT R 4541 v 150 0T AR 8T8 J0) 4 45 1 33 9] L R #24 op
TP A4 AU D) F 685 P 3z 197
3.4c 1 P ARAE vp U AR 0] 45 1 5 451

WA G AT BRI T PR A PO A Y K
LI B P #4207 Y 45 11 R 500 FH
P, W Z A 32 2 Y scsi_host_alloc, scsi_add_host.,
sesi_scan_host = F AL T — SFMUFKE L 0. 24 P
HAEW ] scsi_host_alloc W, 72 J5 SE iR FE H» — il
B scsi_add_host, #F 1 &8 A scsi_scan_host, &5
N SD-Miner 1A & H B FH 5 1.

WK 8 ff7n, sbp2 _ probe (3.10.10,
firewire/sbp2. ¢) R IE I T 5i P #& 5 i host A H
5 AN 2k TAE . 219 %A 04T scsi_scan_host pR%L,
PR b 0 X — A {3 A1) (AT — 3R 2 . B T
fir 44 ARy eRBCGHEAT 1AL 2B X IR B 4 T B
BOHGhn 1 ET S S0 8L X TR G B0 SD-Miner 2
% AR B AT T RO A B T U D R R

driver/

1133 static int sbp2_probe(struct device »dev)
1150 shost=scsi_host_alloc(+++) ;

1165 if (scsi_add_host_with_dma(shost,+);
1205

Kl 8 P 4#AF sbp2_probe bR %0 ] 1 1
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3.4.2 P HRAES R #AE B AR AR DU fef ] 33 151]
R BEAEMOBURE P4 A (4 TC X o8 5065 HY 7 1 B¢
U847 B, SD-Miner #2455 3. 3. 2 w0 (1942 4 79 Bic
Xof AN - 25 G P #RAE R T sR g8 3R R
VEHEAT R A X T — XS Fe XS eR BCan 1A P Ry g T
Forp By —A> T R 45 AE o 3 5 R A B TC X e
B, A S {3 191
2645 SV, P ¥ 4E s 4 smtefb_pei_probe ( Linux
3.10. 10, drivers/staging/sm7xxfb/sm7xxfb.c) &
T pci_enable_device BR%L. {H 2 1E XM ) R #:4F BR
0 smtefb_pci_remove W, 3% A ¥4 F pci_disable_
device PREL, BT LAATAE A8 F 3 461
Xof 32 T % B HIORE DG FR IR 4 AR DU, SD-
Miner i 535 P 454 rf i 35 10 ek K00k & 07 T A6
AAE R BRAE R A BT AH L A T 6T oK Bk S e
PR . 21 A A B AH L A {8 49 1, SD-Miner i J]
TRk AT R A e UG AG BARAE 3.5 Y
AT A 4.
30403 R HRAE rh U AR W) i 33 491
454 P AR AN A P /R 48 AT 2 18]
AT X R A OC R S 9 2 1 BEOR AR P4 A I
J AR 5C 2 1814 36 Bz 1] 8T 98 IS 5 2% O R ARG A%
XF R BRAE Hh B0 G AR U R A7 ARG L S A3 v Y
fd T ). FEE5 5 40 D HE e 31 J0R X0 A T 55 vk
NI, S W
Bk 1. RBAEDEGINE D SrCheck.
BN G RIR KT O, 1 IFF AR O 51 8T, LI AR 2 32 A7
fiff 5 Vertex fl Edge J8 5. B h A mAA%R
AL ) 2 10 R KR W AR LU 4 © 28 4k ATE G
ESLLE
CL M5 O, % 1 R #AE98 F T 51
P38 P R #:AE Z 8] 1) BC A o6 $ 4
it V7R HLU 8 5 A1) 4R
1. Vertex =G, —>Vertex;
Edge=G, —>Edge;
FLAG=new(len(Vertex)) ;
FOR v IN Vertex
5.  FLAG[v]=0;
6. FOR ¢ IN C,
7. IF (pair=P;(c)H#* P
8
9

= W N

FLAG[ pair]=c;
DFS-visit (pair, FLAG.P;,C,.,V);
10. RETURN V;
S 1 IR R BRAE B9 W X B A 2 E e
B AT A AL T 20 B R #Y DES-visic 528

FNFHN BB AE B B pair ZEHFT S B EACAE
TC XTSRS A ) £ el ] 2 497 R0 L Py A4 0 D) 1 668 ) i
i, BLARSEBan 3k 72 1 R,

AL AR A

DFS-visit (pair, FLAG[ ], P,;,CL, V)

[ x BB B S LS SrCheck A B — 8« /

1. FOR v IN pair.Vertex //¥ila] pair 455 5

2. IF f,(0) NCiADEEFLAGL f,(v)]=

3 /s P ARSI DU ey 2 T3 ), B 3 Vo /

4. ELSEIF f,(v)NC.=PF&&FLAG[ f,(») =&

5 /o TR AR U g £ T 4] L 3B 3 Vo /

6.  DFS-visit (v, FLAG.P,,C.,V);

AR 1 X PR #AE Z 8] Y TC T4 A 0 A R
PR AR T S35 < 0 G AR I A el T 5 9] 1 A
DU I A0 285 B SR AE Vo RS A T
Al BEAEAE B 35 ) ZE B e, B8 2 B 1 i
ks vk 2w, T S, (o) iR BH S v B EA .
WHE FLAGLSf, (o) P& & s if, L br | LR
HHIEE - DITERA A B A,
3.5 RIWERRMAHK

AR 5 25 07 B BB AT AE — 2E 1Y 1% 4 A e 41k, SD-
Miner 25 & 3K 2 A & B &5 M FRRAE . R ILT — R8I H
s RS 3 ) 3 9 HEAT AR AR 32 A G AR
FOA 2 1 R BCHEAT B A 7 1 PR AL SR L SE X
12 171 BR B3 A ASORY DL I

RO EKENAE S B PR BRAE I IF A B R
A B AL (9 422 11 ek B, T SR T T AL 4 1 Bl e 2R
9K Sl 1 A [R) B FA A 2 T T K 8 RA A B 1A S B O
WANEZEAHE NI TRE P HA/ERHN
A1, R AR AL A $2 10 0915 DL, 51 0z [a)
B, SD-Miner 7t & B4 ] 3 ] ) 4 A R 484 b
(RO H2 T eR BN B AT 48 R AN AL B Dy T b
TR IA I 5 Fe AU R B AR R B2 AE R T )
R RN

TE N AZ B AL 1 422 11 Hh o A7 A — 25 R BUT] T 3K 3
RPN A 8 8080 25 A8 OIR B A IR 25 55 L 4l pr_info
S5 X0 ok S 11 pR VA o T E BIS BV 29
D5k B 0] i B T A . SD-Miner [R] £ 3 Hf H B 4
B, X — 6 T ECRT Y eR LB SRR L AN A S
T 5[] s A AN 34T 3 ARG T %o — B 8 3 AL
B o A S A Ay B T 6T R, SRR LI A B 44
B AT iR A £

] Bf , SD-Miner X} 32 1 58 R F BRI VT fic (1
J7 2 R A 8 H R B Y sesi_add_host B
B T3 A AR 04 42 L [R5 4 R D
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FRELH AT DCED , 40 alloc_etherdev 55 free_netdev
PRE . SD-Miner [ U5 R 5284 etherdev S T
netdev #4740 FH.

4 SLIGHHT

AKX SD-Miner (1) 52 56 YE 17 0 B F1 A 28
XF SD-Miner 1) 10042 48 6 J 0 33 41 46 00 68 ) i 17
PR, AR SR W 4 A e BT R B n 35 1. Horp 28 4.1
JNERE R TR0 35 R IR AT 2 Ve AT A 6T s AR
402 /AT ORI Linux w42 5 I A 38 AH 56 19 KL
W HEFTFA 4 445 4.3 /N o, SD-Miner %} Linux
P4 v ARG AR 3 331 A P 0 38 o ) & SR ok 0 iE
LA ) ) A DU BE s AR YT R e X 2 R AR
Linux WA #4746 00 #1534

®1 ZWHWHRE
ek CPU N AF i 35
ZH Intel 13-3220, 3. 30 GHz 4G DDR3 1T.7200 rps
4.1 HEEXMERENSH

SD-Miner 75 2X%F PR #24F 4 P19 pR L[] F
A7 RBRPEAZ 48 A 20 B 5 51 %5 P 3R A A B — 1> R
B By B H At e B0 T 8 IR A G &R L DL K&
G AT X R R B PR R — A eR R T Y T
XIS SC R BUE A N X PR 4 B DR AE
BRI T M A~ eR B 4 T as B 0 A2 2 v AT A
T DUPHE 0] 23 A 5 2 A 4R AE Al T H IR B N XM XM ik
PR T L.

T 33 G I I SR PLR B AR Y
B BRI I 1] 5 42 4 53 A )R] e A AH 24 {H 2 X T
M A~ RET 5 - B8 7 50 F 00 Y~ S K S L
DFS-visit A5t 528 B2 0 0 (ML) s thF L 4
A DGO T 9 SR AR OB A OCN XM

SD-Miner 3+ #E0 2min X%} Linux 3. 10. 10
UK A7 0 42 i L JF AL 2% 1 min %R0 317 00 1k
3T E5 A AL IS A 45 53 46 9% 2 min X 8K Sl 217
TR A LR RIS 5 min.
4.2 Linux iR 5 fp 2 042 48 53 47

SD-Miner F| Ji A 3C o $2 1) /9 42 418 75 25 B x5
Linux3. 10. 10 KSFEF i 3 28857 46 AH 56 4 3L
M 347 T HEEL. ] probe/remove, probe/disconnect
S8, Bt 3781 Xf P R #AE AT T 3 B - NIK 3 U5
fepr PRI T 171 0 TE X AR A G ) R U] B
P EAE R ERICT 49 % e AR L.

BRor EEEL ) PR AR v 0% I AR R 5 2

7~ . LA scsi_host_alloc. scsi_add_host, scsi_scan_
host Sy il , = 3% Z ] 73 1] ¥4 B P M G &L vk
B IT N B S 5 N R GETE R SRR, T 2% R AT
1 M B S KLU AR 3 A e R I LW AR G AR
ST R 1> R 2—> PR KL 37

R2 O PEEREIRE RSN

0 BRI 1 PRk 2 PR 3

host scsi_host_alloc scsi_add_host scsi_scan_host
usb usb_create_hed hed_to_ehei usb_add_hed

sound  snd_card_create  snd_card_set_dev snd_card_register

AR 2 P MR an 2R P4 A R A 58
B R A B0 C T eR B T U AN T A L I
JP AR 5% A% 1 1 B 1) [ 1 3 A M HE Y S IR i 481, A
i X L U 77 T S BRI T 49 R AR AL
D] G e RS IS X e R B H 2 DR SG R A 9
7R R REGR T 50 U ORI 3R 31 3 2%

35

10~15 16~20 20~30 30~40 40~50
BH IRE

B9 R Gl 5 TR ARSI B % B (0 56 &

4.3 AEMAEERIEIER bug XL

T 3 UE SD-Miner i35 1] 55 A5 0 58 ) . 8
i DA I 20 A 0 3 A 3 i

(1) LA Linux 2. 6. 38 {9 WS 1 70 M X 4. i
SO ok 111 B T 71 N W VAT S I I T T v = M Sl S 1
JF AR AH 5C 1) ol P 3 1915

(2) Lk Linux 3. 10. 10 (¢ S VE Jg 43 B 05 4
o R 1 20T 2 e 1 3 48 06 A 0 A R A U 5

(3) X L W & Z 18] % K 0 25 51, #0378 2. 6. 38
s B AE 3. 10. 10 Hr g fgs 1 (14 {1138 491

It A HE L T 64 ANFE 2. 6. 38 R
F B, ENTE 3. 10. 10 e L& IE. Hrp gy H %
BB BN 3 B, LA P ¥4 ax_probe BR%{ (Linux
2. 6. 38, drivers/net/ax88796. c¢) K #l,7E P 4 F
PR T request_mem_region PR AX , 1% BRI B4R 7 FC %)
i FH 11 BRI %X release_mem_region, {H &7 R #E{E
I RV % BB B % request_mem_region H i i
AE GTURHEAT BRI B0 000 S 7T B 1 B PN A7 M R %

=50
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A @7 Linux 3.10. 10 th & &9 & &, 3F A 1E cgit
A2 H B 3 2B & 1Y R K O “ax88796 ¢ clean

up probe and remove function”. 2 A% H At FH 4] &
HIFHTEBEHETS S Th 4.

R 3 EBS P/REAE BB X A8 3K B9 IR 4k B

Az P AR s

R AR BEXT R 4K B H &

drivers/net/ax88796.c
drivers/hid/hid-wacom. c

ax_probe
wacom_probe
drivers/watchdog/omap_wdt.c

drivers/staging/xgifb/XGI_main_26.c xgifb_probe ioremap

device_create_file

omap_wdt_probe pm_runtime_enable

request_mem_region release_mem_region ax88796; clean up remove function «++

device_remove_file  HID: wacom: Unregister sysfs attributes
pm_runtime_disable Fix the mismatch of unmap 10 memory

iounmap staging: xgifb: release and unmap -+

3P T C &8 BIER BUG, H
(= NG SN < R R i R O S
SD-Miner & fif. % 2 3 1 (9] & — B, % L 5 R B
SD-Miner A % i i i i 2] — 46 1L 8 8 2 /) BUG,
X 5 0 5 4 s G
44 BAFMRAHREER bug

SD-Miner # B 1 4 Hi % B 19 Linux N #%
3.10. 10 FE A PRI AR A, 38 2o 0 285 43 A o 2 T 32 X
1) 49 4% P #RAE P90 0 0 HCas R, DL K& 171 A
P R AR 2Z (8] T 6k A8 R AR 5 18 I 4 08 I,
LB T 756 A I 6. e BEAK Bl i 28 50 HE AT 4y
28 i I AE 45 2 B Sl B a3 A I 10 fiF s, ML R
LA .4 SRR 8h T & i S R i 23, 3%,
N T 5587 LK ™ Cethernet) #H 56 i 40 &b 5E 1), N &
AFIET 10 AL EL, R 140, 340 1 4L,
S b B BB A SR Bl P AT IH A A — S fef A 5 4]
i USB W& & 9K sl /i P #:4F usbnet_probe pR %X
P T pm_runtime_enable PR%L . {H & 7E R #:4/E
BA ¥ pm_runtime _ disable e % $A4T A S 1Y
A

100

E#50
=3

=40
=

30

20

10

0

sb

sound net us scsi

#5
Bl 10 i 7E 4% 2 UR B 1 o AR

e 32 % 3 ) A D 25 2R o, s AL B Y H
50 MR A FER BUG B 4858245 7 M ey &
NG B4 B 25 NP R AL T HATH S
Horp 20 MRS RPN T2 A 1) BUG ik 4
JiR. 2% 4 gy 1 3 40 AR Y G I eR BORT A T BR
¥, g S 38 B &, SD-Miner 5 PF-Minert"

SHEHCA TP ESEHIA BUG B8 E i E
FAEFIN ST Z .

x4 FHEFIABNERINEIR (BUG)
i S PR R B TR &

182975x_edac. ¢ i82975x_init_one pci_enable_device R &4
gpio-lynxpoint. ¢ lp_gpio_probe pm_runtime_enable R 3% {4
ipmi_si_intf. c ipmi_pci_probe pci_enable_device R 34

— P 18 i 2 TR o A A U 4T R R R S ) A
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Background

Drivers exploit the kernel extension interfaces to operate
devices and manage resources, and there are lots of implicit
rules between these interfaces. As drivers are developed by
different organizations and institutions, lots of bugs are
brought into operating system when the developers forget or
ignore to call the interface correctly. Some researchers have
tried to mine and extract implicit rules for large software,
and lots of related papers are published in SOSP, OSDI,
PLDI and other international conferences. Among these
methods, most of the rules are extracted from the same
function. However, drivers have their own special interfaces,
and many operations use the rules across functions, like
probing and removing operation between different functions.

In this paper, we present a method to mine and extract
sequence dependent rules for kernel extension functions (SD-
Miner) , and SD-Miner can also detect violations from paired
functions with extracted rules. Firstly, mining and extracting
of the sequence dependent rules are discussed in theoretical
modeling and analysis. And then based on the structure
characteristics of the driver” s source code and associating
with the statistical analysis method on the kernel interfaces
for drivers, SD-Miner mines lots of sequence dependent rules
without the developers to provide additional comments and
annotation in the source code. According to these rules, SD-
Miner detects lots of violations from the source code of

drivers.
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SD-Miner mainly focuses on the mutually-exclusive and
complementary operations for drivers, and these operations
should obey the rules directly. To simplify the description, the
mutually-exclusive or complementary operations are denoted by
the symbol set P(Probing, loading) , R(Removing, unloading).
The sequence dependent rule mainly cover the following three
aspects; (1) Functions in P operation call sequence dependent
functions and should obey the rules, such as the function pci_
ioremap generally is called after the function devm_ kmalloc;
(2) Functions in R operation call paired functions to release
the acquired resources allocated by P, such as calling the
function pci_disable_device to disable the device that are
actived by pci_enable_device in P operation functions;
(3) Functions in R operation call paired functions and also
need to obey the sequence dependent rules, such as turning off
the equipment firstly, and then releasing the memory etc.

Several research works of our team based on drivers have
been published in Computer, China science, COMPSAC etc.
The rules from exception paths, different functions, and full
paths have been extracted. We also have reported some potential
bugs to the developers, and many bugs have been confirmed.
In the future work, some runtime checking information will
also be imported into the system.
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