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Abstract  Identity-based broadcast proxy re-encryption (IBBPRE) enables the proxy to transform
the ciphertext of the data owner into a ciphertext that can be decrypted by a set of authorized
users without revealing the underlying data and private key, solves the certificate management
problem of proxy re-encryption, and achieves one-to-many ciphertext transformation, thus
effectively adapting to the multi-user data sharing system. The availability of IBBPRE is built
upon the honest execution of re-encryption (i.e., ciphertext transformation) operations by the
proxy. However, the untrusted proxy deployed by a third party is likely to generate incorrect
re-encrypted ciphertexts in order to save local storage space and computation overhead, which
leads to data sharing failure. SM9 series algorithms, as independently designed identity-based
cryptography, have higher efficiency while realizing privacy protection. At present, the SM9
series algorithms have become national standards and ISO/IEC international standards, with an
increasingly important status. However, the SM9 identity-based encryption algorithm does not
support ciphertext transformation and is only applicable to single-user scenarios. To overcome
the aforementioned problems, this paper presents a verifiable and fair identity-based broadcast

proxy re-encryption ( VF-IBBPRE) scheme on the basis of the SM9 identity-based encryption
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algorithm, making the data owner share the data with a set of authorized users in a secure and
verifiable manner. The proposed scheme is consistent with the SM9 algorithm in the user’s private
key, so it can be efficiently integrated with the existing SM9 system. The size of the re-encryption
key and re-encrypted ciphertext remain constant and independent of the number of authorized
users, significantly reducing the system communication overhead and storage cost. Inspired by
the idea of the Fujisaki-Okamoto transformation, the proposed scheme integrates the data into the
random number which does not require an additional generation of commitments, providing verifi-
ability for the authorized users (i.e., ensuring that the authorized users can verify whether the
untrusted proxy transforms the ciphertext honestly while decrypting the ciphertext). Meanwhile,
by designing an efficient zero-knowledge proof protocol, the proposed scheme guarantees that the
proxy is free from malicious accusations when it performs the transformation honestly, thus offering
fairness for the proxy. Furthermore, we optimize the formal definition and security model for
VF-IBBPRE. Specifically, in our definition, the verification phase can be performed publicly with
no need to involve the original ciphertext and re-encryption key, which reduces the communication
overhead and guarantees the security of the re-encryption key. In random oracle model, based on
General Decisional Diffie- Hellman Exponent, ¢-Strong Diffie-Hellman, hash function collision
resistance assumptions and the soundness of zero-knowledge proof protocol, the proposed scheme
is formally proved to secure against selective identity and chosen plaintext attacks and collusion
attacks while achieving verifiability and fairness. A comprehensive analysis of theoretical and
experimental results demonstrates that, in comparison with existing schemes, the proposed scheme
significantly reduces the computational cost of re-encryption key generation and re-encrypted
ciphertext decryption, thereby greatly reducing the computational cost of the user and the cloud
server on the basis of achieving complete verifiability. Meanwhile, the proposed scheme achieves
a more favorable storage cost and is more feasible for cloud storage.

Keywords SM9; identity-based broadcast proxy re-encryption; verifiability; fairness; cloud
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Background

Proxy re-encryption (PRE) technology has been widely
applied to secure data sharing in cloud storage thanks to the
support of efficient ciphertext transformation. Subsequently,
to solve the certificate management problems., Green et al.
proposed identity-based PRE (IBPRE). However, PRE and
IBPRE only support one-to-one data sharing, which is less
flexible in multi-user scenarios. Therefore, Xu et al. intro-
duced the notion of identity-based broadcast PRE (IBBPRE) ,
enabling the data owner share the data with a set of authorized
users. All of the above primitives assume that the proxy
performs the ciphertext transformation operation honestly,
however, in practice, it is very likely that the proxy will

return the wrong re-encrypted ciphertext for saving its own

computational cost. To eliminate this problem. the verifiable
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WANG Chen-Hao, Ph. D. candidate. His research
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and fair IBBPRE (VF-IBBPRE) schemes are put forward,
making the authorized users verify the correctness of re-
encrypted ciphertext and the honest proxy be free from
malicious accusations. Whereas, the existing schemes have
the following problems: additional communication overhead
in the verification phase and leakage of the re-encryption
key; failure of verifiability caused by the wrong original
ciphertext and re-encryption key; and increased computational
cost resulting from the generation of additional commitments
in the ciphertext.

SM9 identity-based cryptography realizes the national
strategic demand for independent control of core technologies,
and havs become national standards and ISO/IEC international

standards. At present, scholars have conducted extensive
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extension studies for the SM9 identity-based encryption
algorithm. However, existing solutions either do not take into
account the demand for one-to-many data sharing or cannot
support ciphertext transformation, resulting in poor flexibility.

To cope with the above problems. in this paper, we put
forward a VF-IBBPRE scheme based on SM9 identity-based
encryption algorithm. The proposed scheme achieves the
verifiability and fairness by utilizing the idea of the Fujisaki-
Okamoto transformation and devising the efficient zero-
knowledge proof protocol. We optimize the formal definition
and security model for VF-IBBPRE to better meet real-world
requirements. The security proof demonstrates that our scheme
satisfies the indistinguishability against selective identity and
chosen plaintext attack, secret key leakage resistance against
collusion attack, verifiability, and fairness. Theoretical and
experimental analysis show that the proposed scheme obtains

advantages in terms of computation and storage costs.

Specifically, compared with the related schemes, when the
number of authorized users is 20, the computation cost of
algorithm Re-KeyGen of the proposed scheme reduces by at
least about 59.51%; the computation cost of algorithm
DecVerify of the proposed scheme reaches a reduction of at
least about 22. 27%. At the same time, the proposed scheme
offers the lowest storage cost compared to others schemes.
Therefore, the proposed scheme is more suitable for multi-
user data sharing scenarios.
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