WAz S LA L 5 it Vol. 42 No. 5
2019 4 5 H CHINESE JOURNAL OF COMPUTERS May 2019

ETFEXREND TR KEZMERMRIPAER

X‘-]J j}!gl).Z)VS).i) ?7\%1}@‘2),3).1) %&‘ %22),3).1) Ej\édj&ﬂﬁ).i)
EERTT HEETT Tagr’

V(G 2R G B FBE 5B 550025)
D(PEEE TR R 5ERE ¥ WE 71007D
D (P TR LA BLE KR E R E SRS W% 71007D)
DR TR RIS M S5 RETEEALRE HE 71007D

B OE M TGS SRR EOR A i R TR AR ) A 2R A X K A DT iz
TR 2 T 00 BRSSP BB R SR, A 0 AR K BE A A BRI T BRI R H B E 4 K&
HR AT B o7 B Y B A RO A S A 1 A B3 SR 2 T B R LSS T R A DM P
A3t e 1B £ T SO 55 £ A T RE VUt SR P BCSRA E PRE BUA 0 A 5 KB A D SO S RE A R 4T
JUER LB RRRA. T AR DR R ] R AR SOH B 44 DX A 3 R A 3 SR P S T T 5 R X B T
R XU LA K WA T 48 3t ) 5 o A D 40 30 e 2 50 EL A o 1 RS 0 A S B O 8 LA D 3 SR 2 I
AN RE IR TR T B A Xl 2 AR AT B BRI P R T B SO A SCRR 1 — A T X R Y 20 A 5N KOBE 4 (0 FRURL AR 4
J7 G B Ak g3 B AN R ik S 0 2 W L AR ST 4 T S S ACRE A DR P B A LS A S A B A DX S S T HL R B Ak
TH SR P U I P A S G T e RO A T 4% DX AT R R L B AAL

R HETOLE WSS s O BRI s 0 A0 3 KR4 5 B 44 XM 3 5 P[] 44 3 g 5 IX
HEESEKS TP391 DOI & 10.11897/SP. J. 1016. 2019. 00942

Distributed K-Anonymity Location Privacy Protection Scheme
Based on Blockchain

LIU Hai”'®®* LI Xing-Hua®”?'¥ LUO Bin”*'* WANG Yun-Wei?**
REN Yan-Bing”'”'” MA Jian-Feng”*'" DING Hong-Fa"

D (School of Information, Guizhou University of Finance and Economics, Guiyang 550025)
2 (School o f Cyber Engineering , Xidian University, Xi'an 710071)
9 (State Key Laboratory of Integrated Services Networks, Xidian University, Xi'an 710071)
D (Shaanxi Key Laboratory of Network and System Security , Xidian University, Xi'an 710071)

Abstract  With the development of wireless communication and positioning technologies, location-
based service (LBS) has become a part of our daily life. However, since LBS always requires the
users to submit their locations, an unprecedented threat about location privacy of mobile users
comes with the convenience of widely used technique. Therefore, LBS location privacy protection
has attracted substantial attention. Among the existing LLBS location privacy protection methods,

the distributed K-anonymity technique is one of the most common and popular methods. In this
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technique, without any trusted third party, the request user can submit an anonymous cloaking
region that includes the locations of other cooperative users instead of his/her real location. In
this way, the adversary can identify the request user’s real location with a sufficient negligible
probability. Furthermore, compared with other methods, the distributed K-anonymity method is
able to provide precise query results without any requirement for complicated cryptographic
technologies reduce the request user’s computational burden. In light of these advantages, the
distributed K-anonymity method has been widely used to protect the request user’s location
privacy when he/she enjoys LBS. However, the existing distributed K-anonymity location privacy
protection schemes do not consider location leaking behaviors and location cheating behaviors during
the construction of anonymous cloaking region. When directly adopting the existing schemes, on
one hand, a selfish request user could disclose the cooperative users’ locations to gain illegal
benefits. On the other hand, a selfish cooperative user could provide a fake location, which leads
that the constructed anonymous cloaking region cannot satisfy the privacy protection requirement
of the request user and more seriously, the adversary could be used to directly identify the request
user’ s real location. Therefore, these schemes cannot protect the users’ location privacy
completely. Fortunately, blockchain can provide an open and distributed ledger that guarantees that
the recorded transactions are inherently resistant to modification. To address the problem
mentioned above, this paper introduces blockchain into the distributed K-anonymity location
privacy protection and proposes an advanced scheme. In the proposed scheme, the construction of
anonymous cloaking region is firstly regarded as a two-party cooperation construction game
between the request user and cooperative user to analyze their strategies and utilities, and then
the security of distributed K-anonymity location privacy protection is given. Afterwards, by
adopting blockchain to record the users involved in the construction of anonymous cloaking region
and the provided locations as evidences, the corresponding users are punished with unsuccessfully
constructing the anonymous cloaking in their future LBS queries when location leaking or cheating
behaviors occur. The security analysis demonstrates that the proposed scheme not only prevents
the request user from disclosing the cooperative users’ locations but also promotes the cooperative
users to provide the real locations, thereby effectively protecting location privacy of the request user
and cooperative users. Extensive experiments indicate that the proposed scheme does not increase
the computation delay and communication cost on both the request user side and the cooperative
user side, which shows that the proposed scheme can construct the anonymous cloaking region
efficiently.
Keywords  location-based service; location privacy protection; distributed K-anonymity; anonymous

cloaking region construction; cooperation construction game; blockchain
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requires the users to submit their locations, an unprecedented
threat about location privacy of mobile users comes with the
convenience of widely used technique. Therefore, LLBS loca-
tion privacy protection has attracted substantial attention.

Distributed K-anonymity is one of the most common and
classic solutions for LBS location privacy protection. In this
technique, the request user can acquire the cooperative users’
locations by himself/herself to construct an anonymous cloaking
region and submit the anonymous cloaking region to location-
based service provider (LSP) instead of his/her real location.
Compared with other location privacy protection methods,
such as differential privacy, obfuscation or cryptography-
based methods, distributed K-anonymity can provide precise
query results without any requirement for a third party or
complicated cryptographic technologies.

Unfortunately, the existing distributed K-anonymity
location privacy protection schemes do not consider location
leaking or cheating behaviors during the construction of
anonymous cloaking region. This can lead to, for example, a
selfish request user that discloses the cooperative users’ loca-
tions to gain illegal benefits. Alternatively, a selfish coopera-

tive user could provide a fake location, in which case the con-
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structed anonymous cloaking region cannot ensure the privacy
protection requirement of the request user and, more seriously,
LSP could be used to identify the request user’s location.

To address this problem, this paper proposes a novel
distributed K-anonymity location privacy protection scheme
based on blockchain. In the proposed scheme, we utilize
blockchain to record the users involved in the construction of
the anonymous cloaking region and the provided locations as
evidences. If location leaking or cheating behaviors occur,
the corresponding users cannot successfully construct the
anonymous cloaking region when they initiate queries. This
punishment technique ensures that no users can deviate from
the prescribed scheme. The presented security analysis
demonstrates that the proposed scheme not only prevents the
request user from disclosing the locations but also incentivizes
the cooperative users to provide their real locations, thereby
protecting the privacy of the users’ locations effectively.
Extensive experiments indicate that the proposed method can
construct the anonymous cloaking region efficiently.
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