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Research on Access Control of Big Data

LI Hao ZHANG Min FENG Deng-Guo HUI Zhen
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Abstract  With the arrival of the era of big data, data has become a kind of important assets. In
order to get a better utilization of big data, paid or unpaid data sharing will be a trend. And as
one of key techniques to maintain security of data sharing, access control will play an important
role in the era of big data. In this paper. five new problems of access control which are brought
by big data are summarized by analyzing characteristics of big data and its applications. They are
respectively described as authorization problem, fine-grained access control problem, policy
description problem, privacy protection problem, and the problem of implementing access control
over distributed architecture. Then some key technologies which can be exploited to solve these
problems are described, including role-based access control, risk-based access control, access
control of semi-structured data and unstructured data, privacy-aware access control, provenance-
aware access control, cryptography based access control, etc. Although some of these technologies
cannot be directly used in big data applications, they can afford us lessons for solving the access
control problems mentioned above. Then three expected characteristics of access control for big
data are also discussed. The first one is the multivariate basis for access control deciding. The

second one is that the access control decision comes fuzzier than before. The last one is the combination
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of different access control models. Finally, several challenging research problems for access

control of big data are given. And in our view, the development of big data will bring both challenges

and opportunities for access control, and result in a revolution in this area.
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Background

Access control deals with the problem how to share big
data in security which is very important for big data. However,
the traditional access control technologies are unsuited to
secure the big data sharing. The problems about access
control for big data are less discussed in recent research.

This paper discusses the security issues brought by big
data, and summarizes five problems about access control
for big data. Moreover, we describe several access control
technologies which can be used in big data systems.
Although these technologies are not presented for big data,

they can solve the problems brought by big data mentioned
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above. Finally, we give three important characteristics of
access control for big data. The first one is the multivariate
basis for access control deciding. The second one is that the
access control decision comes fuzzier than before. The last
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And in our view, the development of big data will bring both
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