AT 2w 12 - N A SO Vol. 47 No. 2
2024 42 A CHINESE JOURNAL OF COMPUTERS Feb. 2024

B T8 7 B 45 1E R OCT 8 SL RAE I EH 40 U

;‘,IJ )—X—(‘n,z).s) j%%l).z%.?) gﬁjin,z),s) %L %él)’z),g)
E 1;5%4) %%%n,zm)

VORI RIS B 2EBe 4R W 518060)
DR G B E SR A B 518060)
DI A TR SHLE AT T4 Il 518060)
D EBRE BT RARTITEBE AR WL 518055)

W E ARSI RS T RS TR 1 R R RO E B AL SR S B 2R I AR B TN X R R H 4L
FRAFAEAR 25 5 B W . B T X Al Ge 48 SR EON R 48 Rl s SCRAE B I RE 7 20 A BR . DL, A AR5 353 1
X BLA B PR IE (Y HE SOBEES , NG T RARRAE 1) ok 32 95 SORLEAG T8 # IR E 1Y 95 80T R RAE TR R M BE A8
Ah LA O T i — D4R S e SUR G 0 SRAE T A B8 7, FRATT R ) —Fh R T8 T W2 H# H R (Optical
Coherence Tomography, OCT) i iale SCRAE VT4 J7 7% . 5 DIAE AN [F] FATTE 26 R HAG RO 28 D 28 Fin gk
ZEEERBLTE T — AU RRAIT A B A TR 3 e i A R0 AT LA 53 3 5 R B b B e B i OCT g 8C & b 94 8. Can
XA HEARAE JCRURHIE R TCAR R AR AT B 24 S AR A 5 , If- 255 OCT $8 SCE i b (1) S 44 J % T
SRR B4 08 S ity . R P 2 it FRAT T 1 — b 1T X4 AR B8 SO B S8 2 iy PO AR , TR ARG
i A B ATHE T OCT 8 SUBAE AR b1y SE0 4 3R W, FoAT Ty Jr ik T L b AE AUl 5 188 1L — 2675 T itk v
9 JC F THA5 B NI O B T . A2 52400 J 181 3% 07 1 W R/ INR 22 (Err )2 0.67 %6 5 C A 1Y T I S48
PR L B/ NRZEREAIR T 3.03% , MERRSE M 1 81.89%.

REEWR RAEBCEAI 6 A TR SR BOR s B0 NI A S 5 11 Zh b 45
HEESES TPIS DOIS  10.11897/SP.J.1016. 2024. 00323

OCT Fingerprint Presentation Attack Detection Using Frequency
Disentangling Features

LIU Feng"”* ZENG Wen-Feng"** ZHANG Wen-Tian"”*" KONG Zhe"”?

WANG Lei” SHEN Lin-Lin"*"?
P(College of Computer Science and Software Engineering . Shenzhen University, Shenzhen. Guangdong 518060)
P(The Guangdong Key Laboratory of Intelligent Information Processing Shenzhen, Guangdong 518060)
¥ (Shenzhen Institute of Artificial Intelligence and Robotics for Society. Shenzhen. Guangdong 518060)
Y(Shenzhen Institutes of Advanced Technology. Chinese Academy of Sciences. Shenzhen, Guangdong 518055)

Abstract In automated fingerprint recognition systems (AFRSs), the development of fingerprint
anti-spoofing ability is very crucial. Traditional fingerprints are usually obtained by surface
fingerprint imaging, and such texture features are easy to be stolen. Fake fingerprints made of
low-cost materials, such as artificial fingerprints made of 2D printing, silicone and other materials
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can easily attack these AFRSs. Therefore, using these traditional fingerprints for recognition will
be difficult to detect presentation attacks. Existing research generally focuses on fingerprint modes
with anti-counterfeiting features, such as high-resolution fingerprints with sweat gland
characteristics and fingerprints with finger vein characteristics to develop presentation attack
detection algorithms. This paper proposes a novel Optical Coherence Technology (OCT) -based
fingerprint Presentation Attack Detection (PAD) method from the frequency domain to further
improve the capability of fingerprint attack detection. OCT fingerprint imaging is a three-
dimensional imaging technique that can capture subsurface fingerprint information beneath the
fingertip's epidermis. An OCT fingerprint data is presented in the form of multiple cross-sectional
images (i. e. B-scan), which can reflect multiple layers of biometric structure. It is very different
from the surface image of a fingerprint. However, the existing PAD methods based on OCT
fingerprint are traditional manual feature extraction methods and time-domain learning-based
methods. Handcrafted extraction of fixed features in OCT fingerprint images is easily affected by
noise, and these methods are not robust enough. Learning-based methods can learn the
distribution of genuine and fake fingerprints and obtain more robust information representation in
PAD. However, the information distribution in the image is superimposed, which may be ignored
in the time-domain methods. Different from previous approaches, we first design a Frequency
Feature Disentangling (FFD) model using convolutional neural networks and residual structures
to decompose OCT -based fingerprint B-scans into four different frequency subbands like Discrete
Wavelet Transform (DWT). Through such disentangling, information superimposed in the
original image in the spatial domain (e. g., discriminative PAD feature, invalid and redundant
feature) can be separated respectively. We then let it learn different frequency codes to form their
corresponding latent codes. Finally, the spoofness score which is used to distinguish PAs from
bonafides is designed based on the latent codes. The experimental results on the commonly used
OCT fingerprint dataset, evaluated on the dataset with 93 200 bonafide B-scans from 137 fingers
and 48 400 B-scans from 121 PAs, show that our method can effectively preserve the most
significant discriminative features and remove some useless interference information superimposed
in the spatial domain by disentangling into the frequency domain for eliminating interference and
effective PAD. In the performance comparison experiment with existing PAD methods, the
proposed method achieves a minimum error (Err.) of 0. 67 %, which reduces the minimum error
by 3.03% and improves the performance by 81.89% compared with the existing time-domain
based state-of-the-art (SOTA) method, and there is a difference of only 0.4s in computing
consumption. Additionally, we also compare the performance of the proposed method with the
SOTA method in different attack materials. The proposed method achieves superior performance
in both 2D and 3D attack materials, with a 3.72% reduction in Err. compared to the SOTA
method specifically for 2D attack materials.

Keywords  presentation attack detection; optical coherence technology; discrete wavelet

transform; frequency disentangle; auto-encoder

1 51 B (Automated Fingerprint Recognition Systems. AFR
Ss) & AE BUIE AN G T LA R

He AR R —Fh AT S B O AAE  gE 2 T TR GEAR 80 R T s SRR B Ry L X bk
BEI A RS NG A5 8 T 2 R . feax st T AR SCBCAF AR By AR BOF g i . IR, X
PIFFE T &R TIRGURIE R AR SRR R G BAL G AFRSs 76 5B (1 I 5 55 o A7 76 1 RAE



24

XA BT B AR AE B OCT 8 SCRAE T i AS I

325

T i (Presentation Attacks, PAs) A9 XU, BI i F
FEADSME AR 48 BCEAT S 6 Ik A A
) Fe 8CE TN RS R w47 Beh AT . /)
fift 2 IR A B AR s i) Dh i i 80 49 an el 2D 4T
Bl A e S5 B N T A8 805k T LU T X 2
AFRSs™, 350 ™ 5 1) %2 42 (] f 5 |2 T AT TR i 28
S TR IOEECy W B N T A B IR
Z MBS T O E TR e RE B . e TR ERIAE R
PAs SR ARMERE 0 Y . R e S — A B SR
FEIF Y i 46 1 ( Presentation Attack Detection. PAD)
UIGERY AFRS & 2 CHE 2 .

R T O bR R R, A T i R
TR BUR AL AR R B A TR R R (R 48 0 B R
T PAD. 4§ & 4 B 2 45 80" 2 9K 3D 45
UL TOLAE AR T2 1A% (Optical Coherence
Tomography, OCT) iy A% EEES ™" TFALFRIEAE Ry
— Fh¥8 8 T 036 R R AE L TG 1 8 R AE B M R4
W, Zhao 55 N 3 PR RAR SRR AR IR 2 1Y
AL B B 1k R AR . Lin 58 AN S48 MOSUHE ST
IR o6 A% AR AR 3D 8 80, TR FH AR IR 9 3D i
FERE P TIR SR A PAD. &1, BRI kAT 2
BT IR ORISR R AR B 5 BB AT K BEXS 45

>~ He

( J

MR

BOERTR D BTG R IESEAT RIS A REATS 9K 32 3]
FiR il .

J. '\.._‘

)

(d) AERERE
BT Pl F5 SUE RS R R

(e) TORERAREE

(f) rEMifRE

OCT WG 5IA g LR 2 1w g B 51
F ) LR ) — T DR SEL B n T 2C) BT L BB
AL 5 OCT $R LU EGAHNS I He T OCT %
(4R S0 AT IR AR BIRE SRR B K IR LT 148 SO 3K 1T

TR )7

IR BRIk

IR K
TN AL
P

B*S'can
1500 pixels (15 mm)

)

500 pixels

(1.8 mm)

(b) —ANSEHEFRR BT R I OCTHR L3 7 Kbt b 3D E 4 45 S
K2 OCTRE G5



326 it

'

¥R 2024 4

55 . OCT #8825k T8 # B R (B-scan) 1Y
J5 B — 48 AR AW R 15 B AT RAE . 5K B-
scan EME H 2 45 R IR EEAR B (A-line) # B, B A
ZRAR I EYIRESS R . A 2(b) FR , OCT 14 &
a i A 7K 7 Il (X— Y P D #4744, B Al 15 2]
—MERIERIOCT f84. TER 20 AT R
T £ B-scan UG BLSCHR SO W R TR 254, iT L&
W HA Z 2R YRR G R 2 TR
R )2 FLARIE VU BRRFIE . A L [#] 3 Hh A SRR 1K
RS, BMBE 80, TCit 2 2D Bl kA 2 3D iy
BBE ZE B A8 1Y B-scan G, 76 WV 2R 10 2
JCPAFEE EIRIREGE . C AR R, X AR
FEAR B BI 22 )2 00 A= W) AE 45 46 A 55 1 IR REAE
I, OCT $8 80 AT KL T4 S0 AR A il . iy 4
far ) FH X b 22 2 i R B A 2. S B ok B2 1 PAD 5.
12 B OCT 5 8UFE B S ) A

— e, BT OCT 5 Be g FRAE L A I 773 43

AR B T RRAE Y A R T 2R 2 W T
T TR IE Y O VA TE R A R AE i IO
F ol B EORF B I OCT $5 80 G b [ R AIE
K X A48 80 BN . Darlow %5 A5 i1 X A-line A
[FR) R BE A 2 & SCHRE 0 T PP Bl DR RRAE . B RS 45
fIE (Double-bright-feature) Fl £ & P 51 45 fiE (Spoof-
identification-feature) , LA X 43 B S 8 20 fl PAs. iX
Fh BTl LLA 2 100 %0 B RS B . (H R T I 7ER
SCHUR B PAs AT PEAS  OF HAERE T OCT 1Yy
A 42 fl 45 Sr b BEAT N L S 2 T i =X
OCT WA R AEMFEA T | X Fp 7 4 ok 047 FRAE
e A . A T 3 A ) A, Liu 558 N6 A-
line MR BEAR BAE T 53 AP B O R AIE o RO B2 -

HARLL

2DXCHT A R
EIECE

3D AL
BYIER

LLECY IR

B 45 AF (Depth-double-peak Feature ) 13 504 4
fiE(Sub-single-peak Feature) , if LASEELHE fih =L OCT
TR ORI FRAEATI . 38 35 GE T 70 B ik P AN REAE 7Y
LR, AT UG8 S0 BB AT R ) . SE g ARl
FH VO RhFAE B AR 7 35 AT VAL B2 mT DL ik
F 100 %6 WOUERATE . SR, X i L TR A9 FRAE T
G 530k %o PR A M 75 A R A SR A e
B 22 5 1k GBS B 75 Bl 4R 1 Je B oA W) 1R
IrEA A Re s . SEMPT R A SR T AT )
() FAEATIN 7 75 » DASR e L3R [R) R

5T RAE R 7 AR L, B T2 ) 1Y 07 v R
el IR B2 2 2 AU AR G S 43 A A T2 2] ]
DA FRAE A DU v AR A 504845 (1445 L RAE . Chugh
A N R R R B A AR 42 I 2% (Convolutional
Neural Networks, CNN) #47 F AiE X o5 4 9 L 76 Y|
Grad B B N LS AR SUF SRAE B 7Y B-scan ]
8, Je 4 B B-scan (Y Jay F8HAE A A6 468 2% , SR 5 4K
Ui A CNNABERIPEA T 732857 ) . MR H 1 3413 5K K
SEAE 80 B-scan Fil 357 5K R AR K if; B-scan #9448
AT PEAR L FE R FH 2R (False Positive Rate, FPR)
R 0. 2% WL 3K 2] T 99. 73% 9 E BH*R (True Positive
Rate, TPR). SATI . X 5 T WEF 11 2 > Al ™
AR T VI 5 B ol HAG BR ) R AR s AR A
TESEBRG O, A 2 5 R AR B B AR 80, RAE I
MR B AR o s CEL 3)  (HEX i HE AR
TRMELE S PRy 5o rh AT B AR . R D7 X R A
M RAE T iRk Z 4 /B D) . R, Lin 58 NI
TH T B A AR e A Ty R g R X A [
R 27 VAR T LSS SO SR AT U0 25 AT
& a2 B 24 2% (Auto-encoder) K KR H

WK

s K

B3 OCT 4REUA A R A B KSR SO RAETGE H8 20 B-scan EHER B R —4 738/ ELS2 1 OCT $R AR 55 AT R A
[ 2D ki 4 RHIT 4 1) D $ S0 FMR L 55 =47 305 3D Tt M D iU AL 45 80



218 X REE . TR R AR ) OCT 8 8 R AE T o 46 ) 327

SEHE SR o3 A 5 I R A R 22 AV 2 g ok A
FEAF BG4 3 B0 . 27 AR AL E 93 200 5k B 5K
& 20 B-scan fll 48 400 7k F 1iF % i B-scan KM% | i
ATHAIE, 4 PH R FPR 25 T 5% i} . ELFH % TPR A
#]796.59%.

BATR LA L 12 > B J7 AReAE i b B
BT 2 RN Yy BRI A T SRAEAG TN . 1717 1E 4R
AT, EMGAE B Sl 9 227 B AR T fin EUR AN A= 2
EEME S B i e —& . GiFRds .
FEAFI T AT DA S B A 40715 15 )8 70 5 . Nikam %5
g A Gabor BB I fi LA S B 0 ARl i 2
AN L 3 T Gabor RE i AL B 40 B A ) S0 #
TR AEHR SC8C 0 i 35 o A BRI R AIE 4
JIE LSRR T Nikam 25 A9 36T/ A
AR K BB S A B (GLCMD 4540 ) S0 B
FRAEFR SO TR a0 R AEBCE R . 841
BT BRI BT AR, 45 B S B TR
PR BT T — Pl ISR A 1) A 25 77 B-scan
EG P B 15 B 125 B AN [R] (0 43 358 -, DA 455 72
X LS FE SR N FE R AR IR T2 S AT . [,
TAFENHERE ) B R A 2 I B FRATT A LS
FEECEAT N . R, AR SCHE T — i i A e
fIEfR S 1 OCT $8 SCRAFK I 7 2 . 3 i K IR 4R 1
L8 SR il R AN ] B A7 T DAAS R
T AF T K AR Y mp ot TG 5 AR AE L TUAYRRAE 22 B
FERE ELA H B 0 57 PR E HEA T2 ) X 4y . FRATT 3k
— L HI A B4 15 258 7 25 1Y B-scan E i A 2
N [7) B4) 9Es J2 4 5 A0 o 45 8 s L R L AS ) v,
BT T —Fh FRAE T A6 0 1) 735508 T 3 S 30 o e
B 1) LS 20K 2 M A ) R AE T A . ok T 58

s—
s BRI,

WETT IR A 50 FRATTHE [ S 1 OCT 8 88
£ FHETINL X B ok A 13T 4 AR
[ 93 200 3K HLSLHE £ B-scan B4R 121 Fhscds 41k
) 48 400 7K B-scan B8 . SZEG 45 607, A LT di
T LSEER 0. 67 %6 RR IR 22 . e H iTAd i
TR T 3. 03 % iR 2%

WICEHANT 28 2 A48 T A SO H B A5
SRR A B AT 5 5 39 PRl IR T AR SCHR Hh R AR
R0 43 B4 7 9 5 55 4 99 %o S0 45 SR R A R AN
O3B 50 5 1 R ARSCES I AR TAEMIAE A .

2 SFUERHERE AR EY

AT — P A% 25 (Frequency Feature
Disentangling )RS , 76 Il 25 Hh AU g AN ELSLH8 8L 0, DU
25 ) AR AR AT RRAE . Qi 4 Fir s FRATT AT 1
(AR AR Hy =350 2 o B ARS8l A 25 Gt S 85 CEmc )
TS 5 A A A (Dec ) RN FA SRS 25 (Decy) . He
N, Encep AT LA A A EIG HP $2 BCAS 5] 95 1) 1 431 35
FEAE IR L figp 3 380 DU AS [m] %) Al i v . FRAT)
187 1 Dec ey XA [8] (8 350458 44 855 43 390 6 A A 2% o 5 A=
%55 B A6 L AN [R]85 B B-scan B4 . T
Dec WIRE Xk NFE A 2t v 27 2] I A= i A RIS .
T 2 A D) 2 E A (] A s B 28 o AR A TS A
2|, 2838 Decy AT LI 28 LEARURAIE fiff 25 04 3o i v
PR+ B-scan (AW E5 AR . e 2, RO A AS [F]
(149 335 4 % R0 B A Gt R RV RT A T A e Al .
YNGRk, BERUE FH DU Enc g, B X5 AN [] 2% 591 4 45 45
FEOEFTDYAS XS R 1Y Dec e FHT A5

FLARHb , 7E A58 25 i i 2 Ence, 1, FRATTH

PR AR

v | 7,

| Y

Dec z> o ] => L e
IF0

AT |

z,€z

R, Rox

’ﬁ,’(*!vd.’xm;\ Y

o |~ ——

P4 AR ST B HR AR AU T A 12 A5 28 iy A PR R e IR 25 A B 8 B oy FRR T2 Dy, 5 S A3 BN [ ZE JBE (AUl it 125 45
SR A SRR LR, . PR AE i P rp P R AR AR T — 28 O SR AR Mt A )



328 i " L

¥R 2024 4

Z A4 U2 0 iy A BR A0 BUREAE /1T A% 25 .
T Encep T 5 KBS J7 ] A FRAE A T $E
I M JEE B B B-scan [ b4 A7 1] L 43 ) 45 1
AR 4R IE £ R v AR AE A DR I A S8k 4 AE £ mT DL E
— i B B S A A R AR R =
{iL, hL, Ih, hh}. {E Encpp H 25 A B-scan €114 2 7T L
Bt A BN i 2, R A

2= Encpp(x) @Y
o2 A — MR IE Gt =, N =A% = IR
TE B GRS { 2 2ie 2 . Encep B W 45 254 20 3% 1 B
I PUATERANE G BUT S 258 20 K R FRAE ]
A5 A5 5L . Encep B 16 /1> ResNet SR FE L4
B B HH PG IZ (BRI (3,3, 0K
s A DM—MERZEBREZ RNk RG,3) .5 K
R LFT RO 1 AL 5Ca) i

R1 SRR B AR B S5 415 P

A PATERAES i L (BP0 6 PRI

65X190X1 block downl 8 2 1

65X190X16 block down2 16 2 1

33X95X32 block down3 32 2 2

Encpp 35X97X64 block down4 64 2 1

18X49X128 block down5 128 3 2

9X25X256 block down6 256 3 2

13X5X512 block down7 512 2 2

9X25X256 block upl 256 1 2

18%49x128 block up2 128 1 2

Decpp and Decy, 35X97X64 block up3 64 1 2

35X97X32 block up4 32 1 2

65X190X1 block up5 1 1 2

A LN D, W 5(h) Fik .
SR TR TR A AR SRR AT A 2 AR AT AR R
| Bilinear Upsample | B'%Cﬁﬂ)ﬁﬁg§$@fﬁ?fizi/§9@//I\Hi[‘iﬁjz{%/%\ E@Tﬁ% .
oo FEA T AT i B A — A TR 7 2 4
k=(3,3), s=1 558 X 2% X B-scan BMR S5 R B T2 2T . B 53k
T 3. T ST 25 A A i 2 P TR 2 2, LA
o & M5 SRy T A A e R S B G 1 B B-scan KR TE
F I st 3o ) 5 A AR AT, o AT DA% A 00l e ) 7 0 1 4
o Fa R T2 U T 45 315 /AT 25 5
(@) block down (0 blockup AN R T AR G TS 2, 5 FH 5 Dec e 225 40 40 IR 119 %
El 5 MR, () gt i T SR EES, (b) fif 2

R R B

Ry 1 204 B RGO R FUBRR T A 25 A2 B

S5 AR AR th FRATE F Dec e X5 AN R 1Y

RSN Gt Bt =, AT SRS 4 AR SRR N 1Y 4 5K A TR Y

SRR A B AR Y = {3/ =IL hd, [, hh}. 35038 2 7
fif it #E

jz,:Dec,FD(z,> (2

T e i B R 88 Decyp HH 5 A R FEHF B,

W LFR . BHRALS — D WEE FREECERK R

DM ERZE BBk G.3D) BKsH

528 Dec e, BIVRT DA EE 4 20 5 A5 155 65 A\ e AE X 1 1)
HIEIL Y,

R Tk AR A RS B I SR A2 2T FRATT R
THT P RBOH T &I 2h . Ry T SR
AT B s AT L e, 05 PR, 571 3 DO 285 X5 A
FRAE B FRAE X 0 35 St A 0 A e P e 25 5 S kA T
WEB R T IR AT A 25 B 1540 7 B-scan R TE
BB B AR W RRIE 254, FRATEE T £, 401 2% sR e B
L) St (1% 7 R A R A W B A 2 AR SOl I
I UG B e o 4 K pR B D R R i 22 5
I ZAR RER TN N



244 X R TR R E R OC T 8 BCRAE B A I 329

L= LY. Y )T AL G 2)=
> Ay =], 3
7

o Y ={y|f= U hi, lh, hh | 7R Y 1 FLT AR5
WA WEAER y, WIIZARE .Y B EU N AR
i (Discrete Wavelet Transformation, DWT) 75 %] .
Ry ¥ AR R it B A B A RO A AR AT S g v
XPAN A DW'T A8 46 (1) 45 S AT 1S 20 B« B 2 Fe
Y AR T 2 ARG AR 2 P R S SRk A T
PEEE . AE LY LR 58 B S FRATTHE BOAS [W] 10 43 458 2
T ) s i A Sy VS S22 G A R A 7 R AE S A U

3 ETHESBYEBEERLHRERE
16 i 25

Hy T A A A L SR A A TR IR
2T SRR A FRAT R TSR
O30 T DXy — A REAS O B el 2 SR AR I
i A SCHET S BT E g Bt T — R B th o
BOtHE Ik . BARH, AT 5K B-scan JT 41 Y
TR )2 G % A 0 O 2 B AT 4 S Y- 25 3 1k (Global
Average Pooling, GAP) . 132 K/NA DXIX512 B FE
T = T RAF A & 9 FRAE T A DU 2

ZJE R TR INE S 80 AR TS 2 g b
25 FelTE LT —DZH 8. 53016 A1
L, FATIA R TN ) SR L0 E X —1 2
FAER S AT i ELIHR LUTE T ST i B AR v
I . AR ARG S, - B 5005002 th i =,
AT AT 2]

TR B Do o3 B0t s FATHE I X8 5 v U8
TR I S MHRALE i — > 58 B 45 22 14 2 L B
XN Z={z1, ez e 2n ) BT E STHEA
INTRTR N

‘5’/— Yy

1 .
S:N;H 2, — 2 HZ 4

Ho ST —A 8GR0 N3KZELE B-scan EIE/E
ST AE T NAS 2, 2 B R R 85 1S B A N
O3 BOHEAT F AR T A . 7E S PR AT T i A T
o, R AT 2 AR I B BH R (FPRO FIXT I Y B BH R
(TPROFEFR I L —A B £, 4 Bl Dy /B0 i 1%
(BRI S U) AR AR 23 Bl AG I A RAF it (Flag = 1) s
FHIZ « B PR o3 B0 INFA2 B I D) 27 iy AR A k4
VT LS A8 B0 (Flag = 0). T 55 55 2 580 (14 3
TE T 6 I 3k 5 M Bk 1.

HiEl

LN
YIEHE 2 ETraining set; MIKFEAR 2, € Test Set
S BIRRS . Y = ylf=IL W, lh, hh)
AR 2 AT 4%« Encep
Atk S B S . Dec s ALY : Decy,

LT
e 10 v il Ba i RS
1. FOR BRI %ALY DO

= AR 2 < il Bz,

< AR(2) s y,< Decg(2,)

L L=< A3

. W Enceps Decypp < 8(£)/8j,

T Encrps Decp < 0( K)/aj;,.

. END FOR

. 2 GAPL 2y Zts Zins Zir 20 )

R A Y

. IF &>t THEN Flag=1

. ELSE Flag=0

. END IF

R\ Flag

ST U AR AR ARSI

© 0 N > Ul W N

e e e
w NN = O

4 ZWERSHH

SR UE B i At 0 R T AU R R i B B A R A T 4
SRR Yt 6 0 75 3 1 BRI 80P S AT LA
FREA/NT LIRS N4 1A
SRR A 5SS AR TR AT o G DU A8 SR 30 i ol
FHEBRSE . /N 4. 24 BRI 280 R o0 R i
SHORE . N 4 3 XF A SC RT3 AR E
fiff B BT R EL A AN [R) G A  f A i 2 A5 (A
PSS FIXT L 20BN 4. 4 Rh A5 B A fi
BRI A7 ) AN [F) SR B R N A 4 4 FRAE B A
HEATSES s IS 3 AT AS [ 2 5 R R AE B0 A
TR . /N 4 520 XA [R) B b sk ) 512 36 245 SR 0k
TR AT . /N 4. 685 XS B AR SO vk AT H8 4
FAETTE A I 7 vk A R 22 SR AR A S B0 2%

4.1 HEENA

AR SR SCHRL 15 ]9 OC T B BE TR 8ot A
KA IR EE T OCT 8 80 ny Al 48 i B SR 80
PhitHe SO R A 2 . o, FUSCHE BUREE T 1374
IR L T 2333400 (F- 48 B X A F48 1) B-scan
o) sk IR . hiEH8 BOREE T 121 RO W] 9 Oh i
FEAS, 331 1214400 5k BR . DhisE A B &l A Bt
WCEE B AN [R) = 4 0 208 X e 2k WSO i 1]



330 it

'

¥R 2024 4

s pUN S S IER Y N 1 v 31 R (2D SR g
[ T =2 Pl AR} T R FEA T 2 5 i
17 FH8H R 22 5 8k AR 0500 R AE I FRAT
W AE X AN [ 14 e T 7 5 WA = e O AR AR
B, h s REAS A 5 20 D = 4k R 3R TEREA .20
YR EREAC 1A i P AR A . I 2(h) F
IR — AR GUREA A A 400 18 B-scan P, &
7K B-scan B 1500 55 A-line ¥ i . 5345 A-line ¥ N
50018 % (pixels). P XF B4~ B S48 SR i A
A HEME R SF S 500<15005400 pixels, X 17 &l 44
K/ R 15 mmXx15 mmXx1. 8 mm. H T B-scan &{%&
223 A S 5 A5 B B AR 2 R RST Sy 190465, /N T
1500X500 5 PRI 1M T AT 78 Y11 25 Ak fie 25 A5 U 17 S s
i A AR A L P i (11 4% /N 28 190}65, Fif-F
A AR AR E 1) 27 T R 85
4.2 HIEISMSHILE

ELR M, FRATTHE A s A R0 o LI 2R i
MEREE . I RBE MBS HECS,, VA
FATIBAELE P REALEBOR A T AL R E 1 414
HSHR 016 400 5K B-scan FIEOVE I 2R 5 A 2
W& IEAT YN SR . MBS EEES,,, 75 16 4 HILHE L
(6400 5K B-scan F15) FHF B P4 BRI, BEAITR
AR T 8Lk S (RS T4 1) o 7 J] TR AR W 1)
IS ER 5 H 5000 4 v LAt 48 S0 R R B O A A 4
G A B DA 88 A 7 S T4 R A (R A~ T4 ] [
JAFERAEPIUO 1Y 176 > HSLAE S0 (70 400 5K B-scan
%) R 121 4P BEAR (48 400 5K B-scan [&115) %t
FAE T Th AR BEEA T B0 IE .

TATBIALEE T A HF- & Py Torch ™ #4145
FYNZE . ELAAR b Al A B AR Hy 4 A0 57 1) 30 358
Tl 28, XoF 7 14 4 A B Sl e el 28, DA R, — > o A i il 2%
PR . FE S0 i AL B Bt o (5 F AR i DR 224 0. 02 11
T S5 (. w2 3 0 A 00 1 AL B R A 23 45 48 v B S B0
. I Adam O fb 28 T 0 A S RS Y 3l
Y, Horp ) HRBEE 0. 0001, B, Fl B, 20 Bl 4 0.9
F10.999. 451 355 fiff 25 A3 25 Ha 55 1 B2 1) BLIE 38 /N
(rbio) [ = B B HIL/IN i AR e A5 3] . BRI 2k AR
Ok 10048 . B4 H TAE S CPU R 2. 2 GHz, N
17432 GB, . A NVIDIA Tesla V100.

R T VEAT B AE T 46 I i 1 1 R AR SCR
T =RE AR bR BIR 22 (Err. ) BB 10% Al
5% (FPR=10% #1 FPR=5%) i} i) £ BH % (TPR)
A . 125 Err. JEF87E TN o 2 25 DR AR b

FEAKI LA o I 43 2 R AR B R R 2 32 F
FERAE A8 B RE AR 2 F0 . Err. JOME T BRI Y4325
PERE Err. 800N, BT AL 7 35 G 5 R B 4 . ECFH
% TPR(FPR=10%)#1 TPR(FPR=5% )% 41}
T AR A B BH 2R 1090 1596 s B S48 8UHI KT A
B E 43 b o LB R W) 2 7R 1A% T vk 1 1 g
g o
4.3 SUSMRBERENERIERIE

AR INTS Ry 95 0E T T vk B SO L FE VIR 5E AR
F14) A0 S it B AR I, XoF 35 S [ A3 358 2 1) =, R A
Ui fith =, () FAE T 4G PR REREA T 20 M7 . 1 o, A
ol i 12 A T ) TR 2 RS R AT R S8 o FH A R
(AN TR) 0 J2 i T 5 7 £ 2 K S R 2 T, ZE 0
Sl fiff 12 RS TR R FH AL G A e AR TG T RN
TP T3 ) H AR BRI R AR 19 =, 4 5 F] DLHRASR:
BAFA PAD SUR B 0. 67 % BYiR 2% Err. . LA AE
FPR 2} 5% W35%] 7 100. 00% % TPR. I & )5 [ H
FTRRAE o P 1) R AT AE 1) 2 SR A 1T D3k
BN BCRAE B R AR, Bl 3.31% (iR 22
Err. . 3 H 24 FPR R 5% B TPR A 358 97. 43%. 1fij
A PG ASTEAKEJ7 1] by S AR AE 1 G 24 JE 1 5 2]
AR PAD 255 . Al FHEE A A ), o] LA 3 =
A HA AE B B A0 T LLRGS A 200 PAD 45
Fe A HEAS T A i 2, B 2, B PAD FE AR ARHU
RRMEHET: s WA 2 G IC 7L FH T RAFE Tt A
X F W LE AT e B AR T fin ARG ) Fi AR 27 > W LA
HE— 2 B T AR T A5 S5 A 5 RS B R AR AR G 5 A
PAD P fE . I B4 K ITCRCRHIE S A5 7 PAD th
T2 . AN, L 2, A5 2, i PAD
TRZEFRPR A 3. 36 %0, 1M 2 Al 2, BG5S A e 4 T
2. IXUE B 24 2] 48 S0 AR 0 45 S5k g 125 4R 1E b A 1sf Ja
2 ST R SR G B A T DL b TR SR AR T
ek . AE AR A B R AR B 2 A
TR QB PRRRE ) AT - FAE T 46 0 1 s A3 15 B
A5 5 2 (R TUAR P ICRU B PR Z E 0 A6 DU P i
(R HE T, i — 2 E B AR SO A sk

H AR SN i B A 76 ol Y D A R Ao 5
i CEne o) FU A AH R A 50387 25 F AR 25 ( Dec ) 56
SRR 27 > R 265 R N 25 . Ry 6 UF A SO ISR i
BB SE R (A RO S FRATTAE P 22 00 Sl e 225 4 1)
iR  A B A 5 2 2 T A T s ) 11 A
24 25) 3 F T R AL T A . BRSP4
XF I Enc e F1— S8 Decyr, AT 125 f
H—DSHAEZH Enc e, FPUAS X B ) Dec e, 517



244 X R TR R E R OC T 8 BCRAE B A I 331
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widely applied to personal identification systems, i.e.,

automated fingerprint recognition systems. However, these
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systems are in risk of presentation attacks (PAs) like artificial
fingerprints made by 2D prints, silica gel or other materials with
low cost. Researchers have been seeking effective presentation
attack detection (PAD) methods for security reasons. Due to the
nature of internal representation of the fingertip skin can be
provided by Optical Coherence Technology (OCT) and such
internal fingerprints have excellent capability for PAD, fingerprint
PAD based on OCT becomes more and more attractive.

In general, PAD methods propose to extract hand-crafted
features or learned features from fingerprints to detect PAs.
However, methods using hand-crafted features are lack of
robustness to image noise and sample dataset beyond prior
distribution. Traditional learning-based PAD methods using both
bonafides and PAs for training heavily rely on the training data
and lack generalization. To facilitate generalization against
unpredictable PAs one-class PAD models are proposed, which
are only trained by bonafides. They not only have better

generalization ability but also alleviate the data dependent problem

caused by the unexpected differences among diverse PAs.
However, existing one-class methods ignore the distribution of
invalid or interference information among bonafides.

As we know, the representation in the spatial domain is more
vivid and intuitive, however, its information is superimposed
together. Motivated by the design idea of frequency transform,
which can separate information into different frequency subbands
for concise and convenient analysis, this paper proposed a
frequency feature disentangling based method adopting a one-
class model for OCT-based fingerprint PAD. Through
decomposing original bonafide images into different frequency
subbands, invalid, redundant and discriminative features for PAD
can be well separated and embedded into different latent codes
(e. g., frequency codes and reconstruction code) , resulting in
more accurate bonafide clustering and better detection of PAs
using the designed spoofed scores. The effectiveness of our
method 1s proved by comprehensive experiments carried out on

OCT-based fingerprint dataset.



