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Abstract  Single Instruction stream, Multiple Data streams (SIMD) is a technology that exploits
data-level parallelism to improve processor performance. It aims to take advantage of multiple
processors to execute the same instruction in parallel to increase data processing throughput.
With the rapid rise of big data and artificial intelligence, the demand for data-parallel processing
continues to increase, making SIMD technology increasingly important. To support SIMD technology.,
x86 processor manufacturers such as Intel and AMD have introduced SIMD instruction set extensions
such as MMX (MultiMedia eXtensions) , SSE (Streaming SIMD Extensions) , and AVX (Advanced
Vector eXtensions) in their processors since 1996. By calling SIMD instructions, programmers

can easily use the SIMD feature without needing to understand the implementation details of
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SIMD at the hardware level. However, with the discovery of processor hardware vulnerabilities
such as Meltdown and Spectre, people gradually realize that employing parallel optimization
technology at the processor microarchitecture level is a double-edged sword that can bring securi-
ty risks while improving performance. This paper focuses on the VMASKMOYV instruction that
implemented in the x86 SIMD instruction set extension and conducts an in-depth analysis of its
security vulnerabilities. The main contributions of this paper are as follows: (1) the microarchi-
tecture implementation details of the VMASKMOYV instruction are studied by experiments with
timestamp counters, hardware performance counters, Microarchitectural Data Sampling (MDS)
techniques, and the instruction characteristics are summarized based on experimental results;
(D by measuring the execution time of the VMASKMOYV instruction, it is possible to determine
whether the target address is mapped or not and the status of most of the page attribute flags on
the page it is located on; @ even if the mask bit is zero, VMASKMOYV (load) will copy all 128 or
256 bit data at the target address to a temporary storage, causing the masked data to move, and if
this operation is performed on some Intel processors, the masked data will pass through the Fill
Buffer and can be sampled using MDS technology; (2) based on experimental results, a new
processor vulnerability named EvilMask is proposed, which is widely present on both Intel and
AMD processors, then three attack primitives of EvilMask (VMASKMOVL + Time (MAP),
VMASKMOVS++ Time (XD), and VMASKMOVL+ MDS) are presented, which can be used to
implement de address space randomization attacks and process data leakage attack; (3) two Proof-of-
Concept (PoC) examples are provided to demonstrate EvilMask’ s information security risks to the
real world: @ using VMASKMOVL+ Time (MAP) and VMASKMOVS+ Time (XD) to break
the Kernel Address Space Layout Randomization (KASLR) by de randomizing the kernel base
address, physically mapped base addresses, and kernel module address successfully on Intel Core
i5-6200U, Intel Core i7-6700, AMD Ryzen 7 3700X, and AMD Ryzen 5 5650 processors, and
@ using VMASKMOVL+MDS to leak data in Linux kernel on an Intel Core i5-6200U processor;
(4) the countermeasures for EvilMask are discussed and this paper points out that the most
fundamental solution is to re implement the VMASKMOYV instruction at the hardware level, then

gives a preliminary implementation.

processor security; Single Instruction stream, Multiple Data streams ( SIMD);

VMASKMOYV instruction;
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i Jay (P 25 ASLR) 5 524 R G 5 )3 1), B AL Ak N
Ho g1k 25 7] A3 Jey (N 4% 45 ASLR, Kernel ASLR, i &
KASLR). 2 1 2 i P e K86 70 #4E R e 75 S5 3
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@ PaX Team. Address Space Layout Randomization. http://
pax. grsecurity. net/docs/aslr. txt, 2003, 3, 15

@ Schwarz M, Canella C, Giner L, et al. Store-to-leak for-
warding: Leaking data on meltdown-resistant CPUs (updated
and extended version). http://arxiv. org/abs/1905. 05725,
2019, 5, 14
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@ Intel. Microarchitectural Data Sampling. https://www. intel.
com/content/ www/us/en/developer/articles/technical / soft-
ware-security-guidance/ technical-documentation/intel-analysis-
microarchitectural-data-sampling. html, 2021, 3, 11
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RO R By I ] G D AESD) L doili # RE 18 43 BT 1
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BRI B AR R A IR SE AT A RA T
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U A B ol 3 K BT B R A e TR,
Fe4n Jump Over ASLR it i 2 24+ & %t H
WRAL PR ZE 19 4 2 H #5828 vh (Branch Target Buffer,
BTBYA 5853 1k s 53 Yk MO AR IR 19 B8 1 25 F
e an Drk X 5™ 5k 4K #i Intel TSX ( Transactional
Synchronization eXtensions) 7 AR. It 5 B9 #F 5% T /E
W, SA SRR J2 Gruss 48 A2 1Y Prefetch+
Time ™™ Zoidi , %Mo M T x86 4b HE 4% 1 i) PRE-
FETCH #5475 Vs 5] 4F 3 H 4k B R 4 1 = 8 JF A
Vi [] © B S5 b ik A e S b Bk 5 48 2% %) B[] S [
MR P T T dods AMD 4b PR £ 1 KASLR.
Gruss 88 NMXE 2017 4 B R 33 JE g oo
HEAT TGS A IX S e 1 3 R N A% b ik
2% () FH 2 bk 25 18] B e A A JF SR T KAT-
SER(Kernel Address Isolation to have Side chan-
nels Efficiently Removed) 3 hll i 5 & 19 B =5, It
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Windows #AEZ % 2. JLTP 5 K [E R, Gens 25 A
e 75 KAISER B4k 1) LAZARUS £ B 18
2 U T ©RE B KAISER JC % B 48 19 Jump
Over ASLR I M. Bfi |5, Canella 26 AUV 45 1
KAISER Il LAZARUS F#- /68 56 42 B 3 25 i 1, 42
H T E— % n) FLARE (Fake Load Address RE-
sponse) B 18 7 7.
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Double Page Fault™39] o Intel o T A B
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AnCHU MMU IntCXRAJ\I:[/ID‘ Cache eviction
Data Bouncel!! T Intel Flush—+ Reload
EcholLoad ! o Intel Flush+Reload
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(2] T T
TagBleed Tagged TLB Intel deputy attack
Prefetch+ Timel42! T AMD JC
Prefetch-+Power[ 2! o AMD ¥
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I AR A 3 245 5 3l SR R A0 PN B R A B A
A K 0 itk 723 [ R BB RN T B
L P9 A7 A e S5 3] — A 9 B P A T A HR B SR T
AR TE HE A0 M hk By B M HE 2 )R e B OC &R L
FRAIRINAE S AL W R, XS e
19 A 45 B ST 1 HE $00 3o ik 25 (8], DT AR IE T 2F 7
PR 5. Linux $4F R 48 19 mmap R 5898 T H ok
TE YR 2E R 1 M2 $00 M Bk 245 (a] o R — S RT A b ik
23 )L JF O B @ WU OC &R AN 2 iR Intel 403
R 2RI RE BN MG R o CR3 FF
FERRATAE T 2 Wi 2F A 0 50 — 2R DU 3% 11 iy 3 0 b
e 5 R b bk o 5 T R A9 A7 e BS BAE  wik
RN — 2 R A P R K R — %
TU At 00 ) B U5 5 R 0 M hE b 5 0 R Y
12 3 s 7% 2 A 0 6 A5 21 1 32 K8 0 b bk XoF 10 ) 4 2R
M. Ak AR X Fh U 1] 22 9 003 1) i B RR VR L R
(Page Walk). By T 01 £ f7 4t /£ N A2 0, 15 1) 32 B
18,k T E R R, AR AL B AR — Ml TLB
SRATH N R B S — H R BR T A B

O BFFEN GO G TR S 5 o 23 B Ak T SR AR 24 4 S B

By o FEFRAE 3 16] T %% (Reverse Engineering)[26],

@ KAISER 7 Linux F# R/ KPTI(Kernel Page Table Isola-
tion) ; f£ Windows | # Fi/F KVA(Kernel Virtual Address
shadow) . By TJ Wr i 1t /2 A1 1T 7 9 % b ik 5 1] A P
hk 2 V] B 5 B AR YDES 5 DR 1k KAISER o) %6 0 I 11 412 2 A5 2% 1.
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4805 Ak
Cofr T ofe [ 9f [ 9fx
FH50
e prow
Tl
%Iﬁo E0
il Il
Tl Fhl] FEon] [Eunll |05
B—HR fa—HIER  AKPIHETT

B 2 Intel 4b 22§ A A4 3 hik 5% e

[P [rw]us[ a [ [xo] mmsy |

P(Present ) : BN, 1RRE, RN E
RW (Read/Write) : G5, 1RRE, 0K s Rk

US(User/Supervisor) : Ui I3, 1378 I 7E3 30 QR By
7], 0787~ H BEAE R ZH P B e 1]

A(Accessed) s SRR, 13RR 2, 0K R
D(Dirty ) : REWEIE, 1RRE, 0CRR A

XD(Execute Disable) : ZE AT, 0KRZ, 1R

K3 s AR A

R FTIR Oy 7 DR GE R B S 25 1 A R )
A 45 B ML B OC R SR, x86 i 4 5K AE B
FH P Mk 25 8] H O B R 25— 8 40 oA A ik Bl S O R
PLJ5 R Sehn et e — ok, 24 & A AR G A
G B P R ) 5 3] N A R R B 1 0 ) A
SR U140 31 P9 A AR 2 AN 75 B 202 Ml bk s () B S
BEAh e 4 Fros  VF 2 8R4 RS TR0 Sl T
PP L2 S 2] Y A Ml hE 2 R] H ) A L 3R AR
VEY) 38 5 322 W 5F (Physical Direct Maps). ) H & 4
e S 25 b bk XoF 57 38 FH P S BT 0L L R EE B AR T S e
ret2dir M.

BV A

=
—
~—_ -
- -

T~ pmEEms -7

P AZ b 1k 7 1)

A

Yy PR SR
4 YR Rt
2.4 LB
4% (Microcode) ¥ B & 0 35 A 1k 4 SRR AE
(Micro-ops) 4845 e n] ASE Bl e 45 4 &

AR TRE . LR E 48 A BRI T 3 . x86 4k
PRARE T L Ok P A wo Ak BRAR AT oMUY He
Intel SGX(Software Guard Extensions) % AR i /& i
o R S B A ©.L S 4 B (Microcode Assist) 35 Y
J2 ) FR R0 Tip Bl Ak PH R S RS 0 ol P o A Ak ) A
VE o b AP 558 B VMASKMOV 45 4 #5150
(EE IR

T A B TAEX VMASKMOV 5 4 1 %
SMEHEAT 718, Ragab % A 48 1L 24 7E Intel b
s B VMASKMOV 45 4 1 ) 9 5 il 1) JE 7%
Hiu bk B, AR PR ES AN 23 Pl SR B S B R AL g TE
(Machine Clear) F1 1L 5 4f Bh. 4% i, Ragab % A it
it VMASKMOV 45 4 AN 1775 7] 4if 32 1) 5 25 PR AT
T s PRI TG 12 ) P 8 St W S R AT X i . Ragab 4%
JIBRSE TAE 561 T VMASKMOV 48 4 72 5]
AL HIL 4 35 49175 10 1 15 O O B X VMASKMOV
g2 RV AT IR AT,

3 HEREZHHE VMASKMOV 5 <
MR T8

VMASKMOV #§ 4 2 x86 b ¥ %5 7F SIMD #&
SEY AP GIAM — i R ERAEFE A, T LAY 128
£ (VMASKMOVPS) & 256 fii (VMASKMOVPD)
PR AT AT B RS sl R e AL i 25 147 4R
14 J2 3K 45 48 A BB A% 38 3 B Wi 137 R DR 2 X 3 128 v 3,
256 A3 ) IR 6 S HE AT FT A RN A 2, X N 5 A6
1 REHE AT T A AL Bl R AL 0 B
WEARZ AT AR S WE 5 ) B R, 24 8 AR
mask load #24E B (5 XA #8 VMASKMOV (load)) ,
VMASKMOV 454> P\ N A7 H BUEC R o AR 38 Bt il 27 17
& xmml T R 7 (0100) He E 3 N AE <17 %)
I A5 B )RR B B H Y A A7 A xmmO s W& 5(h)
s 24 9% H AE mask store # 1E BF (J5 3Cfij FR
VMASKMOYV (store)) , VMASKMOV $§ 4 £ N 17
HRAERCHE . B AR R B AT AE A xmml Y B AL
(0100) P& HL I 27 77 7% xmmO0 H ¢ 17 X% 37 457 B 10 %%
P W AR AE. R, B 5 H U ) M dik addr 9%
E—NAEENGFTRY, — TS . F load F1 store
i) A5 25 okl 25 9 0 5 0 OF O R P AT . B x86
FW B E S VMASKMOV 48 437 [a] 45 12

@ Intel. XuCode: An Innovative Technology for Implementing
Complex Instruction Flows. https://www. intel. com/content/
www/us/en/developer/articles/ technical/software-security-
guidance/secure-coding/xucode-implementing-complex-
instruction-flows. html 2021, 5, 6
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EFIHEAF . x86 4b R 1 B AR AP USRS A IS PR AT

531

g1k HLHEXE I 69 B A7 0 IS S R G
5w Ca) A1 Ch) PRI DA AN 2 4l 1 5

VMASKMOVPS(addr ),xmm1,xmm0 EVMASKM( IVPS xmm0,xmm]1,(addr)

ol1lofo xmm1GREEHEED) 0] 1] 0] o0 |xmml(BFAHED
0|B|o]o0 xmm0<ElE’~JZTﬁ2§>i 0 W] 00 |xmmOCHEZF7E)
- - | Tl -
\\\ ! \\\
e o N [E[3 .
Wﬁﬁ{ A < addr ) :P"]ﬁﬁ{ A < addr )
/ 1 7
B . ! 4 . _-7
ok ¢ - | a—
pitest | D e || D
1
1

(a) mask load (b) mask store

& 5

Intel T 7E A 4 VMASKMOV $5 4 it i
J# : VMASKMOV (load) 1 [m] A 325 3t hik i) o B 32
HE XTIV 0 B AR O, 2 B — A KGR JLE A b
JE U0 ) 1 B 4 Bh. Costan 28 A48 VMASKMOV
F 4 v B4 FCRE Al BB 1% A PR X6 1E 72 35 ) 9 i A5 b i
e LBt e 5 A5 R AT S 2 K B AR AR D ) — A s
ik L X IO G R 1 SR IR R R R R
19, Agner tA AR - il 7E AMD Jaguar &b #
i B SR E Y B A BE R #R A 0 B . VMASKMOV
164 1 P AT IS 1] 4 300 A~ i b S 1. % 8 # 1
Sk X VMASKMOV $5 4 0 4 i #8458 Ay a7 s, AR
S IREEE T A 8 8gs (Time Stamp Counter,
TSO) . & {4 1 8 i1 %4 % (Hardware Performance

VMASKMOV %54 T fig

Counters, HPC) \MDS % R X VMASKMOV 4§
A HEAT T TR S, EvilMask I i 1E & T X
3.1 ETREEITEHSF(TSO MFE ITERE

AT IE L VMASKMOV 4§ 4 78 A [7] 4k 24
i bV ) AN 7] 00 J P AR 2 AL 1 Y AE IT BT A 2 Y )
Bt R I R BT 5T 4 4 B R x86 AL PR Y TSC 77
it T A AL PR S 2 DLk I 28 7 i) i ) 00 8L % M
A 7E PSRl x86 b ZR I A) RDTSC 54

TEBCTT AT g0 I, B 5, 75 08 3 AN [] 4k 2 4 5
Iy VMASKMOV 4§ 4 ARl Sk 1 X b 43 #r s 328 B
T ZHARFRS 1) x86 AbFRER TS . 3 3 526 T
Horpo Ay A0 FR MY JL KA B 2% R 35 Skylake, Ivy
Bridge, Tiger Lake,Zen2,Zen3 X £&8 WL A 2844
DL FLSE IR BRI AUAL IR D). R, 5 1 3] VMASK-
MOV $§ 4 Ui la) J& tEAS 5] 19 9 A7 00 HoA T &
AR 5 A AR R AR T Ui B AT &
FEAEARFEHATE S H Ik A7 TR AR 5 1
CEIEVRICRIR T SR B E— A, L T 6 Fp
AfRERZ M VMASKMOV 45 4 $i17 1 B 4 J&] B i 9
TR MR AL (PLRW US A D XD), L5 3. %
W Ah . i T VMASKMOV $§ 4 78 i 7] € it
SRR WS N AF DU AR L. A T BEER A B AR T IR
X} PREFETCH #§ 4 #47 T 555

#* 3 VMASKMOVY (load) , VMASKMOV (store) ,PREFETCH 154 7 A B 152 T #1174 & 89 it #0 B #A

—
2 1 B G P RW Us A D XD
Kb P28 AR
%5 B 0 1 0 1 0 1 0 1 0 1 0 1
Intel Core i7-6700 load 886 449 727 113 111 111 594 111 887 112 112 111 112 111
(Skylake) store 878 428 670 426 425 108 587 108 909 425 528 109 110 425
VMware BMHLIFEE  prefetch 468 111 315 105 105 105 244 105 401 106 105 105 105 105
el Core 562000 load 438 167 276 96 96 96 216 96 203 96 96 96 96 96
nte (;Lrel“l:) ) store 487 227 492 226 227 98 268 98 248 226 226 98 98 227
aKe
Y prefetch 358 93 181 92 92 92 146 92 134 92 92 92 92 92
Lotel Cone 553200 load 785 445 573 183 184 183 503 181 480 179 202 177 176 178
meq‘”r;li‘d’é‘> store 179 180 181 182 183 184 184 183 184 181 180 180 178 178
vy Bridge
prefetch 576 184 351 187 188 188 261 186 260 184 182 537 180 181
il Core 17 N load 356 240 286 83 83 85 276 87 283 83 83 85 85 83
m“(T.O” 11 ’lk“;O(’ store 240 114 159 111 111 106 150 109 159 111 111 107 107 111
1ger L.ake
& prefetch 161 69 99 67 67 67 67 68 99 67 67 67 67 67
AMD Remen 7 3700 load 551 378 536 259 260 265 515 267 389 260 262 267 269 260
) (Z;“Z>37OO store 359 287 302 278 276 278 275 278 278 277 278 278 280 277
prefetch 381 272 327 259 260 268 291 266 367 260 261 265 267 260
AMD Rosen 5 5600 load 556 525 560 240 244 241 522 243 340 239 241 241 240 247
<§Zen3‘) o600 store 247 247 248 247 248 244 244 244 245 248 245 245 245 249
en
prefetch 329 236 315 236 238 238 263 237 332 235 238 238 238 237

1 :load #7n VMASKMOV (load) . store 78 VMASKMOV Cstore) ; K7 JK (14 35 26 7% 24 T 1 5 a1 A [R] 5] 5 45 2 BT A2 7E 28 B 528 1% B A J 4 25 S

@ Costan V, Devadas S. Intel SGX explained. https://eprint. iacr. org/2016/086, 2017, 2, 21
@ Agner F. The microarchitecture of Intel, AMD and VIA CPUs: An Optimization Guide for Assembly Programmers and Compiler
Makers. https://agner. org/optimize/microarchitecture. pdf, 2023, 3, 26



=

532 it =

Hl

2 i 2024 4F

AR S5 A 2 0 B AR A5 DL JE AR A 1 GRS 43 AR 4
22 T SCERE9 D) » LT %8 AR 1 22 5 B

(1) vmalloc bR EH K 43 BC — B P9 4% Hb dik 25 1]
setO_A BREUTRIE B bR AL A & 0. X
NRAVE RN BARAE AT X LD e B R — 1
A% IR ST b P E 3 5 foetd 42 H1 IR .

(2) A Wl 57 $tb 1k A0 0 Wl 55 ot . A PR ARAS 156
18 47 A /% ARG 1 1550 OxEH{{{bI000000 7 ¥ ik
SR 3 P A% Mtk 3 ) e DRG0 P B AR S R S b -
WEARES 155 19 177K . K R/ proc/kallsyms H1
LRI S N S R (el T S N N
/proc/kallsyms i FE— i hk4E Sy © w5 k.

(3) fii Fl mmap F 48 4 FH ok I+ RE— B © e 5 b
hEzs AN & RW J XD pr i i ; fff Al read _page
BRI R U7 0] M HT A N AE L GR B PLOA AREN A D)
fdi FH write_page pREXS Vs 0] 41T A9 N AE L (B P
ADFREN N .

TEARED 1. TR B (TSO) B 3 ) T

1. char * create_addr (void) {
char ¥ addr=mmap (NULL, 4096,

PROT_READ | PROT_WRITE | PROT_EXEC,
MAP_PRIVATE | MAP_ANONYMOUS, — 1,0 ;

return addr;

}

char global_variable;

=~ w Do

void read_page (char * addr) {

© o0 ~3 (2] w1l

int * tmp= (int *) addr;
global_variable=tmp[ 0 ];
11. }

12.
13.
14.
15.
16. }

17,/ » R Wt b 1l A 2 e sl > /

18. char * unmapped = 0xff{{{{{ffbf0000000;

19. char * mapped=0x{{f{{f{f81800060;
20,/ RAEWNAE sk FIE AE A7 ep sk =/
21. char * p0=create_addr () ;

22.
23.
24.
25.
26.
27.
28.

void write_page (char * addr) {
int * tmp= (int * ) addr;
for (int i=0; 1<<0x400; i++)
tmp[i]=0x12345678;

char * pl =create_addr () ;
read_page (p1) 5 //BEVT MK pl 2R E N A7
/o B HbhE AT S bk /
char ¥ rw0=mmap (NULL, 0x1000,
PROT_READ | PROT_EXEC,
MAP_PRIVATE | MAP_ANONYMOUS, —1.,0);
read_page (rw0) ;

. char * rwl =create_addr () ;
30. write_page (rwl) ;
L/ % NRZ R ] P sk« /
. char * us0=vmalloc (4096) ; // PN #% ik
. char * usl=malloc (4096); //F F ik
L/ KT A R R U ) bk </
. char * a0=create_addr () ;
. read_page (a0) ;
. setO_A(a0); //BE AFRENH O
38. char * al =create_addr ()
. read_page (al) ;
L/ RE AR T S Hhk < /
. char ¥ d0=-create_addr () ;
. read_page (d0) ;
. char ¥ dl=-create_addr () ;
. write_page (d1) ;
L/ % AL ERAT M HE RS AT SRAT b+ /
. char * xd0=-create_addr O);
. write_page (xd0) ;
. char * xd1=mmap (NULL, 0x1000,
PROT_READ | PROT_WRITE,
MAP_PRIVATE | MAP_ANONYMOUS, —1,0);
1. read_page (xd1) ;
S/ RE T HE < /
. addr=unmapped;
S R ERRAT AR 0%/
55. vxorps xmml, xmml., xmml
L/ % MR VMASKMOV (load) 3147 9 B 4 8 35 » /
. timel =rdtsc O 5 //BEHCYFT TSC A
. vmaskmovps (addr) , xmml, xmmO
. time2=rdtsc O; //EEH Y4 {7 TSC (€
. clock_cycle=time2—timel; //#§24 ${47 It 4 & 1
./ % Mk VMASKMOV (store) $047 1) i 4 5 1) = /
. timel =rdtsc O; //EH 4 H; TSC {H
. vmaskmovps xmmO0O, xmml, (addr)
. time2=rdtsc O ; //HEB YR/ TSC &
. clock_cycle=time2 — timel ; //38§ 4 $hAT i 4 i 1)
./ % WK PREFETCH 44T i i 80 J5 481 = /
. timel =rdtsc O; //BEHCH4 71 TSC H
. prefetchnta (addr)
. prefetcht2 (addr)
. time2=rdtsc O3 //FBCYHT TSC H
71. clock_cycle=time2—timel; //4§4 $047 B 2 & 19
A SR PEACHS 1 H Y A A HE I3 T 1000 ¥
B 5 B 25 . W3R 3, SE g B4 F oA an T
(D FEJL-F B A & 0 ab 2 4% F . VMASKMOV
(load) 1 PREFETCH ) 52 4 45 5 JE A — B (35 7l
AW TR AR S A P=0,US=0,A=0 1
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HEFE 2 11 B A ] 309 K U [n) © e B TR M AR B
Ak P=1.US=1,A=1 il #uhl). K. 24 5 il
1 0 B, VMASKMOV (load) il PREFETCH 7£ iX
Se b EE g b S T EA.

(2) VMASKMOV (store) 528645 5 VMASK-
MOV (load) il PREFETCH 4 X ] : 7f Intel Skylake
AEFRES b B RE X A3 A5 WL L R LT B A 1 UL
PR (PLRW,US, D, XD) B4R 2, 76 5 fth 4b 7 25
b RAE X 2 1 W S DL R /D BT AR ALY
IRES. L4h . 7E Intel Ivy Bridge #1 AMD Zen 3 &b 3
#n b 205 m) 8 PE S R i A7 0L, VMASKMOV
(store) f& 9% B Bt 4 J& 309 L~ 38 A A8 4 BT L 78 3 7
KA HEE - VMASKMOV (store) #£47 T EH it
MR 0 B, VMASKMOV (store) {14 A

(3) T W 5 b ik 1A B S5 b Bk %o R 43 2
LhFEER Bl VMASKMOV (load) . VMASKMOV
(store) \PREFETCH 1jj [a] 7 e 5 3t 1k 46 2% A9 Bsf b
) H 0 B S KT ) e S b L 0 B LR O B
o BRI 4R 0 F5 At 23 X6F T 5 [ s bk 1) A5 95
B — KA X B AL PR AR T B A TLB 5k 71 30k
W Fr Uil i 45 A o ik 2 & Ak Mt X R E &
B A R R BB N TLB rhpfe s 15 7] 3] 51 35 %%
i ;e 2z s Ab ES HURE AP AE v ] 21 T 3 .

(4) RAENTEH 1 T EAE N AE B k. T
A% ELI b HE 2% 4 VMASKMOV (load) , VMASK-
MOV (store) \PREFETCH 1Jj [a] 5 7E N 47 o Hb hik £
B 11 B Al J) 0 0 2 B S K U ) L 8 9 A P b

(5) Hehb Fnn] 5 Hht RS bk A1 2 5 k.
X} Intel Skylake 4b¥R&S . ffi f] VMASKMOV (store)
Piln) Rz ik RS oo bk A8 3% 09 B b R B 2 B B K
Fusla) vl B #uhk 2 5 #udk.

(6) FTPA T HLHE AN AT A T sk, X Intel Skylake
ShEEEE il ] VMASKMOV (store) i [a] A~ A $ 47
Hiu Stk A6 %% 1 B b JE 3L A K 0 n) AT BRA T M k.

(7) A5 1) Mo hk A0 E U 1) M ik %5 R 58 43 2 0
LhFEER i ] VMASKMOV (load) fl PREFETCH
U [0 A 17 [ 3t 1k A 3% (%) s b S A 220 B2 K F il 2
5 [R] b 4k

25 b rik . VMASKMOV 454 RE X 4324 Hij Hb 41k
2 T A L S5 DL R L PIT 7 T A R R 43 T AR R A 1Y
WA, Gruss 2 A2 B 1 Prefetch+ Time!' J& 54
SCHCH KRBT TAE, X ok B F PREFETCH 454
5 VMASKMOV (load) 5 4 I AH LI PE - 3X WG 2% 45 &
HBAE DX 43 b dik S 75 B B S DL & PLUSCA TUJE AR
RS, FATIN N EvilMask H 2 Prefetch +
Time WL 2 — K E VMASKMOV (store) $§

A b fEFR 4> Intel 40 B 2R I, © B8 X 4 PRE-
FETCH #§4 Jtik X 4319 RW . D XD T & b A7
R
3.2 ETEM4MaEITHSHPO KSR ITELRE
AT F F HPC 43 HF VMASKMOV #5 4 8| 2
F3MEM R, AT LI AE—HH T Intel Core
15-6200U (Skylake) Zb B Z8 (1 3 HL_F#E 4T, 2B T
6 FhEREFME, WK A4, A TEN & I Intel B D,
T TR B AN LA 5 U A7 B A % D AH OC 1 35 1
H OTHER_ASSISTS. ANY 0] B # /% 4§ 4 1
ATad B 2 A il & T RS A B, AT i A likwid-
perfetr T H X4 4 AT i A o o BE 10 19 & AR K
BAEATGEE WIEARAD 2, 9256 25 5 UL 3 5.

R4 FVXBRHAEMEEES

EREF 1 P A E
& FP A1 i Al 35 55 4l
OTHER_ASSISTS. ANY . , ASSIST
- B & R

DTLB_LOAD_MISSES. I DTLB G5 51 & [ o
MISS_CAUSES_A_WALK 3£ load $§4 4%k o
DTLB_STORE_MISSES. DTLB 6t % 51 & [0 e
MISS_CAUSES_A_WALK % store 54 &% o
ITLB_MISSES. ITLB §r 2k 52 & 3 ITLB
MISS_CAUSES_A_WALK 9354 5% )
ICACHE_64B. M ICACHE W Htis 4 . .
IFTAG_ALL MR ICACHE

L1D_PEND_MISS.

. £ 1 1
PENDING_CYCLES_ANY R LID B3 RS LD

IR AD 2.
TR SEE.
1. vxorps xmml, xmml, xmml //i&% B 5 ¥ % 17 %%
xmml & 0

T RE R TR (HPO) 11 335 )

LIKWID_MARKER_INIT

LIKWID_MARKER_THREADINIT

LIKWID_MARKER_START (“test”) ;

for (int i=03 i<C1000000; i+ ) { //#M3x 1000000 ¥k
/ % VMASKMOV (load) iz * /
VMASKMOVPS (addr), xmml, xmmO
/ * VMASKMOV (store) 3% * /
VMASKMOVPS xmm0, xmml, (addr)

10. /% PREFETCH izt % /

11. PREFETCHNTA (addr)

12.  PREFETCHT2 (addr)

13.}

14. LIKWID_MARKER_STOP (“test”) ;

15. LIKWID_MARKER_CLOSE;

-~ w N

© (o) ~ (2] l

Intel. Skylake Client Events. https://perfmon-events. intel.
com, 2023, 4, 25

@ RRZE-HPC. likwid. https://github. com/RRZE-HPC/likwid,
2023, 4, 26



534 it =2 L 4 Eihd 2024 4F
RS ETWHEMEREITHEMHPOMER TEIEER
i [T XA o 7 o {8 ASSIST DTLBL DTLBS ITLB ICACHE L1D
=R & 1000000 3999918 2 49 135579100 1761971
e 55 = 1000000 25 5 43 63792540 898937
P 0 1000000 4000190 10 61 109700100 1524780
1 0 4 0 8 1003545 1832
0 0 2 0 4 1002872 1856
RW
1 0 2 0 3 1002794 1776
) 0 1000000 30 1 45 57372730 2874769
load UsS
1 0 1 0 2 1002840 2370
A 0 1000000 2000619 1 33 85616460 1849011
1 0 2 10 0 1002699 1755
b 0 0 2 0 4 1002852 2200
1 0 3 0 2 1002886 2311
0 0 4 0 5 1003444 1455
XD _
1 0 3 0 5 1005658 2423
e b 1000000 52 3999733 89 131415400 2195273
e 55 = 1000000 42 4 57 69006440 1504138
b 0 1000000 50 3999737 77 120518400 784688
1 1000000 43 3 68 61047050 869553
RW 0 1000000 41 4 51 59164300 678204
1 1000000 30 3 45 61132770 507 234
0 1000000 32 2 42 60718800 535692
store Us
1 0 2 0 23 1003263 2161
A 0 1000000 53 2001725 48 87785450 1618817
1 1000000 28 2 45 61277800 471843
. 0 1000000 20 5 30 60236480 427910
1 1000000 19 3 37 61221420 426445
XD 0 1000000 35 3 58 61262950 481157
1 1000000 20 8 48 60770080 2217138
JEn & 0 2019639 6 44 2299133 631494
e 55 frs 0 1 0 22 2003257 302991
b 0 0 2020267 4 47 1161277 679413
1 0 3 0 6 1003193 2015
0 0 3 0 13 1002728 1878
RW
1 0 2 0 14 1002782 1748
0 0 4 0 4 1002601 2425
prefetch Us
1 0 1 0 13 1002660 1505
A 0 0 2023286 6 60 1175140 710777
1 0 4 0 4 1003401 1897
b 0 0 3 0 8 1003334 2000
1 0 4 0 9 1002758 1426
0 0 3 0 7 1002879 2435
XD
1 0 2 0 20 1002714 2452

T < b K A T2 7 G A AR 35 LA [R] I 324 B S0 4 A OB TR 0 e 22 5

SIREE AT

(D ffi i VMASKMOV (load) , VMASKMOV
(store) \PREFETCH 1jj [a] A Wit 5 4t hk 48 2% 7 i) 0
ST B] K T Vs [e) O B ST M hk L X =% 5 DTLB
A K 7 ) A B 5 bk & A 1) DTLB Sl 2k vk 502 i
B2 FUin) C ey k.

(2) ffi Fif VMASKMOV (load) , VMASKMOV
(store) . PREFETCH Vjj [a] & 7E N A7 H Hb 1k 78 2% 1)
i el J 09 2 B A K U ) € FE A T L X R R
5 DTLB A K : Uil R 7 A7 b s dik & 4= 1) DTLB
B RECE B 2 T Ui CAE N AE TP k. 1eAh . U5

5] A 76 N A7 P b bk 25 fih & B 0T R R R AL % R
A 23 T FE R ]

(3) ffi F§ VMASKMOV (load) fil PREFETCH
Ui 5] A 15 0] b 1l 8 2% 087 B o J) 300 2 W) b KT i [l &
Vilal bk, X E2 5 DTLB 45 3¢ Ui [8] K Ui 5] b bk
KA DTLB il 52 W B2 B 8 2 F 5 [a] © 77 18]
hE. MAL . B SRR 3 7F Intel Core i15-6200U (Skylake)
EEERE | Ad ] VMASKMOV (store) 3 /8 g B i3 X
43 C 5 ] Mk R0 R 1 o] o hk  (HFE 2R 5 o U ER 3|
it FF & Vi 0] R U ) ik Bk %2 A 59 DTLB i 2k ik 5L
B Z T U5 ) U5 [A) M k.
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(4) ffi H VMASKMOV (load) , VMASKMOV
(store) i [A] PN A% Hb bk 46 2% 1 s b J5) W 22 B g KT
Vi ) A R AR A P b ik o B B R A 5 | R RS A
B 2G - U5 1) N AZ bk 25 5 1 S0k i By o 7 [ AR
PR B TP bk AN 25 o pbhy i SCOR] R SRS A B 2 A B 4R
EANERE LR

(5) fdi F§ VMASKMOV (store) 37 [a] A~ ] $147
Hiu kil AE 2 4 I A S 3R 20K 1 D5 1) W1 PRAT b L o3 B
X5 L1D #H5¢, U [0 A AT P47 bk % A= 19 L1D ik
RURBEE R T U5 0] AT S04 7 b

DU PRGS04 5 o i) S 0 45 5L 0 1 i B B
Vi i 58 T AE.

(1) ffi i PREFETCH 15 [a] P4 8 Hi ik 78 2% i)
oo ) 0 S S R Uy [ A i AR 1 D P b k. 0 2 )
BT« B4 PREFETCH 7£ s [ 4F 3 bk i R 7
A S H R R AR Al B EL X R I 0 LU RS D 1]
Mk B 5T A R G0 A A PRI R B0 B BT AR 2% A B )
WaE K.

(2) 1£ Intel Skylake #b ¥ &% F ., fif F VMASK-
MOV (store) iJj [a] H i # 1k . & 5 #1446 2% 1 B
JE MR B B K T il vl B it L © 5 kb w044
'R :Intel Skylake 4b 38§ R T HE 26 4 £k ML ok
Ak store #EAE , 15 {# 1 VMASKMOYV (store) iJj
5] S T 55 Ao 1 b k2 L7 ) U i A 5 A 9 b i
JE Bk
3.3 ETF MDS Hifim TiEsRIE

Intel 23 FF 19 W5 35 & F) 271 %F VMASKMOV 4§
SWMPATIRAR ST T A E 6 iR, XA T
VMASKMOV $§ 4 ) — A~ 5P : VMASKMOV (load)
AT H AR Mk BT 7E Y 4288 128 1 El 256 v &4k #% N
Bl iF A7 25 CE AT DU — S XA R 454 2 AR ]

PATHTT

Hbrarfeas

lIEH»J#ﬁ%%%D —>§)<— i vearcaad

-3

1 r
P Fill Buffer
L1D Cache |j< ; (MFBDS)
B
!
. 5
L2 Cache A1 283 B
256 Hidls

P65 AR B 3T AR O 4R )

UL B2 A7 4%« BB S P25 MO0 IR AT 5 2 A Bl
B G52 S 5 MR L 2 R AR R Bl A BT s
Bk VMASKMOV 4§ 4 f£ Intel 20 ¥ #7 EJE
B SR T SCHRL47-48 TR ik 14 52 8L 7 5K
)Y B R O B Bl BE ICROE & A R R
P Sl 70 1 2 45 K JZ2 T AN W] DL, A 45 5 MDS SRR
T AR W5 B RS A T R R 4 U2 T A% 8
W 6 Frs , QSR vl be s s 2 A TRl I A e —
%E 4 21 Fill Buffer 3% fiE il i MFBDS 1t of Wi 8¢
B AT S B B Dy A0 DL AR 3.
IR 3. BT MDS (30 ) AR SL 5.
Lo/ = Wehr MR 2 A R R TP ik 2 8] v i) 5l » /
char * addr=malloc (4096) ;
memset (addr, ‘U’, 4096);
/o B RN S P A Ik 2 8] e B0 </
char * addr=vmalloc (4096) ;
kmemset (addr, ‘K’,4096) ;
/o BCE FRRCH AR xmml g 0% /
vxorps xmml, xmml, xmm]l
/* i VMASKMOV 484 8 2l 4 5 i £ il « /

10. vmaskmovps (addr) , xmm1l, xmmO

-~ W DN

© (o) ~ (=2} w1l

12. /» MFBDS. 3 .5 % 3CHK[33] = /

13. char * target=NULL;

14. memory_access (mem-+4096 * target[0]);

15. for (int i=0; i<{256; i++)

16.  if ({lush_reload ((char * )mem—+4096 *1i))
17. / = ¥TEN Fill Buffer 19§45 ,

18. U ECK BT ED,
19. R SERCBAE R ET %8 =/
20. printf (“%c\n”, D;

AT LG — 5452 T Intel Core 15-3320M
(Ivy Bridge) fil — G # 3 T Intel Core i15-6200U
(Skylake) 4 Bl s (0 1+ 5 AL B HEAT 3 P Ak 2 4% #0
% MFBDS 520, 763X P & Hl a5 3 /Y 52 56 31
L8 (1) 2585 M8 2 AR 28R TP M ik 2 1)
rh R £ I BE G2 38 1 MEBDS SR A ) & GEAURS 3
U ERF AT B 5 (2) 249k B i 540 2 9 A%
ik 8] o Y B I, Jo vkl i MFBDS SR A 3 & (3
AR 3 i KRR AT EHD . SEm R (D £
VMASKMOV #5475 Intel ZbFRES FAHSERF T ¢
BRL47-48 TR i (19 52 B D5 5L B VMASKMOV (load)
B 52 2 41 H AR Hudik BT 76 19 42 38 128 8k 256 £ 5080
P8 DUR — Al Iy A7 i 45 o o BE S 1 25 4505 i A 52
B PR (2) W« 245 5 ORI =2 AR b Bk 5 1) v
B CalCY /T R TR ) 0 08 B 4 o i



536 it " Bl % i 2024 4F
Aexgid Fill Buffer. 254 LA R GE R 46 R,
B s AN T - 8% i B8 7 % B i i AR v S kAT vxorps xmml, xmml, xmm]
M HE 2 e R AT L 24 b TS 4 T OE £ 7 IR Y 2 JE 1 tl=timer O ; //ZRIBCHHTIF B0 JE ], il J§ RDTSCH5 %
Hi - B 221632 b i o B RS 3h 2 I Eﬂ‘ﬁ—ﬁ% vmaskmovps (addr), xmml, xmmO
52 t2=timer () ;
3.4 SEIG/hNE clock_cycle=1t2—1t1;

4.2 VMASKMOVS—+Time (XD)

X5 3.1.3.2.3. 3 WHYSL I A R BE T . (D
M VMASKMOV $§ 4 (9 $h 47 B 8] 7] DL
W A ik g 5 g S S HC BT A LR R 43 O
FR&ENM (PLRW, US,A.D.XD) IR A&, X £ 8 5
DTLB & & & 2k LA SO E 51 1 i 4 B A
%5 (2) B R R A7 R 0, VMASKMOV (load) 1,43
8 H b bk i 8 B 42T 128 3781 256 37 £ 45 45 DL 3|
I B A7 At i o o 3 ORI R R K AR S B R AE R
46 Intel 2b B A% b S0AT BL 4R AR, B B £ 0 0 48 5
Fill Buffer. 3 1] ] ] MDS # & R k¢ 5.

4 EvilMask

ASCHE H EvilMask, — A4~ F] i VMASKMOV
i 4 S it A0 5 3 2 09 T e R OF 4 3 4 Evil-
Mask % 7 J§ i : VMASKMOVL + Time (MAP) |
VMASKMOVS+ Time (XD) fl VMASKMOVL+
MDS.
4.1 VMASKMOVL+~+Time (MAP)
VMASKMOVL+ Time (MAP) X f J5i 15 1&
(0 S B 7R Oy < AR R 52 FE LR — B2 T Intel 5
AMD b 2 45 19 i1 5 HL, H SZ £ VMASKMOV 5
L izde A E A P WA AR 2 FEILF R T
KASLR, XM T KPTI/KVA; Wi 75 % FEHL L
LS50 R P B i A7 R . s R R b ek RO
B AR ICAS 12 A 8 G P A AR AR I P A% 5
il 55 Mk =3 8] A SRy 7 L AT BOE KASLR.
VMASKMOVL+ Time (MAP) X if; i 18 40 /¢
B 1 FiR . Yok 8 F VMASKMOV (load) i JJj
Vi) B Ar ik MR 48 4 2 BT A6 2 00 B b R L X 43
H bR Hhk 2 O W5 M hk i J2 A it S b B DT A DB
bk 23 1A A R A5 L B KASLR. B E & T LU
TAREL . fd Fl VMASKMOV (load) 15 [7] 7 e 5 b 41k
6 % 1) s ] 39 22 B S K 107 ) 8 e S M . RN
ARIF ST TR 22 BH L AR 8 PN A% b 1k 2 75 e S ] 5 7
PR A% b hl | B A e S bk | P AR B A (G
6 i Tk DR Ry 2 ) WS L A8 B 14 e A S B B D)
KA 1. VMASKMOVL+ Time (MAP) 3¢

VMASKMOVS+ Time (XD) ¥t i J§5 15 3& 1 19
JERMEE Y Ay B B 2 FE LR — B R T Intel 5
AMD 4k #2885 1) AL, 2 VMASKMOV §5 4,
AL EA S BE AR ZEIIET
KASLR; Yili % G898 76 52 F AL L L8 A P By s
T8 . B 5 R A O o D e AR IO 1% A
G P A BB AR B N AR Bl B A )R 5 S A
i B KASLR.

VMASKMOVS+ Time (XD) 3§ i J§ 15 G 4% 5
B2 iR, B & F VMASKMOV (store) 3 JJj
Vi) B Ar ik R 48 55 2 BT A6 2 00 i b R L X3
H b 1k AT AT b i 3 2 R AT AT bk . AT 3
Wt P A R B b bk A R S B KASLR. & £ %
BT LT WES i il VMASKMOV (store) i [a] A~
AL PAT H 1 A8 % 1) I P ) 30 S ) R KT 5 8] AT AT
Mok, /TN ARF ST TR F B0 L AR 8 P A% b bk 2 A5 TT
AT » AT 8 A EL A ME— /N 1 Y AR AR e 1) 44 R R L
O ARSI 14 24 % R0 BT XoF o7 1 o A 6 HOA
KA G ATED. tnE 7 R . 7E Linux H1, & P
A B — IR — B oA Bt S s ik 43 B FF o 9 A A B AR
BT b F— A 0] ST AR A B (. text) , Bl IS T
PR & — AR AT 19 B8 B (4n. bss Fll.rodata). il
TR AT AT 5 AT AT B A B T AT LR
Sl — A~ A AR B ) S 0 AN 25 R A B IR LB AR RN
BAEH R K /N, Z J5 i 3538 2 R R A 4 Ismod
BN PIAZ H I A R A ASE BRI 4 R R0 JEL i Xof 1 1 R/
R A 8 FrR) X 5 R VMASKMOVS+
Time (XD) Yl BTG R 10 P AZ AL H 0 KN R &
{5 BHEAT HX 3k vl DL 07 th B ME— R /N 9 A%
(I 1 T A VA = < S N T
KASLR T3%.

KA EL 2.
JEIE.

vxorps xmml, xmml, xmml
t1=timer O ; //ZRBCY TS5 R gl AT RDTSC $54

vmaskmovps xmm0, xmml, (addr)

VMASKMOVS+ Time (XD) I

t2=timer () ;

clock_cycle=t2—tl;
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RS ik
~
ARAFBLCRTHAT)
— AR
BB AT HAT)
g
WS ik
~
RAGELCAIHAT)
— AR
el B CR AT 47 )
g

Bl 7 Linux A A RZRE B A = ALY

hack@ubuntu:~$ Tlsmod

Module Size Used by

vmw_vsock vmci transport 28672 1

vsock 36864 2 vmw vsock vmci transport
crctlodif pclmul 16384 ©

crc32 pclmul 16384 ©

snd_ens1371 28672 2

snd_ac97_codec 131072 1 snd_ens1371

gameport 16384 1 snd ens1371

ac97 bus 16384 1 snd ac97 codec
vmw_balloon 20480 0

snd_pcm 106496 2 snd ac97 codec,snd ensl1371
aesni intel 167936 0

aes x86 64 20480 1 aesni intel

lrw 16384 1 aesni intel

Kl 8 Linux 4. 4.0 H g PIAZ R He 2 FR AR/

4.3 VMASKMOVL+MDS

VMASKMOVL+ MDS ¥ 7 i 15 & F 19 i
B Ny AR 2 FEHLR — B3 T Intel ZLHER 1971
B iz # s S s VMASKMOV 454, %468 4
58 P A I ABR 5 % 4 P28 2 MDS g i 5
Wi .52 E ML A T MDS s i #h T 5 32 5 35 Fn g
B RRIEZ EN LB 7Ry 2 EH IR P
1 VMASKMOVL gadget 5 # M i % 4 fE 5 17l %
FHHEHFEE A VMASKMOVL gadget; W if; 75 GE 18
i VMASKMOVL gadget [ & i 0] 32 % & it 7%
R SR 5 32 A IR S O A O R L U
[7) 12 S TR B A C R L 330 1) load 454 U ) 32 5%
R RS R L H B U7 0] N HRE R R CEp
58 1 load A U 18] 12 BUR KR A b R 5
). Mol R A o 2 RO g 5 ARk B B Can i
D B3 U2 3 R e A SRR

3.3 W SLE R - B Bk 7 0, VMASKMOV
(load) 2% 418 Bk B Wi 45 4% 45 D1 2 G 0f 77 6t 2% s
H 9k 05 231 Fill Buffer. LTI A SCHH T
VMASKMOVLA+MDS 3 Jiiih , WA Bt 3: 52 % #
PR AR — A VMASKMOVL gadget, 3 i % 3 3o
Ptz gadget $0AT K 52 35 5 3F A8 o () B4 itk 5 3
Fill Buffer 7, & )5 7E B © Wy 3E 72 b 2% A% Fill Buffer
g, JRARAD 4 SRR T Wl VMASKMOVLA-
MDS T il 5 15 5 i 500 B B 07 BORHE - (D 2% &

P ELE —T VMASKMOVL gadget(5~9 17),
EAf ] VMASKMOV (load) 5 7] 572 3 2% ik 7% rf #h
hEhy addr BECHE 5 (2) Boaki F 5 addr 1552 #H
MEFE U 7] SBURBU M secret, X5 30 secret B it 52
#| Fill Buffer H; (3) M # i i MFBDS R A£ Fill
Buffer, %j Bl 3] secret [F1{H.

KRB 3. VMASKMOVL+MDS ¥ if; J5iE.

[ ¥ ZEHIR — * /

/ * VMASKMOVL gadget % /

vxorps xmml, xmml, xmm]

vmaskmovps (addr), xmml, xmmO

[ e S */
/ % ffi i MFBDS k¢ Fill Buffer %2 « /

BRI 4. VMASKMOVL+MDS Hii 5 i
Bl

R <11,

2./ xRV HAE R H VTR secret AR
HE VTR B A RIS AR 1+ /

char * secret=“SSSSSSSSSS”;

/> R addr YU 4]+ /

addr= &.secret;

/% Bk F A VMASKMOVL gadget x /

vxorps xmml, xmml, xmml //Fik&FFE4 N 0

/* R VMASKMOV #& 4 1) 0] 52 % & ilf #2 o 1
FEEEAE. BRSO, BRI AR A B i /

9. vmaskmovps (addr), xmml, xmm

10.

LIy p—— G — x/

12. / % ffi [ MFBDS ¥} #¢ Fill Buffer Hr (%54 » /

13. char * target=NULL;

co ~3 » wl =~ w

14. memory_access (mem-+4096 * target[0]);

15. for (int i=0; 1<256; i+ +)

16. if (flush_reload ((char *) mem—+4096 * 1))

17. printf (“%c\n”. D) //FTEDRRE B 10 50
4.4 EvilMask /NG5

7 6 % EvilMask 5 H A5 x5 ASLR /)i i& &
SERME T Sl 2T T b A (D DA B R 4
Ntk &g B bR bk 2 A 8BS (MAP) 1915 B Evil-
Mask if GE it &% H b5 #b bk 2 7 0T P47 (XD) 15 B
(2) DAFE R Mo KBB4 AR A 5 — AL B AR S R
TR A9 4 3 528 . EvilMask %} Intel 1 AMD 3X i 48
x86 Jth TR Y AL B AR R R (3) DATE A MLt AR
O — SRR A5 1, — B H B A B R AR X 4k
FEoR 25 Bty 3k T8 1 647 . EvilMask & A ™ w5 /9
FROR A B AP IR TR B 25 2 W08 R bR DA



=

538 it =1

Bl

Eihd 2024 4F

&R X ASLR B & 25 4 I 45 18 Yo it , EvilMask
BAMEE N A 2 Jods 36 [ ) % S8 a7 5
S BRIEZ AN AR SCIE B R K VMASKMOV 48
A H MDS ¥ i 25 &, & T VMASKMOVL +
MDS ¥ Ui 3 — 2 MK T EvilMask 15 5 1.

% 6 EvilMask 5 H fi ik R 50 M5 E B & 3T L

Bt biigA g LR Rk kAT
Double Page Fault'39] MAP Intel i b TR
Jump Over ASLRM0J MAP Intel Wi BTB
Drk!9J MAP.XD Intel Intel TSX
Evict+ Prefetch 0] MAP Intel cache eviction
AnCH1 MAP IHTEIA\RAI\IZ[D‘ cache eviction
Data Bouncel!'!) MAP Intel Flush+ Reload
EcholLoad " MAP Intel Flush+Reload
TagBleed 2] MAP Intel djpcu?;f::;dck
Prefetch+ Timel42! MAP AMD ¥
Prefetch-+Powerl 2] MAP AMD ¥
EvilMask MAP.XD Intel,AMD ¥
s MAP %IR8 X 4302 75 AT B . XD 378 58 X 43 J2 75 AT 017

VMASKMOV #§ 4 it A 1R 2 3 At o] %6 A 42 3
(M REPE S L AN AR B 3% 3 M S g 2 L, oiees 5 nT e ok
TN HLE PORW LA Fl D bR & A7 AR 2 T
HEWT N AZ 19 35 B 1 O s 1L b s VMASKMOV + Time
ey JE A5 P Time 38 0] 8 #e i HPC, # 3 i
VMASKMOV+HPC (DTLB) i% £ A & #i RDTSC
164 M ek 58 DL B BB AEARR B 98 TAE.

5 ZERNKEMEEIIERS (POC)
5.1 Xipit=EmRBEENL
A5 Fl H VMASKMOVL + Time (MAP) #
VMASKMOVS Time (XD) ¥ 5 J5 15 X%} Intel il
AMD Kb FEZS F i) KASLR AT T30l & L 3 4
T Y.

(1) EFEHAL PSR, #2522 1,78 Linux 4%
L A S — 7 F bk X (8] OxEEEEEEE£81000000 ~
OxITIfffTbe000000, L) 2 MB g B %} 55, F 488 Fh Al
e, A5 ] VMASKMOVLA+ Time (MAP) % %
A88 Fh AT REMEIEA Tl J7 » BT 4% 3 T Intel F1 AMD 4k
BRES LA A% SRl SEER 25 R LR 7. L ANTE Intel
Core i7-6700 b HZ% | AL AL T RIS 1. 65
P SE BT - A I P A% ik A OxEEEEEE{{97000000
3@ 3 fil /proc/kallsyms S H Y startup_64 347 H
XF s BB .

(2) ZXBEVLAL P 31 4 e S ik . HAR 6 1,
fE Linux X, 9 33 E 2 Bl S 56 i bk — i 437 T b
Hk X 8] 0xfff£880000000000 ~ 0xffffc88000000000,
PL1GB i x) 55 A 65536 Fal gEPE. AT
fifi il VMASKMOVL+ Time (MAP) %} 3% 65536 Ff
Al Re R T T B B T Intel A1 AMD 4b 3 g%
A P A i S S b L SRR 2 AR LR 7. e
AMD Ryzen 7 3700X 4b B8 | R i oA
OAE 2s P58 B0 o I 4 D 4y 3 422 e S35 B b ki oy
0xffff888000000000 , 3 1:F I FL 5 fr) 49y 41 1 42 e S ik
HihEHEAT LR & BB i) .

% 7 {EFH VMASKMOVL++ Time (MAP) it 5 4% B i 31k Fo
WIBEEBRSE i (XH KPTIHTHERT)

PLSLEA IR 4 G 3
Intel Core i5-6200U Vv Vv
Intel Core i7-6700 Vv Vv
AMD Ryzen 7 3700X Vv Vv
AMD Ryzen 5 5650 Vv Vv

v BRI R

(3) ZBEMLAL N A B Bt k. AR P% 3 1. 7E Linux
PAZ R N AZASE Bt il HL AT 33X SR s — R T b i
X [8] Ox{TTT{fc0001000 ~0xfff{{ffc0400000, ) 4 KB
B X 5 s B HT UG T — BEn P T Huhik S5 OR T — B
ANH AT b Ak, AT ] VMASKMOVS + Time
(XD) A& Intel A1 AMD 4b #4281 A PN A% 65 B 4 A
&, S0 25 W 3% 8. L I 7E Intel Core 15-6200U
AbPREE b RGEH — IR T4 DN SRR
24 > B ME— K/ AR e, B/ proe/modules
SCA R R P A A BRI 0 — 3. R W] B0 P, AMD
Ryzen 7 3700X AbFRZR AU SLI6G 25 IR I X — 7 5
(1 40 35 254 ok 52 VMASKMOVSH-Time (XD) 1.

% 8 {#H VMASKMOVS Time (XD) ittt 5 P 4% #2 B i it

iy iEd BIERSG 1t 82 17 0
Intel Core i5-6200U Linux 4. 15.0 VvV (24/74)
AMD Ryzen 7 3700X Linux 4. 15.0 X

T VR Bl Y X s Bl Y

5.2 HEUHREE

A5 R W ) VMASKMOVL + MDS I
i JE TR A BT B 32 A SRR - A Linux Y%
HEA— DYt & T ) VMASKMOVL gadget,
Wik H i gadget AT -4 P AX 7R o ) B HR
M #% % Fill Buffer o, 2 J5 i 17 MDS & k¢ Fill
Buffer o1 % 3.

] A% T A VMASKMOVL gadget W1F
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void VMASKMOVL._gadget (char * addr) (
asm volatile (
“vxorps % % xmml, % % xmml, % % xmml”
“vmaskmovps (% [addr]) , % % xmm1, % % xmm0”

“mfence”
“r” (addr)
: “memory”
)3)
ZIJR N B — B 4096 Ry ZS[A] , o]
Horh 5 A E 7 K

char *addr = vmalloc (4096) ;

kmemset (addr, ‘K’, 4096);

B G L Yo P i 2 3 R (D IR AT
VMASKMOVL gadget, 1Jj [ 43, & [& & F 44 K’ 1
A% 25 4]

while (1) {

for (int i=03; i<{4096; i+=64)
VMASKMOVL_gadget (addr+1);

}

B Ja Bk e A b E FE Nl i MEFBDS SR
¥E Fill Buffer 9 (54 OLIEACHS 4).

RANTE—E# % T Intel Core 15-6200U 4k FHl#5
516 1/ G g R D U 1| K Al N 0 14

AU R VMASKMOVL A MDS [ ]
FAE 47609 Linux A% 5 052 3] VMASKMOVL
MDS 51 3 2 PR 2 81k 5 R AS SC R & 3R] LD n)
Linux W# T A VMASKMOVL gadget () T B.
B2, i SIMD HOR K M KRR Linux WAZAR
A B2 L HFX — A (FLANFE Linux eBPF® w4 fiin it
VMASKMOV $84 1 345 2488 . B) Linux W4k
M H A & 28 3 FF VMASKMOV 454 1 R4
% VMASKMOVL+MDS # 51, B8 £ i35 37 5
AR R SR 9T LAE.

6 BPEAR

6.1 MWHRHEAR

U Agner® fiTii , VMASKMOV 4§ 4 17 7€ 1%
TR B« 2 kA2 AR R O B b T ik & RS A Bl
VMASKMOV #8541 04T I B J&] 45 < 38 300 A, i
BT A AZ AT A WAL A SCR B Agner #9045,
EESE X AR TC 48 TR B TC 45 T & 4. AR SN
Jy B A EE 2 VMASKMOV 45 4 1 58 B
T A BEMAR A E B EvilMask. 4835 $2 ) — Ff

VMASKMOV #5414 £ 34 52 3 5 52 3 3 8 R i e
i Wy B 48 EvilMask, 40 & 9 JF 7% . 24 % B AF mask
load 5 mask store #fE W, I A4 H AR bk 55 ¥
fEdn T AT 128 78R 256 157 45 A5 4% D13 i i A7
fiti#s A1 Fill Buffer s, T 2 M2 95 B ik 25 47 25 19 5 2
Vi ) A 5 e %) b ik 0 48 DL R Bk B i i B 7E X
Fs gl gy =2CF o A R BB 0 Bl A 4 4 Fill
Buffer, A It 7] L AR 47 #b B 1 VMASKMOVL +
MDS. Ak, 2B A 0 B oAb F3 88 AP 2295 ) 4
AL BEEAS Y o DTLB #il Cache 1 [1] .
AT DAAR 47 3o B ) VMASKMOVL+ Time (MAP)
Fl VMASKMOVSH Time (XD). 1fi H . 24 5t e £ B
0 B i1 FJC T 51 A G5 4 By 2 46 Bk B i ki 1)
Akt VMASKMOV 384 19 ST B J] 400 o 25
B A M T YRR, AR 3 R s B 5 22 B n A A 1Y
SRV BT DB SR AR R B A S 2 R
A AT BERALAN R O B 16 23 5 00 48 4 BT I 1
RE. AL A SCIN A 76 2 1T 52 5% ) 19 Ak 3 4 B T
VMASKMOV #8§4 5S35 20IF R BLSE , 0 18 76 8
— R K x86 4bHL 2% H A 3| Bl A7

R L wipee |

N Fill Buffer . Fill Buffer
11D Cachel (MFBDS) 11D Cache D(MFBDS)
BRI A AT2% 03y
= o
1.2 Cache 1.2 Cache

O 4EF 128075k 256 (i AdE DA Bk

(a) mask load (b) mask store
B9 kil VMASKMOV $54

T3 Intel 4b PR & U 22 REAE TEAE 1 F B ) MDS
Wi, i1 F VMASKMOVL + MDS & #fi + MDS 1%
ik R AE Fill Buffer Hp s o A g ok 26 4k P 45 7
*3% VMASKMOVL+MDS (#J5.

6.2 HUGBEAR

HHITE A — S8 3K By 8 07 58 R ok 2 i By A

EvilMask, 7| 2$ 01T .

@ Linux Team. BPF Documentation. https://www. kernel.
org/doc/html/latest/bpf/index. html, 2023, 4, 27
Agner F. The microarchitecture of Intel, AMD and VIA
CPUs: An Optimization Guide for Assembly Programmers
and Compiler Makers. https://agner. org/optimize/micro-
architecture. pdf, 2023, 3, 26
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Bl

Eihd 2024 4F

Es

6.2.1 KAISER fil LAZARUS

KAISER Fl LAZARUS #J fj 3k B fil VMASK-
MOVL+ Time (MAP). KAISER fy Gruss 2§ Al
P, — iR SR B Eviet + Prefetcht 48 4 %
KASLR [ 3 1A 2 5 48 {5 38 X o )5 ok ST R
o A s T B KA B Tl ) . H AT BT A AR
TEAER G V2. KAISER 1) 5 22 8 8 02 b &
F ik 25 (] F1 PN A% bk 2 1) Y bk B SR OC R n
2.3 WA, T BRSO A A Y —EB A N
A% 1 hE e W 3] A P b ik 2 () e, KATSER (9 4F F
S AR /D b P A Mk e S B R P b bk s ]
KAISER B 4K v] JI >k 2% fig VMASKMOVL + Time
(MAP) HE A7 LU 0]/ (1) KAISER HARE T
FEAS I PR AP o B 2 G B 1Y) P A bk C b T B R 46
trampoline locations ") [H 2> ¥ W 5 2] FH P #h 1t
S N3 9 PR 78 KAISER JFJ8 45 0L F  fff
H EvilMask {58 & 2 3K B E) Intel ZbFEE T AF K B
RO B Z— ) __entry_text_start [} HihE; (2) 76
A3 AN 32 e W U T 2 T A A RS B CEAn, JLR BT Y
AMD 4b 2 458 I 2 5B 9 Intel b ¥ 48D . KAISER
JE BRI Y.

* 9 FEFB KAISER B Intel 438 28 | ittt 58
__entry_text_start B3t 3E

pigsiE B 7 st il it 75 1 L
Intel Core i5-3320M Vv
Intel Core i7-1160G7 __entry_text_start Vv
Intel Core i5-6200U Vv

iV FRBGE .

LAZARUS f Gens &8 AMST 4, 3 52 A 0
KAISER 21461, & B B 1) KAISER JC v B 48 ## Jump
Over ASLR i A AELE A KAISER 2 B[] 5.
6.2.2 FLARE

FLARE ] ] 3& B 8 VMASKMOVL + Time
(MAP) Fl VMASKMOVS+ Time(XD). FLARE f
CanellaZg NP 48 19, 1] 77 #b KAISER #1 LAZARUS
AR B 0y B AR O A A% b ik 2 (]
f18 b ik A N7 B SR OG AR L DA A i 5 OO0 AR R N
A2 b 1k ) B S DR 285 4 0B G St b hik 49 67 B PR Ol B
iy bk A0 2 B S b k) o DT A0S 30 53 B0 R 7 5 5 |
A B 5% A Tk T AT AR G 1 B A VMASKMOVL -
Time (MAP). .4, FLARE & GE 1 4% 7 8] 7] $447
Hiu kb RS BT PRAT M hE (Y B R 2%, B G L B B A
VMASKMOVS— Time (XD). 4% % J& , FLARE Jf
RIEEBE fEAL ] F I ERE R4 L.

6.2.3 MDS B4 T

MDS # A4 T O0] i F B VMASKMOVL A+
MDS, £ B2 ExHFHHBR D, B
VMASKMOV (load) 3 B & K i J5 <7 B
Intel 2 fit i VERW #5 4 5§ # {4 13 51| (Software
Sequences) ¥ Fill Buffer w358 78 Jo A ¥ ¥ . DL 55
B8 DL Fill Buffer A i B5USEHE L X FF B0 3 11
Je R FE B Bt e TC R B . ER  FRATTIA S X APy 7k
IE B A I I B i o2 0 1k o R BUSBCHE AR TH 2 9
$2 D12 Fill Buffer o, Q¥ & 5B 7E JC B H 5T
ZHTHEATSRAE X ol B A8 7 vk 4 R K. Sy A AR
W H PR BT T ok AT LA e A2
FHFFEFEAAT MDS B 4440 T H VMASKMOVL
gadget, 23 {5 3 F b5 18 5 ¥ 2R AU

7 %8 B

VMASKMOV #5§4 & x86 4bFl 28 7E SIMD 45
LAY RG] AW — 484, 7T R AT 128 i 8k
256 N0 (R HEAT 25 P AT A RN RS Bl 45 A L AR SCOX i
KA VR R 2 VAT T AR A IS, B
76 A5 Bl B 1 P AR T U S BOR X VMASKMOV
Fe A AT T Wi AR RS TR . 25T
6 4 Fe k4 1 VMASKMOV 48 4 {7 76 % 4 WUE
FHEEE T — A B R AL B AR IR EvilMask. 2 J5 $2
T 3 4 EvilMask X5 it i : VMASKMOVL + Time
(MAP) ,VMASKMOVS Time (XD) fil VMASK-
MOVL~+MDS, A F 3 52 it 25 Hb bk %5 (8] 45 J5) B B AL
o M AR RO B B . RS A T 2 MRS R
YE7R 6 (POC) I 3k B 3iF EvilMask % 24 52 7 9 (=
B fEE. fq . vHe T4 EvilMask (1 B 8 Jr
288 B AR AT il e Uy 5 R A A PR TRUIA R A5
JE T T VMASKMOV 484, 34 1 T 914
ST .

VMASKMOV #§4 DA S 2L 1 48 4 34101k
BORTEAR T4k PR &5 R RE J T A 4% T AR 4R
AT TAER W] X — &R0 e i i i B A

@ Thomas G. x86/KPTI: Kernel Page Table Isolation (was
KAISER). https://lkml. org/lkml/2017/12/4/709, 2017,
12, 4

®@ swiat. KVA shadow: Mitigating Meltdown on windows.
https://msrc. microsoft. com/blog/2018/03/kva-shadow-
mitigating-meltdown-on-windows, 2018, 3, 23

@ Intel. Microarchitectural Data Sampling. https://www.
intel. com /content/www/us/en/developer/articles/technical/
software-security-guidance/technical-documentation/intel-
analysis-microarchitectural-data-sampling. html, 2021, 3, 11



334

EFIHEAF . x86 4b R 1 B AR AP USRS A IS PR AT 541

Ty I Ea A G Ak B g 22 4 R ) 245 22 4 MBI 2
S IR M S TE X 22 A R SR B B DL 5 e
EA = S AR I e - R B S E R TS L AU ]
& F X% ETERE AR T A

[1]

(2]

[3]

[4]

(6]

(7]

(8]

(9]

[10]

[11]

[12]

[13]

Z £ x #
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Background

Processor security is one of the research hotspots in the
field of chip security. Currently, a large amount of research
works have shown that there are security vulnerabilities in
processors such as cache side-channel attacks and transient
execution attacks. These vulnerabilities mainly exploit parallel
optimization technologies introduced at the processor micro-
architecture level.

Single Instruction stream, Multiple Data streams (SIMD)
is a parallel optimization technology that utilizes data-level
parallelism to improve processor performance which has been
widely used in modern processors such as Intel and AMD
processors. To support SIMD technology, mainstream processor
manufacturers have introduced SIMD instruction set extensions
such as MMX (MultiMedia eXtensions), SSE (Streaming
SIMD Extensions) , and AVX (Advanced Vector eXtensions)
into their processors and have implemented SIMD technology
at the microarchitecture level. However, there is a lack of
in-depth research on the security of SIMD technology.

This paper focuses on the VMASKMOV instruction in the
SIMD instruction set extension on x86 processors and con-
ducts an in-depth research on its characteristics and security
with reverse engineering experiments. This paper analyzes
the implementation details of the VMASKMOYV instruction
with hardware performance counters and other techniques
and summarizes the characteristics of this instruction based on

experimental results. Then this paper proposes a new processor

microarchitectural attack named EvilMask. It also proposes
three EvilMask attack primitives: VMASKMOVL + Time
(MAP) , VMASKMOVS+Time (XD) , and VMASKMOVL+
MDS, which can be used to implement de-address space
randomization attacks and process data leakage attacks. This
paper also gives two attack examples based on EvilMask:
(1) using VMASKMOVL + Time (MAP) and VMASKMOVS
+ Time (XD) to break the KALSR (Kernel Address Layout
Space Randomization) on both Intel and AMD processors;
(2) injecting the VMASKMOVL gadget into the Linux
kernel and using VMASKMOVL + MDS to leak the data in
kernel process. At the end of this paper, it discusses the
countermeasures for EvilMask and points out that the most
fundamental solution is to re-implement the VMASKMOV
instruction at the hardware level, then gives a preliminary
implementation. This paper emphasizes that in the post
Meltdown and Spectre era, there are still unexplored security
vulnerabilities at the processor microarchitecture level and the
security of instruction parallel technology is a new research
topic worthy of in-depth research.
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architectures and promote the proposal for more secure computer

architectures.



