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Abstract In the Internet age., a large number of users store their data on the cloud server. A
promising technology that keeps storage cost down is deduplication. It stores only a single copy of
repeating data on the server. Researchers have proposed a lot of client-based file deduplication
methods. Because images have the characteristics of large quantity and redundancy, it is necessary
to perform client-based deduplication of images. However, most of the existing client-based file
deduplication technologies are hash-based, which cannot apply to the client-based image dedupli-
cation. The client-based deduplication of images faces many new challenges. It needs to support
image fuzzy deduplication. However, most of the existing deduplication methods use hash values
of files to check duplicates precisely. These methods cannot respond to the new challenge of checking
duplicates fuzzily. The client-based image deduplication needs to support proof of ownership for
similar images. However, none of the existing literatures takes the ownership verification of
similar images into consideration. The client-based image deduplication needs to assess image
perceptual quality. However, perceptual image quality assessment is not taken into consideration

in all of the researches about the client-based image deduplication. Aiming at problems of above
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methods and these new challenges, we propose a scheme named a client-based image fuzzy
deduplication method supporting proof of ownership. The scheme consists of three parts: duplicate
check, proof of ownership and quality comparison. Aiming at the challenge of image fuzzy
deduplication, we find that the perceptual image hash can generate similar hash values for similar
images and dissimilar hash values for dissimilar images. The discrete cosine transform based
perceptual image hash (DCT-phash) has a high discriminative capability to images. It is widely
used in image retrieval. However, the accuracy of the DCT-phash is not enough in the deduplication
scenario. Therefore, we design the DAN Perceptual Hash Algorithm (DAN-phash) to meet the
high accuracy requirement of image similarity checking. Aiming at the challenge of ownership
verification for similar images., our idea is that, according to the random requests of the server,
the client’s image and the image stored on the server are executed the same transformation to
generate two images. Then the server judges the similarity between the two transformed images.
We firstly propose a new protocol named Verify the Second Phash (VSP). Aiming at the challenge
of perceptual image quality assessment, because the deduplication is client-based, the scheme
needs a no-reference image quality assessment method. We adopt a distortion-generic no-reference
image quality assessment method to complete the evaluation of the image perceptual quality.
Security analysis results demonstrate that security strength of the scheme is provable, which is a
breakthrough and creation in the field of client-based image deduplication. A large number of
simulation results show that the scheme can check image similarity accurately and assess image
perceptual quality of a variety of distortions, meeting these new technical challenges; moreover,
performance test results show that time cost of the scheme is small, accomplishing image dedupli-
cation quickly and efficiently, and saving a lot of bandwidth and space needed to upload and store
duplicated data.

Keywords proof of ownership; deduplication; perceptual hash; discrete cosine transform; image

perceptual quality assessment
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img_bgr=imread(I);

img_gray=cvColor(img_bgr) ;
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F=dct(img_dst) ;
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BARLBRE
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(b) ¥ img_bgr FeAb K E KR img _gray,iX
FEROR D T A5 (15 05 22 10 B R 5% A8 4 1
X G0 B8 38 38 E A7, % =/~ 38 38 AR E AT AR e ) i
KRR
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R D REROIRACER T BRI KR o5 B

D AR R BRI F Y AEALE (0,00 40 1 B
FRBAE R AR R BT REE AVG, H R
LU R B 5 W B30 R AN AR ARL G 1) L BT e T 5
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Ba=0.5,381,=Blend(I' L sa) =al '+ (1 —a) Liue s
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8 0.512 1. 249 18 0. 402 0. 848
9 0.512 1. 058 19 0. 377 0. 722
10 0. 530 1.138 20 0. 377 0. 738
5.0
1.0}
351
£3.0¢
=257
=2.0t
1.5}
1.0H
A bbbk
(

1 2 3 /1 5 6 7 8 910111213111016 7 8 9 O
FEIN AT

& 5 CIFD A1 SPSD i 4 A6 i Jg% 1 0 A5 B3 32 s [R] X Eb

WK 5 7] 14, DAN-phash . AVG-phash iy
[] TFES A K AE R e 22 KON B Tms, 3X A B[]0 4%
MO SuN T E |

(2) 5 A6 ) 1 238 0 2 T R0 1Y

T AR A % R T B X AN AR R AR D
FOR A 2w A WK oy o 5 B0 58 B R R
O GALHE P« 58 A ALY R . 4% LIVE i
TID2013 B I (19 2 25 PR L 3 28 PR 45 0 32 94 1) e
AN E A A BT R M B S A LR R B Quality
Image o7 (1% 25 A /b5 A ) 1 B 3 28 R 1%
BBy A A B R R AR R IS T
B R R AL A R 3 BAT X AR LR L D
AE 75 VR o b 45 1] DRy Oy B A2, I B gk £ LIVE I
TID2013 $ 4 i v it 2k E R L 3 26 R 1% B A
Wy o H AL

B R AR A — J7 1 2k #F LIVE Fl TID2013 %
1) 2 25 [EG, IR 285 2R 87 B A3 10 45 R i 1) e
NS, B . 5 —J7 1 . AN Quality Images
HoHa R 100 5K ] 28 EHG AR S — > i 4R 23 5l
K AVG-phash,DCT-phash #1 DAN-phash & %
XFIX 100 5K 4535 100 AN G 7 (H . F U
PR 73X 100 AN RIS Ay (6 22 8] /Y AH DL BE L 4%
WEE R 20 BR — e A7 SR B 10 AR ] 1 £ 06 4 B

HZ 5z EMGIEE 1000 5,3 NREE & =4
49500 4~ B BE 8. 4 513 & AVG-phash, DCT-
phash fil DAN-phash % 3 7= 42 1) 49 500 /\?ﬂEﬁEE

BN T A ¢ 59T B B RO A Rt
DR R B3 ) b o], X Bl =1 F 1 =5 /\”'Jﬂ_FﬁL
WML A3 3 DA IR RINEK 6.8 7
Ji 7.

K6 BE=SHEERNER

Sk HRE/ % KEE/ N
DCT-phash 0. 810 93.39
SPSD (AVG-phash) 0.970 81.31
CIFD (DAN-phash) 0. 006 95.71

7T BE=INEERNER

Bk B/ % FEE/ N
DCT-phash 0. 036 57. 66
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i # F] e 2315 B R 55 2 v BRI AL i CIFD
T RIEBE =1 B2 52 BBk 10 B
5.2.2  JIirABUAIERY B

P LIVE 48 8 of i) P 38 38 95 . = 0 B B9
JPEG2000 45 . JPEG F 45 DU Fh 2k B 28 4% 336 HX
20 sRINAS ATl i 45, BT CIFD 7 17 80 41 &
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U B 1 I [B] -5 91 L 25 SR an 18] 6 B
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KW BfE/ | LTEW O OBHE /| I OBFE/ | AT EE/

W4i's ms | %5 ms | XHS5 ms | KHS  ms
1 54 21 50 41 54 61 16
2 47 22 56 42 49 62 48
3 49 23 59 43 53 63 54
4 54 24 52 44 48 64 47
5 52 25 50 45 50 65 48
6 55 26 56 46 51 66 54
7 57 27 50 47 53 67 51
8 54 28 45 48 55 68 51
9 50 29 50 49 50 69 49
10 48 30 49 50 50 70 51
11 50 31 48 51 50 71 49
12 50 32 53 52 48 72 47
13 51 33 54 53 46 73 47
14 49 34 47 54 46 74 47
15 43 35 45 55 41 75 45
16 90 36 48 56 50 76 44
17 67 37 45 57 43 77 49
18 49 38 44 58 53 78 48
19 48 39 47 59 51 79 47
20 52 40 45 60 46 80 48
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SUEE T 19 A B0 12 2 (R 9 A 7 = 2k BU 2 R A T 0
TR AT Al 0T B 7R 2 A5 R T AH 56 R B (SROCO)
Xt PQA FEIETEAN 45 3 5 808 15 b EUHR 200 4y
() — SR FEAT A . PQA S5 I R s AE T 3L ] LI
B 47 2R L2 ) R T i VE A . HL 5 BRISQUE 57 3%
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i T PG 0T =
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Sy IEI 24 5K A SR S 2% EG T AR 120 5Kk FLIA
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ARG HE DS a2k 9 PR,
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B JPEG JE% JPEG2000 J %5 SR
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JE45 EM% 227 5% JPEG JE45 % 233 gk . i i BOR)
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DMOS i 1) A 56 P 45 SR 3k 9 iR,

MR 9 Hhal AR, PQA Bk HAT 8N 1) Bl e K
Wi, e LIVE F1 TID2013 $% 48 % o i) SROCC
BREARFFLE 0.9 A4y X UL PQA HLIF M 25
55 B0 P R AR 3 P43 1 — SO R
5.3 CIFD FREEGEXHEEFRITE D

BT CIFD J5 & 5155 X X I BAFAEMN
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1§ (no similar) ; ]2 55 # 3 47 £ — AU LA 5 HLIR 55
w5 i B % R B B4 (server better) ; IR 45 #8 B A7 £ —
AR P 1R L ) i [T 45 5 dk B 4 (client better).
W R 55 5 £ FE 43 0303 L
W CIFD J7 %8 LIVE BC8 Fe oft 0 b 42 95 . 75 47
B L JPEG2000 JE 45 JPEG JE 45 U f 2 7125 %1 F
A7 25 E GO ] T B i B U OR TPEG 2% i
REEH . F 10,32 11 iR ARER 10,3 11, iR
same,server better.no similar.client better Ui

DU H) S IR B T 2 SR AN TR 7181 8 BT,

£ 10 CIFD % P ix I #1550 2w iE I 65

HEW EBRA/ W)/ s

i 45 MB same server better no similar client better

1 1.12 0. 246 0. 281 2. 145 2.028
2 1.12 0.271 0.301 2. 356 2. 180
3 1. 12 0.272 0.311 2.139 2.014
4 1. 12 0. 255 0. 289 1. 929 2.173
5 1.12 0. 235 0. 289 2.536 2.166
6 1.12 0. 251 0. 294 2.537 2.403
7 1.12 0. 247 0. 300 2.335 2. 401
8 1.12 0. 245 0. 294 2.114 2.417
9 1.12 0. 265 0. 297 2.545 2.184
10 1.12 0.223 0. 288 2.169 2.395
11 0.98 0.233 0. 286 1. 883 1. 550
12 0.98 0. 251 0. 290 1. 907 2.172
13 0. 94 0. 245 0. 281 1. 505 1.739
14 0. 94 0. 250 0. 282 1. 921 1. 544
15 0.92 0. 239 0.271 1. 892 1. 757
16 0.91 0. 237 0.273 1.495 1.742
17 0. 87 0.224 0. 277 1. 481 1.531
18 0. 85 0.217 0. 267 1. 699 1. 139
19 0. 80 0.237 0.271 1. 280 1. 520
20 0.79 0.228 0.252 0. 856 1. 541

% 11 CIFD fR % 25 3 0 70 15 50 2 B 1) 7F 44

KEM ERK/ T /s
IR TRES MB same server better no similar client better
1 1.12 0. 144 0.191 3.373 3.457
2 1.12 0. 160 0.193 3.416 3.417
3 1.12 0.158 0. 200 3.324 3.380
4 1.12 0.161 0. 187 3.322 3. 397
5 1.12 0.138 0.193 3.351 3. 394
6 1.12 0.151 0. 189 3. 361 3.434
7 1.12 0. 141 0.199 3.354 3.423
8 1.12 0. 142 0. 190 3. 669 3.438
9 1.12 0.136 0.195 3.573 3.416
10 1.12 0.135 0.194 3. 396 3. 580
11 0.98 0. 142 0.190 3.071 2.996
12 0.98 0.158 0. 187 3. 095 3. 154
13 0.94 0. 140 0.191 2.928 2.973
14 0. 94 0. 155 0.178 2.936 2.979
15 0.92 0.123 0.184 2.872 2.773
16 0.91 0.129 0.178 2.734 2.765
17 0. 87 0.131 0.183 2.716 2.752
18 0. 85 0.131 0.172 2.723 2.742
19 0. 80 0.137 0.175 2.510 2.538
20 0.79 0.127 0. 157 2.492 2.553
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literatures are not yet related to proof of ownership for
similar images; the client-based image deduplication needs to
assess image perceptual quality, but there are no mature
image quality assessment method in the field of image
deduplication.

Aiming at these above challenges, we proposed the
CIFD (A Client-based Image Fuzzy Deduplication Method
supporting Proof of Ownership). Security analysis results
demonstrate that security strength of the scheme is provable,
which is a breakthrough and creation in the field of the image
deduplication. A large number of simulation results show

that the CIFD can check image similarity accurately and assess
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image perceptual quality of a variety of distortions, meeting
these new technical challenges; moreover, performance test
results show that time cost of the CIFD is small, saving a lot
of bandwidth and space needed to upload and store duplicated
data, and accomplishing image deduplication quickly and
efficiently.

Our research belongs to the project of the National
Natural Science Foundation, whose name is “Research on
Protection of Security Attributes and Verification of Operation
Fidelity of Cloud Big Data”. New cloud computing model and
the change of big data computing have brought an unprece-
dented impact to the field of information security; “data” and
“computing” are exported to the “cloud”, which has no fixed
infrastructures and security boundary; thereby causing users

lost direct control to “data” and “computing”. So, there are

a lot of new security issues, which need new methods and
techniques to protect big data and computing in cloud.
Among them, the most important security issues including
the protection of security attributes and verification of
operation fidelity of cloud big data.

The results of our research group in this project include:
we received a grant from the National Natural Science
Foundation, 630 thousand yuan; we published a number of
papers, for example, a new verification method of cloud
storage disaster recovery in different locations written by
Zhou H C et al. and novel cloud data assured deletion
approach based on ciphertext sample slice written by Zhang
K et al. , and so on. This paper aims at a part of our project,
which is proof of ownership of encrypted data in scenario of

cloud big data duplication.





