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Abstract  In current, the BGP is one of the important routing protocols that are adopted by most
network infrastructures. With the development of network attack technology, how to construct a
protected mechanism which is secure and easy to be deployed for BGP is still a hot topic in the
research of secure routing protocols. In this paper, based on identity-based cryptography and
sanitizable signature scheme, a provable secure path attributes protection mechanism — Identity-
based Sanitizable Signature Path Verification (IDSPV) for the BGP in the standard model is
proposed. Combines with the features of the BGP, the IDSPV only needs to update messages and
add the updated messages to AS_PATH without certification. The protection in the integrity and
authenticity for the BGP attribute is proved in the IDSPV. Furthermore the storage space and
management overhead for the certification is avoided. In addition, the security model for the
AS_PATH attribute is presented and the security proof for the IDSPV mechanism is given by
using the reduction method in the standard model. The analysis and experiment results show that
the proposed IDSPV mechanism is more feasible and effective than the existing schemes

mentioned in the analysis of security and performance.
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There are lots of proposals to provide route authentication
for BGP in the reference, but when they come to deploy-
ment, they are faced to two main obstacles: time problem
and space problem.

Aiming at these problems. in this paper the authors
proposed a new path authentication scheme for authenticating
path information in BGP route announcements. The main idea
is to combine the identity-based cryptography and sanitizable
signature scheme. This scheme only needs to update messages
and add the updated messages to AS_PATH without certifi-
cation, so that the integrity and the authenticity for the
AS_PATH attribute are protected, which reduces the route
resource expense, Furthermore, the security of the scheme is

proved by using the reduction method in the standard model.



