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Abstract  Cloud computing is a new mode that provides users with computing resources charged
on demand through a communication network as a service. At present, enterprises are gradually
transferring business deployment and data processing to cloud computing platforms. Because of
various requirements such as scalability and performance, cloud platforms are deployed on
distributed systems. Since the distributed system uses a large number of commodity machines to

build through a complex structure, technicians cannot guarantee that these machines will work
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correctly all the time. Therefore, component failures in the distributed system are unavoidable.
In order to improve the reliability of the distributed system, the technicians designed fault-tolerant
mechanisms for them when developing the distributed system. In order to ensure that the fault-
tolerant mechanisms can really work correctly when there is a failure in the distributed system,
fault injection is one of the most effective ways to test the fault-tolerant mechanism, observing
the behavior of the system and verifying whether the fault-tolerance mechanism is working
correctly, by artificially injecting specific faults into the system under test. Due to the concurrent
nature of distributed systems, it is very difficult for traditional software testing methods to fully
test such systems. In recent years, technicians have increasingly used more systematic model
checking techniques to verify distributed systems. However, existing model checking technology
focuses on the checking of the safety properties and liveness properties of distributed systems,
and ignores the checking of fault-tolerant mechanisms, especially liveness properties fault-tolerant
mechanisms. As a result, how to verify the liveness properties fault-tolerant mechanism of the
distributed system is currently a challenge. The use of abstract model checking method will introduce
the problem of mismatch between the model and the actual system because of human error. At
the same time, the use of implementation-level model checking method will aggravate the state
space explosion problem. As a result, in this paper we propose an implementation-level model
checking tool LTMC (Liveness Properties Fault Tolerance Model Checker), which combines
fault injection technology to verify the liveness properties with their fault tolerance mechanisms
and safety properties of the distributed protocols in the distributed systems. At the same time,
based on the role of distributed system nodes, this paper proposes a PRP strategy (Peer Reduction
Policy) to reduce the state space that LTMC needs to search, alleviating the problem of space
explosion. LTMC can purposefully inject specific faults at specific moments when the system to
be verified is running, instead of relying on random fault injection strategies; when the system to
be verified changes, only slight modifications to the model checker are required; LTMC can
systematically discover all bugs of the specified types in the distributed protocols. In addition,
LTMC prioritizes the exploration of more practical execution paths of events by introducing a logic
clock mechanism. At the end of this article, we apply LTMC to several protocols of ZooKeeper
and Cassandra which are the most popular distributed systems on the market, and compare

LTMC with depth-first exploration. LTMC has a state space reduction rate of 3. 7—594. 4 times.

Keywords distributed system; model checking; fault injection; liveness properties; fault-tolerance

mechanisms; peer reduction policy
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SR — D AR IR 2506 2 15 M Jm A L I DA &R 48
SRTEHERLZ) AF g, Horh g 222 2 P Ja M X 1 i IR 3
BHRIE . AR R R G — S REB T BT
B b AT RS RS TR g X I IR S R
TRUE, Hif 1R RAFAE — RS s, ARG Z #1517
g TEARAE s Bt TRUE.

3.3 ZGRSZTEAHESEHRIE

N TR 43 1) 2 A i A A P e M ) S ST
PLRBL X TG B & 5 2 e 2R
). X2 i T T et md, RE T EaES MRS
ARG I BT 5 TR TR R A R G AN A
FEADAR S T #0450 2 3% 8 1k R A7 A R R 1 3 A
R RGW LR V. B LL L B Y 55 3 9B AU A
0 77 v s DA, 0 355 1 1 L PR Oy R B R ] — A TR IR
1R RIS e S Sy B 9] He b AT 1 e 51 I 8
B A0 BEASRSHRAS WL 5 PR R M X R A B AR
S ANY)SEBR Y.

LTMC k2 2 35t/ 4319 DES AF J B Al 1Y
RS R Ty k. X T2 VR KA FE AT
XL 7 A (9 2o B o 0 A I8 B Y R GOIR A
FTR AT A0 A 2 15 T AL 3R G ML E 1 22 e S . 2R
BT A A TR M R X N I X AR I Y SR
SR A 2 BN 5L BRSO H iR A7 53 Hr 9 0
H s &R G k17 itk

T e B TR R R X TS P R R A Y TR
RO FATTRE s 2 1 M R IR S 0 B RR ) A — S A
FRACHEE & N NRGE W G RS TG ATIRE N & 1Y
DFS, WURTEGRIE = N FR G800 2 1% 14 Ja 14 ) IA
HIZFRGE AT BEAN Tl R R R M IR R X AN R T
PEJ& Ve T B 7 91 4 45 HOR N B 33X RE AR Jat IR
S s BECORIE R T LATE T BR A 1 8 Ok B0t A2 (H2 7
PR TT Br B, 3 AR Jo BRI ] S A BE T 2 1Y
P Jo A A 2 T0 R S A A A i b R
PEIB M — J7 R B WIH B & X8 — &zl |
AF (receive_message) , M4 I M @ M 19 0 AFAE X
BE— g B0 - —J7 R BT B AEARA A I ) 22 )5 4 9
U, BARTEVE R MEW L T HEXHENIHE R E R
F LIS S T DA s 0 T AR I 1 i B
BRRE T IHEETE i R G Leader Election
PRI S 1 R T R E RS k2 — > Leader,
AR AR R GEAETT IR 1847 Jo BRI (8] /5 A6 2 1%
PEJTT AR A GX AN Pk £ LS FIE L IR O 25 R GEA
FEAE Leader HY I i & AN BE 8 5¢ 8 H: DI BE 1Y (A7 Ak )

RESF). PRt BATTEAT FRA B A 2% 08 05 1 1k % 3G
FHERAR R A 2 A E .
3.4 HREEAN

TGRSR X I T T A A AL AT 58 E L A
T A R G TR P A A T i g R A BOR
& A AR ARG - FOR N A N 7E BARZS
NRELEREGI LT LR VT REHIRRS
(1 35 P s A 1 2 B LA AT E T R
FESCT TR AEE 2 AR B AR G, Bl 2 1 PR TR
P SEER PR A G, ) AN T A2 15 1R 1 T LA AR 25
o1 BPRZS s, TR £, H— A KRBT,

EXT. T RAFERE s TH— R
IR L HACEFEIRES s ARG Al IAATER ¢ B xf

t

R ErEH s > Hob SR RERE I ARG
B s AUl TE PR PRI R GRS 1 R T S A
FAT A0 M2 L TE — 5 BAS T G A B 1 %
FD LR Y ARG HEA— 0 S R RRES ST
¥ RBORZE " B SRR ¢ AR 0 R TR A
SRR H AR TR BT RS ¢ AN RERIAT
AL LIS Z) T R Gt T HhAT KRBT #% ¢ T A2 1Y
VR P 2 BERIR. 2 )5 IZOIR S TT 46 J8 A A
TEA BRACE & A% 1R T8 1 2 75 P U0 A2 - 4 2R
AR AL U W% 23 A 3R G I R A BE S A
FEAERICRR 1 00 R PR 52, o 502 AN RE A8 2 s AL
29 P T O 2T AR S AT RO AR B
M HLE 1Y B R R TE A RCH 35 18 VR R 1R L g
R 2 S I8 2 B % R G AR X BB R H R R
B B RE 05 AR b 3t AR,
DEEWY L W NIVEER N E P S 3E R )
BB R IIAN O . 32 1 312 1 — 2B 30 il 21k
YNIbE 8 S R I IR B S S S = 2.0 PV e 1 ]
W o A2 AT LA 1] G AR Y T AYY A T R e
i) G A5 1 A DA R4 2% 3G B s 0 2R O B A B o oz 1Y
SRR IR 2 BT DA AT 5 R A

Rl XBEIBRBSHEFNGELR

XA B X T 45 S AR A
W RGE S TR B L I 4% ik s
AT SRR AE o

BE R R 5 A

R BARTRRNEE L R E B RR
IER G B 1~2 11) s AW RS TF in PR
% Explore 18 F I K 25 I 4 8 9% 04T 19 = 14 7 51
5 341) - S Ja K K 4 R 1) 5 3 Bug H 38 11 52 31
RIRECE 4 17).
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Bk B TR AR RGO
P T P A B IR Ak
A PFIRAE A UL SUT, 18R IRJE k. o RIEA
HCREEL max_T, Ve ¢, WHHEEME ¢
it FRIRUE 3 A X SUT 19 S Bl 4 CounterExample
1. CounterExample= &, 41 SUT IRZ& S, . # RIE
B ED=0,C & F AWTFEEL has_injected=0;
2. Current_State=S, ; 41T ¥ 5 t_exclusion= I ;
3. Explore(Current_State,t_exclusion,has_injected ,ED) ;
4. RETURN CounterExample;
&%k 2 Explore.
B 248 R AR S Current _ State, X4 i I 5 7 4
t_exclusion, B 2 E A W BB L has_injected s B2
S RMRE ED
il HRAE A MY SUT B2 5|5 CounterExample
Lo BRBCHAT SUT A IAAT I IE B A T_Set;
2. IF T_Set==
3 Add(z_exclusion,CounterExample) ;
4. ENDIF
5. WHILE T_Set | =
6 PEPF 1€ T_Set; ED++; T_Set=T_Set /t;
7 AT 6,153 TF —RE S
8 Next_State=3S; t_exclusion=t_exclusion+t;
9

IF S A2 ¢

10. Add(z_exclusion, CounterExample) ;
11.  ENDIF

12. IF SAG2 ¢

13. IF ED==k

14. Add(z_exclusion, CounterExample) ;
15. CONTINUE;

16. ELSE

17. Explore(Next_State,t_exclusion,

has_injected ,ED) ;

18. ENDIF

19. ELSE

20. IF has_injected = =max_I

21. CONTUINE;

22. ELSE

23. ¥ R GRS TR B Current_State;

24, [i) 22 48 v T A E L A AR OC AT B ¢ B IR
e AT 5

25. has_injected+ +

26. Explore(Current_State,t_exclusion,

has_injected s0) ;
217. ENDIF
28. ENDIF

29. ENDWHILE
ST DES Ry i B 78 A B RS I 55 3% Excplore

Y Y FDIRZS Current _State $E47 DFS 1828, FRECIR
& Current_State T W] LUIFHATHIIT B4 (5 1 47) .
RAEZARE T AAFAEARATIT R v] DLEAT IF 4 5 2L
ORI I e 51 0 Bl A Sy i B 1 M T
(5 2~447). BRI PAT IR B e £ — DT
HPAT H RGBT - DRECGE 6~817). H
) WL B e RAAAT IR BB Ry 1k 3 13 A7) 24 1
B A WORAS I X H AT 22 A T P A0 M s
ARG A B SRAFTE AN A2 22 AR Ji M AR S R A
B RS T IR 2 BOZRAS BB B8 5 51 A B 4]
LR 10 A7), Rl A R AE R E R 2 N R G ik
A B IK — AT SR Tk R RS DR B B
(T F% P SO S 46 b (5 14 A7) WRAE I R
i e B — 0 TS PR PR RS o R G IR B
AR L TRTE R G AR R B IR DG BT A
GEFEE D ARG S GREBTE L LN
T T PR TR M B 23~26 17) , R b A A E
RGC G AR T i RO E (5 20 17).
MAEW) U R T A W AT S 1F I 58k Explore
11k G5B 5 A1), TR S B AR h i 7 91 5 2 4
PEJE M Bug FITE L& P Bug X5 R, a] DUZE RS F A
SRR SR Y 7%
3.5 REZEHHE

1 3. 4 WAL FE b FRATTR A Y 2 R AR
Fo RS R R A2 B B RIRE & Y22 R 5
AR WA E R S B RO K. S TR
RUKG I e 8 H A 52 A . BT DA 28— 28 50 g Ok X 7
BB R AIR A A5 [R] R AT 29 98 I 2 0l 5 24 R 10 g
TF7 5 B

R T A AN BCHEAT 20, B 3 E DFS 1Y
LRl B2 A5 2. 2.3 A4 DPORY T AR Sk 2
Ul e A8 AR R A B L O A R A R A
ATk A, FE AT A TR I B R SRR 1 il Y
DFS # R Explore W B % 3 fi7n i) DPOR
R A3 RAER T ILA R

(1) dom (D FIREF{0,1,--,i}.

(2) t_exclusion; F /R TE Y B AT B A2 56 <

IS

(3) S /R A1E L i thAT B A2 B SAT S @ TR
AR,

H]i& 3. T DPOR 5k A m o Ai XX &R

SR TR M A B I UE Sk DPOREz plore.
A BRI KRR S Current _ State, X i iT % ¥ 1
t_exclusion, B & E AW BBEEL has_injected, B
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Hl

i 2021 4F

Y,
&

ZHRMRE ED
il HRAE A MY SUT B2 465 CounterExample
1. RICEHT SUT v UISAT R B & T_Ser;
2. IF T_Set==
3. Add(z_exclusion,CounterExample) ;
4. ENDIF
5. IF Jre€T_Se T
6 Backtrack(Current_State) ={t} ; Done={J } ;
7. While( 3¢ € Backtrack(Current_State) / Done)
8 Add(¢ ,Done) ;
9 IF( 3i=max(i € dom(ED) |t 5 t _exclusion; I
s H £ € enable(S:)))

10. Add(¢",Backtrack(S;)) ;

11. ENDIF

12. AT BB TF —IRE S;ED+5

13. t_exclusion="1_exclusion+t1t;

14. IF S Rl 2 ¢

15. Add(i_exclusion,CounterExample) ;

16. ENDIF

17. IF S AN 2 ¢

18. IF ED==%

19. Add(z_exclusion,CounterExample) ;

20. CONTINUE;

21. ELSE

22. DPOR (S, t_exclusion,has_injected , ED) ;

23. ENDIF

24, ELSE

25. IF has_injected = =max_I

26. CONTUINE;

217. ELSE

28. ¥ 2 GRS VR B Current_State;

29. LB N R S S BT A2
WTEANAT 5

30. has_injected+ + ;

31. DPOR(Current_State t_exclusion,

has_injected ,0) ;

32. ENDIF

33. ENDIF

34, ENDWHILE

35. ENDIF

Sk 3 MIIE R Z ) p R0 A7 56 &R AR S
RO R R Bl A M AR 2 R AT B AR A ]
RS Hd SR t_exclusion; N B YR T R ¢
T AR S, M E BATIER H e AERAS SR ) LA
FTCE 94D A8 208 ¢ d ik S, v 1l 95 4 b 4 4 1]
WIHRAT TR (5 10 47). [R5 303 2 2601, X 4
AR FR B RS AT 22 4 PR R R RS P R A T
(%5 12~3517).

W AF, AR RGP AR KRR IUAT
SRR S5 555 53X B85 7R AR 58 TP Y A (5 A Zh BE 2
R T 8 5 o HG ep AT A — A5 A AH (] #5848 J2 55
(18 5 DRI IHG 5y X6 AN T ) %o 45 75 s 2 4 A ) 70 484 1) S
S MUY A [ 107 7 A= 08 e 510 2 55 o 1) i AR AT 29 9
B 3X Fh 5 ME R N W 2 45 s PRP (Peer Reduction
Policy). % X 8 4 Hi % 55 T fl 2 3. 18 L9 X 4%
LRSS I 48 A 2 75 A [R] 45 i

EX 8. TE—WZIT .95 Ny AN, J& b 45
2 A T TP A A [ 2 R ser oy R
AN AT AR Z) R AT AT I R A

(DY fLi€setyn » Af2 Esetyn, s f2,= f1..

(2) VY f2, € setpn, « If 14 E setpn, + 1= f2..

Mg 8 W LAF e A AR G e A DI RE
AE ] P T A A2 X S5 9 st B A A 3 A XA i R B
wh L A Y R AS Y ORI R R S B AR R O AR T
T 28 rh L BT R T R R X AT L

EX9. TR o5 o XN H 4R N2 A TR Y
HACY TR T AN 2544 [ ] 36 A2

(D 65 1 BAE B9 X G A R 80 0 AR vk
— B X 5.

(2) 1,5 1 X ERAE XS RANAT 94T Ry AR [

Mg L9 T LLE L fl i, FEr iR G i
B o BRI R MO 5 AR 255 5 2, 0188 10 X)L
AR B MO A 3 R 457 A 4 i TIT
L5 LEAERIX AR B M H X M AT R
I TH R T LLERS 65 o, X5 0 I B4 N 25 7] 5 [+
FEMLANRIER ¢ 851 5 1 PRV R o PEATS 173
fE. 2% ¥ 8 2 AR o AT 178
T 05 o WERAER X R AT b — X 4R
as HAT AR B H178AE) FLER 1 5 6 X
L R4 AE A S AR TR]L FE AN &L 3 BT 7R 1 167 B be A T I
Zrp X P2P iy A UM 28 R Ge, 2 —
T SR S KO T B i X P T 2
A AT R 2% X Rk AT 56 . 56 E 8
b J5 K D B ) X B BE 0 R . AR BURE T Y ) 4%
PRI T REERAE R T R RO X R R 2 4B
JoE 19 R 2 DX R I 5 5 S Y T R R i 4 T
Ab— A B G 19 L MRS S DT S B 42 I 1 )
. ARBET A T — DAY X Blockl, /5 %
1 Blockl BEAT 4 W T 8  7E 4 25 TE 40 FM 25 A 1
#LF W Blockl 7EiZ M 4 &4k < i L F 1 6 Fi
1B«
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A-B, BC, GD
A-B, BD, D-C
A-C, GB, BD
A-C, CD, DB
. AD, DC, CB
A-D, DB, BC

A
0’&6

B3 4 AT SR B R T 2% 7R

RGN B.C.D A MIFE I ae ()
o DXCH IR X RN A7 G X B DL = A A
X EETT R H BN 6 R AT SR T A A
X 3 AN X A5 Y E AT AR [R] B 48 4 (k3% Block1)
A B fd ] PRP SEBG, B3R 6 257 4 Al LA
WA R 2 4:A-B.B-C,CD f1A-B,B-D,D-C. 7]
DL B3 P 2% 7 A0 A S 1l T 49 s B XX AR R C
D AT 1 AH [R) #24E 7 A 1 . B DL 4k 25 {8 J PRP
P & S R A O W TR 5 Rl e DR W 95 |
(A-B.B-C,CD) AT 3 A B nl s KR 2y 1
7 B AR Y Fr 91 0 AR S A ).

S ARAE PRP RS 298 AS 23 52 0 1 S5 19 30031 - 3%
SR FOXPRAT 1Y 5 e e 5 R 6k 5T T O i ST S
AT, B independent (11,12) Fn T8 1 Fl 12
HISEJE R SR SEYE B K. Biln e — D REETh
A TAXS ST A M B RS e B T R A I F]
HEEWA B RN E. EX ML T, BARTY
AAWENER ST A B W ENE XM AT H
BT R R S5 R ELITE RS AR AR N AR TR B2
TIX A5 IR 1 58 IS 0 5 R 6 TR A G i A
AREREAT 203

Xf SE 2 IR R M PRP (S8 N5 4 . 424
ik Explore fEARWE Y| ol LLIAT T R &
T_Ser I (B 2 55 1 47) W IS 1% 4, R 2l 22 ik
TR EAE R, T RERSTH D B IR
A E X

E X 10.
T L% & -

(L) G2 ¢ %k 137 B B VR 4 sl N RR R A H AR Y
SN ZARAE S A T A

(2) R ¢ X N7 PR 4R A 5 ) A R A 51 n
FOA T R B R — RARAE IR 2 B AR5 sl
5 B.

D U1 R W N

XtF—AER ¢ H H AR 2 PRl

ik 4 WELWORNEHE Y PRP.
A PRI UE 4> A7 SR SUT, M Ak 24 T 0] RLRAT

ML G T_Set
Bt s S R T_Set
1. FOR t1&€ T_Set
2. FOR 12€ T_Set
3. IF ispeer(tl.target ,t2.target) & &.t1.content= =

12.content& & independent (t1,2)
4 T_Set/12;
5 ENDIF
6. ENDFOR
7. ENDFOR
8. RETURN T_Set;

SR 4 ST ARAT RS R & T_Ser P 1T
WA TR G 1~2 17  WR XSRS T H
PR RUTE R GEH 2 X 55 5 I AR X Y R AR N A
AH TR HL AT # /9 56 J5 R 5 455 36 30 1% 5t JE 0% (5 3
F1) B 23X PIA I 7% 5 7 X 45 TUAR Y B Hoh — A
T AR IE A A BB G 4 17), 3
LS TR IA L.

TE T 8] rh Ay LR B X 6 2R AT ) 4
HOAAETE A S S BT L] DPOR SR g G 25 %
HEAT 29980, B LA ST Y 9 6 45 29380 fil DPOR 5 i
AN A LLZE DPOR 19 il b, b R 285 5[] 4k
BEEAT LY.

3.6 HWERSHEZR

ATRUR AR 3.3 5 i) DFS J5 A7 7E R A&
8RR BE B E /N ) FEX R BT L R IR R
G ARAT BN T8 7 WL 23 Ok 16 2 5 M 1 i LA 2 i
i ST P T P 4 B B AT A AR AR B[] I 7R S
ARG RE S E P TR B REE T E
REH RGEAAELRTS B 2 13X 28R 725 45 1]
T S BRI A S FRAT B A A A O s IR
A A AN LR Y Ry TR ik IR 2 A (] A8 R ]
A7V Z 18] HRUA - AT 0T 3 B3 1k T vk Y B 1
A SR FH B o ORISR 2R X T BB e 5 s 8 48
RIRE 1L RS AT R IR — e P
B A 2 R N M TR T 1 T A A RO W AR R
PR TT BB R AT DUAR 4 56 31 AR 3l 285 Ml 45 o 48
3.7 HHEE

M 2.2 A G B W PR SR AT LU Y, —
ARl A B 1 2 AR S A B A I ) 220 W G R A5 2 R
A7 AR XA SRR B AT P N B i CVOR FRAE A
XA B AT BE 1 T S I [R] M AS $AT . I e CV
ST — T AR IRAT BB 1) map.
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CV=P—>N. 13, A7 ¢, /BT —RE S
SFE 2 N E ARG .CV(P) £ R 14.  CV[ Proc(t) = —1][ Proc({t' | CV(Proc(¢) >

TEG AR 5 55 ¢ A SR T — YOR B AT 1y fl
REAE % 1 W) b6 (i BEIR S B B 3. CV (P il K 3R 1)
55 DRI AT A I B 2 CV(P) =0
F DR B Y RS T 3T 758 AT R Y
CV(P) <0 I, W R BTS¢ A JURY T ¢
EAE. T g B Y I8 5 CVIP =] =
se) BT TR 1y
PUAT B E XL IER Proc(0) kR RRBATIERS ¢ 1

EX 11 — A ¢ g A A ST HAY

(1) ¢ XF R A ERAE R 9 i A 1 P BB H AR s

(2) ¢ Xof N )R A S 77 5 T) A 484 S ELIZHRAE Ol
TR AR B R,

T A A A BB A T AR A 2 I [R] 3 R
A1 FEANTAESE FRZS 00 56 18 5 e A R W B AT 9 59
SURAT AR R 1 IE A% o DR AIE G182 R 1 AT B AR AN
233 B PP W) DT A 45 58 22 B Y Bug B
AL X

WAL 5 TR RIS R IT AT . 75 20K i b
] & CV W) ia Ak R A Jr Wl a6 AL o — 1. e AT
RS R IR 2 o], AT kA7 oot
TR AT R 2R B MR B T AT AT IR B S
T_Set Isf K10 9 {6l 8 1) 77 5010 Bf b 43 2 8O 0 (5
S~94T) s Mk AR « AT IS SRS
KI5 B E I B B CV ORI RS ¢ 6 R Y
IRF A i O — 1 AR Wl (0 BB T e A I A i
(55 14 47).

&i%S5. ExploreWithCV.

A M1 RAIRE Current _ State, X4 1 i #% JF ¥

t_exclusion, B 41 A WL has_injected . B2
S RWIRE ED, i 80 m i# CV
it FRIGIE A A P SUT W BISE CounterExample

/
<Cl 9% 9 Ci—19C;9Ci41 9"

1. FRICHRET SUT °f LT I IE R B & T_Sets
2. IF T_Set==

3. Add(z_exclusion,CounterExample) ;

4. ENDIF

5. FOR (t&€ T_Set)

6. IF CV(Proc(t))<<0

7. CV(Proc(t))=0;

8. ENDIF

9. ENDFOR

10. WHILE T _Set '=
11. ¥ €T _Set H CV(Proc(t)) K ;
12. ED++; T_Set=T_Set/t;

0 ++1;
15.  Next_State=S; t_exclusion=1t_exclusion+t;
16. IF SAWE ¢

17. Add(z_exclusion,CounterExample) ;

18.  ENDIF

19. IF S R 2 ¢

20. IF ED==k%k

21. Add(z_exclusion,CounterExample) ;

22. CONTINUE;

23. ELSE

24, Explore(Next_State,t_exclusion,has_injected ,
ED.CV);

25. ENDIF

26. ELSE

27. IF has_injected ==max_I

28. CONTUINE;

29. ELSE

30. B R GRS MR B Current_State;

31. ] R G0 AR AR OCBE I RS ¢ SR

To ik AT 5

32. has_injected++ ;

33. Explore(Current_State .t _exclusion,has_injected ,
0.CV);

34, ENDIF

35.  ENDIF

36. ENDWHILE

fili I PRP SRmSHEAT 290 (B35 40 an 2R pi A
RS b0 e 5 B XA 20K, B B G B B ) K Y S
F AL AT LUK K I ] B2 A7 $0AT HY ST B8 Je AT - oAy
i # B AEAE R R AT
3.8 ZBISH

FEAR T A, FATT K 38 2 A8 73 A 2R 48 3k
JHTE T $ D3 00k X A SR Y 10 75 15 AT BAR S 491 2
Pr. B 4 () B — N =AW AR ARG,
TR A RGUFE A B C IR AL R R
JEF )R PR 1Y AL A BRI AL B AR C K
P 1 N G N DIRTE 5 S W O g 1 7 SV L o 0 =
& RGN BB AT U A OO s I R
e AEAR B — I 2] RGP T A FIE P A ST

(a) TR T T X (b) e R IR T T X
K4 Zhla b
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TEAE A8 I BT B — N IEAE B 47 191 S R 2 0L
B R ETH B

TR 4 Ca) Bir 34 B 0350 P R ATD BT 2 1 1 7
W B R AR 1L RIRE N 3. 5 AEA
R IR 248 R 2 26 RERY AT P A1) s HEA T A
W RREINS IR 248 AR Ok 4 25 R RE R HRAT R A1 L Ak 2
7R 2% 2 JER T 3 S AR S T AR A T A e 1
DUR L 1A% R B S OE AT e 81 o
RUBR A2 1] R G0 i AR B (XY R A Y
W) XY iR I E B Crash X AR A3 X
Bt Omit XY AR F 19 5 XY 2 Ja] (19 4 18 % 2B
W T 12 2 1B T B

x2 ROSWER

e AN HEATHOBEEEA HEAT R A
1 A-C, A-B A-C, CrashA
A-C, OmitAB

2 A-B.,AC A-B., CrashA
A-B, OmitAC

AT LLFE B LE B 4 ) FIF s (9 B3 30 A7 16 5
T al GEAY S HEIE AL 750 — Fh I 00 T 19 8 C SB e ®)
TRA MIHE ARG A B R A A B,
WG IS 28 58 A0 P J MBI 2 L IR 4 A-B i SR B IT
X L) FAF. l1 T A-C M A-B Z )R A5G 5 AN
B E L BT ATE S A O F . 95 5 B el 3 A
A TR RIET A C R A A BT A [F 2]
A-C 3l Je K 58 3 B8 X 7 F) A

HRAEFRATR S 2% AT EEREIA T i T
TR AR A LA Sy W 3 - A B A 1 A 3% T R
7 A2 68 B AFRATT s B3k 15 7R 2 i i 2] oA
B SCHEIT A X AT R . AR, X T A-B T E Al
AR5 A A AR A it (BT 5 (a) ) s iXFHE T L A
U2 BB B 457 1 B [, ik m] L) 45 g A
5 R B Z A RfEIE A M 2 95 5 B G
FEUE AT A A KK R R OmitAB (8 5(b) fr
7R X RS OL R R GEERAAFAE I AT I A L P
DL R B GBI R A A ) HIHE . X2 — 1
i SO PR PE ) Bugs [ T A-C T 5 AT L
A CrashA 1 OmitAC Wi Fli [ Sk s 35 56 48 1T 78

(b) ¥4747 KA. BIE B % 5%

(a) T RIA 5t

5 WIRKEIEBREA

A-C. LA S 2 T RS A 4 G 1 PR SCHE 3
AT ARG B0 T AN B4 25 L JF HLBE 538 B
' FHOZ Bug IR 4 FF A PATIF I Nk 2 26
3 A7),

HFH M A-C F1 A-B ] LAASHe 047 0T . 9F B
TC it LM BB AT 2 G0 8 23K A7 [ B R 2 G st
B.CHBILEITT s A K H B9 B BT L A-C I
A-B tHE M. Xz ]+ ] DPOR J5 i, 2 R 40
TR RIATR 2 PEs 1 RPN FF AB i A
AR5 Z AL I R BT DO FIZ 60 71 5 A
MRS 1 5T 50 % I A7 R i ACRD AT i
2 2 KPATIFESN(A-B L A-C) L KM R 1Y ik i
TEAF IR L0 T .

L IS 45 2 98 R g PRP i, R 9 5 BLC
(R F AR TR HLY 50 A X515 8 B A C i 454 I AH W)
(89 o Jir LAKE 86 24 98 5K W W) 7T LAY BT 2 45 AT )P
N E) 1 4% HAT B R — 557 91 OF AT SRR
HEARH].

4 LTMC LI A RS2G4

LTMC 5t Un1&l 6 fros . f£ 0 A sSUR Gl i —
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Background

Model checking is one of the methods in formal verification,
which is used to ensure the correctness of the behavior of
software and hardware systems. It is difficult for traditional
software testing to verify a software which aims to find Bugs
as soon as possible, rather than to prove the absence of Bugs.
Because model checking needs to consider all possible behaviors
of the system, it will bring the problem of state explosion.
As the result of it, the application of model checking in the
real world is often restricted. Existing model checkers rely
on random and exhaustive strategies to inject faults into the
system to be verified, bringing many disadvantages. Random
fault-injection finds Bugs randomly; exhaustive fault-injection
will cause the problem of the state space explosion, which
limits the total number of faults that can be injected.

In this work, we propose a new way to address how to

combine model checking with fault-injection technology, and
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realize the corresponding tool LTMC using DFS-based method
with space reduction strategies to explore and verify the
entire space of the system to be verified to comprehensively
guarantee the correctness and fault tolerance of the software
system. Also, we propose the concept of critical transition
which purposefully specify the fault-injection point, rather
than relying on random or exhaustive strategies. In order to
solve the problem of space explosion, this work proposes a
peer reduction strategy PRP based on the role of system
nodes. We achieve the solution to solve the verification of the
correctness and fault tolerance of distributed system protocols
with a new state space reduction strategy, which cannot be
done by the traditional model checking methods and software
testing methods.
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