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Abstract  Trustworthiness is a critical factor for the large-scale use of cloud services. However,
traditional Trusted Computing technologies only work with the assumption that all the kernel
modules and user-space processes installed in the tenant’s virtual machine should be pre-fixed
and the integrity digests should be pre-confirmed. This paper proposes a practical mechanism for
trusted cloud environment construction and audit, which combines virtual Trusted Platform
Module (vTPM) and trust evidence audit. vI'PM guarantees the trusted boot up, while the audit
method check the trust status of the run-time virtual machine based on auditing the trusted
evidence collected from the memory of the user virtual machine. A prototype is also implemented
according to the above mechanism. Experimental results show that the mechanism is effective and

the performance overhead incurred is minor.
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Background

This paper belongs to Cloud Computing and Cloud
Security area. Trustworthiness is a critical factor for the
large-scale use of cloud services, and this paper focuses on
the trustworthiness of cloud execution environment. Generally
speaking, related works can be divided into two categories.
The first approach constructs a trusted Virtual Machine
Monitor (VMM) to hold the user virtual machines. This
approach has the advantage of not modifying the low-level
architecture stack. But it cannot be applied to commodity
VMMs. The later approach uses Trusted Computing
technologies to extend the current trusted chain into virtual
machines,

e. g. using virtual Trusted Platform Module

(vTPM) as the virtual machine trusted root. However, it
only works with the assumption that all the kernel modules
and user-space processes installed in the tenant’s virtual

machine should be pre-fixed and the integrity digests should

be pre-confirmed.

This paper proposes a practical mechanism for trusted
cloud environment construction and audit, which combines
virtual vIPM and trust evidence audit. vIPM guarantees the
trusted boot up, while the audit method check the trust
status of the run-time virtual machine based on auditing the
trusted evidence collected from the memory of the user virtual
machine. A prototype is also implemented according to the
the

mechanism is effective and the performance overhead incurred

above mechanism. Experimental results show that
is minor.
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