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Abstract In recent years, artificial intelligence technologies, represented by deep learning algo-
rithms, have been widely applied in many fields including smart video surveillance, privacy pro-
tection, autonomous driving and so on. Particularly in the field of face recognition, deep learning
based methods have shown the ability of surpassing human perception and brought great conven-

iences to our daily lives. However, digitally forged face generated by adversarial and deepfake
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techniques poses huge risks and challenges for individual privacy, social security and even nation-
al security. This paper reviews previous work on the creation and detection of digitally forged
face content, revealing potential risks to individual privacy, social security and national security.
Specifically, we firstly introduce the attack targets and attack types of digitally forged face con-
tent. Secondly, we summarize and analyze digitally forged face content creation, attack, detec-
tion and defense technologies in terms of two attack targets: artificial intelligence system and hu-
man perception system, and in terms of two attack types: adversarial face example and deep face

manipulation. Finally, the directions of future research on digitally forged face content creation

and detection are discussed.
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1024x1024 17 1 A EHER. MegaFS 7E Il %5 B 7]
DA I He Ak 1 25 o B S B 455 B R R AIE 45 L 52 e A8
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@ Porn Producers Offer to Help Hollywood Take Down Deep-
fake Videos. https://www. yahoo. com/entertainment/porn-pro-
ducers-offer-help-hollywood-173047833. html

@ Malicious Deep Fake Prohibition Act of 2018. https://
www. congress. gov/bill/115th-congress/senate-bill/3805

@ Deepfake Report Act of 2019. https://www. congress.
gov/bill/116th-congress/senate-bill /2065

@ FakeApp. https://www. malavida. com/en/soft/fakeapp

® ZAO. https://apkproz. com/app/zao

®  Deepfakes github. https://github. com/deepfakes/faceswap

@ DeepFacel.ab. https://github. com/iperov/DeepFacel.ab
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@ FakeApp. https://www. malavida. com/en/soft/fakeapp

@ Faceswap-GAN. https://github. com/shaoanlu/faceswap-
GAN

®  VIidTIMIT Dataset. http://conradsanderson. id. au/vidtimit/

@  Faceswap. https://github. com/MarekKowalski/FaceSwap/

®  Deepfakes github. https://github. com/deepfakes/faceswap
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Background

With the maturity and development of deep learning and
artificial intelligence technologies, the research field of com-
puter vision, especially the field of digital face, including the
tasks of face detection, face recognition, and face generation,
have made great progress. However, meanwhile the artificial
intelligence technology has also been abused by some applica-
tions, such as the most popular adversarial face example at-
tack technology and deep face manipulation technology.
These applications generate digitally forged face content that
seriously threaten the social security and invade people’s pri-
vacy. To address this challenge. both academic community
and industrial community have invested large efforts in re-
searching the generation and detection methods. Thus, sys-
tematically summarizing the development status of digitally
forged face content is an important thing to understand this
field in-depth and maintaining the security of artificial intelli-
gence. Although there are some literatures reviewing the arti-
ficialintelligence security, most of these works concentrates

on the general security of artificial intelligence rather than the

security of digital face content. With this goal, we introduce
a systematic and comprehensive review on the development
status of the digitally forged face content in this paper. We
mainly focus on the adversarial face example attack technolo-
gy and deep face manipulation technology. First summarizing
the definition and subcategories of digitally forged face con-
tent. Then individually introducing the popular attack algo-
rithms, detection algorithms, datasets and existing shortages
of these two technologies. Finally indicating the challenge in
this stage and support a potential research direction in the fu-
ture. This review aims to promote the further development of
forged face content and provide guidance and reference for
ensuring the secure application of artificial intelligence face
content-related technologies. This research is supported by
the National Key Research and Development Program of Chi-
na (2020AAA0107702), the National Natural Science Foun-
dation of China (62006181, U20A20177, 61822309, 61703301,
U21B2018) and the Shaanxi Province Key Industry Innova-
tion Program (2021ZD LGY01-02).



