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Abstract Moving target defense is a revolutionary technology which has the capability of game-
changing. It can dynamically shift the attack surface, making the targeted system more difficult
for attackers to strike. As an effective method against malicious scanning and sniffer, network
mutation is one of the key point in moving target defense research. Since existing network
mutation mechanisms mainly adopt random selection method in mutation space and set fixed

period mutation, the unpredictability and timeliness of network mutation are poor. Besides,
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existing mechanisms have low usability and poor expandability due to the lack of constraints and
high complexity in the implementation of network mutation. In order to achieve maximizing
mutation defense benefit on the basis of ensuring the network service quality, a novel of moving
target defense technique based on network attack surface self-adaptive mutation is proposed. On
one hand, hierarchical mutation architecture is used so as to increase the flexibility of network
mutation. Based on it, self-adaptive endpoint mutation algorithm is designed. It consists of
network threat awareness mechanism and mutation strategy algorithm. Firstly, network threat
awareness mechanism based on Sibson entropy is proposed, thus guiding the selection of network
mutation mechanism through perceiving malicious scanning strategies. What’s more, network
view and view distance are defined based on attack surface and exploration surface. Based on it,
mutation strategy algorithm is proposed. It selects mutation endpoint information set which can
maximize network view distance, thus improving the unpredictability of network mutation. Besides,
in order to guarantee the timeliness of network view, mutation period stretch strategy is adopted.
As a result, by adopting endpoint mutation selection based on network view and changeable
mutation period, network attack surface transforms in a self-adaptive way by the combination of
spatial and temporal mutation, in which maximizes the defensive benefit. On the other hand,
virtual endpoint mutation is used in order to decrease the overhead of network mutation. Based on
it, satisfiability modulo theory is used to solve the lack of mutation constraints problem in the
limited network resource during network mutation. Since solving satisfiability modulo theory
problem is non-deterministic polynomial problem, heuristic mutation deployment algorithm is
designed so as to optimize the computational efficiency, thus ensuring the expandability of network
mutation implementation. Moreover, in order to guarantee the consistency of net-flow table
update, the “delete in sequential order, and add in reversed order” policy is adopted. Therefore,
by adopting heuristic method based on satisfiability modulo theory and proposing net-flow table
update policy, it ensures availability of network mutation. Theoretical and experimental analysis
show the ability of resisting scanning attacks and mutation cost. Compared with existing typical
endpoint mutation mechanisms such as Random Host Mutation and Spatial and Temporal Random
Host Mutation, the proposed method can disrupt more than 92. 1% of different types of scanning
strategies in network attacks. Besides, the flow table size of the proposed method decreases
69. 24 %, and the packet drop rate also decreases 64. 13%. Consequently, it verifies the proposed
technique can not only ensures the network service quality, but also be effectively perceiving and
resisting different types of scanning strategies in network attacks.

Keywords moving target defense; network attack surface; network exploration surface; cyber

deception; network view; heuristic mutation deployment
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Background

Network mutation plays an important role in moving
target defense research. It can resist malicious scanning.
However, existing network mutation techniques are hard to
maximize the mutation defense benefit on the basis of ensuring
the network service quality. To cope with the problem above.
a novel technique named moving target defense technique based
on network attack surface self-adaptive mutation is proposed.
Aimed at the poor effectiveness of mutation mechanism in the
course of defense, self-adaptive endpoint mutation mechanism
is designed. It consists of network threat awareness mechanism
based on Sibson entropy and mutation strategy algorithm
based on network view distance. Aimed at the low availability
caused by limited network resource and high mutation overhead,
heuristic mutation deployment algorithm based on SMT is
designed. Heuristic algorithm is adopted so as to solve
approximate optimal solution efficiently. After that, theoretical
analysis and simulation experiments show that compared with
existing typical endpoint mutation mechanisms, Random
Host Mutation and Spatial and Temporal Random Host

Mutation, the proposed method can disrupt more than
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92.1% of different types of scanning strategies in network
attacks. Besides, the flow table size of NAS-SAMT decreases
69.24% , and the packet drop rate also decreases 64.13%.
Consequently, NAS-SAMT can achieve the maximum
mutation defense benefit on the basis of low performance
overhead.

Our project mainly focuses on defense strategy selection,
endpoint mutation, forwarding path migration, multi-elements
collaborative mutation, and effectiveness assessment. This
project is supported by the National Basic Research Program
of 973 Program of China (2011CB311801), the National
High Technology Research and Development Program of
China (2015AA016106), and the Zhengzhou Science and
Technology Talents (131PLLKRC644). This paper figures
out how to maximize mutation benefit. It is a further step in
endpoint self-adaptive mutation by introducing cyber deception
concept through network view distance. Besides, it optimizes
the mutation deployment based on SMT by designing heuristic

algorithm.





