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Abstract  In recent years, IP spoofing is frequently used in network attacks, which immensely
threatens the Internet security. Inter-domain source address validation methods defend against
these attacks by enforcing the domain-level source address verification on the IP packets. The
academia has proposed the evaluation criteria for these methods, and designed many methods
according to the criteria. However, although these methods meet the criteria, none of them is widely
deployed by Internet service providers (ISPs) in practice. The reason is that the current criteria
mainly focus on the security of the global Internet, but considers little about ISPs’ individual
interests. For the first time, this paper studies the deployability evaluation model of the inter-
domain source address validation methods from the perspective of the ISPs’ economic appeals.
We propose deployment benefit, deployment cost and operational risk as the three deployability

evaluation criteria, and present their formal definitions; the rationality of the criteria is proved
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theoretically; an evaluation model is established, which specifies the comprehensive quantitative

evaluation mechanism for each criterion; we apply the model on the evaluation of deployment

benefit of existing methods to demonstrate the concrete evaluation process, and present deep analysis

of the evaluation results; finally, we discuss the relationship between the deployability of the

methods and the security of the global Internet, the optimization objective of the design of the

methods, and the use of the model in guiding the method design. The evaluation model will guide

the design of highly deployable methods, and facilitate the deployment of inter-domain source

address validation methods on the Internet.
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(asist)=a: (ts1).

N E AR SCHY B 6 BORL R B §E Kk AR TEAR
SCEREE T R A Ay 4l SCRY e K R AR

EX 6. L a:(s.d) ks kB IEIR ] SCTE
A EFEREOLT Nk % o AR R H AR
Fr &3 1 BIREUF 5 32 4E Pathla: (sod) G™ L
E4E Pathla: (s.d)]8# Pathla—d].

EXT. AT ARE » fEa: G5.d) Y5 R
7 EY HACY n & Path[a: Gsod) I — 9 5
iCHVE n€ Pathla: (s,d) .

EX 8. JrE [ g R EOE R A E D ER
FHW R MR n CEWE [EAFER L a: (5.d)
TER R B AT n B DL T o RS2 R N
Phit e SCHY 0 W7 bR B HOE X filter (f. G ansa
Csad)). 2 D i - BREOR 0] 1575 UL 3R [1] 0.

b SR A U R RO B B AR SRR K AR AR
BN G SR BRAE O IR I TG T AR A 4 R B
TR LT IZ R OO R B SR TR
AT NI 8 L EFERENT .
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EX9.  HETE fOFA B lE R B
G BB FEA D MR a: (s.d) AW %R SCHE
FUBG AR bR 2 W U Dy Oh 3 B %
F YR T RBUR ] 1m0 LR [ 0. H R BUE K
N discard(f,G*,D,a: (s,d)).
25 78 3 U R R & R B IS R O
H,sgn OS2 555 A
discard(f.G",D,a: (s,d))=

E filz‘er(f,G*,n,a:(s,d))).

€ (DA Pathla: (s.d)])
T F A T W A A R A FRATT AR s LB Y
Dy 3 T et JIR DA RS Foft BE 25 20 A CLEL I AN % 5 A e DA A
Fobt o A AR B S AEIZ AR A AR A —
f R ot L JE S E G F AR RO X T A A
S, FORR Bk TG 5 A Ry FAR A R 0 Sl
iefE PA, JPL A PT,. ASCRRIX 3 A~ HE2 1 43 1
S AH E RS R B
Elreduce, ;,]=

PT, ">} > PA,PI,PT,discard (f.G".D.(a.i.n).
an iFa

sgn (

R
Elreduce, , |=

> > PA Pl discard (f.G" D (asisn)).
a#n iFa

FK ol
Elreduce, pym 1=
> D PA Pl discard (f.G",DU{n}.(asin)).
aFn i7#a

XA B A L AT LR B 8 e e oE R =

benefit(f,G",D,n) =
discard(f,G",DU{n},(a,i,n))
E ;PA“PI’ —discard(f.G"\D,(a\i.n) |

UL RATFE L TAEREH T SAER N DR
TRE R n BT WS 1Y 3B bene fit (£, G D.n).
SR FATIA 5 ZE BRI n (9 A A0 3 B2 S 38 B 1Y
W g A O DL PRt E X N B A T R Y R R
fa FEAT T 8. AT Bl 45 8 AF benefit (f. G
D,N), i T N 5 D T J#b &, itk a] DL 5 7
bene fit(f,G*,D).

TETHSE s i b T & AR B0 2 thid
et B RE AN [R] PRk AT SR FH A AR 25 8 44 30 22
B 2 2o 2 W s ) s AN

benefit(f,G",D)=
SIPT,benefit(f+G*.D.n) /> PT,.

(ELAS D0 A2 s AT T 5300 2 WA £ el 95 % 3

T 34B% PA, .PLAIPT, (G 3m n BBk
BT E MG HARRERD . O TR R T AN B R
) — Mt FRATTIEA X 3 A2 Bl B AT AT R 2 1Y)
WE A0 A1 BT B N 25 AT AR 95 5 22 BT RE AR 15
8B B G 3 A 43 A S B B AE 38 40 A I 2 45
o 28 0 S5 R B i - — MR O T S R EE
PN 2 A AL 7 A IR 55 e B T B e At A R S 1k Ay
A S (B PA, AT BE 58K & P BB T il =X Y ik
55 s LG5 3l T SR LSE AT RE R AR s-DoS
(9 R (R P I R] AR BE R 1 7K 48 3 2 iR 55 1Y)
Iz 55 Lo e F P R TE AL SE AT AR AR Bt 19 H bR
(P PT, a] GEEE KD . KT 7E B A 2 98 1 S b 2
I 0 H o AT R W B BE A I s R R SR B
(R AE 8 53 A o B an L TP Mk 25 S F A 35 — A A 23 G
2 7 45 38 e R W B AR B A L I, PA, =
PI,=PT,=size,, o size, & n 1 HLhE 25 [B] K/
S SO 3t Bai B Ry TN N i v

R E W A TS E T E T R RS D T
PR, O T ER DAk PO R B4 i I
FATHT Z IO R D. 2R 2k A A 1 D, ) 3
A2V R BT A B B VIR R
2y 04 LRI D R PO A R R Ok
HREZ . PR AT o R IR — ST DL ) I v 5 PP A AR
FCAR . HEA I, VB A [A] 1 B e (0=2<Z|V )
YES D RN s 223X AN K/NBR T Bl AL 8 IO A
YE23 D A iy i 55 P R AR L O R A 2R
XF 22 U B VA 780 8 A A R BT 24 A Sl 2 RS &
SRR s R E s LA R A R Bl i R [ R Y
FUARE RN BB 2B A 72 Al £k AT 58 % 3
W7 f AR W AR S CAE bene fit (f.G™). PR A
[F] P EL IR R4 b G CEE AN TR A 003 1 4 8D 43 301 22 1
AHRE 2R HB R R AUk R a3 15 3 bene fit (f).
4.2 EREFHIITEMRE

R AL GETT R ) A

EX 10, Tk LRSI E R o B %0
g Ok B A% R ) BE R O AR . OB
) X L&A g iy g Oy 3 BT
() FEBETFR (e T2 TP () .

EX 1L ARGTT 4 F L A1 i CC, 46 1E
T 8% 0 48 09 2500 R S IE SR 00 Ly B X £ A G
B4 B B PRBRE. HAn.CC, A LR A ) B Y
WA B RS O Ly 095 B I A TS G T B A i
HAASRE R 1T CC, 19 A0 N 43 1.

EX 12, ARGEIFE I & B AT =" =7

CRR AR
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CLURATHE e = s M EALY e (A 4 E S 4
F e WM A3 B E. FeTTUE ¢ e, » 25 HLAL Y ¢, 9 B
A4 RSN F 5% T e (A I 40 085 75 000 3R
i3 e ZLe,.
0SB BRI AL R 0 T
L,y ¢,<CC,
L. ¢,5LCC,. ¢,<CC,

cost(f)= L c,,»iCC] ¢, =CC, s
Ls, ¢, LCC,

Hh,0=CC,<CC, <CC,.

T R S A 2 B S

Lo :CC, & A4 300 025K f 4 L5
TEE 4y A O BUAT A FBAS A, A0 465 A A e & A0 4k
1. AR TP T A AR,

L, :CC, 45 A>3 i & 15 76 KOO LA 6 | 2
(18 C A T 2 T RT LA S R 114 R L A G5 T 4 4 et 1Y) B
KA. L3k 58 R0 0 A7 485 8 i) CC) S 7E BLA
A 25 A D RE T L 3 o L D ] 45 i 41 2% (ACL) g%
SCRE R P LN A H R KA.

L, :CC, 145 A 4 1t J2 48 78 H B2 BUA B% B 2
{18 29 AP R T2 C LA % T R 1) T A8 ) BT DA S HE I AL
GE T4 43 2 1 B K AHL. 38 DA 3k 8 B U 1) 77 it TF 5 N
B, CC; 7 BLA B 25 B8 1F 2 08 T 5 3 2o X 51 1
a5 [ 1) B BT AT SRR A A DR D s ) R

Ly 4078 f WFE T8 ¢ R AFE— 10 &
A% 5 HE R T CC, 1 HH W 43 2 B 3 A 43 i TG i
3 S AR A R S L U e T R R
T T AR T4 A AT LA sk ) Y A % T
B A B T B AR A T R I A J ) 4
ATh R 2ok 8% e S 0 R 7 o 0 R R A

TS TE B 09 PE A BT o K B T — s S
Lo L (Lo Al Ly 2R3 F TR B i T34 H 5
OGO B AR DG R L FEEAR BB AN F 2 iy AFRAT]
HAMGE Lo<<L,<<L,<<L;. f£ 5 I 5§ % 24 W 18] & CC,
SRR TE Y HI S B AR A IR RO L B XS &
LG IF 4 7y 2 ) B BRBR . CC, By & A>3 84 0 0
JE A Lo BESRAN 7= A AT A0 38 () . 1% T CC, A
CC, 125 A4 1 » FRATTAE AN B Y o IR 358 5 A 1
B 32 Rk B B R 1) % e % vh 248 04 20 A2 A
PR D) RE AR REARAE AR fk . R Ly A1 Lo (9 R4 1 BR
W EAR L. Ry PR T A4S B ) — ek 3 X RATTAS i
HEHE A K I 28 12 & 8 CCyFl CC, 1) & 4> 41 it
R —— 55 7R 140 ol D 28 7 AR i 4 BsF %) P45 A L R

7 5 T B T B R A A AL ST B B A R
B P 2 28T T8 1) BEA TS OT 4 A A
T8 A 24 B2 1 i Ao o 80 18 — I 45 401 o A o B
2% ) 2k = 2 X LA I 5 O ] LS 5 DA 4 )
) G Gk 2 T TR A A5 A B e Y HLE

HEPIRC

B2 #RE T8 B b R RUR &

5570 2 W A AR L BB T B A I S A A
R RIS DR S P N S W B (U BI R:Pr DU RS
AN AR TS AL G R — > ISP A RLRHE R | 3 B
HEH A AR R IR AR B IR & T
BN 5 % e 4 09 BOSLE T L IXRE . — A AR S
JI A % o A A B B BT B S BRI &
TE R e . R TR E — B i g b
(T S R 1 AE 4% R B0 7 32 0T 8.

AR SO B A 45 A GO i E iR T ISP
XF AR B 52 BRI A5 1Y BEROR. 1R O AR ik
Y LU 7 35 B T 6 P AT AR oy He A R A B
PC B HOBT R T LM fo iR fi T ACL A H
B fo D WAE A AE L E [ ET fo R PREFBE
TE R A7 3 BRARR IR A SCE 25 BT A R 4 4
0 Y B FOBU(EL  X L Rk T ISP i EEROK.
4.3 IBHEREE T O EE

AR i SO T 3 4 KU 1 20 BT - 1% 48 AR RH 1R
A B L B L SR AL (B L B AR S
A AN Gy A R — LI g L O6F BT A O e AR o )
) —2875 k. HSEPr b 77 A8 — 28 50 i 553 25 19 J5
5 X LR TT R AT E XL

EX 13, “AIpma”f 5k . A E RS
e A T T — LA 0 AN R A2 B T D BT A Mk
2 0] 3 9 A 8 ) 90 0 ik 6 7 % AR S ICAE Faw.

EX 14, “OrBEAR Iy AT T7 R AR L AUAE T
iy A2 AR IR AT 3 g L AN E 32 e i O B A ks
[EBUR/ A DR AIIRS: 61 R A I = B S TR Sl o
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EX 5. “HrEFaras T O R RIS AHE Bk
S A B HEAT 8 S FLAY A 3 A2 ot 0 ik s e ek g
(1) 355, () 05 b ik 36 E v, AR A e AR Fos.

I VAN RE S a3 25 AN 43 BE 7 R O s 02 B R
2 Bt 1 ik 23 () 7 AR B gl FL AT B (DA L 224 2o 4
HUR B A T 8 2 20k ) b ik 23 1)

4,301 NSRS 0 07 2 As 4E RS

i BT R e XA ARt Fay TR 73 f s
A XU W2 1% 7 R B BH PR R 8 E FP,. FP, ™
BB AT AL —F A7 2 T DN b ) A BE R
JOAE FPT 5 55— 040 2 e 55 B b 500 19 30 B L %
(18 B 41 45 7 A 1 S R AR R 2% ie A FP P

EHE 2. WEARINE £ AR EE S S AR
MeAH E A S W H B B % FP,=FPT,+FPP,—
FPT,+FPP,.

. T HEE R AR FPT,, W3S
MECFHESR N 1 — FPT,; [ 3, 5B BB M RN
1—FPP,. i1 T 52 B AR PH % 5 A i B A AH T ST,
B 2, foe 2 1 L FH PR R o PG BCBH M 36 5 S50 R B FH
PR BA—FPT,)(1—FPP,). H i, x4
M %k FP,=1—(Q—FPT,) (1—FPP,),
JEH1% FP,=FPT,+FPP,—FPT,-FPP,. iF .

H1F 7 v (8 PR M 38 5 0 ok T 8 1 I 45 1k
P, LB 144 sk T 2 B A LAY SR G,
WHIE R R FPCF.G* Do) B AR N

FP(f.G*,Dyn)=

FPT(f.G".D.n)+FPP(f.G".D,n)—
FPT(f,G",D.n)*FPP(f,G",D.n).

T4 B B BHME R G 0L A B S B ke

12 4 KU 0T DA BB L AR L
risk(f,G",D,n)=FP(f,G",D,n),

Hrr, f€ Fyy.

40302 Gy aS 107 I A R XU

WAEM S K — B AL R AR T 5w M
B LU NA, R I B3 BEI ) 1 B Bl 1,
5k W B R AW B[] X 8] R R, = [begin, . s
end, |, 0<k<<NA HO0<begin, ,<end, ,<1.
AR 2 o 2o U8 % A 1 BsF (] ) A B A B Ao B TR) R
TG HE Ay | URL, | b URL . Rom 4 AT
0o F 16 I 6] 5 31 S — 86 1A A 3 L AN T i
D99 2+ 10 [ URT, | 378 URE b AT X )
19 B 18

XTIy 2 W 51 f R Uk Hos 2 XU 45

THARMAYEAR FP(f.G" Do) e L H #7208 1Y
Bif 8] B 235, B
risk(f.G* D) =FP(f.G".D.n)+| URI,.
k

Hrr, f€Fu.
4.3.3  rmf gy as B 7 ¥ s 4E KUK

B e TG R WA B B vk U S SR TR T
(LR RV, AR B A0 5 WA~ ek oh 2 (9 e )
DX [A] A9 B B T R A S i i AN B BN G 3
PRAE R 23 XA F O B . 8 B I HTER R L A [
Ty ol of 19 328 A8 XU 58 T A B 45 2R AT ooz 58 i A
T HIREA TSR E IR A, S a5 i
Jrik f By e R Al R SO R
risk(f.G* D) =FP(f.G".D.n)* > R, *RV,

b

:/H\:EP ’f‘eFTS-
4.3.4 FEEsgE R

AT T 4838 1) 38 R KBS risk (f. G, Dy n) R TE
CHET AR DO T AERRE T e B A UK.
IS A S R O B R G B A Y A e 1
T8 KU 2 m e Ry OG0 1 AR N T I PP 0 1) AR R
W s — 1 S0 KUK T RE 7T R R R P B A
i UL o BRI » FRATT SR T 8 2 i 4 A 5 Y o i) TR B
XF N H AT S A Iz 2 KU R AT AP 2 5 150 [
FER/NASTR] D AT -1 5 FEXFAS R RN D -
Wy q S O e il £k L A i 7 ik 0 IE 4R KU H
X T HE R D, V-4 08 48 XS £k X
ris/e(f,Gy’,D):Zsize,,risk(f,GY’,D,n)/Zsize,,.

wEN wEN

ITF risk(f.G7,D) Ik f BN IB 2 AR bR
Borisk(OBITE T XS ETF benefit (f,G*,D)if
B bene fit(HW IR —E A CH NG . b AR

(5730
5 iR EE R N ARG

HI— 120 T A3 PR 48 A ) B AN L.
N RSB 52 A FATHE A Y DL ER 2 i 4
A ZA BT By B B 7 . FRATT 45 s T ER E s
PEAN 00 2D R B 1 R B L TEAN 45 SR Rx 25 2R 1Y
G HTEE . AEAT UL I A A AR B8] e T SR A B0 F S
BOF A — E S ME— 1 3 A0 10— WUER A SRS i Y
SEBREHE RSB VP A R S T BLIR
5.1 EMSE

Wit {bene fit(f))
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WAL

TSR EATTE £l D8R 2 T benefit (/)
153 30T 7 1 B EB F W 25 {bene fir (f) .

PR 2.

By : bene fit(f)

WA 4G

TG R EA NG, P BR 3 5RAF benefit (f,
G, NG 8] {benefit(f,G*) . 3 M {benefit(f,G*) ) Bl h
ML BTGB bene fit(f).

AR 3.

B < bene fit( £1G*)

A f.G W {PA,} . {PL}.{PT,}

Xof A A TE B E ks BEAL A B Nowe KN N £ 19 D, i
LA HE W benefit (£, G, D). XA — K/PNE DY
bene fir (f,G", DYBAT RGP YR E W s IF LA & Bl
gl P TS W RS BE ke 1R fL 2R 3R AR benefit (fLG ).

IR 4.

Wt bene fit(£.G" D)

WA f.G {PA,},{PL} ., {PT,},D

X FEA ne N IR 5 HE W bene fit(f.G*.D.n)
I N AT H 1 benefit (f.G* D) UL PT, i HLE it
AT AL 45 . 345 bene fit(f,G*, D).

YR 5.

il : benefit(f£,G",D,n)

WA fG {PA,},{PL},{PT,}.D.n

TR E RS Casisn) ARG TT B A0 3 38 2R KR
discard(f,G*,DU {n},(a,i,n)) —discard(f,G",D,(a,i,
). FEALL PAPIL SRR bene fit(f,G*.Dyn).

T VLI 2 . X T d-DoS F s-DoS., J5 ¥ 25
1) 0 2 WAL i S AN (] 1 o PR I 22 0 PR
5.2 HiE&E
5.2.1 BRI EI M R

AT UCLA 19 Internet Topology Collection
TUH B A T B 2 b R AR 5O R B G B
FNUL K EHE AR P OR A AL G A AN T R A
(3 IR bR T T 4 25 0% R 1 B IR 3R 2 [R] 9 48 5 ¢
FOEFEXE R R VK P BRI R AR gL R B K
3FPOCER L Ja T FRAT] 23 A X £ ¢ R HE T LK 9 Ja
(i) 5% 1

AR LTS 2008 4F 10 /] 8 H =4 KM
FOECHE L FRATTR T T 2008 4 F 2012 AR 10 A
11 H 67 5 A F 5 4R T R A K
AN 1L
5.2.2 BRI HHEAS [ RN

ASCHT R B A RS TP Hb bk 23 (3] 0
CAIDA® 3k 15. % i 2 I RouteViews? R £

BGP ® g %t , 7= 28 1P b hik 115 8¢ 21 3 36 38 5 65
A e . T B AL 1 B4 ) B T S L AL 2005 4R &
A ARSCR AT Ho 2008 4E #2012 AR A 10
11 H A8 . LS H o A Bl 5

T o e K 28 D A A O = AR 2R A R
bl 7 [a] Bl G 2040 B 1 B 3 S, AT A5 B RS B3R
35 Hb ik 2 B /N, AN AR AT A S b ik 2 ] RN
SO HRE Sk 1 DAk s T G S B I s B %k
0 WSS, S Ja . T BT A BRSO AT
10 (R 51 A N i 1 2 = A SR S < e B e e ]
KN RS B RN L)L B {size, ).
5.3 KEHBEMK

B YA GO0 B R R IR A A
M. —J T 0 B Rk BR AR i E MR Y A
R L TS50 T EHTAETREN
HEARAE LB E B, A SCR  CBGPY 4l % th
5 8. C-BGP J&—/> BGP Bl iy BLHLE . & LA A7
EIRIOC R RN A B4 B IR R IR G IR
ZIAH) 2 & L LL Valley-Free™ Jy J5 | i 47 BGP )
B AR AR PR LR RS LG L A
R B — A 8 % R R
5.4 #ERSH

MRS 3 iR,

*3 BEHSH
EY i
{BASE8)  DPFI1)  HCFL2) , IDPFLS]  TEFL2H PiIPL26]
SAVEDR], SPMIST, yRPF22] )
{G*}  {topo-2008,topo-2009,topo-2010,topo-2011,topo-2012}
Nue 50
{PA,} {size,}
{PI,} {size,}
{PT,} [{size,}

5.5 MM ER

REALZE R R AN R ARGy AN [N T & A 7 ik
1) 0 2 WA i 1 2 S AR B OG FR AR AR Rt L S
ZyrsmE, AT R R 2012 4F B B IR A5 0 R 4L 5
H.B 3 FE 4 3Rl ER T R T EE X d-DoS
F s-DoS P Br ki By 77 A 10 38 28 Ui 2 il Ze. 90 4k
i KB 7 A R T 0 5 R0 0 FRE e R
i 5 1 1) 5 VR U R T R 2 R

Internet AS-level Topology Archive[ EB/OL]. http://irl.
cs. ucla. edu/topology/

The Cooperative Association for Internet Data Analysis
(CAIDA) [EB/OL]. http://www. caida. org/

University of Oregon Route Views Project (Route Views)
[EB/OL]. http://www. routeviews. org/
C-BGPLEB/OL]. http://c-bgp. sourceforge. net

e

® O

®
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Kl 3 JFRE AT d-DoS By & i &5

1.0
0.9
0.8 —b>—DBASE
0.7 — DPF
—s— HCF
if(‘ 0.6 —— IDPF
5 05 —<—IEF

—4&—PilP ]
—— SAVE

——SPM | |
—e—uRPF

T 04 .
R

0.6 0.8

Bl 4 J7ikE AT s-DoS Ry E & I &5

£ %f d-DoS,DPF,HCF,IDPF fl uRPF #} B4
BT (0 B 50 B U 2 DR O Aol v e i ST 1 AR
MAFT Hofth 1 37 38 o B 7358 B T DA 3R AS B Y
B IR Y. (HIEBR T HCE Z 4, Ho il 7 125 i i 25 il
LR % W AR LR R B R B R BT e
A HBE L 8 ) PR A U Ok £ R
i [ O E RS A5 2 A A G I B AR B iR
ek /b o DT 35 8 F 100 90 28 A 2 R . TSR BT H i
14 35 18] BIE (19 )5 ¥ (SPML I PilP) %8 7 th & 4 1
X T d-DoS 1 )i Mk 35, bl % K8 R LA
A H M S 8 A SR R AR Y 2o U R
77 SRS B A% 1 3k 1 Pl ik I L (0 A L AR
B AT B Z A . DR LA R I 2

EF X} s-DoS (1 &6 8 i 25 5 d-DoS 1 fx KA [
S I 5 % ) G A B U AR A LT 0. 3% &
s-DoS w1y D & A A Py 3 R RS EHLZJE X
el AR A itz EH R EL AR
SRS T A O R A L A uE, Rk
UR B B ARG, O T S E Y 2E B 2 ]
VSR BB T U 0 S I B 1 L R B A O Ao 3B O
SCFRATET LA E B, R B TR 0 38R B 1 O ik
(SPM.BASE il SAVE) #fl %% HoAth Jy i HA @ i

BEXF s-DoS 1 I 45
5.6 TMERME—T M

ML B B0 45 0] LUESS . SR FORBCT 45
(] B 19 7 9 A s 1 2 i 4. S B b IR R
bl 11008 X (B0 o -3 R o (DA M= P 2 AT 2 X (B DS
3 L 5 T U5 M h 56 0E A 15 8 L B 9 R A
OR/ i 1WA RY) I PO IE A i DEY S R B R I E - )
LA B 3o %y 2 oA BRI BEIROUH T A 2
R Al 0 5 A 1) DR B 3 G B U] T O AR R R
PR G0 2% (9 AP S RE , — O T 2 o A PR A A5 B 4R
Th o 75 —J7 11 U AR AR 0 & 2 AR A 2 A7 2 AR
DGR T R BRI T S 5 R Sh L.
IR o AT IR 7 95 T R A 23 AT 3 e B B8R T A
A1z 2 RS o 5L pl AR S R PR Y L FAT Tk
ANTEBEA G33X P48 A5 B89 P A 78 0] o % 8 1) 152
AT LAZ DLF AT A5 LR A A ©.

6 T it
6.1 TMHEMESEREMBEARSMENER

AR AR H T A N7 T SR VR bk 56 T 9k 1 W]
FEVEM AR AR AL 5] 5 O ik NS b R
ISP 1) 25 % Wk il > A a#F 75 U A6 BRI 1 g ) iz &
BT )TZ S DU YD R 9 B B P R () £ i i
(18 35 iy 10 B2 25 1

EIE3. ik Via.d) € E,Pathla—>d]=
lasd} TB2  GEAE 58 4> 328 U8 B I X 80 0] PR 3 I 4t 7
TEHMES DAL T L —A s 5.

. X TAEERER S a: (s.d)  EREB
JEFAL Y In€ Pathla—d],n€ D, WPl i 4 SCHY %
R b 2D EANE — DS E. R, Y
(a.d) € E W MRHE R Pathla—>d]={a.d}. &
a€D 8 H& de D Wil #ifh g —h e
A — A DAL RL D AR T A B — A s
. HEHE.

AEM A V(a,d) € E,Path[a—>d]=
la d}J&48 R WA AR E A0 I8 212
Vi) P A Tk A0 25 30 3 9 A O ) B I A L TS 2
26 HoAth B ¥R S0 2 AL . X BB AR 55 1Y 7E XY
R AR 2 S 9 i (IR Valley-Free JF I & £
kAR

(ORR=R QI 11 77| T A7 3 71 O B A3 5 1
[EB/OL]. http://netarchlab. tsinghua. edu. cn/~ junbi/
THU-NetArchLab-SAV-InterAS-Model-v1-20130501. pdf
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1 T TR0 b B d /D B R NP M R R
T 58 s U A 5 28 T A R o B ) R T AR B U TR O 3R
T1FEBEA V1524 11 B I 9 18] 0 D 79 d5e /)N i B
ERR 5 SCHR 14 ], 1999 45 H I 9 f) e /) i B 2 60 &5
A 18.9 26 19 & 3. T Bl 2 EL TG 190 4 4D 25 449 149
SRS i E B8 T RE AT R B . B 475 DA o L
B Y BT ERR EIA 45977 A BIRIRY B 4 B
FRE SR WA S 8690 A AR &L WAR MR B
A AR A U AT AT 80 8] £ 3 i SCRY BE 1 58 T
I3 38 1) A s 2o 4 7 2 8690 AN [ IR B AT B 524
B2 AR B R B, H B & AR BN R
R Ul 25 90 2. DRI R D 3 T 2 A S i) AL i
TR E TR [0 R R 22 4 [ 1) O B 5 T 5 9 L 4 R R B
P S AT 2 72 1 B 28 O e 2% ik DR B (o4 gk ] 5
Hby bk DAy 3 ) A 1 A0 B 25 A
6.2 TFRRITRIMA BAR

55 3.3 W A 1 Y Rk APROFIT=
Rev, (benefit) — Rev_ (risk) — Cost Ccost) , H 1,
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trace and prevent, and also harms the trustworthy, accounta-
bility, manageability, and measurability of the Internet.
Hence, IP spoofing has become one of the most critical security
threats to the Internet.

Inter-domain source address validation methods mitigate
IP spoofing by identifying and filtering cross-domain spoofing
packets. The academia proposes the evaluation criteria for

these methods, and designs many methods according to the
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criteria. However, although these methods meet the criteria,
they are not sufficiently deployed by Internet service providers
(ISPs). The reason is that the current criteria mainly focus
on the security of the global Internet, but considers little
about the ISPs’ profit.

This paper proposes the first deployability evaluation
criteria for inter-domain source address validation from the
ISPs’ perspective. The criteria include deployment benefit,
deployment cost and operational risk. We theoretically prove
that these criteria completely meet the ISPs’ economic
appeal. Thus the methods which conform to the criteria can
motivate the ISPs to deploy them and hopefully eliminate the
1P spoofing problem in the long run.

This paper also establishes the theoretical evaluation
model, which specifies the comprehensive quantitative evalu-
ation mechanism, for each criterion. The model is feasible in
the sense that it can be practically applied to evaluating the
existing methods based on publicly available Internet data.
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